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The article presents the concept and the desamimifoimplementation of the
system designed for monitoring and management oéraputer network for the
large company with a hybrid and distributed infrasture. The system is based on a
Nagios software, a software Multi Router Traffica@her, NdoUtils, a relational
database management system MySQL, the visualizasigstems for Nagios
(NagVis, NagMap) and a dedicated application that wreated for the system,
which allows on the presentation of monitored resesi
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1. Introduction

Nowadays the computer networks of large enterpises organizations are
often the heterogeneous networks. They combineerdifit technologies, using
devices from different manufacturers, running ddéfe operating systems.
In addition, monitoring and management of the nektware not limited to one
place, but often require an access to remote mtatiln such cases, a single
dedicated tool does not fulfill their roles or ynaed to use several different tools
simultaneously, which greatly complicate a netwadkninistration and increase its
cost (purchasing multiple tools, training employéesise them). In the papers [1]
and [2] the authors having regard to these factmmssented a reflection on the
functionality that should guarantee a system fonagagng and monitoring network.
These features include: the automation of the mdng, the ability to adapt to
changing solutions used in networks, the abilityofgerate in many different



environments, the modularity that allows you toestlonly the necessary
components depending on the nature of the monitoetdiork, the intelligent
storage, the analysis and visualization of the,dh&aability to influence the design
of the network, eg. through remote and automatedigration management of
network devices. This article presents the conoépuilding a system that would
have the requested features. The system will bedbas the platform Nagios [3],
which is an open software, developed and thoroutdsied in recent years. At the
beginning of the XXI century there have been preskrhe first proposals [4]
relating to the deploying Nagios in a large entisgrenvironment, due to
characteristics such as a scalability, the datardggdssues, the ability to integrate
the standard protocols (eg. SNMP, CMIP) and theitnong application and
device with a “closed” architecture (using the prejary solutions). Since then,
the platform has evolved considerably [5] expandisgapabilities for monitoring
a bandwidth usage, a quality of service (Qo0S),thrdhatification system that can
be integrated with e-mail or alerts in the form S¥1S messages. The positive
results for Nagios platform elements test [6] dedido choose this system as
a basis for building applications presented here.

2. System Requirements

The purpose of our application is to enable thea&in of network topology
in the company, saving and storing network infoforatin the database,
monitoring devices and network connections, managenof configuration for
devices on the network, reporting on the statudesices and notification of the
defined situations related to the detection of gutarities in the network.
The application should be modular and include sowdules as: a topology
discovery module, an information management modalaetwork monitoring
module, a device configuration management module aareporting module. Each
of these modules has to perform a certain function.

The topology discovery module must allow on a mlidodetection of
network devices, enable editing and acceptanceeotorrectness of the detected
data by the operator and create a visualizatiagheohetwork topology.

The purpose of the information management modulsaisng and storing
information about the network (the descriptiong g@hysical location of the branch
offices, the network devices, the network connesfjoThis module must contain
tool to search for information across the database.

The network monitoring module will be used to aedébn of the failure
network connections, unavailability of devices, teerors at the interfaces
according to the preset level, the changes in tmfiguration of network devices,
the resets of network devices, the current loathemetwork and must allow the
preview parameters of the network devices.
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The configuration management module is expectednible an automatic
download of the configuration, the identificatiohtbe configuration changes and
the storage of historical information about thefpmation of devices.

The reporting module must allow to the creatiomegforts on the monitoring
of the system availability and reports accordinthe selected devices or interfaces
in a given period of time, according to the selégiarameters (the availability, the
CPU load, the memory usage, the errors on intesjadéis module should also
handle the notifications about the events occuririrthe network.

3. Description of the system concept

The presented system will be based on the platfbagios, also will use the
Multi Router Traffic Grapher (MRTG) [7], the NdoU#tisoftware, the relational
database MySQL, the visualization systems for NadiagVis, NagMap) and
a dedicated application created for the needs efistem (a presentation of the
monitored data).

The system will be equipped with an interface for:

* an access to information about the selected degaagomatically
collected at defined intervals - by default g@minutes),

e carrying out the inspection at the request of tlected device
parameters,

* an access to the device configuration,

* a notification in the event of an emergency sitratdefined on the
device,

* an access to historical data.

The subject of monitoring by the system will be tretwork devices (ie. routers
and switches (Fig. 1)) and the network servicesingion selected hosts.
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Figure 1. Switch/routers monitoring
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The system will be maintained on a single machoneyhich will be running:

* Nagios software - to monitor critical IT infrasttuce components,
including system metrics, network protocols, apmlmns, services,
servers, and network infrastructure.

e SNMPTRAPD - an SNMP application that receives aogs| SNMP
TRAP and INFORM messages.

* SNMPTT - an SNMP trap handler for use with the NENMP/UCD-
SNMP snmptrapd program. Received traps are trausliato friendly
messages using variable substitution. Output can tdoyMySQL
(Linux/Windows) or any other ODBC database.

« Database Server.

4. Thetopology discovery module.

The purpose of this module is to detect changehametwork topology by
adding the new device and to gather informatioruaitize device. After detecting
the new device, the system will allow to add infation about it to the database.
Detecting hosts will be able to take place perialtiicor on demand. After
scanning the system prepares a list of the actexécds, and then tries to get
information about an appropriate facility.

Detection of new devices in the system will be dase the use of network
scanner Network Mapper (Nmap). The operator willegg a range of addresses to
search.

Additional, the detection of neighbouring devicell be based on the protocols:
» Cisco Discovery Protocol (CDP) (for Cisco devices)
e Link Layer Discovery Protocol (LLDP) (in other ca¥e

5. Data Storage

The application will consist of three databasesl@amented using relational

database management system MySQL (Fig. 2) :

« the first database (a configuration database) wdtintain the
configuration information for the system;

» the second database (the NdoUtlis database, tlabata of current
states) will base on data generated by the pludoUtils with the
current values of the monitored parameters;

» the third database (a capacitance database) wifjatieering historical
information of the monitored parameters, allowing fheir analysis in
selected time intervals and stores the configunafiles of monitored
devices (current and historical).
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Configuration database NDOUtils database ~ Capacitance database

Figure 2. System databases

The configuration database will hold:
- a system configuration: the directories usedheygystem (the system installation
site, the location of system configuration filedahe data files, a directory for
temporary data); the parameters related to theribead access to the system; the
communication parameters (devices addresses atalggovices);
- the system user accounts: the system will hafieatkthe user accounts and the
ability to group users; a database will store imfation about existing accounts
containing data such as user id, its name, persoe@ils and address, email
address and telephone number (to allow to inforen uker about the specified
events);
- the information about the monitored location<#iwon id, name, alias, address,
GPS coordinates);
- the information on the monitored devices (hosta)ne, alias, device type, model,
IP address, user and password for SNMP, monitonmervals, notification
parameters relating to changes in device statusiotbeand frequency of
notifications) defined on the device "traps" (asatibed);
- the monitored services (virtual objects, with @ito gather information); it is
assumed for that host will be possible to define #ervices monitored on
the device; for most devices there will be représbmlevice interfaces status and
the use of bandwidth for the interface; for eackhefsites there will be determined
the name of the device on which the service is toosil and the monitoring
parameters (interval monitoring, notification)
- the information about the network connectionsrafor id, operator name, alias,
address, description of the link, bandwidth oflthk.
The largest part of the configuration database witupy descriptions of the
equipment and monitored on their services.

The current states database will periodically coggrmation generated by
Nagios (using plug-in NdoUtils) and Multi Routerafiic Grapher, and gather the
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device configuration files when it detects the ademin the monitored devices
(using "trap” SNMP and TFTP protocoal).

The capacitance database will be gathering histolicformation of the
monitored parameters and storing the archived gardtion files of the monitored
devices.

To support databases there will be delivered agiptios to manage them with
a friendly and easy-to-use graphical interface.

6. The monitoring module

The monitoring module will be responsible for pei® collection of
information about the devices and placing thenhadppropriate database. For its
implementation will be used NagiosCore, plug-in Ntts and monitor MRTG.
The parameters necessary for the proper functiooiribe system Nagios will be
stored in the appropriate configuration files aemerated automatically based on
the data stored in previously described databases.

The definition of each service will be precededtivy definition of the host
(the network device) to which it relates.

For each service we must specify the frequency ofitaring, the system
operator may also perform the test on demand. Tagidd Core has dozens of
commands based on built-in plug-ins for monitorgggvices. In our system it is
planned to use the following commands:

e check hogt_alive — command allows us to control the availabilityhaofst
on the network;

» check_ interface alive — komenda pozwalgga nam monitorona
dostpnas¢ portu;

» check_snmp - command allows us to read any parameter vélrethe
device using SNMP;

e check snmp_getinterfacedata — command allows us to connect to the
specified host and retrieve the status of all nset@nd status for all
interfaces;

e check_snmp_device_status — command allows us to download from a
designated host data on utilization of CPU and RAM,;

e check snmp_backup config - command allows us to backup the
configuration of the network device.

Using these commands, the application collectvagleinformation that then

using the information management module are storethe respective database
and can be displayed to the system operator.
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The monitoring module in addition to the pollingesjfied parameters will
also support events on those devices. This wildiee through the SNMP service.
SNMP traps enable a monitored device to notify thanagement station of
significant events by way of an unsolicited SNMPseage. The configuration
database includes defined for monitored devicespstr and the critical values
which will lead to the generation of a message h®y device. Presented module
will receive SNMP traps sent from the network equémt and will be responsible
for their interpretation and activate alerts th@rapriate users. It is assumed that
the server where the system is installed will viiive running the following
services: snmptrapd and snmptt. At a time whendtindgce will generate a trap
signal it will be sent to the server snmptrapd. $hever sends snmptrapd traps to
snmptt parser that parses the information recemed take appropriate action

(Fig. 3).
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Figure 3. Connection between Nagios and SNMP traps
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The monitoring module also allows us to analyze dingount of data flowing
through the network devices via NetFlow protoctligtapplies to devices that
support NetFlow protocol). The service which ip@ssible for receiving NetFlow
data, periodically or at the request of the operatctivates or deactivates the
respective collectors. The data thus obtained lvdllanalysed through created for
this purpose graphical interface.

7. The configur ation management module

This module simplifies managing network configusatifiles in network
environments by continuously monitoring device ogunfations and providing
immediate notification of configuration changes.t@matically store full device
configurations in text file format that can eadilg restored or copied to set up a
new device. We can view, track, and compare cordigpns with a Web-based
graphical interface. This module allows as to imiagdy rollback to a previous
known good device configuration. Configuration Mgea establishes
communication with the devices via SSH / Telnet MNM® to check the
configuration. The configuration files are transéer from and to the monitored
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device using TFTP protocol. The devices in the iimwgy can be grouped based on
any logical criteria - for example Cisco_Switch Gpocontaining all Cisco
switches. Configuration operations such as backipgconfiguration, uploading
configurations to devices and others can be peddron all devices of the group
at one go. The configuration monitoring engine baroperated manually by user
request or run automatically on specific datestands. It can provides automatic
actions such as executing commands, sending SNafi? tir email notifications
on specific configuration changes. It can also es reporting, logging and
exporting capabilities that can be used for enhdiimanagement of current and
historical network devices configuration.

8. Thereporting and visualisation module

The visualisation module will provide an interfafoe this system, its task
will be to visualize the data collected from relevdatabases in order to illustrate
the current status of devices and network servities.application interface will be
divided into an informative part (visualization factive/passive monitoring and
monitoring "on demand"), the detection module managnt and device
configuration management.

Informational part of the interface will offer viewof the monitored network
with varying degrees of detail:

« in the general review will be presented to the @b of the connections
between locations, with summary status of the @svio location (NagVis
can be used to visualize Nagios data);

* an overview of the selected location will show $tetus of hosts in a given
location (Fig. 4);

Current Network Status Host Status Totals Service Status Totals
Last Updatet: Fri Apr 11 225126 CEST 2014 Up Down Unreachable Ponding Ok Warming Unknown Critcal Pondin
onds
Bl o o] @I

]
I
Al Problems: All Types Ail Problems All Types

L o L o [T

Host Status Details For All Host Groups

Host *4 Status *4 Last Check *4 Duration % Status Information
up 04-11-2014 22.48:08 1d 10 51m 5

i3 04:11-2014 2247:33 10 8h 48m dgs
Switch_2860_1 up 04:11-2014 2248:33 407h 13m 325

Switch_2260_2 ue 04-11-2014 22:60:31 107h 56m 4gs.

ccccc ue 04-11-2014 2247:80 40 5h 34m 585

BREERERE

ue 04-11-2014 22:48:11 60 1h 86m 44s PING OK - Packet loss = 0%. RTA = 0.05 ms

Rosults 1 - 6f 6 Matching Hosts

Figure 4. Review of hosts status

* adetailed view for the selected host (Fig. 5);
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Current Network Status Host Status Totals Service Status Totals

Last Updated: Fri Apr 11 23:06:40 CEST 2014 Up Down Pending Ok Warning Unknown Critical Pending
Updated every 90 seconds e e

Nagios® Core™ 4.0.4 - wwwnagios.org Elo o o] EC o e ]
Logged in as nagiosadmin All Problems All Types All Protlems All Typas

Wiew History For all hosts
Wiew Notifcations For All Hosts
Wiew Host Status Detail For All Hosts

Service Status Details For All Hosts

Limit Resuts: | 100

Host 4 Service #9 Status #9  Last Check 4 Duration #%  Atempt #%  Status
Router_2800_1 PING [BRT ] 04-11-2014 23:05.39 1d 11h 6m 24s. 0 PING OK - Packet loss = 0%, RTA = 0.75 ms:
Port FEO/O Link Status [GK ] 04-11-2014 230201 1di0h 4m3ds 1B SNMP OK - up(1)
Port S0/2/0 Link Status oK 0411201423235 idSn4dmSls i SNMP OK - up(1)
Uptime [BR ] 04-11-2014 23:01:48 1d 10n34m5ds 113 SNMP OK - Timeticks: (53406315 6 days, 4:21:03.15
Router_2811_1 PING OK 1 0411-201423.0803 1490 5m0s 3 PING OK - Packet loss = 0%, RTA = 12.85 ms
Port 1 Bandwidth Usage OK 041-201423.0426  1dSh2mi0s 13 Traffic OK - Avg. In = 20.0 B/s, Avg. Out = 20.0 B/s
Port FEQI Link Status ! 0412014225703 1dBhdem23s 18 SNMP OK - up(1)
Port S0/2/0 Link Status [ok | 04112014 22:57:23 1d 80 49m 13s 1" SNMP OK - up(1)
Switeh 2960_1 PING BRI 0412014 23:0456 548 38m 56s 0 PING OK - Packet loss = 0%, RTA = 0.53 ms
Port 1 Bandwidth Usage [OK | o4r1z01a22:5856  1d themags 0 Traffic OK - Avy. In = 7490 Bis, Aug. Gut = 604.0 8/s
Port 1 Link Status [ok | o411201423.0456  Sa8n37Tm12s 0 SNMP OK - up(1)
Port 10 Link Status [OK | osrrzo1423:0341  Se8n36m20s 0 SNMP OK - up(1)
Port 2 Link Status [Gk " | osa1r20m422:5735  sasn35mzes 73 SNMP OK - Up(1)
Port 3 Link Status [BK ] 04-11-2014 23:02:41 1d 11h6m 13s. " SNMP OK - up(1)
Port 4 Link Status [CRITIGAL | 04-11-2014 225933 5d Bh 33m 44s a3 SNMP CRITICAL - “down(2)"
Uptime [ORTT ] 04-11-2014 23:03:33 5¢ 81 32m 528 43 SNMP OK - Timeticks: (53411086) 6 days, 4:21:50 86
Switch_2960 2 PING [BRTTTT 04-11-2014 23:08:23 14 8h 12m 0s " PING OK - Packet loss = 0%, RTA = 12.91 ms
Port GE1 Bandwidth Usage 04-11-2014 22:58:54 1d O 46m 41s %3 Traffic OK - Avg. In = 21.0 Bls, Avg. Qut = 58.0 Bis
Port GE1 Link Status [BRT | 04-11-2014 22:58:53 16 81 7Tm 31s 0 SNMP OK - up(1)
cancer Current Load [BRTTTTT 04-11-2014 23:08:08 4d 51 50m s 14 OK - load average: 0.00, 0.00, 0.00
Current Users [BKT ] 04-11-2014 23:03.03 4d 5n 49m 225 4 USERS OK - 2 users currently iogged in
HTTP | [o 0412014230233 4dSndBm3Ss 14 HTTP OK: HTTPH. 1 200 OK - 844 bytes in 0.015 second response time
PING oK 04112014 23:6421 3480 1m 58s 14 PING OK - Packet loss = 0%, RTA = 5.33 ms
Root Partition [ORT | 04-11-2014 23,0603 44 5h 47m 1s 104 DISK OK - frea space: | 44689 MB (23% inode=06%):

Figureb5. Detailed view for selected hosts

» adetailed view of the selected service (Fig. 6).

Service Information Service

Last Updated: Fri Apr 16 00:24:55 CEST 2014 Port 1 Link Status
Updated every 80 seconds

Magios® Core™ 4.0.4 - www.nagios.org On Host
Logged in as nagiosadmin Cisco_Switch1
Wisw Information For This Host (Switch_2960_1)

View Status Detail For This Host
View Alert History For This Service

Wiew Trends For This Sarvice Member of
WView Alert Histogram: For This Service No servicegroups.
View Avaliability Report For This Service

Wiew Notifications For This Serviee:

172.19.255.126

Service State Information Service Commands
Current Status: (for 11d 9h 55m 27s) ¥ Disable active checks of this service
Status Infermation: SNMP OK - up(1) ® Re-schedule the next check of this service
Performance Data: ? Submit passive check resuit for this service
f:;“é: ;‘:1’1“'::: "}’: / (:?;'i x"’j: o 3¢ Stop accepting passive checks for this service
Check Type: ACTIVE. 3 Stop obsessing over this service

Check Latency / Duration: 0.000/0.011 seconds ¥ Disable notifications for this service
Next Scheduled Check: 04-18-2014 00:34:41 Send custom service natification
Last State Change: 04-06-2014 14:29:28 (® Schedule downtime for this service
Last Notification: N/A (notification 0) 3¢ Disable event handler for this service
8 This Servios Flapplig? D0t aean) % Disable flap detection for this service
In Scheduled Downtime?

Last Update: 04-18-2014 00:24:52 ( 0d Oh Om 3s ago)
Active Checks

Passive Checks: [ENABLED

Obsessing:

Notifications:

Event Handler:

Flap Detection: | ENABLE

Figure 6. Detailed view for selected service
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9. Summary

Presented here concept of a monitoring system allesmo build an efficient

monitoring application for LAN and WAN networks ogi tools based on open
source software. The proposed solutions allow bddlaof such a system, which

can be used in small, medium and large enterpridessystem does not have high
hardware requirements. This allows us to keep dostdor both: its creation and

implementation in the enterprise. Described helatisns have been installed,
configured and tested in a laboratory environment.
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