INFORMATION
SYSTEMS IN

MANAGEMENT Information Systems in Management (2013) Vol. R 239-249

SMART METERING AND DATA PRIVACY ISSUES
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Growing energy consumption enforces initiativeg thak for alternatives aimed
at better energy management and load balancingrtSmetering is a topic that
meets these expectations and it seems to proviggdua added for both, suppliers
and customers. In this paper we focus on diffeiesties of data and privacy
protection for smart grids. In particular, we dissusecurity concerns related to
system architecture, possible means of data proteeind demonstrate the main
research challenges in privacy assurance for gyridd.
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1. Introduction

In general, smart metering concerns the usage rat datelligent metering
devices at customer location and the regular psooéseading, processing and
giving the information about consumption to thetooger. It needs to be stated that
there is a clear distinction between a smart nmeatdrsmart metering. The first one
is the individual device installed at customer reoasfacility, primarily measuring
the energy consumption. The second one, is a demgphcation of smart meters
on a larger scale, connected in a grid. In padicUtU legal framework refers to
“intelligent metering systemsThe European Commission's Interpretative Note on
Directive 2009/72/EC [8] gives a description of themmission's understanding of
a metering system which f¢he ability to provide bi-directional communicatio



between the consumer and the supplier/operator angromote services that
facilitate energy efficiency within the home.”

Smart metering appears to be a remedy for risingeprof electricity and
therefore, to encourage parties involved therenamry benefits attributed to smart
metering systems.

From the individual customer point of view (end misthe main benefits
include [6, 7]:

— Access to detailed data to manage energy usage;

— More accurate and timely delivered billing;

— Possibility to benefit from demand flexibility;

— Possibility to introduce safety solutions of theukehold and equipment

through better power quality and breakdown managéme

— Other, such as home appliances failure detectietection of waste,

detection ofunexpectedctivity or inactivity, what could be possible it
smart home unit controllers.

For the energy supplier, the smart metering off@mspng others [6, 7]:
— Possibility to introduce demand response approabhatwvis especially
important on electricity market dealing with peakds;
— Reduced costs of metering readings compared to ahdata gathering;
— Reduced back office rebilling process;
— Misuse and fraud detection;

On the other hand there are also costs associaiéfl smart metering
implementation. It is clear that the implementatishsmart meters will entail
number of costs, including the initial cost of theters, communications costs and
also possibly higher maintenance costs of eled&gces.

Nevertheless, a serious costs related to smartrimgteystems concern
customer data protection and privacy assurancerefdre, while building the
smart metering infrastructure and dedicated salsti special attention should be
paid to data protection and security issues in rore ensure secure data
communication and protection of consumers privadta dagainst unauthorized
access or hacking.

The purpose of the article is to systematize dffierssues of data and privacy
protection for smart grids. In particular, we dissuwdifferent security concerns
related to system architecture, possible meansata protection and demonstrate
the main research challenges in privacy assuramc@fart metering solutions.

2. Smart metering ar chitecture and data flow

ICT (Information and Communication Technologies3teyns including smart
metering and grid automation possesses functignasiecurity and real-time

240



requirements that need to be fulfilled as whole iana@ way that is technically and
economically feasible. Security threats in smarttemesolutions include data
tampering in order to manipulate the billing, legéaf private data related to the
lifestyle and financial situation of customers, dinthlly manipulation of grid
control commands, which can threaten the whole ortw

Particular challenges arise due the large scala smart grid and because
system components are widely distributed in thddfid-or this reason the
components need to be very stable and securecyarty in the light of cyber
security concept. This concept is defined to berawa threads conveyed by
computers and the protection of the assets fromifioation or damage from
accidental or malicious misuse.

A typical smart metering architecture consistshef following elements [2]:

1) Metering device with associated devices on theotost's site, which can
be optionally connected to a smart home contréilemanage appliances
usage (taking into account tariff information ameey costs);

2) Communication and data processing infrastructutevdem the customers
devices and the transactional systems of theyusilipplier;

3) Central data management system which is locateslipplier’s site and it
has possibility, inter alia, to start/shut down th#ity supply, to process
data for customer relationship purposes, to arctiata according to legal
requirements and and optionally to present datagaonsumers, through
the web page, for instance.

This system is formed by a collection of softwalardware, operators and
information flow. However, for the sake of consmtg, we will now briefly
describe the parties involved in a smart meteringwsng that they are cross
related not only due to electricity flow but alsata flow. As shown on Fig. 1 we
can distinguish:

— Customers (individual and business); They are esstsuthat receive the
power supply. They generate usage patterns andifispeudividual
consumption information. These are sensitive daaa must be protected
for preserving the consumers’ privacy. It is assditieit customers would
have access to the data on various granularitydeweorder to select an
advantageous tariff and be able to manage thegeubabits and electric
appliances.

— Smart metering devices; They are installed at tingtoener location in
order to record the consumed energy at differené twindows and send
the measurements to the customer and/or the adggre@ach customer
must be equipped with at least one meter, so theyyaically small and
cheap devices with limited computational power.

— Grid operator (Supplier); This is a company thattoals the electricity
distribution and transportation infrastructure. ®#bw for the operators is
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crucial since they may employ electricity usageadatd distribution needs
in order to manage their resources. With detaitgtsomption data a better
load balancing is feasible.

— Communication network; It concerns communicatioroagall the parties
involved in the smart meter grid. Due to sensitilaa transmission all
communication channels must be secured.

— Electricity producer (power plant); This is a compahat produces and
then sells the electricity to the customers throutjie supplier's
infrastructure. The producer must take into accal@mand data (to adjust
the produced electricity), and total consumptiortadéor billing each
consumer according the contracted tariff.

Hydraulic power
generation Consumers Thermal power plant

)T by

/ e T

Consumers."

Control

............ Data flow

— — — Electricity flow Central grid
operator Consumers

Figure 1. Scheme of example smart meter architecture
A fully centralized architecture gives the meterdyathe sensing function,

with ability of sending the measurements to a emtatabase. The database acts
acts as a node and communicates with each smadr.nite data stored in
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database is then used for consumption calculdtiand, balancing and billing. Each
customer may access the stored data in order tonf@tmation about own
consumptions. This approach seems to be consideraetbminating scenario for
smart metering implementation proposals.

A centralized management and data collection impéetrust on the grid
operator as this party who would play the role bE tchief data officer
concentrating also the authentication and storagetibnalities, and having access
to all the fine-grained measurements, stored ierdral database.

Undoubtedly, it possesses many technical and legétulties for the
delivery of an actual and appropriate privacy pndgag solutions.

3. Smart meter data and privacy concerns

There are two European directives that are relelgagita processing in smart
meters:

1. The European Data Protection Directive whichegos the processing of
personal data by data controllers and grants rightsdividuals.

2. The European Privacy and Electronic Communioati®irective which
aim to make it technology neutral.

Under these directives a number of requirementsaraimg data protection is
specified. Firstly, personal data processing i®vedld only if specific legal
purposes apply. Secondly, personal data gathereonf® purpose cannot be used
for another purpose without permission. Thirdlyerth are limitations on the
personal data transfer to other countries. Findhgre is a strict obligation to
ensure adequate security.

For this reasons, smart meters cannot transmitsamgitive data such as
customer name or address, but to some extendl itmwdlve transmitting personal
data through the use of a smart meter ID numbeichmtan be associated with a
recipient. The information that smart meters walnsfer from the customer to the
supplier would include:

— smart meter ID number;
— meter readings on different granularity level;
— type of information transmitted (meter reading nauthorised access alert);
— date and time;
payment details for the customers using prepaymeter.

Readings from the smart meter will be gathereduifinoremote access to prepare
energy usage profile of the individual or the hdnadd. Supplier will be able to use
those behavioural data (for instance, low energgesvhen the customer is away
from home) to prepare kind of energy profile. Tba be basis for new services
and new tariffs developments based on such eneojyes.
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For this reasons, data collected from smart metérde interesting both, for
energy suppliers and consumers.

As the smart meter technologies will capture peabdata, energy suppliers
will be data controllers and responsible for activith data protection laws, even if
they outsource any data processing services. thdaergy suppliers already have
to comply with data protection laws, so the maiguiesment concerning existing
obligations is adequate enforcement. If final ageanents concerning smart meter
solutions take the form of supplier centric apploden data capture, use, storage
and sharing will be domain of the energy supplidren a question arises: what
would energy suppliers do with the data they getnficustomers? Although there
are customers who are in favour of smart metesaay of providing them more
accurate and detailed usage information, some pea@ concerned about how
suppliers will use the energy consumption dataiaggthis would be an invasion
of privacy.

Therefore, there is a need for providing clear anderstandable for the
customers rules on:

— data capture including the clear statement of wiladéh are allowed to be
captured, stored in databases and for what purposes

— data use (how the customer data are used);

— data storage (how the data are stored ad if treegenured);

— data sharing (what data and how can data be shattedther parties).

Some parties (customers lobby and governments)catelia need for wide
consultation [3] to tackle some key questions aagh
— Should the regulations limit data capture to ohttwhich is necessary for
the maintenance and proper functioning of the sefi
— Should the regulations limit data usage in any way?
— Should the regulations provide limitations on dsttaage?
— Should the regulations provide further guidancelata sharing?

Some societies and movements which are opposeldetintroduction of smart
metering initiatives in United States compares ithte Big Brother’s and argue that
it is against The Fourth Amendment (Amendment I¥/)s the amendment to the
US Constitution which is the part of the Bill ofdRits that prohibits unreasonable
searches and seizures and requires any warrarg joadercially sanctioned and
supported by probable cause.

We have underlined that privacy is a crucial issusmart metering. With
a short example we can show possible privacy vaigbroduced when collecting
fine-grained readings from a household power compsiam. These are real data
gathered for the purpose of smart metering prdjeaine of the households in
Warsaw in September and October 2012. Such dagaleeinformation about in-
home activities that can be mined and combined otltler available information to
discover more about inhabitants’ behaviour.
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Fig. 2 represents a set of hourly readings fome tspan of 400 hours, where
the non-consumption period of the household caedsiy identified just by eye
inspection. This so called “inactivity” period fallon a weekend and this
information is very sensitive since it shows théioes risk concerned with detailed
data collection, as it could be used to find ouewla home was empty in order to
commit burglary, for instance.
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Figure 2. Household’s hourly smart meter readings
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Figure 3. Household’s smart meter readings per minute

Similar case is shown on Fig. 3, in which a semafute readings for a time
span of 24 hours is presented. There, we can gissih two periods of household
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inactivity. One is due to the rest during the nigiours and the second one is
evident during the afternoon hours. This exampllects of how important privacy
protection will be when smart metering is widelybiged.

4. Challengesin data protection assurance

In this part we aim to identify and present sevarglortant challenges for
considering the privacy issues in smart meterirggesys, taking into account their
importance and influence on ease of adoption.

4.1. Challenges concerning the trust among theéegartvolved

Taking into account any privacy related scenaritgré is an inherent
dependency between the trust and privacy. Accorthngp] “(...) every entities,
parties and infrastructure elements of a smart miegenetwork that are trusted
will need no privacy protection, and those elemamta/hich privacy is enforced
through a secure protocol will not need to be tedst Therefore, the definition of
the trust model is extremely important for proped &ffective customers privacy
assurance. In case of smart metering scenarioméia trust relationships are
established between the customers, the supplietsgad operator. Customers’
trust is directly related with privacy of the metdrdata and it should be stated
clearly which parties can access these data fegitirhate purpose. Conversely,
the trust from the supplier or grid operator isused on the data correctness, to
provide the actual usage values without tryingolgé these measurements and the
corresponding bills. The traditional sealed megersessible only at the customer’s
location represented the mutual trust between uppl®r and the customers, in a
way that customers could not forge the measuremeitf®ut manipulating the
meter and the operator could only access approgimegasurements. Therefore,
adoption of smart metering changes the trust mashel evolving it towards
relation that is based on mutual trust, also takig account the choice of system
architecture.

4.2. Challenges concerning the smart meter hardware

For the smart metering growth to be economicallgsiiele, from the grid
operators point of view, smart meters devices rhastheap and easily replaceable.
This corresponds to a scalability, what means tbast of meter devices
deployment at users’ locations must be manageatdenaust be covered by the
energy savings and consumption reduction as atressmart use and the optimal
load balancing. Therefore, smart meters cannot el equipped and high
performance computers but rather small devices wdlty limited computation
resources and importantly characterized by smallgp@onsumption.
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Due to these fundamental limitations, some of theppsals for privacy-
preserving have addressed the use of simple honpdrmecgncryptions which is the
conversion of data into cipher text that can bedumeread as if it was still in its
original form. Existing current meters don’t possésisted elements capable of
performing complex homomorphic encryption. Eventliey have, they use
symmetric cryptography [10] usually supporting gathlight cryptographic
functions like hashes and secret-key encryptiomjgition and hash-based
message authentication code signatures. Most opribygosed privacy preserving
solutions require [9] application of tamper-prooymtographic modules (similar to
smart cards) to handle integrity, distributed antivation and heavy public key
data encryption and signatures. Accordingly, if lbomorphic processing is chosen
then the smart meter devices must also cope withohwrphic operations that
include large modular additions, multiplicationgla@xponentiations [9]. This may
be too difficult to achieve assuming the low mawtieing cost of these devices.

4.3. Challenges related to cryptographic protocols

In case of the system in which the grid operatengany has the control and
concentrates the need of trust from the custonsestpmers will assume that they
will be billed correctly for their consumptions. Qhe other hand, if customer
privacy is respected and guaranteed, then it isitliey company who must trust
that the measurement and billing calculation areectly performed, as it will not
have access to particular individual measuremdittat is why the grid operators
are very sceptical to adopt a privacy preservirigtem if it does not appear next
to fraud detection mechanism and technical guagartteat cheating customers will
not take place.

For private protocols based on homomorphic enaoypfé], “(...) it is a
common requirement that all the encrypted valuesproduced with the same key
in order to be homomorphically combinable in suclvay that the secret key is
shared among several customers and even the utititpypany”. In a typical
setting, key disclosure would imply losing the pbgisy of correct authentication.
The other problems would include the risk of foygey users familiar with the
technology and decryption techniques. The solutionthese problem is, for
instance, unusual key distribution mechanisms, thieesub-key generation process
proposed by [4] or the peer-to-peer key establistirbg [1]. The last one concerns
the case, in which each two coupled users shanigaely computed key for each
iteration of the private consumption calculationtpcol.

Surely, for privacy protection, the on-going reseashould also invest in
cryptography, also getting familiar with its bemefand certain limitations and,
as a result to work out a good solution that isifdla to adopt in smart metering
infrastructure.
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5. Conclusions

In this paper, we identified a set of data proteci@nd privacy problems in
smart grid architecture and present an overvieexigting research challenges for
secure data processing what brings us towardsrbettderstanding of both,
customer and system operator needs.

The mainstream of the smart metering systems gdtig that it collects
personal information. Customer data are collected ia gives a possibility for
utility providers to monitor customers behaviours.order to assure a customer
privacy and data protection a certain initiativeeldd be undertaken, including (1)
guidelines regulating access to data for custoresiice, (2) strong user control
over information leaving the customer location, g&tocols that can process most
of the data at customer locations.

Undoubtedly, the topic is very complex and difficgince it tackles very
sensitive issues. However, the consensus appeatse tpossible to achieve
assuming that each of the parties involved woutthsa good will.
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