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Abstract: The paper has been intended to present reseatitgt¢ools used in the Air Force Institute
of Technology to build integrated communicaticstesys and test operation thereof, as far as both
devices that compose the system and the appliechsofare concerned. Particular attention has
been paid to the so-called integration station I{bumder the Mi-8, Mi-17, Mi-24 modernisation
project), intended to activate communication systenegrated on the basis of digital data buses
(MIL-1553B). Also, the mobile servicing and contet ZDZSt-1 to service and diagnose these
systems has been discussed in details. Such eqtipsseallowed AFIT to gain the-state-of-the-art
capabilites presented by western companies infitld of integrating new communication
devices/systems, the already accomplished modimisaof the W-3PL helicopter
(“Gluszec"/“Capercaillie™ and a project of such aystem for the TS-11F “Iskra” (“Spark”) being
perfect examples. Some selected tasks performbdthigt testing station engaged have been
discussed. Also, problems arising while activating testing the developed software to integrate
communication devices/systems (including digitadiytrolled radio stations of the RF-5800H and
XM-6013P types, and communication control panelsthef PSt-1 type have been given
consideration in the scope of the software funatigrand reliability. Presented are also additibna
monitoring and measuring systems used to testdftisare, just to mention acoustic generators as
well as special and navigation signals testers.
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Streszczenie:W artykule przedstawiono nagzia badawcze wykorzystywane w Instytucie
Technicznym Wojsk Lotniczych do budowy i testovpa@y zintegrowanych systemawezngci w
zakresie uizdze: i oprogramowania w nich wykorzystywanego. Szaaggéag paswigcono tzw.
stanowisku integracyjnemu, przeznaczonemu do uniagha systemoéwgéznaci integrowanych

na bazie cyfrowych szyn danych (MIL-1553B) orazilneshu zestawowi obstugowo-kontrolnemu
ZDZSt -1 przeznaczonemu do ich obslugi i diagnozewosiadanie takiego stanowiska pozwolito
m.in. na modernizagj smiglowca W-3PL ,Gluszec” oraz opracowanie projeldystemu dla
samolotu TS-11F ,Iskra”. Oméwiono wybrane zadargalizowane przez zbudowane stanowisko
oraz problemy pojawigte sg podczas uruchamiania i testowania opracowywanego
oprogramowania integrgcego urgdzenia 4cznaci w zakresie jego funkcjonakmd i
niezawodnéci dziatania. Przedstawiono tak dodatkowe specjalizowane ggizenia badawcze
wykorzystywane do testowania tego oprogramowaniz destery sygnatdw specjalnych i
nawigacyjnych.

Stowa kluczowezintegrowane systenycEnaci, narzdzia badawczo/tesyge
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1. Introduction

A communication system is one of primary tools be helicopter. The

most essential requirements, i.e. being reliabtecmvert remain unchanged
for many decades. Nowadays, it means protecti@angfradio transmission

against interception and decoding of radio traffiache enemy. A helicopter
usually carries a crew of several people and acdéstli team (e.g. combat
troops, a medical team, etc.); on this accounttmemunication system on
the helicopter is much more complicated than timad @ombat aircraft. The
system in question as the so-called intercom hgsdeide communication

for the people on board, whereas the aircrew aadegam commander have
to keep up communication between the helicopter @heér units, e.g. a

command & control centre, a convoy, other helicoptetc.

Modern Western solutions in the field of airborr@menunications have

been based on the computer technology. A typicainconication system

shows an analogy with a computer system, operatiovhich is based on a
digital data bus that follows some accepted stah@inong other ones, the
MIL-1553B). To meet these requirements and to imerthe so-called

situational awareness of the aircrew in the fidldadio communication [1],

the integrated communication systems of the ZSk tygve been developed
in the ITWL (Air Force Institute of Technology). & are a computer-
based set of airborne and tactical radio statissemial to successfully
perform and accomplish a combat mission. This isatwprovides the

aircrew with communication throughout the wholgflfli while on board of

a military helicopter.

To control the system, specialised control pankte@PSt-1 type or multi-
function displays MW-1 (with internal/external raestation/subscriber
selecting keys) are used. A communication servet thanages radio
communication system is the main component of timegrated
communication system for aircrews of military hefers. The
communication server consists of control and mampgackages furnished
with suitable software. The helicopter's crew memsbeontrol particular
components of the integrated communication systencentrol panels of
the PSt-1 type (or multi-function displays and maditation dedicated
devices).

The final task in the process of constructing thtegrated communication
system, prior to building it into a military helipter, is the system
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optimisation that allows the best solution to benfd/selected from among
the accepted propositions, one that would satistgr@ resulting from the
user’s requirements. What supports the procedseisa-called integration
station [2], which allows of the optimisation of ethintegrated
communication system’s architecture components, arosgtion, and
functions under laboratory conditions. This, inmntuenables tests of several
solutions, the implementation of which into theid@bter solely for testing
purposes would be difficult or too expensive.

This integration station may also be used in tleegsses of unification and
optimisation of functions of the software to intetgr particular airborne and
tactical radio stations. Such being the case, uisisd as a monitoring and
measuring station intended to verify the ITWL-deypsd draft versions of
software for the communication systems in the aoédlse organisation and
detailed management of particular modes of operatib the integrated
communication system. The integration station hdswed ITWL to
integrate  communication devices also while upgmdinthe
W-3PL "Gluszec” helicopter [3].

2. Architecture of some selected integrated commucation system
(ZSt) setup used in the Armed Forces of the Repuldliof Poland

To make Polish military helicopters (e.g. Mi-8, Mr, Mi-24, W-3PL)
satisfy the needs of a modern battlefield, an natisgl communication
system of the ZSt type was built into these helieop while upgrading
them. The system was intended to provide commuaitabetween
helicopters, ground stations, and airspace cordtations. It allows the
aircrew to select any radio station or subscribbilevcarrying out internal
and external transmissions.

The on-board radio communication system also pretée classified and
unclassified traffic using frequency coding (thecstied TRANSEC) and
speech/data encoding (the so-called COMSEC) catpedil The range of
frequency band was adjusted to suit the Useesds and those of selected
radio stations subjected to integration on board ofilitary helicopter. To
determine distinctive features of such a systemalyaed was the ITWL-
developed integrated communication system buitt the above-mentioned
helicopters operated by the Polish Land Forces.
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The integrated communication system of the ZSt. typehe Mi-8 and Mi-

17 helicopters (Fig. 1) comprises the communicaterver SK-1, control

panels PSt-1, airborne radio stations to providaroonication between the
helicopter and the command & control centre anderothircraft, and

VHF/HF tactical radio stations to support the Rolisand Forces and
command and control centres at large distances thhemadio station [4].

o RADIOSTACJA DALEKIEGO ZASI EGU
EN HF 1,6-60 MHz
b | \ RF 5800H-MP

SERWER KOMUNIKACYJNY
SK-1

RADIOSTACJA LOTNICZA RADIOSTACJA TAKTYCZNA
(REZERWOWA) UHF/VHF 30-400 MHz UHF 30-88 MHz
UHF/VHF 110-160/220-400 MHz RRC 9500-3/9311AP

Fig. 1. The helicopter W-3PL “Gluszec” with compateof the ITWL-developed
integrated communication system ZSt

To control the integrated communication system feaMi-8, Mi-17, and
Mi-24 helicopters, pilots use control panels of the RStype (Fig. 2),
which allow of the selection of a radio station amdnges in the settings of
performance parameters. The control panel PSt-tldes a colour LCD
display, with software of its own. The control-phdesplay shows, among
other things, states of internal and external cotimes, the type of
communication performed, and radio station perfarceacharacteristics. A
pilot can select an internal subscriber or the aatation via the control
panel, the connection being executed by the comratian server. The
already constructed ZSt system can be expandedadiitional functions,
depending on the user’s needs [5].
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Fig. 2 The PSt-1 control panel included in the ITdéveloped
integrated communication systems

To reduce the cost of operating the ITWL-constrdctategrated
communication system, attention has been paid douttification thereof.
Therefore, components of the system (such as comcation server,
control panels, the radio station set) are intergkable and can be used on
helicopters of different types. By the way of exdenpthe integrated
avionics system (the so-called macro-system) has bailt into the W3-PL
helicopter; the integrated communication systerane of the components
thereof [3]. This one is the most ‘expanded’ vamsiof the integrated
communication system ZSt built into a military loelpter operated by the
Polish Land Forces. It comprises, among other ifehesdigitally controlled
radio stations of the RRC, HARRIS, and MR6000 ty@ewl three displays
of the MW-1 type (for the commander, the co-pilpgoator, and the
cargo/troop compartment commander).

The W-3PL “Gluszec” cockpit (Fig. 3) is outfitted with two uttifunction
displays MW-1 that control the communication systenform of the
operational status of particular radio stations arether/to what extent
other components of the integrated avionics systemain fit for use.
Selection of the mode of operation depends on iticeeav decision. Every
aircrew member has their own display with a vistegresentation of a
complete set of data essential to perform the omssAll the data are
visually represented on these multi-function digplan a fully independent
manner.
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Fig. 3 The cockpit with components of the ITWL-tbpead integrated
communication system built into the W-3PL “Gtuszhkelicopter

The communication server (Fig. 4) provides the oard communication
network with the supervisory control and managemkrmontrols/manages
the internal and external communication in bothaierew- and the troops-
dedicated circuits via control panels PSt-1 (ortrfuhction displays MW-1).

It also provides the helicopter aircrew with spesignals, including the
disconnectable navigation signals (e.g. markerd)disconnectable signals
— warnings (of, e.g. hazardous flight altitude).

Fig. 4 The communication servefrthe ITWL-developed integrated
communication system ZSt-1 built into the Mi-8,1Mj-Mi-24,
and W-3PL"Gluszec” helicopters
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The integrated communication system built into thigove-mentioned

helicopters provides transmissions via airborne t@uatical radio stations,
including the selection of a suitable radio statitihe subscriber, and the
way of communication. The system constructed irs thiay provides

navigation signals and warnings, both kinds esaktdithe aircrew during

any flight. The system upgrade project (carried autiTWL) has been

aimed at providing further operational use of thedidopter fleet up to

moment modern aircraft are introduced in service.

The diagnostic of the system allows the best — ftloenpoint of view of the
quality criterion assumed - solution to be foundngsthe integration-
dedicated equipment/station available; the qualiterion defines, e.g. the
range, the number of channels, maintainabilityiabglity, and cost of the
system) [5].

3. Diagnostic tools for electronic of the integrat® communication
system ZSt

The completed analyses and the experience gaineougtmout the
research/testing work have facilitated the consitvacand development of
the testing station at the ITWL’s Division for Avics [2]. The station has
been designed for the activation and optimisatiocoomunication systems
based on the communication server (outfitted withiable interfaces that
are cards for the MIL-1553B-based data exchangg Bugh testing station
is essential to the testing of ‘applications’ underelopment, designed for
operating communication system’s devices, and hefocethe integration
thereof into one compact on-board system.

The major components of the station to optimise tinéegrated
communication system are the communication seruvér into the station,
and airborne and tactical radio stations. Alsorghe a kind of a mount with
built-in control panels and subscribers platesaionect earphones to check
the whole radio communication system through (5)g.

Another advantage of the constructed station iscagability to test the
integration-dedicated software and the diagnosirigparticular radio
stations of the communication system. One of thestmfondamental
advantages of the station is a capability of sitmdasome selected radio
stations included in the radio communication systeofi essential
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importance when we lack a given device while dgwelg the whole system
integrating software.

Fig. 5 The testing station with communication eyss components (left) and
control items (right), constructed and developed
at the ITWL’s Division for Avionics

Furthermore, there is the M230gged laptop computer that meets and
exceeds the standards set by the military and indusnd is used to
diagnose the communication server and radio swtiocluded in the
integrated communication system [5]. It allows loé tfeeding and testing
software dedicated foparticular radio stations and the communication
server, and of preparing the radio communicatiampFig. 6).

In the program layer the station makes also use of thdifrad operating
system Windows XP implemented into the communicaserver to, among
other things, facilitate the handling of packaged mterfaces of integrated
devices.
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~@ Local Power Suply

@ Local Interface

~@ Local Control Panel

@ i

=- 0 Transmitter

~-@ Transmitter Conlrol

~-@ Transmitter Switched off due to overheat

& Transmitter Switched off due to output power above maximum limit
@ Transmitter output power below minimum limit
~-@ Transmitter PIN diodes

& Transmitter temperature sensor
-~ Transmitter temperature reduction
«-{ Transmitter temperature blower

& Transmitter Power Control Loop
- Transmitter Input Drive
-~ Transmitter VSWR

@ Transmitter 100 kHz reference
- @ Receiver
@ Selection Warnings of Hardware Selection

@ Local Serial Interface
@ Local RCB for communication with RF radio modules
-@ MIL-5TD-15538 databus
@ Indicate the HW line for Antena Fault
- @ Preset's EPM data status
-@ No license available

Fig. 6 The apparatus measuring supervisory of p&St.-1 in the ITWL-
developed diagnostic integrated communication syste

4. To summarise

Every old-generation helicopter with a modern comization system built
in shows much greater operational capabilities, asgpd now with
applications which up to the present have stayewrmk the engineers’
reach. The multi-functionality and capability to espte in the strongly
developing network-centric environment are suchuies [1]. There is no
problem with building such a system, i.e. with fasing the hardware
items. What is a real challenge is the developn@nsuitable for the
purpose, effective and reliable software that Baisneeds and meets
requirements to provide external and internal comoation on board of
a military helicopter. The ITWL'’s Division for Aviacs took the job upon
themselves and was first in Poland to integratecttramunication system
on board of the upgraded helicopt&ts8, Mi-17, andMi-24 of the Polish
Land Forces. The integrated communication systetheo#ZSt type is fully
operational on military helicopters of the Polishlitdry Contingent in
Afghanistan.



142 Andrzej Pazur, Stawomir Michalak, Andrzej Szelmastow

The in ITWL built station to optimise communicati@ystems provides
integration of different devices — components tber@ncluding radio
stations), with digital data buses employed andoWahg the accepted
standards, e.g. the MIL-1553B. It affords the tegtof different functions
and formats for data exchange, processing, andivispresentation; also,
simulation of particular items of the communicatisgstem for some
selected system architectures. It also permitsctramunication systems
integration following the guidelines included inspective standards and
ICAO and NATO rules and regulations, as well asegion thereof with
additional functions, depending on requirementitifre recipients.

To reduce the cost of operating such systems, la leigl unification of
applied components and software has been providdte system
components such as control panels (or multi-functidisplays), the
communication server, and stand-alone versionadibrstations aréully
interchangeable amongjfferent types of military helicopters operateg b
the Polish Land Forces, with integrated commurocasystems built in. If
(real and fully justified) need be, it is possibbeshift the components from
one helicopter type to another. Owing to havingltiihie research/testing
station that facilitates the optimisation and wafion of the integrated
communication systems and to the project of upgradiilitary helicopters
flown in the Armed Forces of the Republic of Polahdther operational
use thereof in the Polish military aviation hasrbgearanteed, with high
level of compatibility and interoperability in thdield of radio
communication systems provided.
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