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ABSTRACT: The article describes the basic requirements of authentication systems used in 
Internet of Things networks, and problems and attacks that may hinder or even prevent the process 
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1. Introduction 

The Internet of Things (IoT) is currently one of the fastest developing 
branches of IT. The Internet of Things means a distributed network connecting 
physical objects that can collect data from the environment (using sensors), 
interact with the environment (using actuators), and communicate with each 
other, other devices and computers. Data collected by these devices may be 
collected and analysed to develop actions resulting in savings, increased 
efficiency or improved products and services [5]. It is estimated that by 2021 
there will be 21 billion IoT devices connected to the Internet [37], and one of the 
major challenges is to ensure proper device authentication [42]. This problem 
applies not only to Internet of Things devices used in industrial or medical 
environments, but also to devices in households. 

The number of attacks on IoT devices is continuously growing; the reason 
is undoubtedly the increasing use of IoT devices in various environments, but 
also insufficient security of IoT devices [40]. According to respondents [34], the 
area that needs the most improvements is device authentication and 
authorisation. 
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Identification is a process in which an entity declares its identity. This is 
then followed by the authentication process. It checks whether the identity 
actually exists and whether the entity declaring the identity can use it [26]. The 
subject of this article is an Internet of Things device. The authentication process 
is important in the context of access control to secured resources. 

The purpose of this article is to review the current methods applied in the 
authentication of devices used in Internet of Things networks. The second 
section shows examples of architecture models. The third section includes the 
requirements to be met by a system for authenticating Internet of Things devices. 
Problems and threats that occur in IoT device authentication systems are 
discussed (section 4) based on the four-layer architecture described in the second 
section. The next section (section 5) describes the current methods of device 
authentication in Internet of Things networks. The last section summarises the 
entire paper (section 6). 

2. Architecture of Internet of Things systems 

The system architecture shows how to divide a system into layers, each 
with defined functions and interactions with other layers. A model can be used 
to determine whether system elements of the same layer meet specific 
requirements. We can find many models in the literature on the construction of 
Internet of Things systems, but the most common architectures are as follows: 

a) three-layer, 
b) four-layer. 

Figure 1 shows layers of the architecture models described. Other examples of 
architecture models are described in articles [25], [28] and [41]. 

Three-layer architecture [22] is the basic architecture model of Internet of 
Things systems. The first layer is the Perception Layer. This layer receives 
events from the external environment, such as temperature, humidity, speed or 
location. This is done using sensors that are built-in or connected to the device. 
The data received can be pre-processed by the device. Another layer is the 
Network Layer, whose task is to send data from the perception layer to the 
application layer. Data are transmitted by wire or wirelessly using technologies 
such as 3G, 4G, Wi-Fi, Zig-Bee, Bluetooth or LoRa. The last layer is the 
Application Layer. Elements of this layer are responsible for providing 
application-specific services to the user. The Application Layer does not 
participate in the authentication process, but may require device authentication. 
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Fig. 1. Example models of Internet of Things system architectures 

The four-layer architecture [39] is based on the three-layer architecture. It 
has the same layers as the three-layer architecture, but it features an additional 
Support Layer. This layer is responsible for processing and storing data received 
by sensors in the Perception Layer. These processes usually use cloud services, 
but can also be performed by a regular computer or disk array. The use of such 
services is advisable when Internet of Things devices do not have sufficient 
resources to carry out the task. This is the most common model in literature. The 
model is used later in this article, as it contains all the layers utilised in the 
authentication process. 

3. Requirements for authentication systems 

Authentication is a process confirming the identity of an entity or group of 
entities. For this purpose, the entity sends its identifier and element confirming 
the identity. Such an element can be [26]: 

a) something known by the entity (e.g. password, PIN), 
b) something owned by the entity (e.g. key, token), 
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c) something that the entity is (e.g. a signature based on the device network 
traffic), 

d) entity location (physical location based on GPS or logical location based 
on an IP address, for example), 

e) something the entity does (e.g. secret handshake). 
Because the Internet of Things can consist of millions of devices, a very 

important requirement for the authentication system is the identifier uniqueness 
for the entity or group of entities. When two different entities present the same 
identifier, it may lead to a situation where entity A gains access to information 
intended for entity B, which of course is unacceptable. If the entity can be 
clearly identified through a device identifier or the data collected by the device, 
an appropriate level of privacy and protection of identifiers should be provided 
during their use and processing. 

It should be ensured that the identifier is not changed during assignment, 
transfer or use [38]. The identifier must be human- and machine-readable and 
should not contain important information about the identified entity. It is also 
required to ensure the scalability of identifiers so that each device in the system 
receives its own identifier. It is impossible to specify in advance how many 
identifiers the authentication system should be able to process. Even simple 
environments could grow over time, and a change of the authentication system 
because of the limited number of processed identities means unnecessary 
problems. Devices come from different manufacturers and can send data to 
various applications (not necessarily belonging to the same organisation), so 
existing standards as well as limitations and capabilities of devices should be 
considered when developing an identifier generation system. The identifier 
assigner should keep track of which identifiers are used and which are not. By 
"disabling" unnecessary identities, it is possible to restrict network access for 
unauthorised devices. 

The authentication process itself should be resistant to the attacks 
described in Part 4. In addition to these guidelines, we should keep the 
limitations of IoT devices in mind. These include: 

- low memory capacity - the program to be executed by the device must fit 
into the memory in addition to the authentication system, 

- low computing power - since many Internet of Things devices are 
equipped with processors with low computing power, authentication 
processes should be as fast as possible, meaning as few calculations as 
possible, 

- low network bandwidth - Internet of Things networks use devices and 
protocols characterised by low power consumption. However, their 
limitation is low bandwidth. Therefore the device should send as little data 
as possible during authentication. It is also necessary to consider the 
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situation when the device does not have access to the Internet or an 
authentication server, 

- the lowest possible energy consumption - Internet of Things devices can 
work in hard-to-reach environments where power cannot be supplied. 
Therefore, IoT devices are made of energy-saving components. It is 
essential that they are able to operate as long as possible on battery power. 
The authentication system should ensure the lowest possible CPU load, as 
far as possible, should not connect to third devices,  

- inability to connect additional devices - since Internet of Things devices 
are small and do not have (or have few) additional ports, the 
authentication system should not use additional components. It should 
also be noted that the authentication system will be used in devices of 
various manufacturers, which may mean different output ports. In the 
event of a failure, the device can be replaced with another model or even a 
device from a different manufacturer. 
The authentication system must not require a response from the operator, 

because IoT devices communicate themselves without human intervention. 
Credentials should be sent in encrypted form so that third parties cannot read 
them. 

4. Problems and threats in authentication systems for Internet of 
Things devices 

This section describes possible problems and attacks that occur in IoT 
device authentication systems. As mentioned earlier, a four-layer architecture 
model was used, as it contains all the layers necessary to present the threats. 
These attacks and problems are assigned to one layer, but some of them may 
also occur in other layers.  

4.1. Support Layer 

a. Storage attack - the authentication system can be based on an 
authentication server. The attack involves changing the credentials on the 
server or device. The result is the inability to authenticate the device or 
group of devices. The effects can be more severe if data replication is 
done between multiple authentication servers [4]. 

b. Malicious insider attack - an event when a person with authorised access 
to the system uses its privileges in a negative way. Such a person operates 
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within the network and most often has direct access to particular data of 
interest [4]. 

c. Disaster recovery - this problem occurs, for example, when the only 
authentication server fails and it needs to be restored. IoT devices cannot 
perform the authentication process during server recovery. This can be 
prevented by using at least 2 authentication servers, but it must be ensured 
that both have the same set of credentials and that the credentials are 
updated. 

d. Brute force attack - obtaining credentials by checking all possible 
combinations. Rainbow tables can be used to save computing power.  

e. Privacy - because Internet of Things devices can be assigned directly to a 
person, or the data obtained from the device can be used to clearly identify 
a person, the problem of credentials storage and anonymisation of data 
obtained from IoT devices should be taken into account.  

4.2. Network Layer 

a. Eavesdropping - this attack involves eavesdropping between Internet of 
Things devices or between a device and a server, and obtaining credentials 
or private data [4]. 

b. Replay attack - the attacker eavesdrops on the transmission between twos 
or between a device and a server to obtain credentials. Then the attacker 
tries to authenticate their data using the obtained credentials [4].  

c. Denial of Service (DoS) - an attack preventing the provision of or access 
to services. It is usually done by sending a large number of requests to the 
device or by interfering with the transmission [6]. 

d. Man-in-the-Middle - the attacker acts as an intermediary between devices 
so that they do not know about its existence. The attacker can change the 
content of packets sent in real time [6].  

e. Device heterogeneity - devices communicate with each other using 
different communication protocols, so it is important that the 
authentication system does not rely only on one communication 
protocol [1]. 

4.3. Perception Layer 

a. Node capture - the attack consists in taking control of the device. If 
successful, the attacker can obtain credentials and also has network access 
with the privileges of the captured device [29]. 

b. Fake and malicious node - the attack involves adding an additional device 
to the organisation's Internet of Things network. The device sends fake 
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data. The purpose is to interfere with transmission in the organisation's 
network. The device added to the system may use the power supply of 
another node [4].  

c. Node tempering - the attack involves replacing the device, changing the 
device elements to infected ones or adding infected elements to the device 
[6]. 

d. Sybil attack - a malicious node has multiple identities (new or taken over 
from other nodes). This way, it can send data as other nodes or participate 
in a voting process several times, for example [6]. 

e. Cryptanalysis - the field dealing with key recovery or data recovery before 
encryption. Attacks used in cryptanalysis include side-channel attacks [6], 
timing attacks [4] and brute force attacks. 

f. Implementation errors - during implementation of the authentication 
system the programmer inadvertently makes errors in the code. The 
attacker can use exploit to take control of the device. In some cases, 
companies introduce errors into the developed systems on purpose 
(backdoor). 

g. Configuration errors - errors made by people implementing the 
authentication system, e.g. weak passwords, many entities with the same 
password, vulnerable algorithms. 

h. 0-day attack - the system has a security vulnerability unknown to the 
manufacturer. The vulnerability could be used to execute malicious code 
in a device. There is no universal form of protection against this group of 
attacks. One way to solve this problem may be providing the ability of 
using other cryptographic methods that are not susceptible to the 
discovered attack or enabling updates of software on the IoT device [4]. 

5. Device authentication methods in Internet of Things networks 

Many methods of authenticating Internet of Things devices have been 
developed [7], [30], so this section presents only some of them, focusing on the 
properties of elements used in authentication systems. 

Every IoT device should have its own unique identifier. This can be done 
manually by the user or the identifier is assigned automatically based on the 
device’s features. If identifier is assigned manually to the device, the applicable 
standards can be applied, such as FIWARE (using the NGSI standard) or Watson 
IoT (Table 1). Identification standards are described in paper [10]. Automatic 
identification is carried out by analysing the device communication. An example 
of such identification is shown in articles [15], [33]. However, there are two 
problems with automatic identification based on a device communication 
analysis: 
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1) the device will probably not be identified correctly when it starts 
generating other traffic (e.g. updates), 

2) this method is not suitable when there are several identical devices 
performing the same task in the network. 

Table 1. Types of identifiers used in Watson IoT1 

Customer Type ID Identifier Format 
Applications a a:orgId:appId 

Scalable applications A A:orgId:appId 
Devices d d:orgId:deviceType:deviceId 

Gateways g g:orgId:typeId:deviceId 
Based on [35] 

Some authentication systems are designed to be used only in specific 
cases, e.g. for medical purposes [2], [27] or in a smart home [17]. The advantage 
of personalised systems is the selection of appropriate methods and components 
for the task. For example, in the case of device authentication in a medical 
environment, the authentication system is adapted to better data protection 
compared to IoT devices in a home environment, but the latter may operate 
faster. 

Authentication may apply to not only one communication party, but to 
both. When only one party is authenticated, it is called a one-way authentication, 
whereas authentication of both parties of communication is a two-way 
authentication. There may also be a situation in which a trusted third party is 
used for authentication (three-way authentication). The disadvantage of three-
way authentication might be the increased number of packets to be generated 
and processed by an IoT device. The best option is to use two-way 
authentication - then both parties are sure that the data sent comes from a device 
that has permission to send data and that the data go to a trusted place.  

Authentication can be based on: 
1) context, 
2) identity. 

Ad. 1) Context-based authentication has been described to some extent at 
the beginning of this part of the article. A device is authenticated according to its 
physical characteristics or behaviour. In the previously described case, the 
researchers have shown that identification can be based on the analysis of the 
device's network transmission. Then the data are used to create a fingerprint for 
the authentication process. 

 
1orgId - organisation identifier; appId - application identifier, deviceId - device identifier 
(e.g. serial number), deviceType - device type identifier, typeId - gateway type identifier 
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Ad. 2) In this type of authentication, the device sends or uses an additional 
element it owns in addition to the identifier. The simplest element is the 
password/key. However, its main disadvantage is the distribution of a new 
password/key, e.g. when the old password has been cracked. The key-based 
authentication method is used in the Directed Path Based Authentication Scheme 
(DPAS) [18]. The solution to the problem of long-term use of the same 
password for authentication may be one-time passwords [24]. One-time 
passwords are changed after each use. The use of one-time passwords2 presented 
in paper [24] is resistant to replay attacks and cryptanalysis methods. 
Asymmetric cryptography can be used instead of passwords. However, it 
requires more computing power than symmetric cryptography. When using 
asymmetric cryptography instead of the RSA algorithm, many researchers have 
been experimenting with elliptic curve cryptography (ECC) [20], [31]. The 
authentication scheme presented in article [31] is resistant to replay attacks. RSA 
is considered a safe algorithm since it is based on the factoring of large numbers. 
The security of elliptic curve cryptography is based on the computational 
complexity of discrete logarithm search on elliptic curves. In the case of IoT 
devices, algorithms are based on elliptic curves, because the key used for 
encryption is shorter than in RSA, with the same security level [36]. The 
generated keys are used in HMAC (keyed-hash message authentication code) 
[19], [23]. The authentication method presented in paper [19] is resistant to brute 
force attacks and Men-in-the-Middle attacks. The authentication method 
presented in paper [23] is resistant to Man-in-the-Middle attack, DoS and 
cryptanalysis (including side-channel attack). In addition to asymmetric 
cryptography in HMAC, researchers also create their own systems [17]. The 
system described in article [17] is resistant to DoS attacks (DDoS), Men-in-the-
Middle attacks, replay attacks and brute force attacks. 

Public key infrastructure is used instead of keys only, so that public key 
authenticity is ensured. Examples of authentication systems for Internet of 
Things devices using public key infrastructure are presented in papers [21] and 
[32]. The authentication method presented in paper [32] is resistant to node 
tempering and cryptanalysis. However, in the event of a DoS attack (DDoS), 
such infrastructure can authenticate the compromised device, even when the 
certificate has already been revoked. Certificate-based device authentication is 
also used in the DTLS protocol applied in Internet of Things systems [11]. 

The element used in the authentication process can also be generated by 
means of hardware. This is done through a Trusted Platform Module (TPM) [8]. 
Such a module is responsible for operations involving cryptography (key 

 
2 Information about vulnerabilities and resistance to attacks has been taken from the 
cited articles. Many more examples of authentication systems with a list of their 
vulnerabilities are presented in [7]. 
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generation and storage, encryption). Also, each module has its own unique and 
secret RSA private key and unique identifier. Naturally, the given IoT device 
must be equipped with a TPM module. A less popular solution is Physical 
Unclonable Function (PUF) [14]. PUF is a physical structure made at the chip 
production stage, which cannot be cloned or changed. It is completely random 
and is not known even to the manufacturer. The structure generates a response to 
a signal (request) sent to it. A device is authenticated according to a request-
response pair. Using PUF reduces the risk of device cloning because it is 
impossible to create two identical PUF modules. In some solutions we can find 
weak PUFs, such as SRAM PUF, which is not unidirectional and 
mathematically unclonable [3]. They are also vulnerable to numerous attacks 
(some of which are described in [16]). Instead, it is recommended using strong 
PUFs, which can generate multiple request-response pairs. There are also 
systems that feature a unique serial number that can be connected to an IoT 
device, such as the Maxim DS2411 system. It is used in the authentication 
scheme presented in paper [9]. The disadvantage of such a system is that its 
serial number can be read and then used via a program (without involving the 
module) in another device, which makes it easier to replace an IoT device with 
another one.  

Tables 2 and 3 show the main advantages and disadvantages of 
authentication systems utilising different elements. 

Authentication systems featuring an identifier with an additional element 
to confirm identity should be used whenever possible. This ensures greater 
certainty as to the device identity.  

6. Conclusion 

The article presents the methods of device authentication in Internet of 
Things networks. Two models of the Internet of Things system architecture have 
been described in the initial sections. Based on the architecture model, it is easier 
to identify problems and threats in the authentication systems of Internet of 
Things devices. A proper threat identification is one of the basic elements of risk 
analysis in the system design process. Attacks and problems that may pose a 
threat to device authentication systems in Internet of Things networks have been 
described based on the four-layer architecture. The article also presents the basic 
requirements for an identifier and the authentication system itself in relation to 
Internet of Things devices. The last part shows the properties and methods used 
in the current authentication systems, including their advantages and 
disadvantages. It has been described which attacks a given authentication 
scheme is susceptible to in the mentioned authentication systems.  
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Credentials are usually stored in a database or file. Recently, there have 
been many articles using distributed registers [12], [13]. The advantages of 
distributed registers include decentralization, invariability of stored data and data 
replication between nodes. As presented in the introduction, the intense 
development of the Internet of Things forces users to utilise effective and secure 
authentication systems. Therefore, it is important to continue research on 
authentication systems and cryptographic protocols for such devices. 
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Table 2. Advantages and disadvantages of authentication systems 
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Table 3. Advantages and disadvantages of authentication systems - continued 
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Sposoby uwierzytelniania urządzeń w sieciach Internetu Rzeczy  

STRESZCZENIE: W artykule opisano podstawowe wymagania systemów uwierzytelniania 
stosowanych w sieciach Internetu Rzeczy oraz problemy i ataki, które mogą utrudnić lub nawet 
uniemożliwić przeprowadzenie procesu uwierzytelniania. Przedstawiono również obecne metody 
stosowane w uwierzytelnianiu urządzeń Internetu Rzeczy. 
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