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ABSTRACT

The main purpose of the paper is to identify ways to establish process security in the
constantly changing risk and control environment and to introduce a new model. The
research is based on a literature review of process security components. Qualitative
content analysis was used to establish a linkage between the certified management
systems and the level of process security. Elaborations have been conducted based on
the survey data of the International Standards Organisation (ISO) and served as a basis
for analysis of certification types and their sectoral division in the European Union (EU)
member states. A new Balanced Scorecard has been developed to cover the security
pillars in the context of standard management systems and serve as a framework for
process security measurement. The research paper processes the state-of-the-art
issue of process security, introduces components that help to establish process
security, and establishes a linkage between the level of process security and certified
management systems. An analysis was based on the ISO certification information
related to different management system standards. Management systems were
analysed in the context of process security and corresponding process performance
measures. A brief walkthrough has been prepared to demonstrate the processes
behind the underlying performance measures. A new Balanced Scorecard approach
has been developed that maps and covers different security aspects retrieved from
and linked to different management system standards. The new Balanced Scorecard
based on different security aspects of entities can be leveraged by any organisation,
regardless of its size or business profile.
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INTRODUCTION

As a key component of resilience, process secu-
rity is crucial in the changing risk and control envi-
ronment of businesses and even state-owned entities.

The publication primarily uses the term “process
security” instead of the term “process safety”. The
term “security” is preferred due to the intense role of
information and communication technology in busi-
ness processes and the significance of information
security; though, the article covers both safety and
security aspects, and the authors use the terms
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“safety” and “security” interchangeably (Wolter et al.,
2009; Badreddine et al., 2009; Swuste et al., 2016). The
objective of process security can be met using various
methods,
research identifies ways to establish, maintain and
monitor process security in compliance with corpo-
rate objectives. Management systems have become
widespread, and entities tend to have more than one
system selected based on professional judgment with
the intention to best serve the organisation’s interest.
Standard management systems, such as ISO, serve to
meet corporate objectives in different fields of opera-
tion, such as product or service quality, environmen-
tal performance, health and safety in the workplace,
etc. The ISO’s approach envisages the concept of
integrated management systems. The goal of the
standardisation organisation is an integrated man-
agement system composed of arbitrary components.
The similar structures of process-oriented manage-
ment systems enable their relatively easy integration.
The integrated use of management system standards
makes room for effective management of applied
management systems and facilitates transparency,
hands-on alignment to strategy, and handy reporting.

In the research, the authors introduce compo-
nents that help to establish process security and the
use of management systems, including the use of
standard management systems. In this research, out
of the introduced security components, the Balanced
Scorecard (BSC) approach is used as a methodologi-
cal background for further development. The authors
analyse different management system standards and
establish a new, security-focused Balanced Scorecard
framework using different security aspects linked to
management system standards. Several studies in the
research area focus on Balanced Scorecard and stand-
ard management systems. The combination of the
two research areas is yet to be explored and is a new
approach that leverages their benefits in support of
process security measurement. This approach helps
organisations achieve their objectives and gives visi-
bility, thus underpinning the necessity for security
processes.

The literature review section explores the relevant
literature in support of the research and formulates
the hypothesis. It is followed by the research method,
the results with the outcome of the research, the dis-

standards and recommendations. The

cussion, and conclusions.

1. LITERATURE REVIEW

Since the eighties of the last century, process-
oriented corporate operations have become wide-
spread. Efficiency, quality, and the controlled
execution of business and technological processes
have become equally important with the previous
profit- and/or sales revenue-centricity. The global
economic crisis of 2008, the COVID-19 pandemic,
and the current war situation in Ukraine are testing
companies repeatedly.

IT reliability is crucial for the survival and sus-
tainability of organisations. It is recommended that
IT reliability is promoted and considered a source of
organisations’ sustainability in mitigating the nega-
tive effects of the COVID-19 pandemic (Tworek,
2023). Furthermore, digitalisation has set new direc-
tions and brought opportunities, risks, and obliga-
tions, such as privacy protection. The shift to
data-driven decision-making, for example, puts reli-
ance on sensitive data about identifiable persons
(Bakthina et al., 2023). Digital systems are exposed to
the risk of a cyberattack (Daubner et al., 2023). In
addition, the structures of organisations, as well as
their IT infrastructures in modern companies, are in
constant change (Kern et al., 2022).

Corporate goals are differentiated in various
ways, even in undisturbed external conditions. One
definite strategic goal is long-term profit maximisa-
tion. Continuous product and technology innovation
can ensure the company’s long-term “survival’, while
the daily routine operative management tasks, such
as production management, fixed asset, workforce
and working capital management, ensure the going
concern. On top of this, compliance with legal
requirements, environmental protection and the
operation of management systems are generally
expected by external partners.

The marketing goal is to satisfy the consumer
needs. The mindset of continuous improvement and
delivering value to customers are key principles in the
lean methodology as well, which in parallel promotes
the elimination of waste, i.e., non-value-adding pro-
cess steps (Kilpatrick, 2003). However, the implemen-
tation of the lean concept often faces some difficulties,
e.g., some small- and middle-sized enterprises (Ule-
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wicz & Kucgba, 2016). A successful adaptation of lean
principles requires certain preconditions for all sizes
and types of businesses and state-owned entities.

The safe operation of process-centric companies
can be supported by several theoretical foundations,
tools, methods, standards, and recommendations. It
is the duty of business entities to create a governed
and controlled operation that increases their resil-
ience even under turbulent environmental changes
and gives them and their partners a sense of security.
“Process security can be defined as a state in which,
with all required inputs (or resources necessary for
execution of the process) given, the organisational
units responsible for fulfilling process-related tasks
will produce outputs (such as products, services, or
information) in adequate quantity and quality in due
time, and, upon any disturbance, normal operation of
the process can be restored with the lowest possible
use of resources within the shortest possible time”
(Michelberger, 2014, p. 402).

The following components support process secu-
rity:

o Porter’s value chain model (Porter, 1985),
o Transaction management information systems

(e.g., ERP systems),

« Business process reengineering (BPR),

« Information systems supporting process man-
agement (e.g., Aris),

o Prescribing and monitoring KPIs,

« Business continuity management and corporate
flexibility (resilience),

o Standard management systems and their inte-
grated implementation,

o  Controlling systems (e.g., Balanced Scorecard).

Michael Porter’s value chain concept — published
in his book Competitive Advantage — differentiates
primary (inbound logistics, operations, outbound
logistics, marketing and sales, and service) and sup-
port activities (firm infrastructure, human resources
management, technology, and procurement), and can
be used as a basic tool in diagnosing competitive
advantage, i.e., its two basic types: low cost or differ-
entiation (Porter, 1985). The product goes through
the chain of discrete activities and gains certain value
in the value chain where technology pervades and
culture is an important element (Porter, 1985). Por-
ter’s value chain concept identifies how inputs are
transformed into outputs and is a process-oriented
approach that uses an activity-based analysis in sup-
port of gaining market advantage.

Transaction management information systems,
e.g., Enterprise Resource Planning (ERP), can achieve

effective forecasting, planning and scheduling in sup-
port of productivity. Proper ERP implementation
focuses on people besides computers and software
and can provide a competitive advantage (Wallace et
al., 2001). An ERP can treat the in-scope business
processes in a single integrated system that enables
proper information flow and smooth reporting, such
as financials, payroll, customer orders, etc.

According to Hammer and Champy, business
process reengineering (BPR) means “the fundamen-
tal rethinking and redesign of business processes to
achieve dramatic improvements in critical, contem-
porary measures of performance, such as cost, qual-
ity, service and speed” (1993). The work focuses on
the process of how work gets done rather than on
specialisation, i.e., the division of labour promoted by
Adam Smith in the Wealth of Nations in 1776 (Ham-
mer & Champy, 1993). BPR tools and techniques
include process visualisation, process mapping/oper-
ational method study, change management, bench-
marking, process and customer focus (Oneill
& Sohal, 1999). Organisations face the technical risk
that the process changes will not work and the
organisational risk that the corporate culture is
against the changes related to the implementation of
BPR.

Information systems (e.g., Aris) support business
processes. Business processes can be modelled using
process modelling and planning software capable of
capturing AS-IS and TO-BE modelling. For example,
ARIS can be used as a powerful tool for process mod-
elling (Davis, 2008). The availability of quality enter-
prise process models ensures the skeleton of
well-structured process documentation that helps to
meet quality objectives set by customers. Customer
satisfaction is the key objective of the ISO 9001 Qual-
ity Management Standard, and the processes of an
organisation serve to meet this objective. Process
approach and continuous improvement are inherent
to quality management as well. Process maps present
the process steps visually and strengthen the enter-
prise’s safety and security by serving as a basis for
process documents and highlighting the most critical
points in the processes that are a subset of related
control process documents. Process maps capture the
control points and control activities built into the
processes, which are the fundamental elements of the
corporate safety network (Kemendi, 2022).

Key performance indicators (KPIs, aka process
performance measures) should comply with the stra-
tegic objectives of the organisation and must be
associated with target values. Process improvements
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are required to meet the KPIs, i.e., the strategic objec-
tives. A better process contributes to meeting strategic
objectives better, and KPIs can measure the level of
improvement. Some KPIs are easy to gather, and oth-
ers are more difficult and time-consuming (van der
Aalst et al., 2016). Performance indicators serve to
reflect process performance, and the design of the
KPI set is a prerequisite for proper process perfor-
mance measurement. The captured data should be
accurate and reliable, top and line management
should monitor the KPIs regularly and define actions
as and when needed.

Business continuity management (BCM), cov-
ered in the ISO 22301 standard, helps corporations to
be prepared for possible business disruptions with its
elements of Business Continuity Planning (BCP) and
Disaster Recovery Planning (DRP). BCP provides
alternative solutions in the event of downtime in the
support processes to make business processes possi-
ble. DRP provides the required resources for the
processes involved in the business operation — to
replace and restore — in the event of an emergency
(Michelberger & Kemendi, 2020). Organisational
resilience capabilities increase organisational perfor-
mance during unexpected events. They have an
established relationship with organisational sustaina-
bility, and both relate to BCM through crisis manage-
ment (Corrales-Estrada et al., 2021).

1.1. STANDARD MANAGEMENT SYSTEMS AND
PROCESS SECURITY

Management systems serve to support organisa-
tions to achieve their objectives related to different
aspects. These systems are process-oriented and can
be integrated due to their similar structure, which
permits the avoidance of multiple process controls
and excessively frequent external audits. In recent
years and decades, the International Organisation for
Standardisation has created and continuously devel-
oped several auditable and certifiable management
systems, e.g., for quality, environment, information
security, food safety, supply chain operation, business
continuity, and in the field of occupational health
protection. Certificates issued by external, independ-
ent certification bodies prove the company’s well-
organised and controllable operations. These
certificates can strengthen business confidence.

In many cases, the existence of a management
system is a precondition for establishing a business
relationship. Establishing and maintaining the man-
agement system means additional work for the

organisation. It is important to choose standard pack-
ages that correspond to the external (market) expec-
tations and the internal organisational culture. The
pressure of over-regulation and excessive expecta-
tions set by the owners/management (e.g., irrational
profit or turnover, market expansion, and technology
change) can break a company down.

The number of certified organisations/companies
is constantly increasing worldwide (ISO.org), and it is
not only the ISO that recommends standard manage-
ment systems and methodologies supporting process-
based company operations. The application and
design of different management systems vary greatly
depending on the country, continent, and industry. In
many cases, their design and operation are invisible
to the world outside. New entrants and those who
lose their certificates are constantly changing these
numbers. However, the numbers in the ISO survey do
not include all management systems. For example,
there are companies that do not boast about their
existing information security management system, as
it indicates the presence of protected information that
may be valuable/interesting for others. The ISO Sur-
vey of Certifications is an annual survey of the num-
ber of valid certificates to ISO management system
standards worldwide. The providers of data are the
certification bodies accredited by the IAF MLA
Members (ISO Explanatory note, 2021). Own elabo-
rations have been conducted based on the survey data
of the ISO and served as a basis for the analysis of
certification types and their sectoral division in the
European Union (EU) member states. The scope of
covered ISO standards is listed in Section 3.1. Stand-
ard management systems and process security.

The analysis of ISO Certificates per certificate
type in the European Union (EU) member states
(EU-27), which is own elaboration based on “1. ISO
Survey 2020 results — Number of certificates and
sites per country and the number of sectors overall’,
shows that the dominating percentage of 68 % of all
ISO certificates are related to the ISO 9001 Quality
management standard. This comes as no surprise
since this is the quality management system standard
which supports an organisation in achieving its goals
and objectives, document processes, policies, roles,
and responsibilities to meet customer satisfaction and
the necessary statutory and regulatory requirements.
The ISO 9001:2015 standard is built on seven princi-
ples: customer focus, leadership, engagement of peo-
ple, process approach, improvement, evidence-based
decision-making, and relationship management
(ISO, 2019). The second most frequent ISO standard
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is the ISO 14001:2015 Environmental management
systems standard, which helps organisations to fulfil
compliance obligations and achieve environmental
objectives, enhance environmental performance, and
promote reduction in waste and emissions (Keen,
2022). The third most frequent standard is the ISO
45001:2018 Occupational health and safety manage-
ment systems standard. The occupational health and
safety (OH&S) standard is fundamental and impor-
tant in any sector because it promotes safe and healthy
workplaces. It is important to identify related risk
factors (Erazo-Chamorro et al., 2022). OH&S man-
agement systems are adopted to control hazards
(Ciutiené et al., 2022). The sectoral division shows
almost equal distribution in the named sectors; the
only outstanding sector was construction. The con-
struction sector carries a number of critical safety
hazards that justify the highest frequency of certifica-
tions in this sector. The top three standards cover 94.1
% of the reviewed population.

The sectoral division of ISO certifications per
certificate type in EU-27 was done according to 39
economic sectors. The sectoral analysis is own elabo-
ration based on “2. ISO Survey 2020 results — Num-
ber of sectors by country for each standard” The
survey results for the number of sectors for each
standard show that the distribution of certificates in
relation to various standards was relatively even
amongst the different sectors with some — typically
sector-specific — concentrations. It is noted that
“Sector unknown” was reported for approx. half of
the number of certificates. This category could not be
used to retrieve information for analysis purposes.

The ISO 9001 certificates mostly belong to
wholesale and retail trade, repairs of motor vehicles,
motorcycles and personal and household goods,
metal products, construction, and other services
(around 5 % per frequency per sector). The frequency
of ISO 14001 certificates shows similar results to the
results of ISO 9001 certificate frequencies, with the
exception of the construction sector, which has a fre-
quency of 9.5 % for ISO 14001 and shows an out-
standing role of environment management systems in
the sector. Moreover, 13 % of the ISO 45001 certifi-
cates belong to the construction sector, which is in
line with the expectations and shows the significant
role of OH&S in this sector. The distribution of ISO
45001 certificates follows a similar dynamic to the
frequencies of the ISO 14001 certificate frequencies.

The information technology sector has the high-
est frequency of getting certified for the ISO/IEC
27001 (35.5 %), ISO/IEC 20000-1 (35.7 %), and ISO

22301 (12.7 %) standards. 33.5 % of the ISO/IEC
27001 certificates belong to the information technol-
ogy sector, which shows the centric role of informa-
tion security management systems and of the
treatment of information security risks in the IT sec-
tor. 35.7 % of ISO IEC 20000-1 certificates and 12.7 %
of ISO 22301 certificates are related to the IT sector.
The mentioned standards focus on IT security, IT
service management, and BCM, all of which are
essentially important in the IT sector.

Regarding the actual numbers of ISO certificates
in the information technology sector, the ISO/IEC
27001 and ISO 9001 standards show the highest
numbers. This shows the fundamental role of quality
management systems in this sector. ISO/IEC
27001:2013 Information technology — Security
techniques — Information security management
systems standard promotes Information Security
Management Systems (ISMS), which serve to meet
the goals of information security, i.e., confidentiality,
integrity, and availability (Michelberger & Kemendi,
2020) and help the organisations to manage informa-
tion security risk systematically. The role of informa-
tion security in the ever-changing world is critical
(Kemendi et al., 2021), which justifies the ranking of
the related management system standards. The mar-
ket participants set high expectations for businesses
in the IT sector, and the outcome of the analysis
confirms that IT sector participants adopt the related
management systems and obtain certificates to prove
their compliance.

Standard management systems increase the
organisation’s performance. Furthermore, the inte-
gration of separate management systems, such as
quality, environment, and/or health and safety man-
agement systems, is found to be increasingly desirable
and feasible (Labodovd, 2004). The integration of
a management system serves as a common platform
for the applied management systems, consequently
reducing redundancies, contributing to transparency
and possibly reducing time spent on audits. Further-
more, processes are linked to each other, and the
resulting duplications can be eliminated using an
integrated management system. The benefits of inte-
gration can contribute to achieving higher quality
standards and easier decision-making. This, however,
is the prerequisite for proper project implementation
beforehand. Organisations that are certified for man-
agement systems can face challenges when imple-
menting a new management system; successful
implementation requires the right competence and
engagement (Fiore et al., 2023).
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Certified management systems are beneficial for
organisations because they help to improve their
process performance. These systems are based on
solid requirements, which make the system stable
and transparent, and help to reduce the risk exposure.
For this reason, the following hypothesis was formu-
lated.

H1: Certified management systems increase the
level of process security.

1.2. CONTROLLING SYSTEMS (E.G., BALANCED
SCORECARD)

Controlling systems (e.g., Balanced Scorecard)
enable the management and control of the organisa-
tion’s activities in line with the organisational objec-
tives. Anthony segmented organisational planning
and control into strategic planning, management
control and operational control (1965). These pro-
cesses relate to the organisational hierarchy and to
respective management levels (Strauss & Zecher,
2013). Anthony’s work was a milestone in manage-
ment control, but over time, it was criticised, e.g., for
its narrow view due to its focus on financial and
accounting-based controls and for the separation of
management control from strategic and operational
control (Strauss & Zecher, 2013). To meet the needs
of the dynamic, constantly changing business envi-
ronment, adequate dynamic controlling systems are
required, e.g., the Balanced Scorecard (BSC), which is
a management control and strategy communication
device which offers a superior combination of finan-
cial and non-financial performance measures (Malina
& Selto, 2001).

The Balanced Scorecard is a strategic perfor-
mance assessment method that captures four per-
spectives, i.e., customer (How do customers see us?),
internal (What must we excel at?), innovation and
learning (Can we continue to improve and create
value?), and financial (How do we look at sharehold-
ers?). The Balanced Scorecard focuses on the most
critical measures and minimises information over-
load due to the limited number of measures (Kaplan
& Norton, 1992).

The measurement of security process perfor-
mance delivers essential information to the top man-
agement about the status quo of the security processes
and serves as a basis for identifying areas of focus and
the performance of the related action plans. Proper
measurements are linked to strategic objectives.

The four perspectives of the balanced scorecard
are interlinked and should be derived from the strat-

egy. The four perspectives are related to each other
and should be applied to capture these relationships.
For instance, continuous improvement is a subset of
innovation, and related projects are linked to the
financial perspective on the input, processing and
output side: CI projects usually require resources,
such as time, cost, and expenses and may require
investments, which will result in simpler processes
that require less resources, including human. This
means a direct financial benefit which should be
measured, and, in turn, the resources can be used for
other tasks and jobs. The changed process feeds the
learning perspective. The improvement is also a feed
into the internal process perspective, which generates
value for the customers as defined in the customer
perspective. The impacts of particular actions should
be evaluated from all angles. The above example also
illustrates the strive for balance in the Balanced
Scorecard.

The four key categories of the Balanced Scorecard
are financial, customer, internal process, and innova-
tion and learning. As for the customer perspective,
the key factors are time, quality, performance and
service, and cost. The internal business perspective
focuses on measures that have the greatest impact on
customer satisfaction. The financial measures are
associated with shareholder value. The financial con-
sequences of a company’s performance should be
captured well to explicitly see the linkage between
operations and finance. In the rapidly changing
world, the company’s ability to innovate, improve and
learn has become a critical success factor that is
directly linked to the company’s value. Existing prod-
ucts, services, and processes should be subject to
continual improvement and should be innovative to
launch new products and services as needed. Compa-
nies should improve their ability to deliver value to
customers and shareholders. Internal company pro-
cesses, including the human resources associated
with the processes, should embrace the innovative
changes. The innovation and learning layer is inher-
ently associated with a company that wants to con-
tinually deliver value to its stakeholders (Kaplan
& Norton, 1992; Kaplan & Norton, 1993). The man-
agement systems also promote this attitude (reference
in italics in Table 2). Performance objectives and
measurements in line with ISO standards per Security
groups). Each ISO standard has an innovation and
learning layer. End-to-end processes, including
inputs, processes and the resulting outputs, should be
subject to continuous improvements. With reference
to performance goals, people should be trained and
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developed as needed and attend the required train-
ing.

Security management is a unique function.
When security is present, no one notices its efforts. If
there is, however, a process failure, the role of security
comes into focus. The performance of information
and process security requires a unique mindset to
design and analyse the relevant figures in a way that
shows the actual and potential gaps in the process and
security efforts, which represent the achievement in
the security field. Performance indicators show the
process’s health. This has, however, the prerequisite
that they are designed properly and fit the organisa-
tional processes as well. Process security is linked to
the underlying safe processes, which are based on
relevant security policies and procedures. It is also
linked to the security culture, which is supported by
appropriate training with a proper learning loop and
support from the top management.

The use of standard management systems and
process measurement, e.g., the Balanced Scorecard,
has demonstrated benefits for an organisation. The
measurement of process security is beneficial for an
organisation. It is worthwhile to leverage the benefits
of the Balanced Scorecard and of the standard man-
agement systems in support of process security
measurement. For this reason, the Security Balanced
Scorecard linked to standard management systems
should be developed as a new approach to managing
the performance of security processes. The Balanced
Scorecard approach is to be used to create a frame-
work for process security measurement in the context
of standard management systems. In this new frame-
work, authors identify security groups that target
different corporate strategic objectives and link the
corresponding ISO standard(s) to that security group,
which is a comprehensive approach to security pro-
cess measurement.

2. RESEARCH METHOD

The research is based on a literature review of the
components of process security.

Qualitative content analysis is used to establish
a linkage between the certified management systems
and the level of process security (Graneheim et al.,
2017; Lindgren et al., 2020). Content analysis is
a systematic method for analysing data (Lindgren et
al., 2020). The analysis focuses on the theme and the
context and emphasises variation as similarities and

differences between passages of text. It provides an
opportunity to analyse not only clear, descriptive
content but also latent, interpretive content (Grane-
heim et al., 2017).

A new Balanced Scorecard has been developed,
covering the security pillars in the context of standard
management systems. It serves as a framework for
process security measurement. The Balanced Score-
card approach has been researched based on a litera-
ture review and has been developed further based on
the review conducted about the standard manage-
ment systems. The research has been accompanied by
a thorough research on standard management sys-
tems. The new Balanced Scorecard cover different
security aspects (controlling areas) linked to standard
management systems.

3. RESULTS

3.1. STANDARD MANAGEMENT SYSTEMS AND
PROCESS SECURITY

Research analysis is conducted to identify the
linkage between process security and certified stand-
ard management systems. Qualitative content analysis
on the related ISO standards has been selected as
a research method (Graneheim et al., 2017; Lindgren
et al,, 2020). The ISO standards subject to review were
identified based on the scope of the ISO survey (ISO,
2021). The in-scope ISO standards are listed in
Table 1. Three ISO standards available in the ISO sur-
vey were descoped from the detailed analysis due to
their unique sectorial nature, ie., ISO 22000:2018
Food safety management system, ISO 13485:2016
Medical devices Quality management systems, and
ISO 39001:2012 Road traffic safety management sys-
tems. It should be noted that the ISO 31000 Risk
management standard is a management standard and
not a management system standard (ISO, n.d.). It pro-
motes the integration of risk management into the
corporate governance system and, consequently,
strengthens it. Also, it establishes adequate risk man-
agement processes, which is important from the pro-
cess security perspective. The ISO 31000 standard
cannot be certified for; hence, no certification data is
available and is therefore out of the scope of this analy-
sis.

The in-scope ISO standards define the require-
ments for the specific management systems and are
security-oriented bold highlights in Table. Per defini-
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tion, the operation of the management systems is
based on the so-called Plan-DO-Check-Act (PDCA)
cycle and has a process-oriented approach. There is a
built-in component for a continuous improvement
mindset in each standard, i.e., in the Act phase of the
PDCA cycle, following the performance evaluation in
the Check cycle. The training and development cycle
is an important element of the standards ensuring the
availability of the required skillset. Certified manage-
ment systems are attested by an independent body
that applies a standard, formal, and acknowledged
process, which further increases the reliability of
given management systems. These factors help to
increase process performance and security (Table 1).
Consequently, the hypothesis is proven that the certi-
fication of management systems increases the level of

3.2. NEW BALANCED SCORECARD BASED ON
DIFFERENT SECURITY ASPECTS

In this research, the Balanced Scorecard approach
is used to create a framework for process security
measurement in the context of standard management
systems. Though performance indicators are expected
to be tailored to the unique objectives of an organisa-
tion, the identified set of performance indicators can
be commonly used in many cases.

The scopes of the standards used to create a new
balance scorecard based on different security aspects
(the so-called “Security Balanced Scorecard”) overlap
with the scope for the Analysis based on the ISO
survey of certifications to management system stand-
ards (above and are described in Table 1). Due to its

process security.

Tab. 1. Scope of I1SO standards

importance and relevance, the authors put in the

NAME OF THE ISO STANDARD

EXTRACT FROM SCOPE

I1SO 9001:2015 Quality management systems
— Requirements

... to demonstrate its ability to consistently provide products and services that meet
customer and applicable statutory and regulatory requirements; to enhance cus-
tomer satisfaction through the effective application of the system, including pro-
cesses for improvement of the system and the assurance of conformity to customer
and applicable statutory and regulatory requirements

ISO 14001:2015

Environmental management systems —
Requirements with guidance for use

... to enhance its environmental performance

ISO/IEC 27001:2013

Information technology — Security techniques
— Information security management systems
— Requirements;

Technical Corrigendum in 2014 & 2015 *

... continually improving an information security management system within the
context of the organisation; includes requirements for the assessment and treat-
ment of information security risks tailored to the needs of the organisation

1SO 45001:2018

Occupational health and safety management
systems — Requirements with guidance for use

... to enable organisations to provide safe and healthy workplaces by preventing
work-related injury and ill health, as well as by proactively improving its OH&S per-
formance

ISO 50001:2018

Energy management systems — Requirements
with guidance for use

... to enable an organisation to follow a systematic approach in achieving continual
improvement of energy performance and the Energy management systems (EnMS)

ISO 22301:2019

Security and resilience — Business continuity
management systems — Requirements

... improve a management system to protect against, reduce the likelihood of the
occurrence of, prepare for, respond to and recover from disruptions when they
arise

ISO/IEC 20000-1:2018

Information technology — Service manage-
ment — Part 1: Service management system
requirements

.. continually improve a service management system (SMS). The requirements
specified in this document include the planning, design, transition, delivery and
improvement of services to meet the service requirements and deliver value

ISO 28000:2022

Security and resilience — Security management
systems — Requirements

... specifies requirements for a security management system, ... which intend to
establish, implement, maintain and improve a security management system

I1SO 37001:2016 Anti-bribery management
systems standard

... improving an anti-bribery management system. The system can be stand-alone or
can be integrated into an overall management system

*Note that since the review date, the ISO/IEC 27001:2013 standard has been revised by the ISO/IEC 27001:2022 Information security,
cybersecurity and privacy protection — Information security management systems — Requirements standard. The wording about the

scope of the standards is identical.

Source: Extracted from the named 1SO standards (ISO 9001, ISO 14001, ISO/IEC 27001, ISO 45001 ISO 50001, I1SO 22301, ISO/IEC 20000-1,

1SO 28000, 1SO 37001).
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scope the ISO/IEC 33001:2015 Information technol-
ogy — Process assessment standard that provides
a repository for key terminology relating to process
assessment. It gives overall information on the con-
cepts of process assessment, the application of process
assessment for evaluating the achievement of process
quality characteristics, and the application of the
results of process assessment to the conduct of pro-
cess management (ISO/IEC 33001, 2015). ISO/IEC
33xxx family of standards revises the ISO/IEC 15504
series, aka Software Process Improvement and Capa-
bility dEtermination (SPICE), which is an interna-
tional framework for accessing software development
processes.

The controlling areas of the new, security-focused
Balanced Scorecard are based on management system
standards, which cover the most important and criti-
cal controlling areas of different entities. These con-
trolling areas are also referred to as Security groups in
the publication and relate to different security aspects.

3.2.1. SECURITY GROUPS — KEY FACTORS IN
DETERMINING THE PERFORMANCE MEASURES
FOR THE SECURITY BALANCED SCORECARD

I.  Quality management. In line with the ISO
9001 Quality management standard, organisations
maintain, update and review the quality policy and
standard operating procedures, including control
activities available for in-scope business processes
with clear roles and responsibilities, to have a docu-
ment management system, up-to-date organisation
chart and job descriptions for each job/role. These
measures help organisations to maintain well-struc-
tured processes that are resilient to withstand the
changes, e.g., if a key employee leaves the organisa-
tion. They are transparent and can be measured with
process performance measures, which, in turn, can
serve as a tool for identifying continuous improve-
ment opportunities. The QMS aims to ensure cus-
tomer satisfaction, which has to be measured to
obtain the necessary feedback from the customers
(external measure) and to be supported by regular
QM audits performed (internal measure).

II. Process management (internal). Internal
business processes are required to continually serve
customer requests. They must ensure reliable and
secure business operations. Businesses also must be
maintained under unexpected circumstances. Inter-
nal processes should be subject to process assessments
to achieve the required quality and identify improve-
ments.

III. Information technology and information
security. Information technology services and infor-
mation security management systems (ISMS) ensure
confidentiality, integrity and availability. Information
technology is deeply embedded into corporate pro-
cesses and is required for undisturbed business opera-
tions together with human resources. Information
security is essentially important for organisations.
Breach of information and ICT security can have
serious consequences, including direct financial
losses, business disruptions due to unavailability of
systems, breach of confidentiality, fines related to
violations of the General Data Protection Regulation,
reputational issues, etc. Information and cybersecu-
rity controls are needed to ensure confidentiality,
availability, and integrity. Security is the result of
adequate processes and procedures, which should be
supported by technology (software solutions for
security activities to handle various risks) and people
(who should have adequate skills, knowledge, compe-
tences, e.g., to identify and withstand social engineer-
ing attacks).

IV. Human resources. Human resources are an
integral part of business processes that require them.
Occupational health and safety is an essential issue.
Any safety hazard, related issues, injuries, and inci-
dents should be taken seriously and followed up to
prevent future reoccurrence. These incidents are not
only a safety matter for people but can turn into an
actual financial loss due to the lost time and produc-
tion/value creation in the connected business pro-
cesses. Consequently, such incidents directly impact
the business results and cause reputational damage.
The diligent follow-up on OH&S matters is essential.

V. Supply chain security. The security of the
supply chain results in stable delivery of products and
services to the customers, which is essential for short
and long-term business success.

It is also advisable to establish business relation-
ships with counterparts with proven quality manage-
ment standards.

VI. Energy and other infrastructures. The most
suitable performance measures for energy and other
infrastructure primarily depend on the business pro-
file. To determine the proper performance measures,
the related processes need to be analysed in detail.
The energy crisis of recent days emphasises the need
for well-thought-out energy consumption. The effi-
cient use of energy ultimately helps to reduce operat-
ing costs; thus, the price of products and services can
remain lower, which is of decisive importance from
the point of view of customer satisfaction. Further-
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Tab. 2. Performance objectives and measurements in line with I1SO standards per Security groups

SECURITY GROUP WITH
ISO STANDARDS

OBJECTIVE

MEASUREMENT - PERFORMANCE INDICATORS

1.1SO 9001 Quality
management systems

Continuous improvement (Cl) of processes in
place, including proper documentation

KPls, e.g., customer satisfaction measures, first
pass yield, are in line with business processes,
regularly monitored and actioned as needed
No overdue actions

No overdue audit actions

Employees aware of the Quality Policy, Quality
objectives and their QMS obligations/
contributions

Promote quality culture

Nr. of CI projects (open, completed) and gained
efficiency

KPI reviews performed and actions defined after
KPl  reporting by management and top
management

Nr. of open/overdue actions

Nr. of open/overdue audit actions

Regular QM training with exam testing per training
schedule, training records retained; Attendance
rate

Regular communication on quality management,
e.g., email, floor- walk, quality sessions

Il. Process
management
(internal)

1SO 22301, & 33001
Business continuity
management systems;
& Information
technology - Process
assessment

Business continuity maintained

Reliable ICT service delivery in line with Service
Level Agreements (SLAs); ICT and information
security policy defined, operated and reviewed
regularly; process performance is monitored;
Identify gaps and improvement areas for the
information security processes and procedures
to ensure information-, and cybersecurity
controls are in place and updated as needed to
ensure confidentiality, availability —and
integrity.

Persons employed aware of their obligations
regarding BCM-related issues

Nr of BCM testing

Nr of efficient BCM testing

Nr. of ICT reviews/audits performed, Nr. of audit
actions/actions related to gaps, Nr of Cl actions
defined and completed on time/overdue

Regular training with exam testing per training
schedule, training records retained; Attendance
rate

11l. 1ISO/IEC 20000-1,
& 27001 Information
technology - Service
management;

& Information
technology - Security

Enterprises do not experience any problems
due to ICT and/or information security
incidents, e.g., unavailability of ICT services,
corruption of data, or disclosure of confidential
data (Kemendi et al., 2021).

Persons employed aware of their obligations in

Nr. of ICT incidents (target: zero) and of ICT
incidents actioned as per SLA (Compliance ratio)
Nr. of ICT requests and of requests actioned as per
SLA

Average resolution time for incidents

Nr. of Segregation of duties conflicts (target: zero)

management systems

training

techniques ICT security-related issues (Kemendi et al.,, | o Nr. of training sessions regarding ICT security & of
2021) people attended; Attendance rate

V. 1SO 45001 e accident-free working days e Nr. of work-related incidents (target: zero); Lost

Occupational health o work-related incidents/accidents/near misses time due to OH&S issues

and safety e provide and ensure attendance at OH&S | e Nr. of safe (i.e., free of accident, OH&S incidents,

injuries) working days
Nr. of OH&S training provided, & of people
attended; Attendance rate

V. ISO 28001 Security
management systems
for the supply chain

Conduct supply chain security assessment and
define actions for gaps and development
opportunities

Reduce lead time of delivery
Increase preferred supplier purchases

VI. 1SO 50001 Energy
management systems;
Energy and other
infrastructure

Review energy-absorbing processes (e.g.,
production units or office buildings) and seek
for energy optimalisation solutions

Energy performance measured, energy data
tracked and analysed

Improve energy efficiency by v%

Energy consumption metrics
Nr of identified optimalisation solutions
Financial amount of gained efficiency
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Environmental operation by:

by x%

e Increase renewable

v%

o |dentify improvement areas

SECURITY GROUP WITH
OBJECTIVE MEASUREMENT - PERFORMANCE INDICATORS
ISO STANDARDS
VII. ISO 14001 e Minimise the environmental impact of the | e Percentage of completion achieved compared to

management systems e Reducing emissions in the supply value chain

energy/material
consumption in favour of non-renewable by

e Increase reused material consumption in
favour of traditional materials by 2%

e Persons employed aware of their obligations
regarding environmental management

the target values (x;y;z)

e Nr. of Cl projects (open, completed) and gained
efficiency

e Nr. of training sessions regarding environment
preservation & of people attended; Attendance
rate

Anti-bribery

VIII. 1SO 37001 e Combat bribery-, and terrorist financing

e Nr. of anti-bribery-, and terrorist-financing-related
breaches, incidents (target: zero)

more, it helps to ensure environmentally conscious,
sustainable operations. Below, the authors broadly
outline a walkthrough of the key points to identify the
proper performance measurements and targets for an
organisation.

Walkthrough to identify energy performance
objectives and targets. The basic value of the energy
savings depends on the nature of the entity’s facility,
i.e., whether it is productive (production plant fac-
tory) or non-productive (office building).

In the case of a non-production enterprise facil-
ity, important factors are the energy demand of tech-
nological processes, previous
efficiencies, their previous analysis, and the type of
available historical data. Based on this analysis, it is
advisable to examine the possibility of modernisa-
tion. It is advisable to investigate the possibility of
reducing energy demand and costs, to consider
investing in heat recovery equipment, which can be
done based on the knowledge of technologies, and
alternative energy replacement, which is also expen-
sive. Therefore, an impact analysis is required. The
solar system is reliable in the long term, and a solar
collector is also very good in the case of a high
demand for hot water. However, during the planning,
care must be taken to ensure the safe removal of heat

assessments  of

due to overheating (heating-up) during the shutdown
period without heat consumption. The possibility of
building a heat pump system should also be investi-
gated.

In the case of a non-production enterprise facil-
ity, the heat demand and its heat supply, as well as the
heat removal (cooling demand) of the building com-
plex along with the production plants, must be con-

sidered. It is important to solve the energy demand of
the energy consumers operating during operation, as
well as the associated heat generation and the removal
of excess heat. How does this happen? Is there a heat
recovery device built into the ventilation system? Is it
possible to use computer equipment with lower
energy needs and to evaluate building properties by
evaluating the energy consumption data of the previ-
ous period? The modernisation and transition to
a more favourable energy source for non-production
facilities is in many ways the same as for production
plants, but it depends on the company’s profile, stra-
tegic plans and available financial funds, and the
resource needs also vary. For example, the domestic
hot water demand will probably be lower, and the
work schedule, the working hours, and the resulting
distribution of the energy demand on the time axis
will be different.

VII. Environment management. Minimising
environmental impact of corporate operations has
become more and more relevant. To have a clear view
on environmental impact of the operation, to identify
environmental risks and improvement areas are
important steps in the successful environmental
management process.

VIIL. Anti-bribery. Combating bribery and ter-
rorist financing is an important topic for companies.
This demonstrates the need for robust anti-bribery
controls. Management of anti-bribery controls should
be present in all contexts where the risk can arise, e.g.,
employees, customers, vendors, and any counter-
parts.

Table 2 contains generic performance objectives
and measurement indicators per Security groups
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(I-VIII) together with the corresponding ISO stand-
ards. All this can serve as a good practice and is recom-
mended as a model when implementing a comprehen-
sive security management system as a whole or in part.

3.2.2. “SECURITY BALANCED SCORECARD” —
THE NEW BALANCED SCORECARD BASED ON
SECURITY GROUPS

Security objectives and goals are a subset of cor-
porate strategy, and in the changing business and risk
environment, their role has become increasingly
important. The integrated risk management approach
also promotes the treatment of security management
processes as an inherent part of the corresponding
business processes. The Balanced Scorecard is imple-
mented based on strategic objectives, which should
be linked to performance goals and measures related
to the four perspectives of the Balanced Scorecard.

Fig. 1 lists strategic objectives related to the cate-
gories of the Security BSC. The categories are linked
to relevant ISO standards.

Table 3 presents performance goals and measures
with reference to Security groups. The structure of
the Security Balanced Scorecard follows the structure
of the original Balance Scorecard, i.e., the financial,
customer, and internal process, as well as innovation
and learning perspectives, together with performance
goals and measures. The Security BSC adopts the
structure of the original BSC and applies it from the

Strategic objectives enhance value

to customers

L Quality management
(IS0 9001)

ensure health and
secure working
environment for
people

IV. Human resources

(1SO 45001)

process
optimalization

IL. Process management
(internal)
(ISO 22301, & 33001)

+— Security BSC ———

security perspective. The Security groups of the Secu-
rity BSC were defined in line with the related ISO
standards. The Security BSC contains generic security
performance goals and measures that can be tailored
and leveraged by any organisation.

4. DISCUSSION

The application of standard management systems
helps organisations to achieve their objectives. These
systems cover different objectives. Processes perform
well when the underlying security objectives are met.
The objectives of management system standards are
security-oriented and contribute to the increase in
process performance. Management systems are
linked to the continuous improvement mindset. Fur-
thermore, these systems pay sound attention to train-
ing and development. These factors also contribute to
increased process security. The attestation of an
independent certification body of the management
system has sound requirements. In case these require-
ments are met, an organisation is able to demonstrate
the performance of its management system, which
increases the level of process security.

As for information security, the ISO/IEC 2700x
family of information security management system
standards and guidelines serve as a common language
worldwide for engaging in business securely (Hum-

ICT-, & system
security

IIL Information technology-, &
information security
(ISO/IEC 20000-1, & 27001)

reputation, pioneer in
combating bribery-and

VIII. Anti-bribery : .
: terrorist financing

(IS0 37001)

V. Supply chain security VL Energy and other infrastructures VII. Environment management

(ISO 28001) @ISO 50001) ASO 14001)
improve security improve improve
processes and resource environmental
controls utilization impact

Fig. 1. Pillars and Strategic objectives related to the Security Balanced Scorecard
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Security Balanced Scorecard

Reference to Security
groups with 1SO standards

Financial perspective

Reference to Security

groups with 1ISO

Customer perspective

in Tab. 4. goals measures standards in Tab. 4. goals measures
l.QMS Profitability - going  [Cash flow; Income; Expenses I.QMS Customer Customer satisfaction
concern satisfaction index (customer value:
price, quality, reliability of
products and services,
availability-delivery time)
l.QMS Reliability of financial |Adequate internal processes; I.QMS Market share Key accounts; customer

reporting

internal control reviews; audit
findings (internal; external)

acquisition, retention

1. QMS; II. Process
management; IIl. ICT
security; IV. OH&S

Stable operation

Time spent due to lost time
related to process failure,
incident; returned
product/complaints; customer
orders processed on time

11l ICT / data related
compliance
(Confidentiality, GDPR
etc.); IV. OH&S; V. Supply
chain; VII. Environment;
VIII. Anti-bribery

Compliance with law,
regulations

No fines due to non-compliance

V. Supply chain; VI. Energy

Improve cost
structure,
optimalization
solutions

Cost reduction, reduced
expenses

1. QMS; II. Process
management; IIl. ICT
security

Project management

Budgeting and results (end-to-
end tracking)

Reference to Security
groups with ISO standards
in Tab. 4.

Internal business perspective

Reference to Security

goals

measures

groups with 1ISO
standards in Tab. 4.

Innovation & learning perspective

goals

measures

1. Process management Provide fast response |Efficiency of BCM readiness; RYIIN Improve ICT-, and|Gap analysis; development
(BCM, IT service) to unexpected events |SLAs - service quality system security |projects/actions;
level Continuous improvement
projects (open, closed)

Il. Process management Simplify processes, |Security incidents, near misses I-VIII. Corporate Staff security attitude
minimize potential security culture |[survey; development
problems trainings (on-the-job;

classroom; online)

. QMS First pass yield Rework, complaint 1-VIII. Employees' Training

competences

IV. OH&S Preserve employee  [Safe working days 1-VIII. Employees' Employee satisfaction

health and safety commitment index; Employee retention

index

V. Supply chain security

In-time delivery

Reduced lead time

phreys, 2011). The ISO/IEC 2700x standard package,
differently from other management system standards,
contains a risk management standard dealing with
information security (ISO/IEC 27005). This proves
the importance of risk management in the field of
information protection. An ISO/IEC 27001-certified

business must have put in place all protection meas-
ures that were specified in the standard (Kitsios et al.,
2023). The certification of the information security
management system guarantees that the information
security requirements are met through the imple-
mented controls; the certification helps to build trust
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in an organisation’s capacity, as well as reduces the
risks (incl. business loss, the risk of fines or compen-
sation payments due to legal disputes) and helps to
prevent security breaches (Disterer, 2013; Saint-Ger-
main, 2005). Furthermore, successful implementa-
tion of ISO/IEC 27001 requires that employees
provide their full support and contribution (Kitsios et
al., 2023). Given the significant risk exposure that
comes from inside the organisation (Arsenault, 2023;
ENISA, 2006; van Zadelhoff, 2016), the information
security management system contributes to reducing
the risks related to the human factor.

The systematic approach to standard manage-
ment systems, clear processes, and the list of steps
defined as a part of management system are in sup-
port of process performance management as well.

The Balanced Scorecard approach is a sound
approach to measuring process performance since it
pays attention to financial, customer, internal busi-
ness, and learning and development perspectives.
These perspectives are interconnected. This intercon-
nected nature represents the context of security mat-
ters as well and is found to be a good basis for the
purposes of this research. For this reason, the new
Balanced Scorecard leverages the benefits of the Bal-
anced Scorecard methodology and that of standard
management systems, which are well aligned with
corporate objectives.

The BSC has been successfully used by many dif-
ferent organisations to measure and evaluate perfor-
mance (Mendes Jr. & Alves, 2023). The BSC is
regarded as one of the most influential strategy
implementation and control tools, but data about its
impact on performance is mixed (Tawse & Tabesh,
2023). The BSC can be viewed critically, e.g., as a new
fashion in management or a consulting product. Its
underlying assumption is that organisations imple-
ment a strategy in a rational top-down process or that
this is built on notions of strong organisational con-
trol (Madsen & Stenheim, 2015).

Many studies show that the BSC can be success-
fully implemented in large-scale companies and
organisations. The BSC appears to be suitable for all
types and sizes of businesses, large and small. How-
ever, based on research data from 500 companies in
the UK and Cyprus, very few small companies use the
BSC, especially in the UK (Giannopoulos et al., 2013).
There are good examples beyond the business sector
as well, such as higher education (Mendes Jr. & Alves,
2023) or healthcare (Amer et al., 2022; Peters et al.,
2007), where the BSC is proven to be an effective
strategic management tool.

However, the concept of the BSC can be utilised
as a meaningful tool in support of process perfor-
mance measurement and in particular to develop it
further for the purposes of security process measure-
ment. Regardless the criticism, the implementation
and operation of the BSC should happen in a way that
it can well support organisational objectives.

There are studies that deal with the BSC in the
context of safety such as adaptation of the BSC to
measure organisational safety culture (Mohamed,
2003), occupational health and safety (Mearns
& Havold, 2003), health, safety and environment
management systems (Beheshti et al., 2018; Azour et
al., 2017), school safety performance (Alolah et al.,
2014), to improve maritime safety through enhancing
marine process management (Lin & Cheng, 2021),
etc. There are studies on security matters, e.g., the
BSC is researched from the perspective of informa-
tion security (Fatkieva & Krupina, 2020; Herath et al.,
2023) or information security investment decisions
(Tallau et al., 2010).

As a subject of the current article, the BSC
approach is applied to a number of security areas in
the context of standard management systems.
The outlined new concept of the Security BSC, i.e.,
the subject of this paper, offers a comprehensive
approach that uses standard management systems
and explores security groups linked to standard man-
agement systems (i.e., controlling areas, such as qual-
ity management, process management, information
technology and security,
resources, supply chain security, energy and other
infrastructures, environmental management, or anti-
bribery measures). This Security BSC presents an
integrated approach to different security matters. It
can serve as a best practice to address security process
performance at the organisational level and is recom-
mended as a model when implementing a compre-
hensive security management system in whole or in
part.

information human

CONCLUSIONS

Process security is crucial for businesses and
state-owned entities. To establish, maintain and rein-
force process security, it is recommended to use state-
of-the-art methods and tools.

The results of the research show that the applica-
tion of management system standards supports pro-
cess security. It has been proven that the certification
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of management systems increases the level of process
security.

The analysis of the ISO standard certifications
has shown the dominance of the ISO 9001 quality
management standards. Building and maintaining
a quality management system is a good basis for
establishing further management systems. Quality
management is also a mindset embedded in the pos-
sibility of continuous improvement initiatives. The
delivery of quality products and services helps
organisations to be resilient, maintain more transpar-
ent processes, operate processes with less “waste”, and
be more efficient and effective. This requires signifi-
cant efforts when adopting a quality management
system and continuous maintenance. The commit-
ment to this way of working generates real value not
only for the customers but for the organisation itself.
Thus, it contributes to long-term corporate success.
Obtained and maintained ISO management system
certifications helps to demonstrate management
efforts to stakeholders. Moreover, diligent audits help
to improve the management system.

The analysis has shown that the top three ISO
certificate types in the EU-27 cover 94.1 % of the
reviewed population. The top three certified manage-
ment system standards were the ISO 9001 Quality
management (67.6 %), the ISO 14001 Environment
management (19.3 %), and the ISO 45001 Occupa-
tional health and safety management (7.3 %). The
distribution of certificates in relation to various
standards was relatively even amongst the different
economic sectors with some — typically sector-spe-
cific — concentrations. Mostly, the participants in the
information technology sector had a certified infor-
mation security management system, information
technology service management, and business conti-
nuity management systems related to ISO standards.

Process performance measures, aka KPIs, should
be tracked over time and compared to targets. This
living process provides management with regular
information on the state of the organisation and its
specific units’ performance and provides the frame-
work for follow-ups when and where there is a dis-
crepancy. Also, it helps to identify development
opportunities. With respect to security performance
indicators, it is advisable to find the right balance in
proactively defining measures and focusing not only
on what went wrong but also on the achievements
and results of the security management process. It is
advisable to find an optimal number of performance
measures focusing on the most critical ones. The
number of performance indicators should be just

enough to give the proper status of the measured
processes and should not be too much. Otherwise,
information overload can occur, making it harder to
focus on the most important items. The creation of
a too-complex system is undesirable. Simplicity is
a recommended direction. The focus should be on
creating a simple system that contains the most
important and critical items and that is easier to be
managed. It is also advisable to consider starting from
scratch when creating a system of performance meas-
ures that is simple and fit for purpose.

The Balanced Scorecard encompasses perfor-
mance measures in financial, customer, internal pro-
cess, and innovation and learning categories. These
categories are closely interlinked, so the measures
should be applied and interpreted comprehensively,
looking at the cause-and-effect relationships. The
goals and measures of the scorecard should be derived
from the strategy. The authors have prepared a brief
walkthrough to identify energy performance objec-
tives and targets to illustrate the process behind each
process performance measure. The research has led
to the development of the Security Balanced Score-
card. The recommended set of process performance
measures in the Security Balanced Scorecard helps
the management to see the most important measures
at a glance and view the effects of particular decisions.
This promotes system thinking and better decision-
making. The controlling areas of the new, security-
focused Balanced Scorecard are based on management
system standards, which cover the most important
and critical controlling areas of different entities. The
introduced list of recommended security process
measures can be leveraged as good practices for any
organisation and selected according to the organisa-
tion’s goals.

The research is based on a thorough literature
review related to the research area and standard
management systems. It aimed to exhaust the research
scope to offer a fair reccommendation for the Security
Balanced Scorecard. However, the recommendation
should be reevaluated for possible changes in the
future. The future direction of the research will be to
integrate the research field with further research
objectives.
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