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ABSTRACT: The article' concerns the process of developing biometric devices which are to be submitted
for certification in compliance with ISO/IEC 15408 Common Criteria. The author pointed at the assurance
paradigm which shows that the source of assurance is a rigorous process of the product development,
accompanied by methodical and independent evaluation in an accredited laboratory. The state of the art of
certified biometric devices was discussed. The issue of insufficient support that the developers get in this
respect was mentioned. Basic processes related to the Common Criteria methodology were described
(IT security development, IT product development, IT product evaluation). These processes were illustrated
by the elements of security specifications of certified biometric devices. The author proposed to use
elaborated patterns to prepare evidence material, and to use specialized software supporting development
processes to deal with basic difficulties encountered by the developers of biometric devices.
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1. Introduction

Today’s IT applications, especially those used in the large businesses,
banking, e-government and e-health sectors, require dependable identification
and authentication. Biometrics provides a number of solutions that can be used
in these applications.

Biometric authentication concerns the automatic identification of humans
by their intrinsic physiological characteristics (finger images, hand/facial
geometry, vascular patterns, iris, retina, etc.) or behavioural characteristics (hand
writing, keystroke dynamics, etc.).

! This paper is an extended version of the paper [1] presented at FedCSIS multiconference
in September 2013.
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Biometrics can be used for:

= identification of a person’s identity; the captured biometric sample is compared
with enrolled templates contained in the database to find the matching one;

= verification of a person’s identity; the captured biometric sample of the person
claiming the given identity is compared with the enrolled template associated
with the claimed identity and stored in the database.

Both processes, identification and verification, should be supported by the
enrolment process, responsible for capturing biometric samples and storing them
in a secure way. As biometric devices provide mechanisms to associate an identity
with a person, they are often used when quick, secure and positive authentication
is needed.

Biometric devices implement the best matching technologies for the given
application domains. These devices encompass hardware and software parts. The
implementation of these parts is important, as it is always critical for the entire
security system in which these devices work.

IT users require trustworthy biometric devices to secure their critical
applications in high risk environments. To develop trustworthy biometric devices,
the Common Criteria (CC) [2] methodology can be applied.

The knowledge about the Common Criteria methodology is important for
the developers of biometric devices who should be able to perform different
CC-related security analyses and tests in order to prepare biometric IT products for
evaluation, to elaborate evaluation evidences and to assist the evaluation process.
Most of IT developers, not only biometric technology developers, have difficulties
to successfully perform these tasks. That is why some Common Criteria
supporting documents and guidance (e.g. [3]) have been elaborated and consulting
services are offered. This paper is focused on one of the Common Criteria-based
methodologies supporting the IT security developers in their works. The
methodology was elaborated in the course of the CCMODE (Common Criteria
compliant, Modular, Open IT security Development Environment) R&D project
[4], co-financed by the EU within the European Fund of Regional Development.
The objective of this project was to elaborate a CC-compliant methodology and
tools to develop and manage development environments of IT security-enhanced
products and systems for the purposes of their future certification. The CCMODE
project resulted in the following products: knowledge, patterns (including
documentation, procedures, evidences, specification means, etc.), methodology
and tools which can be used by different organizations to create and manage IT
development environments [5]-[6].

The objective of the paper is to systematize the knowledge related to the
development of biometric hardware and software with a view to certify them for
compliance with the Common Criteria methodology. New technical and
organizational solutions worked out within the CCMODE project were presented
with respect to the preparation of a biometric product to certification.
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The contribution of this paper is to provide developers of biometric
devices with a new patterns-based and software-supported assurance
methodology that will facilitate this development process. The paper shows how
the general purpose patterns and tools elaborated in the CCMODE project can be
adopted for biometric devices. The paper also discusses the state of the art of the
certified biometric devices pointing out sources of knowledge useful for
developers.

The paper presents a short primer for the CC methodology, a range of the
CC-related support offered for biometric technology developers, a review of the
development process of biometric devices in the CCMODE development
environment, and conclusions.

2. Common Criteria methodology — a primer

The ISO/IEC 15408 standard Common Criteria [2] assumes that the
reliability of security measures depends on how much accuracy and rigour have
been put into the development, testing, verification, documenting etc. of IT
products. The more rigorous is this process, the more precise are the used good
engineering practices, the better is the organization of the development
/production /maintenance environment — the more reliable, trustworthy is the IT
product. In the nomenclature of the standard, the commonly understood
reliability was replaced by a more precise term — assurance. The assurance can
be measured by means of Evaluation Assurance Levels (EAL) in the range from
EAL1 (minimal value) to EAL7 (maximal value). The applied degree of rigour
affects the cost of the product development, manufacturing and maintenance,
therefore when the EAL is declared, the developer has to compromise between
the product costs and the assurance level. In practice, among already evaluated
1,200 IT products, the majority are those on levels EAL3 and EAL4 [7]. An IT
product in the CC nomenclature is called TOE — Target of Evaluation.

Apart from the rigour of the development process, one more aspect of
assurance must be considered, i.e. independent evaluation leading to the
certification of secure IT products.

The Common Criteria methodology comprises three basic processes:

» T security development based on different types of security analyses;
a special document, called Security Target (ST), is worked out; ST is a set of
security requirements — functional requirements describing how security
measures should work and assurance requirements describing how reliable
the developed products are;

= TOE development, including its documentation; this documentation, being an
extension to the above mentioned ST, is evidence material prepared for the
sake of the third process — security evaluation;
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» IT security evaluation, carried out in an independent, accredited laboratory
functioning within the evaluation scheme in a country which implemented
the standard, i.e. which signed the Common Criteria Recognition
Arrangement (CCRA) [7].

The standard has a wide application range as there are practically no IT
products without any security measures of their functions. Rigorous regulations
related to the product development, along with independent evaluation, are the
source of assurance for such a product. Biometric products have the same needs.
They are security-related products and the security of different applications
depends on the assurance of these products.

3. Common Criteria support for the biometric devices developers

The developers of biometric devices can use the BSI guide [3] which tells
how to prepare evidence material. However, the guide has a general character
(concerns any IT products) and does not give any patterns to prepare the
material. Therefore the developers have to use consulting services in this respect.
There are few software tools which support the development of evidence
material. One of them was described in [8]. The tool allows to generate
a Security Target pattern which is one of over a dozen documents needed in the
whole process. Some valuable practical hints about the evidence preparation and
the certification itself are available in [9].

The developers of biometric devices can get some assistance from the so
called Protection Profiles (PP). These are evaluated sets of requirements for
a certain class of IT products. Yet, they do not take into account the
implementation technologies. These profiles make it is easier to work out
a Security Target for the given biometric device, along with further evidence
material implied by the ST. Only two Protection Profiles have been developed
for biometric devices so far.

The [10] profile presents a biometric verification system in terms of [2]
and defines functional and assurance requirements for such a system. Two other
biometric systems, i.e. enrolment and identification systems, are not considered
in this profile. The profile focuses on the stand-alone version of the biometric
device. Moreover, it does not discuss the biometric modality and related
hardware. For this reason, the [10] focuses only on a software solution. This PP
has EAL2 claimed. Testing is not considered (thresholds). This profile is of
basic significance for the developers of biometric devices.

The second PP [11] provides fingerprint spoof detection either as part of,
or in front of a biometric system for fingerprint recognition which solves the
problem of spoofing the fingerprints during verification. The TOE determines
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whether a fingerprint presented to the biometric system is genuine or spoofed.
The spoof detection system acquires spoofing evidences for a presented
fingerprint using a sensor device. The PP is based on organizational solutions
(OSP — Organisational Security Policies).

Up until now only three biometric devices have successfully passed the
certification process [7].

The Security Target [12] presents the functionality of the Palm Secure
biometric verification system in terms of [2]. The Palm Secure uses the structure
of the veins in the palm as a unique characteristic of a human body. The
enrolment and the identification processes of the biometric system are out of
scope of this ST.

The Security Target [13] specifies a system that provides fingerprint spoof
detection as part of a biometric system for fingerprint recognition. The TOE has
a hardware part which is a capture device and a software part which is the spoof
detection. This device is strictly conformant to the [11] protection profile.

The ST [14] (EAL2+) specifies a distributed (server-based) authentication
system based on biometric data.

4. Development process of biometric devices in the CCMODE
development environment

In order to obtain a certificate for an IT product, including a biometric
product, it is necessary to carry out the three basic processes mentioned in
section 2.

4.1. IT security development process

This process aims at the elaboration of the TOE security functions (TSF)
meeting security functional requirements (SFR), to be implemented at the claimed
EAL during the next process — TOE development. The IT security development
process includes (key parts):

1) Preparation of the ST introduction (containing: different identifiers,
characteristics, claims and informal TOE descriptions).
The developer should assign the TOE type (i.e. biometric device) and provide
a concise but precise description of the TOE, which can be an entire biometric
device or its part only. Please note Fig. 1 (page 8 [10]) — only the biometric
verification process is covered by the TOE. The TOE can encompass software,
hardware or both. The ST introduction should have a description of the TOE
and the TOE operational environment, including the required non-TOE
hardware/software/firmware in this environment. In the TOE description
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2)

3)

4)

physical and logical scope of the TOE should be specified. The ST introduction
should present the TOE usage and its major security features.
Conformance claims.
They specify conformance with the valid CC standard version (currently, v.3.1
is replaced by v.4.0), with protection profiles (if applied) and with assurance
packages expressing the EAL level.
Security problem definition (SPD); the SPD specifies threats, OSPs
(organizational security policies) and assumptions.
The security problem can be expressed as the assets protection against threats or
as OSP rules to be fulfilled to avoid incidents. The former method is
recommended because it leads to technical solutions which are considered more
reliable and efficient than organizational measures resulting from the latter one.
One should start with the identification of the TOE protected assets (they can be
inside or outside the biometric TOE) and external entities interacting with the
TOE (sometimes called subjects). The biometric TOE usually protects the users’
assets placed outside the TOE (e.g. on servers), called primary assets. To protect
these assets, it is vital to protect the TOE internal assets, e.g.: biometric reference
and life records, claimed identity, configuration data, etc., (sometimes called
secondary assets). The external entities can be authorized or not, can be humans
or processes. Usually, the main “actors” are: administrator, user, attacker. While
specifying threats, OSPs or both, some assumptions for the operational
environment concerning connectivity, personal or organizational aspects can be
added. Examples of threats are:

v Using the identity of another user, an attacker may perform a brute force
attack to be positively verified by the TOE.

»  An attacker modifies biometric references or other security-relevant system
configuration data.

An example of OSP is:

v The TOE shall meet recognized national and/or international criteria for its
security relevant error rates like: False Accept Rate (FAR) and False
Rejection Rate (FRR).

More examples are included in [10]. The elementary items of the SPD (as well

as SO, TSF) are specified by mnemonic names called generics.

Solution of this problem by setting the security objectives (SO) — for the TOE
and its operational environment.

The security objectives are concise statements of the intended solution to the
given SPD problem (i.e. threat, OSP, assumption solutions). The security
problem can be solved partially by the TOE (specifying the TOE security
objectives countering threats or enforcing OSPs) and partially by its
environment (specifying the security objectives for the operational
environment countering threats, enforcing OSPs or satisfying assumptions).
The first case expresses the elementary TOE responsibility for security, e.g.
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5)

6)

[10]: The TOE shall ensure that all users can be held accountable for their
security relevant actions. The second one expresses the elementary TOE
operational environment responsibility for security, e.g. [10]: The TOE
operating equipment and adequate infrastructure shall be available (e.g.:
operating system, database, LAN, public telephone, and guardian).
The developer should provide a rationale that security objectives really solve
the problem and are necessary. Security objectives represent an elementary
security measure.
Working out the security requirements.
The security functional requirements (SFRs) specification is elaborated on the
basis of TOE security objectives, while the security assurance requirements
(SARs) specification is derived mainly from the declared EAL (please note:
EALs are predefined packages of SARs). The SFRs are expressed with the use
of the functional components from Part 2 of the standard [2], while the SARs
are expressed by the assurance components from Part 3. Both kinds of
components are grouped in families and the families — in classes representing
ordered security issues. The components can be considered the semiformal
specification language of Common Criteria. The informally expressed TOE
security objectives are translated to the SFR components and they will be
implemented in the TOE security functions. For example, the “FAU GEN.1
Audit data generation.” component presents requirements how to create the
audit records and what they should contain. The security objectives for the
TOE operational environment are not translated to the components and will be
expressed in the technical and operational documentation of the biometric
system. The set of SARs implied by the claimed EAL can be modified by
adding extra components or replacing components existing in the EAL by more
rigorous ones (this is expressed by EAL+). The SARs will determine the range
and details of the TOE development and the TOE evaluation processes. The
security requirements elaboration is finalized by their rationale. An example of
SAR is “ADV TDS.3 Basic modular design.” describing the TOE
decomposition into subsystems and modules.
Preparation of the TOE summary specification (TSS).
The TSS contains the TOE security functions (TSF) derived from the SFRs,
which should be implemented in the considered IT product or system during
the next step — the TOE development process. The best practice is to group the
SFRs around the specific security functionality and assign them to the defined
TSF which implements this group. The TOE summary specification provides
potential consumers of the TOE with a description how the TOE satisfies all
the SFRs (presenting details concerning the SFRs implementation). Examples
of TSFs expressed by generics (short mnemonics) [13] are:
» TSF FFD Detecting if a finger presented on the sensor is a fake or not.
» TSF AUDIT Producing an audit record for every use of the security
functions of the TOE.
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The IT security development process provides a set of TOE security

functions, which should be implemented, and the claimed EAL.

4.2. TOE development process

The TOE development process encompasses the elaboration of the

evidences documentation implied by SAR components of the claimed EAL
(please note Tab. 1 placed on page 31 in the third part of the standard [2]).

The evidence material can have different forms:

documentation, for example: configuration management plan, manuals for the
maintenance personnel or for the administrator, security policy of an institution
that develops the product, configuration list, procedure of the system
installation, delivery procedure, testing documentation, plan of penetration
tests, and many other documents of that type which, with respect to their
contents, always resulting from proper SAR requirements;
documented results of independent research or observations conducted by the
evaluators, e.g. a report concerning the analysis of the TOE vulnerability and
TOE development environment, report from independent testing of the TOE,
report from the inspection of the TOE development environment, or a ranking
list of risk cases identified in the development environment;
behaviour or activities of people who play certain roles in the TOE life cycle,
for example the roles resulting from a certain procedure (accepting the product
of system before it is delivered to the client, etc.); an example of such evidence
can be a protocol, note or the so called records, i.e. traces of different
operations (activity reports, logs — either electronic or not) recorded in the
management system;

security target or protection profile.

This process of the TOE development includes:

1) Preparation of the ADV (Development) assurance class evidences
(architecture, interfaces, design, implementation).

2) Preparation of the ALC (Life cycle support) assurance class evidences
(configuration management, product delivery, development process
security, used tools).

3) Working out the test documentation (ATE class), including tests
specification, their depth and coverage.

4) Working out the TOE guidance documents (AGD class), i.e. manuals and
procedures.

5) Vulnerability analysis support (AVA class).

The result of this process are evaluation evidences for the given IT product

and the EAL claimed for it.

10
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4.3. IT security evaluation process

The IT security evaluation is performed by an independent security lab
accredited according to the existing national evaluation scheme.

The co-operation with the evaluation laboratory should start as soon as
possible, already at the stage when the product is developed. The development
run simultaneously with the evaluation process allows to avoid and remove
errors and inconsistencies.

The basic tool is the security evaluation methodology CEM [15]. The
methodology explains how to check each SAR component. It also provides a set
of queries about the content and form of evidence material. The queries are
grouped in the so called work units. The units are evaluated with the use of
a three-valued logic:
= Pass,
= Fail,

» Inconclusive.

A positive result of the TOE evaluation, and the evaluation of the related
evidence material, additionally verified by an organization which accredits the
data of the laboratory, enables to obtain a certificate confirming that the given IT
product or system complies with the requirements of the EAL claimed for it.

The certificates are published in the Common Criteria portal [7]. This
portal also features the documents of security targets, protection profiles and
reports from their evaluation. They all are a source of valuable information for:
= customers looking for products of certain functionality and assurance,
= systems administrators and users looking for guidelines how to use these

systems in a secure way,
» managers who decide about investment in IT,
= sponsors who finance the development of new products,
= developers and evaluators of similar products.

IT security development and TOE development processes can be
conducted in a traditional way — from the basics with the help of consultants, or
they can be carried out on the basis of patterns and supporting tools. The
developed evidence material prepared with the use of tools is more coherent
— thanks to that there are fewer problems during the evaluation.

5. Computer aided development of IT products
The range and details of evidences to be elaborated depend on the claimed

EAL. The evidences needed for the evaluation process can be very extensive,
especially for complicated products and products with high EALs. IT developers,
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including biometric devices developers, are focused on their products, use
technology-specific language and have difficulties to express the results of their
work in the Common Criteria specific terms. This standard specifies a set of
detailed requirements (SARs) and the developers find it difficult to produce
evidences meeting these SARs. They expect assistance by experts or patterns of
evidences. Thanks to these patterns they focus only on the product-related issues,
not on composing the evidences.

Within the CCMODE project such patterns were elaborated as Microsoft
Word templates for all assurance components [4]-[5], [16]-[17]. Additional
advantages were achieved thanks to the software support of the Common
Criteria related processes. The CCMODE Tools suite for developers was
claborated as a result of the CCMODE project [6].

Fig. 1 shows an example of the project manager window presenting the
list of evidences assigned for the FPBio project. It is a central tool for the
management of security projects. It can use different models of IT products life
cycles. This is a central access point to the main knowledge base and to the
project knowledge base. This tool allows to manage project roles, users, project
states, documents and integrated external systems.

CCMODE Tools (presented in the Fig. 2) encompass:

= project manager module, responsible for initialization of projects and their
management in the life-cycle models,

» configuration management module, responsible for the configuration
management according to the CC requirements on different EALs,

»  Microsoft Word-based GENDOC module designed to work out evidences,

= EA — Sparx System Enterprise Architect-based module for security analyses
and the ST/PP elaboration,

= SVN - Subversion-based module responsible for versioning the project
artefacts (including evidences),

* Redmine-based module for TOE design bug tracking and the ALC FLR
implementation,

= Testlink-based module for test development and management (ATE),

= project self-assessment module (CEM compatible),

» auditing module allowing to assess the conformance with different standards,

= knowledge base module for the project management,

» standard-related knowledge.

Fig. 3 presents the GENDOC application window with the security target
pattern. The left side features the pattern structure, while the right side presents
some fields to be filled in by the IT product related data. Some fields are
automatically filled in by data from the project knowledge base. In the bottom
part one can find some users’ functions and knowledge access points.

CCMODE Tools support traditional CC-related projects as well as the site
certification concept [18]. The project environment based on CCMODE Tools
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can be supported by an integrated information security /business continuity
management system (implementing ISO/IEC 27001 and BS 25999 standards).
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Fig. 1. Project manager module of the CCMODE Tools

Source: EMAG’s documentation, 2013
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6. Conclusions

The paper presents general guidance for the biometric technology
developers with respect to the Common Criteria standard requirements. This
standard allows to develop biometric devices with the claimed measurable
assurance. The assurance is based on the rigorous methodical development and
independent evaluation by an accredited body. The paper provides biometric
technology developers with concise information about three basic Common
Criteria processes: IT security development, TOE development and the TOE
evaluation.

The paper draws the readers’ attention to certain barriers in the
dissemination of certified products, including biometric products. The major
barriers are the lack of knowledge and skills among the developers in the use of
the Common Criteria standard, high costs of the products development, lack of
supporting tools and patterns that would facilitate the use of the CC
methodology. The barriers result from the fact that in some IT domains the
number of certified products is low. This concerns biometric technologies too.

Among many certified IT products (more than 1,200) only 3 are biometric
devices. What is more, only 2 protection profiles of biometric products were
elaborated and evaluated. The developers point at difficulties in the preparation
of evidence material [9]. To help IT developers in this activity, a set of evidence
patterns was elaborated and all CC-related development and evaluation
processes were computer supported (CCMODE Tools). It is extremely important
to have access to knowledge which enables to carry out projects. Therefore the
set of tools is supported by an extensive knowledge base.

The CCMODE project focused on the computer support of the CC-related
projects management, CC-related security analyses, and pattern-based
development of the evaluation evidences. More information about using this tool
is placed in [6], [19]. The developers of biometric products who are free from
going deep into the nuances of the Common Criteria standard and do not have to
prepare the structure and layout of their evidence material from the basics,
would be certain to say that their work is easier.

Computer support of the security development process according to the
Common Criteria standard is the value provided by the CCMODE project. This
is particularly due to the following:
= central management of the project with respect to: roles, development tools
(UML, SDK, calibration tools, personalization tools, CAE/CAD, etc.), life
cycle models,

= providing CCMODE Tools with the tools to manage the versions and
configuration of the product, documentation, faults, tests, security measures of
the development environment, and with the tools to conduct analyses, make
security models, and carry out audits for compliance and security evaluation,
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= providing the developers with proper-structure patterns supported by precise

guidelines from the data base about what kind of information should be put in
particular fields; these fields are partially filled in automatically with data
from the project knowledge base.

These activities are undertaken to facilitate the developers’ work, lower

the cost and shorten the time of new products development. This is particularly
important in niche-market domains of the standard application, where there are
not many products developed. Biometric technology is such a domain.

CCMODE Tools and the accompanying patterns were validated on the

basis of several projects concerning software systems and intelligent sensors
[5]-[6], [20]-[23]. The paper is an encouragement to take up validation in the
field of biometrics. This work should start with the extension of the data base
with a subset of generics describing assets, subjects, threats, OSPs, assumptions,
security objectives, and functions that would allow to make and analyze security
models of biometric devices.
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Konstruowanie systemow biometrycznych
o zadeklarowanym poziomie
uzasadnionego zaufania

STRESZCZENIE: Artykut przedstawia proces konstruowania urzadzen biometrycznych z mysla o
ich planowanej ocenie i certyfikacji prowadzonej na zgodno$¢ z wymaganiami standardu ISO/IEC
15408 Common Criteria. Autor zwraca uwage na paradygmat uzasadnionego zaufania, ktory
wskazuje, ze zrodtem uzasadnionego zaufania jest rygorystyczny proces konstruowania produktu
informatycznego (IT), jak réwniez metodyczna 1 niezalezna jego ocena prowadzona
w akredytowanym laboratorium. Przedstawiono krotki opis aktualnego stanu prac nad certyfikacja
biometrycznych produktow IT. Zwrdécono uwage na duze trudnosci oraz niedostateczne wsparcie
oferowane konstruktorom w tym wzgledzie. Przedstawiono trzy podstawowe procesy metodyki
Common Criteria: proces konstruowania zabezpieczen, proces konstruowania produktu IT oraz
proces oceny zabezpieczen produktu. Zostaly one zilustrowane elementami specyfikacji
projektowych urzadzen biometrycznych. Dwa pierwsze procesy dotycza wypracowania materiatu
dowodowego, ocenianego w ramach trzeciego z wymienionych proceséw. Autor zaproponowat
zbioér wzorcow materialu dowodowego, jak réwniez oprogramowanie wspomagajace tworzenie
i zarzadzanie tym materialem. Ma to ulatwi¢ prace konstruktorow produktéw informatycznych,
w tym urzadzen biometrycznych.

SEOWA KLUCZOWE: uzasadnione zaufanie, konstruowanie zabezpieczen teleinformatycznych,
ocena zabezpieczen teleinformatycznych, biometria, materiat dowodowy dla procesu oceny,
Common Criteria
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