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Abstract

The paper presents an overview of methods for detecting the spoofing of GNSS open service code signals
illustrated with the example of C/A GPS signals. GNSS signal spoofing is an attack method where a signal is
transmitted that appears authentic but it induces the receiver under attack to compute an erroneous navigation
solution, time, or both. Usage of commercially available satellite compasses and two antennas systems for the

detection of such threat is described in detail.

Introduction

Fundamental concepts of Global Navigation
Satellite Systems (GNSS), contemporary covering
GPS, Glonass, Bejdou, Galileo and their augmenta-
tion, evolved from GPS and can be found in [1, 2,
3]. To characterise code GNSS spoofing detection
methods the GPS code measurement concept must
be analysed.

The GNSS uses a number of satellite transmit-
ters S; (i=1,2,3,...,n) which geocentric Cartesian
locations Xg; can be computed for any instant in
time (epoch) based on Keplerian orbit model cor-
rected for gravitational perturbations and effects of
relativity. Satellite motion model parameters are
input as ephemeris data into navigation message
modulated onto individual satellite’s pseudo-
random-noise (PRN) digital code signal using
modulo-2 addition procedure. Then, each transmit-
ter, equipped with a synchronized clock offset to
the exact system time g, broadcasts its PRN code
modulated onto common frequency carrier radio
wave via binary phase shift keying (BPSK) proce-
dure. That is the basis of code division multiple
access (CDMA), where several transmitters can
send information simultaneously over a single
communication channel or sharing a common
bandwidth, assuming that propagated PRN codes
have time stamps and low auto-/cross-correlation.
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Each satellite signal of certain strength s;(?)
propagates with assumed speed of electromagnetic
wave in space c. A receiver R located at the coordi-
nates X € R’ (to be determined) and using an om-
nidirectional antenna will receive the combined
signal of all satellites in range. Due to the proper-
ties of the signals s; (¢), the receiver can separate the
individual terms of this sum and extract the relative
propagated code phase, satellite ID, and data con-
tent using a replica of the used PRN code. Given
the data and relative phase offsets, the receiver can
identify the time delay for each satellite:

1
Atgp = EHX - X

, =

(1)

B i\/(x—xs,-)z (v -ys) +z-z5)

where: |X|, — Euclidean norm of vector X = [x y z]"

(matrix notation).
And from that it can calculate “ranges”:

d; =c-Atgp = HX _XSin ()

Since GNSS receivers are not synchronized with
the system time and they generally don’t use accu-
rate quartz oscillators, R will have a clock offset Az
to the exact system time. So the equation (2) will
take form:
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p;=d; —cAtp =

2 2 2 3)
:\/(x_xSi) +(y_ySi) +(Z_ZSi) -0

where the receiver can only infer the “pseudo-
ranges” p;. “— &’ in eq. (3) determines that positive
value of ¢ is in advance to the system time (trans-
formed to metric distance) and negative is delayed.

Geometrically equation (3) can be interpreted as
a sphere with the centre of Xg; and the radius of
p:+ 0. The set of equations (3) is over-determined
for more than four satellites and generally does not
have a unique solution for X because of data noise
(propagation, multi-path, technical, unidentified
random noise). This noise can be minimized by
code differential or carrier phase RTK and static
measurements but, in widely available code recei-
vers used in marine and other transportation, it is
simply neglected nevertheless satisfying the accu-
racy of several metres in kinematic applications [4].
So, the problem is limited to the solution of (3). It
can be achieved by iterative numerical method after
transformation of the set (3) to convex form (set of
linear equations) [5] and then usage of weighted
least squares estimation technique. Generally, the
algorithm looks as follows:

1. Initial approximated (provisional and later es-
timated) metric values of xo, yo, zo, & in Cartesian
ECEF WGS84 are adopted and related to x, y, z, &
with unknown adjustment vector A:

X=x,+A,
y:y0+Ay
z=2zy+A,
0=0,+A;

(4)

2. The system of linear algebraic equations
(SLAE) is built:
Ay, A, A., Asare new unknowns. Using a Taylor’s
series expansion of (3) with respect to the approxi-
mated point and receiver’s clock offset:

D; =f(x,y,z,5)=f(x0,y0,zo,é‘0)+
i af(XO’YOaZO’Eo)AX + af(-XO’yO’ZOaEO)A n
x, 0 g
" af(x07y0520:50)AZ + af(XOaYOaZo:5o)A6 n
0z, 00,

4 lazf(xo,)/'o,zo,é‘o)
2! ox,’

)

2
A7+

Equation (5) is intentionally truncated to the linear
terms obtained as first partial derivatives:
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SO:

b= \/(xo _xSi)z + (o _ySi)2 +(zo _ZSz')Z + (7)
-0y +a,A, + aisz +asA, +a,Ag

Separating the unknown and known terms of each

side of (7):

azA, +a,A, +aA, +a,As =

(®)

=p;— \/(xo - XSi)Z + (o — ySi)z +(z— Zsl‘)2 +6,

and introducing;:

by =p,— \/(xo _xSi)2 + (o _ySi)z +(z, _ZSi)2 +6,
€))

we got the SLAE:
ayA, +apA, +asA; +a,As =D, (10)

or in matrix form: 4-A=B.

3. The solution vector A to the constructed
SLAE is sought:
In general, the set (10) is an overdetermined sys-
tem. Due to the fact that the actual data contain
observational errors and noise, this SLAE is incon-
sistent. So taking into account the noise vector 7 eq.
(10) becomes:

A-A=B-n (11)

The “noise vector” 5 represents residuals, i.e. dif-
ferences between observations (B) and model (4-A).
The least squares solution to eq. (11) is:

A=A" - wW-A)"-A"-w-B (12)

where W is the diagonal weight matrix diag(w;, wa,
ws, ... ,w,) which is equal to inverse of a priori co-
variance matrix of the observations. The values in
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this matrix are interpreted as weights [0, 1] of indi-
vidual equations. In many transport receivers these
weights are usually somewhat arbitrary assumed to
change in respect to elevation angle o; according to
the sample trigonometric formula discussed in [6]:
W, = %(sin(2ai ~90°)+1) (13)
4. If max |A| > 0.0001 m (submillimetre solution is
usually satisfactory for transport and survey ap-
plications) the algorithm is repeated from step 1)
substituting previous provisional values of xo, o,
Zp, 0o With xg + A, yo + Ay, 2o T A, 6 + As

Finally, the unknowns x, y, z, ¢ in set (3) are
found.

/

Pseudorange / i~ Position B
& time —
- Receiver’s clock offset s

Fig. 1. Geometric representation of GNSS measurement model

GNSS Spoofing Problem

Since the beginning of present century malicious
interference with the civilian GPS signal has been
identified as a serious problem. Deliberate jamming
and spoofing scenarios, their detection and coun-
termeasures were discussed in several publications
[7, 8,9, 10, 11, 12, 13, 14]. As for scenario, it was
identified that discrete spoofing attack would in-
volve four phases [8]:

1. Alignment of the authentic and spoofed GPS
signals at the target receiver.

2. Increase the power of the spoofed signals above
the authentic.

3. Move the spoofed signals slowly away from the
authentic signals.

4. Take complete control of the target receiver’s
position, velocity and timing (PVT) solution
once the spoofed and authentic signals no longer
interfere.

During practical research [9, 15, 16] the tested
receivers have not successfully defended against
this type of attack, if the challenge of gaining accu-

rate knowledge of the target receiver antenna’s
position and velocity was overcome in step 1). This
knowledge required precise positioning counterfeit
signals relative to the genuine signals from the tar-
get antenna. An attack via portable receiver-spoofer
overcomes this difficulty by construction. The re-
ceiver-spoofer can be made small enough for in-
conspicuous placement near the target receiver’s
antenna. The receiver component draws in genuine
GNSS signals to estimate its own position, velocity,
and time. Due to proximity, these apply approxi-
mately to the target antenna. Based on these esti-
mates, the receiver-spoofer can generate counterfeit
signals. The detailed requirements for successful
GNSS spoofing attacks have been presented in
[12].

Table 1. Spoofing Defences [8]

Spoofing Defences
Cryptographic Non-Cryptographic
Stand-Alone Networked

SSSCon L1C J/N Sensing
NMA on LIC, | pr) Cross- -
12C, LS > | Correlation Sensor Diversity
SSSC or NMA Single Antenna Spatial
on WAAS Correlation

Correlation Anomaly

Multi-Element Antenna

Proposed methods for detecting spoofing attacks
include examining changes to certain signal charac-
teristics, incorporation of external hardware such as
an inertial measurement unit (INS, IMU), use of
multiple receiver antennas, or cryptographic tech-
niques. Detailed description of potential spoofing
defences has been presented in the table 1 where
SSSC stands for spread spectrum security code,
NMA is navigation message authentication, J/N is
jamming (or spoofing signal) to noise ratio.

The Homeland Security Institute, a research arm
of the U.S. Department of Homeland Security, has
also considered the threat of civil GPS spoofing
[13, 14]. Similarly the U.S. MITRE Organization
recommended following techniques to counter
spoofing [8]: amplitude discrimination (requires
monitoring and recording average and relative sig-
nal strength, J/N sensing), time-of-arrival discrimi-
nation (requires external timing data from an accu-
rate, continuously running clock to compare to the
time derived from the GPS signal), consistency of
navigation inertial measurement unit cross-check
(requires external accelerometer and compass),
polarization discrimination (requires linearly polar-
ized antenna to monitor the change in received sig-
nal strength with change in polarization direction),
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angle-of-arrival discrimination (requires multiple
antennas), cryptographic authentication (requires
changes to the standard GPS signal). J/N techniques
could be implemented in software on GPS re-
ceivers, but would be effective against only the
most simplistic attacks. Other tactics would be
effective against some, but imaginably not all, more
sophisticated attacks. However, they require addi-
tional hardware.

The best solution to be globally adopted in
GNSS seems to be the cryptographic defence, but it
is unlikely to be implemented in near future given
the static nature of GPS and other GNSS signal
definitions. This and J/N Sensing are also the only
defences enabling proper work of the receiver un-
der attack by identifying and rejecting false signals.

As for detection methods, practically, angle-of-
arrival discrimination, which exploits differential
carrier-phase measurements taken between multiple
antennas, could only be the one commercially vi-
able, as GNSS compasses and attitude sensors are
available for transportation purposes since 1990s
[17]. This could be overcome only by a very so-
phisticated, coordinated attack which theoretically
could be performed from distance only, if criteria
derived by Tippenhauer et al. [12] are met.

Spoofing detection by two antennas
system

The easiest spoofing attack, and therefore most
probably performed, is transmission of a malicious
signal from a single point. Respectively the detec-
tion of such an attack is also easy (at least theoreti-
cally) and the idea of this was developed in [12]
and later presented in Poland by Ochin et al. [18].
The work [12] rather concentrated on spoofing
generation and the work of Ochin [18] missed nec-
essary detailed mathematical model background to
evaluate its usefulness. For maritime two GPS C/A
code receivers and two antennas GPS compasses
the theory of “single point” spoofing detection is as
follows.

The attacker’s physical location X, € R, his
transmission time offsets p,; (transformed to metric
distances), and the claimed satellites positions Sy;
influence the location X computed by a victim. By
setting his physical location X, and transmission
offsets p4; the attacker can influence the pseudo-
range measurement at the victim receiver according
to the formula:

Di=dg+ Py (14)

where: d4r — distance between attacker antenna and
victim antenna phase centres.
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If, as it is assumed, the signal reaches two victim
antennas and is transmitted from the same location
(Fig. 2) then eq. (14) at both victim antennas (in-
dexed 1 and 2):

D =dig + Dy (15)
D2 =dyp + Dy

and the difference between corresponding satellites
pseudoranges in both victim receivers is constant:

Pii— Py = ‘dlAR _dZAR‘ = const. (16)

-S Sas
-“ = Il IG

\ / S /
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LY \ f / Vs
AN * / /
N \ /l // /
PaN\ \\ !/ //
\\ \ I/// //
\
\\\ /// / o X5
LT — dyar
‘-A T —— d
dl/;:- == .
X

Fig. 2. Reception of spoofed signal transmitted from a single
location by two GNSS antennas

After a small transformation of SLAE (10) to:
azA, +apA, +asA, =p,+As;—dy+6, (17)

one could easily notice that applying identical
changes to all p; will only propagate to changes in
unknown As, and not into A,, A, A.. That is why
also the final solution to (3) will only differ in & if
all p; are changed by the same value (in case of
spoofer this is value from eq. (16)). The numeric
simulation example of this problem is provided in
the Appendix encoded in Matlab™™.

The conclusion is that using two synchronous
GNSS receivers, with separated antennas, the 3D
position fixes will be the same but their calculated
time offsets o will differ exactly by the value from
eq. (16). However, the problem is that autonomous
(not augmented) code receivers measure signals
transmitted from spoofer with different error
budget, and even if propagation noise can be ne-
glected (the distances to the spoofer are much
smaller than to satellites) still multipath and indi-
vidual receiver noise during codes correlation is
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present. Assuming the remaining white noise
budget as approx. 1 m the distance between anten-
nas should be approximately 10 times higher (more
than 10 m) to obtain statistical confidence of the
spoofing attack via criterion:

X, - X, <1 (18)

That is consistent with current GPS performance
standards [4] which state horizontal error budget for
all satellites in view as 9 m (0.95). So overall such
receivers / antennas system will calculate eq. (18)
as > 1 m (0,95) and if eq. (18) <1 m (0,95) then
alarm should be triggered. Even better results could
be achieved with DGPS systems. Practical experi-
ments confirming these fundamentals, but applied
to heading measurement, were discussed in
[19, 20]. Due to the fact all SOLAS vessels must
have several GPS-es onboard, implementation of
such spoofing defence should not be a problem and
it can be performed by monitoring of the measured
distances among GNSS antennas on the flying
deck.

Another method, a little more demanding finan-
cially, is installation of satellite compass (heading
or attitude GPS sensor). The general principle of
attitude determination was presented in [9, 17] and
in Poland by Felski [21]. It exploits, already men-
tioned, differential carrier-phase measurements
taken between multiple antennas.

Satellite compass produces L1 carrier phase
measurements from both antennas referenced to a
common internal oscillator. For the satellite S;, an
equation for the L1 carrier phase difference Ag;
between the two antennas is given (in units of L1
cycles) by:

AQ, =D,Rpyy_gL+n+6,+7,; (19)
where:

D, — is the baseline vector between the antennas
(in the ship-body frame LLF where y, to fore,
X, to the starboard, and z, up) in units of L1
cycles: Dy = [dixb dioyy dlZzb]T- D, can be
simplified to Dy, = [d1» 0 dizp]" or Dy, =[0
diy dlsz]T if the baseline vector is fixed along
or athwart ship;

Revu_g — 18 the rotation matrix of vectors from the
local metric East-North-Up (ENU) frame to
the metric body frame (theory behind refer-
ence frames coordinates transformations
ECEF—-ENU—LLF is presented in [22])
(20);

cosy cos¢ —sin  sin @sin ¢
Revu_p = —siny cos6
cos sin ¢ +sin i sin @ cos¢g

0, ¢ and y are the pitch, roll and yaw angles;
L — is the unit line of sight (LOS) vector to S; in

the ENU frame:
—sinA —cosAsing cosAcos@
L=| cosA —sindsing sinAcosep | (21)
0 cosQ sin @

@ and A are either spherical or ellipsoidal coordi-
nates of latitude and longitude;

n; — 1is an integer ambiguity of wave period for S,
for the purpose of attitude determination ar-
bitrary set;

J0p, — 18 a constant “line bias”;

y; — 1is the summation of all carrier phase error
terms for S;.

Unknown attitude i.e. pitch, roll and yaw (head-
ing) angles and J, are obtained from the solution to
the overdetermined set of equations (19) via algo-
rithm corresponding to the one in introduction.

In order to detect a single or even multiple
transmitter spoofing attack the monitoring of the
Ap; () can be implemented into satellite compasses.
In case wherein all Agp; or group of several Ag;
overlie each other (which occurs during transmis-
sion of several satellite signals from single antenna)
within an error budget sufficient to accommodate
worst-case multipath and carrier noise the spoofing
alarm should be triggered. Also monitoring of sud-
den heading changes in case of single spoofing
transmitter should be sufficient.

Conclusions

Two non-cryptographic methods of spoofing at-
tack detection have been presented. Their strength
lies in simplicity of implementation into currently
used maritime GNSS code receivers and com-
passes.

The first one is based on synchronous monitor-
ing of at least two independent receiver-antenna
systems. In case of single transmitter spoofer the
basis of detection is identity of 3D position fixes in
both receivers taking into account remaining re-
ceivers’ noises. This requires relatively big separa-
tion between the receivers’ antennas which does not
pose a problem onboard marine transport and off-
shore vessels.

The second one is based on differential carrier-
phase measurements taken between two antennas in
GNSS compass’s systems. The basis of detection is

siny cosg—cosy sin@sing —cosdsin ¢
cosy cosf sin ¢ (20)
siny sin @ —cosy sin dcos¢p cosdcosg
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identity of phase changes for all (single spoofer) or
group (multiple spoofer) satellites. This method
seems to be the most universal, but would have to
deal with rare cases where the true satellite geome-
try happens to cause all carrier phase differences to
be very close to each other. This situation will
occur rarely, but if not handled will lead to a false
alarm condition.

It must be stressed that navigators are obliged to
position monitoring from two independent sources
according to IMO resolutions. During offshore DP
classified operations such monitoring is even more
redundant (at least three systems for class 2) and
performed autonomously by computer control sta-
tions. Nevertheless, till autonomous spoofing detec-
tion implementation into GNSS, the best way to
detect its spoofing is comparison of positions
achieved from radar, terrestrial, astro or other radio,
laser or hydroacoustic navigation systems and
headings from magnetic compasses, gyros or IMUs
if available.
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Appendix

Matlab™ code for simulation of spoofing from
single transmitting point by changing pseudoranges
with step of 10 m:

% Simulation of spoofing from single
transmitter by change of pseudoranges

% Import of data
GPS = importdata('GPS.dat','\t',1);
c = 299792458; % m/s

svn = GPS.data(:,1);

prange = GPS.data(:
svx = GPS.data(:,3:
w = GPS.data(:,8);

o

1 2); m
6) m

oe

Q

% Start of simulation
for count = 1:3
prange = prange+1l0;

% Vector of position provisional esti-
mates
x = zeros(l,4);

% Start of iteration

dx = ones(1,4);

dxlimit = le-4;

while max (abs (dx)) > dxlimit

% Geometric distance
d = sgrt((x(l)-svx(:,1)) .72+ (x(2)~-
svx(:,2)) .72+ (x(3)-svx(:,3))."%2);
% Matrix A (partial derivatives of meas-
urement model)
for i = l:size(svx,1)
A(i,1) = (x(1)-svx(i,1))/d(
A(i,2) = (x(2)-svx(i,2))/d(

) ;
);

i
i
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A(i,3) = (x(3)=-svx(i,3))/d(1); fprintf (' h =%14.3f m\n',h)
A(i,4) = -1; fprintf (' dT =%20.9f s\n\n',x(4)/c);
end end
% Vector b (measurement minus estimate) 1l: GDOP = 2.03 PDOP = 1.84 HDOP = 1.18
b = prange+svx(:,4)-d+x(4); VDOP = 1.42 TDOP = 0.85
X = 3326447.888 m
% Vector dx (adjustments to estimates Y = -177061.064 m
from set: A*dx=b) 7 = 5421000.234 m
dx = lscov(A,b,w); c*dT = -2291527.533 m
lat = 58 36 3.75553
% Application of adjustments lon = -3 2 48.76740
X = x+dx'; h = 99.577 m
end dT = -0.007643713 s
% DOP calculation
[b,1,h,phi, lambdal] = cart2geo(x,5); 2: GDOP = 2.03 PDOP = 1.84 HDOP = 1.18
D = inv (A'*A); VDOP = 1.42 TDOP = 0.85

Dc = D(1:3,1:3);
R = [-sind(phi) *cosd(lambda),
-sind (phi) *sind (lambda), cosd(phi);
-sind (lambda),
cosd (lambda), 0;
cosd (phi) *cosd (lambda) ,
cosd (phi) *sind (lambda), sind(phi)];
Dt = R*Dc*R';
GDOP = sqgrt(trace(D));
PDOP = sqgrt(trace(Dt));

(
HDOP = sqgrt(Dt(1l,1)+Dt(2,2));
VDOP = sqrt (Dt (3,3)):
TDOP = sqrt(D(4,4));

o)

% Output of results

fprintf ('$3.0£f: GDOP =%5.2f PDOP =%5.2f
HDOP =%5.2f VDOP =%5.2f

TDOP =%5.2f\n', count, GDOP, PDOP, HDOP, VDO

P, TDOP) ;
fprintf (' X =%14.3f m\n',x(1));
fprintf (' Y =%14.3f m\n',x(2));
fprintf (' Z =%14.3f m\n',x(3));
fprintf (' c*dT =%14.3f m\n',x(4));
fprintf (' lat =%4.0f %2.0f

$8.5f\n',b(1l),abs(b(2)),abs(b(3)))
fprintf (' lon =%4.0f %2.0f
$8.5f\n',1(1),abs(1(2)),abs(1(3)))

X = 3326447.888 m
Y = -177061.064 m
Z = 5421000.234 m

c*dT = -2291537.533 m
lat = 58 36 3.75553
lon = -3 2 48.76740
h = 99.577 m

dT = -0.007643746 s

3: GDOP = 2.03 PDOP = 1.84 HDOP = 1.18

VDOP = 1.42 TDOP = 0.85
X = 3326447.888 m
Y = -177061.064 m
7 = 5421000.234 m
c*dT = =-2291547.533 m
lat = 58 36 3.75553
lon = -3 2 48.76740
h = 99.577 m

dT = -0.007643780 s

Contents of file “GPS.dat” retrieved from
RINEX navigation (satellite positions calculated
from ephemerides) and observation files for fixed
epoch:

| GPSdat— Notatnik = | B |
Plik Edycja Format Widok Pomoc

Y Pseudorange sv X [m] sv v[m] sv z[m] sv Clock corr. [m] Elevation Angle A Priori weight -
12 23557228.79 14115557.51 9512669.01 20713559.79 -190652.118 60.805 0.762067276

13 24109913.37 2786931.08 12673788.78 23274029.06 185378.351 41.576 0.440382104

14 27706964 .48 -17297742.17 2613743.46 20008566.43 -40.674 3.709 0.004184674 E
20 23674335.81 17772982.94 -12749483.23 14936050.42 1857.709 48.377 0.558803363

24 27348050.74 11264602.24 23578213.06 5296555.95 -9719.603 7.722 0.018054406

25 27021641.65 -3284739.66 -22519326.1 13778493.57 23302.54 10.034 [0.030356979 i
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