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The article presents results of a survey concerhifigrmation Security Man-
agement Systems (ISMS), which was conducted in cipali offices between De-
cember 2014 and June 2015. The aim of the reseastidentifying in which mu-
nicipal offices information security managementteys are implemented, accord-
ing to which standards ISMS are developed andfigettand gathering information
about: factors facilitate the implementation, pesb$ encountered in the implemen-
tation process and offices’ documentation concgrimformation security.
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1. Introduction

Information Security Management System (ISMS) isingel in ISO/IEC
27000 standard as part of the overall managemstersy based on a business risk
approach, to establish, implement, operate, mgnigmiew, maintain and improve
information security. This system is applicable & types of organizations, also
for public administration units [1, 2].

The regulation of Polish Council of Ministers redjag to the National In-
teroperability Framework, containing minimum reguients for public registry
and information exchange in electronic form and tiaimum requirements for



ICT systems [11] imposing on managers of public iatstration units some obli-

gations relating to security management, such lasiviog:

e establish, implement, operate, monitor, review, m@h and improve infor-
mation security management system,

e provide an update of internal regulations,

« maintenance hardware and software inventory, whrehused in information
processing,

e conduct periodic risk analyzes,

e permissions management,

e provide training on information security,

e protect of processed information,

* ensure an adequate level of security in ICT systems

« immediately report information security incidentsd defined and fixed way
for taking quick corrective action,

e provide periodic internal audit of information sety

The numbers of information security incidents hgvewn rapidly. This is con-

firmed by the Governmental Computer Security InotdeResponse Team

(CERT.GOV.PL) reports. According to the "Report thie cybersecurity state of

Poland" in 2014 [12] CERT.GOV.PL registered 120biifitations, which 7498

were classified as incidents. For comparison, ih32Q.3] there were 8817 notifica-

tions and 5670 information security incidents.

There are many information security incidents inblju administration
in Poland. The latest incidents in municipal officavhich were commented,
were e.g.:

» on the website of city office in Poznan, the infatran for logging into train-
ing and test versions of System Support Authorifi$éection were available
[17];

» personal information leaked from the city officeRiotrkéw Trybunalski. The
district prosecutor's office launched an investaainto the illegal sharing of
personal data by the municipality initiators of tkeéerendum [18];

« attack on the website of the city office in Tordre website was swapped.
The administrators had to quickly restore the aagivebsite [19, 20];

e cybercriminals stole a total of 2.1 million PLN mofive municipal offices
(Belsk Dwy, Btazowa, Gidle, Rzsnia, Jaworzno). They broke into computer
systems and using malware changed account numbggsitg transfers from
the municipal office [21, 22, 23, 24].
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2. Aim and method of the research

The survey is a part of our investigations concegreelected aspects of cy-
bersecurity in public administration in Poland435, 6, 7].

The aim of research was identifying in which mupéioffices information
security management systems are implemented, asgai@ which standards are
developed and certified, the reasons why respoadgdtdecide (or not) to imple-
ment and certification of ISMS and collect inforioatabout:

« factors that facilitate the implementation of timormation security manage-
ment system,

e problems with the implementation of the system,

* operations relating to the functioning of the sgstevhich officials have the
most problems,

< information security training in offices,

« reviews of information security policy,

< information security incident management,

e documentation relating to information security.

The research was conducted using a survey queatreniEmail letters with asking
to participate in the survey to 800 randomly se&éanunicipal offices in Poland
were sent (stratified random sampling was used)ai®bd 146 positive responses
including: 40 urban municipalities, 43 urban-runanicipalities and 63 rural mu-
nicipalities [16].

3. Results of the research
Among the 146 municipal offices, only in 51 theamhation security man-

agement system is implemented. In the 95 officeh susystem does not work and
in the past only 5 offices had attempted to implenite(see Figure 1).

urban municipality 18 22
urban-rural municipality 11 32
rural municipality 22 41

numbers of office, in which ISMS is implemented

numbers of office, in which ISMS is not imple mented

Figure 1.Information Security Management Systems in munliaifféces
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The reasons, why the officials did not implemem & include: lack of funds
(71 indications), lack of sufficient knowledge (81idications) and lack of time
(30 indications).

Seventeen of the 51 implemented Information Secianagement Systems
were developed by the recommendations of the stdsdfive offices were using
ISO/IEC 27002, four offices were using PN-ISO/IEZ729, and two offices using
BS-07799-1. Officials also indicated the followistandards (one indication for
each standard): PN-1-07799-2, PN-EN ISO 9001 (stésdard is not associated
with information security), ISO/IEC 27001, PN-ISB@ 27001. Two officials did
not specify any standards.

Only three offices decided to certify the infornastisecurity management
system according to PN-ISO/IEC 27001.

In offices which not decided to certify their ISMtBe following reasons for
not taking such action were indicated:

e itis an expensive proposition (14 answers),

« certification does not affect the quality of théoimmation security management
(5 answers),

e jtis a time-consuming project (4 answers),

e itis unnecessary (2 answers).

Another question examined the ISMS implementatioret Answers to this ques-
tion are shown in Figure 2.

12-18 months - 4
18-24 months . 2
over 24 months . 2

m numbers of municipal offices

Figure 2.1ISMS implementation time in the surveyed municipifices
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Next figure (Figure 3) presents the ISMS implemgortasuccess factors. The
most important are: allocation of adequate findneisources, substantive prepara-
tion of employees, involvement of the top managdmemployees awareness of
the need to ensure the security of information.
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Figure 3. Evaluation of factors that facilitate the implertation of the ISMS

Another success factors indicated by officials &fesupport, employment of
IT staff in the number of people appropriate to $intee of the organization and
implementation of other certified systems, for eplanquality management sys-
tem ISO 9001.

Officials were asked to indicate problems with thglementation of the
ISMS. Respondents indicated as the sources ofgrbl
* too extensive documentation (35 answers),
* insufficient financial resources (23 answers),
e lack of substantive preparation of employees (Zans),
« lack of use of formal methods of implementatiorhaf system (16 answers),
* lack of involvement of top management unit (13 agrs)
« lack of experience of certification unit (3 answers

\l

0



Another problems indicated by officials are: ladkhaman resources, large work-
load and opposition of IT staff.

According to officials, the implementation of Infoation Security Manage-

ment System has a positive effect on the unit, @ale raises awareness of infor-
mation security management among employees. Ittimm@consuming but can
increase the level the information security, isassary and beneficial. The 18 offi-
cials also indicated that it is an expensive van{iigure 4).

raises awareness of information security
management among employees

W
o

is ¢ tl n]e_consun]ing _
is neecjecj and preferrecj _ 37
can increase the information security level _

is an expensive 18

B numbers of indications

Figure 4. Opinion on the ISMS implementation

Respondents also indicated the steps on the operafi the Information

Security Management System, which have the modilgms. The most indica-
tions received the following:

performance of procedures for monitoring and reinigwmhe safety infor-
mation,

conduct internal audits of the system,

preparation of relevant documentation,

cooperation with the users of the system.

The results are shown in Figure 5.

Officials also indicated problems with an excesdoad of other tasks not related
to information security and a current supervisidrcampliance with procedures
by users.
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Figure 5. Actions on the operation of the ISMS, which dils have the most problems

Only 10 offices of the 51 implementing an InfornoatiSecurity Management

System were able to count on the support of the a@ministration bodies.

The stages in which the aid was granted:

« the establishment information security managemgsiem (5 answers),

e implementation and operation of information segumtanagement system
(5 answer),

« monitoring and review of information security maeagnt system (1 an-
swers),

e maintaining and improving information security mgament system (2 an-
swer).

Unfortunately, none of the officials present thesermation about received support.
Another survey questions focused on conducting mhecuation. Among the 146
surveyed offices, 113 have developed and implerdeate information security
policy that contains the policy of protection ofgenal data in accordance with the
requirements of the Law on the Protection of PeakBata [8, 10, 14, 15], and 28
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offices have only a policy of protection of persbdata in accordance with the
requirements of this Law. Five units do not havprapriate documentation. Table
1 presents the characteristics of each document.

Table 1.Characteristics of information security documentatn municipal offices
(U —urban municipality, U-R — urban-rural municiiyal R — rural municipality)

Types of document U U-R R Total

an information security policy that
contains the policy of protection of
personal data in accordance with the 31 35 47 113
requirements of the Law on the Prg
tection of Personal Data

policy of protection of personal data
in accordance with the requirement

[2)

of the Law on the Protection of Per; 7 8 13 28

sonal Data

none 2 0 3 5
Summary: 40 43 63 146

It needs to be highlighted that:

* in 15 municipal offices Information Security Adnsiriators have not been
appointed;

e in 20 units trainings of implemented informatiorceety policies have not
been conducted,

* in 34 municipal offices trainings in informationcseity, information systems
security, data protection had not been conducted.

Among the 146 units in 141 the security reviews@mducted. The frequency of
these inspections is shown in Figure 6.

Security policy reviews can be conducted every feanths, or when neces-
sary, but it is neither possible nor purposefutaeiew the policies every day or
even every week (information security documentatiosurveyed offices have at
least several dozen pages). Such answers meahéhaspondents did not under-
stand the issue contained in the question, oaat they made a mistake.
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daily I 2
weekly - 5
monthly - 11
every six months _ 26

everyyear 55

at least once every year

=
[0.4]

B numbers of indications
Figure 6. Frequency of the security reviews

Officials evaluated the information security leweélits units. Among the 146
answers, 4 rated the level as very good, 95 ratemad, 45 — average, one munic-
ipal office rated the level as bad and one offididl not have opinion.

4. Conclusion

On the basis on the results of the research itbmrconcluded, that not
all surveyed offices have implemented tasks aridiogn information security
regulations.

It is unacceptable that three years after the dltcton of the Regulation of
Polish Council of Ministers regarding to the Naabimteroperability Framework,
containing minimum requirements for public regisaind information exchange in
electronic form and the minimum requirements for I€/stems in some units in-
formation security administrators have not beeroagpd and information security
policies have not been implemented.

The results of the survey are consistent with tesofl the inspections con-
ducted by the Supreme Chamber of Control: "Impleaten of selected require-
ments for ICT systems, exchange of informationl@cteonic form and a National
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Interoperability Framework on the example of sorffee@s of municipalities and
cities with county rights" [9]. During the inspemti Supreme Chamber of Control
revealed numerous irregularities and generally inegg assessed the authorities
actions in the field of information security managmnt. According to data from
the inspection report among 24 of units surveye@llinrregularities were found in
the area of information security management. Offickd not have a comprehen-
sive information security policy, improperly mandgee privileges of users did
not perform annual internal audits of informaticecsrity and did not have the
required agreements for the purchase or serviabMage/software containing pro-
visions guaranteeing the confidentiality of proegkdata they contain. According
to the Supreme Chamber of Control opinion, offidesnot pursue the tasks aris-
ing from § 20 of mentioned regulation.

Based on the responses obtained from the officearntbe concluded that
there is a need for employees training (20 unidsnait conduct trainings of imple-
mented information security policies, 34 units diok conduct training in infor-
mation security, information systems security, datatection). Officials also need
support in implementing an ISMS. Unfortunately, @ding to the research, such
support could count only 10 offices.

Based on the responses obtained from the officedich the information se-
curity management systems is implemented, key ssdeetors have been identi-
fied to implement the ISMS. These include especiall
« allocation of adequate financial resources,

e substantive preparation of employees,
* involvement of the top management,
« employees awareness of the need to ensure thaétgefunformation.

Therefore, in order to achieve the successful implgation of an ISMS it is nec-
essary to devote adequate resources from the lsudfjetunicipalities to manage
information security. Appropriate ISMS will reduttee risk of information security
incidents occurrence and the cost its implementatidl certainly be lower than
the amounts stolen by cybercriminals.

It is important to continue raising awareness fopyees of all levels of the
organization and their respective substantive petigen. This can be achieved
through the participation of officials in variousining courses in the field of in-
formation security.

In the context of further research, survey in tistridt offices is planned.
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