Article citation info:

37

Lukasiak J, Rosinski A. Analysis of exploitation process in the aspect of readiness of electronic protection systems. Diagnostyka.

2017;18(4):37-42

DIAGNOSTYKA, 2017, Vol. 18, No. 4

ISSN 1641-6414
e-ISSN 2449-5220

ANALYSIS OF EXPLOITATION PROCESS IN THE ASPECT OF READINESS

OF ELECTRONIC PROTECTION SYSTEMS

Jarostaw LUKASIAK', Adam ROSINSKI?

' Warsaw Military University of Technology Faculty of Electronic
00-908 Warsaw, gen. S. Kaliskiego 2, jaroslaw.lukasiak@wat.edu.pl
* Warsaw University of Technology Faculty of Transport
00-662 Warsaw, Koszykowa 75, adro@wt.pw.edu.pl

Abstract
This paper presented issues concerning the operation process of electronic safety systems. The particular
attention was paid to the issues related to periodic inspections and rationalisation of the readiness index value.
The analysis of current reliability and operation models allowed to conclude that a thesis, which also takes
into account information obtained from diagnostic subsystems, is right. This approach made it possible to
develop a graph of relationships in the system including diagnostic information.
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ANALIZA PROCESU EKSPLOATACII W ASPEKCIE GOTOWOSCI
ELEKTRONICZNYCH SYSTEMOW OCHRONY

Streszczenie
W artykule przedstawiono zagadnienia zwigzane z procesem eksploatacji elektronicznych systemow
zabezpieczen. Zwrdcono szczegdlng uwage na kwestie zwigzane z przegladami okresowymi i racjonalizacja
wartosci wskaznika gotowosci. Analiza dotychczasowych modeli niezawodnosciowo-eksploatacyjnych
pozwolita stwierdzi¢, iz stuszna jest teza by uwzgledni¢ takze informacje otrzymane z podsystemow
diagnostycznych. Takie podej$cie umozliwito opracowanie grafu relacji w systemie z uwzglednieniem
informacji diagnostycznych.

Stowa kluczowe: eksploatacja, przeglady okresowe, diagnostyka

1. INTRODUCTION

The composition of electronic safety systems,
depending on a type of detected hazards, includes
the following systems:

- intrusion detection system (SSWiN),
- fire alarm system (SSP),

- access control system (SKD) [22],

- video surveillance (CCTV) [5,6],

- protection of external sites.

The protection resulting from operation of these
systems can be supplemented by the following
systems:

- health condition and personal threat alarm,
- environmental threat alarm,

- anti-theft system,

- voice alarm systems,

- car protection against burglary and theft.

One of the most important elements of the
electronic  safety  systems includes alarm
transmission systems. They constitute devices and
telecommunication networks used for transferring

information on the condition of one or more alarm

systems to one or more alarm receiving centres.

European standard EN 50131-1:2006 "Alarm
systems — Intrusion and hold-up systems — Part 1:
System requirements”, which at the same time, has
the status of the Polish standard PN-EN 50131-
1:2009 “Alarm systems — Intrusion and hold-up
systems - System requirements”, contains
indications related to the system’s failure. It
provides definitions and abbreviations, among
others:

- state of failure: the alarm system state which
prevents normal functioning of the intrusion
detection alarm system or its part,

- failure signal/message: information produced
as a result of failure.

The above-mentioned definitions specify the
condition, in which the intrusion detection system
does not completely meet the imposed requirements
to provide the protection of persons and property.
This condition is unacceptable from the perspective
of a user of the system. However, it is not possible to
eliminate it from the operation states, which can
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occur in real working conditions. Therefore, it is
important to use the diagnostic subsystems, which
make it possible to obtain information on the states
of complete usability, partial usability and unfitness,
in which the intrusion detection system may occur.
Thus, it is possible to take reasonable action (as to
the time and its scope) for the occurred situation.
Such an approach allows, in case of failure to the
system, to take appropriate measures in order to
remove the failure, and thus, to restore the system’s
state of usability. At the same time, a person
carrying out the repair has a facilitated task of
searching for the place of failure, and also gains
knowledge, to a certain extent (depending on the
applied diagnostic subsystem), on the type and scope
of failure.

Electronic safety systems operate in variable
operation conditions [7,13,14]. Their correct
operation is dependent not only on the reliability of
individual components comprising the system [1],
but also on the periodic inspections adopted for
implementation [15]. There are publications, in
which the issues related to rationalisation of the
operation process, also taking into account the
electromagnetic  interference, were presented
[4,8,10,16,21]. The authors of this paper also
discussed all sorts of models of the electronic
devices’ operation process in their articles. It
allowed, among others, to develop a method for
maximising the readiness index by optimising the
performance of periodic inspections [11]. Despite
the obtained positive results of the method
verification, it would be appropriate to continue its
further modification in order to take into account the
diagnostic signals [2,3,17] (in the future, including
the diagnostic information quality [18,19,20]). Such
an approach was presented in this paper, however,
the particular attention was paid to its use in the
intrusion detection systems.

2. RATIONALISATION OF PERIODIC
INSPECTIONS

By designing the electronic safety systems, it is
possible to affect reliability indices, among others,
with the use of appropriate reliability structures
[9,12]. Therefore, it is possible to correct the failure
intensity rate of the designed system. Despite such
an approach in the design of such systems, it is also
necessary to take into account the readiness index, in
accordance with the following formula:

T (1)
=
T,+T,
where: T, - mean correct operation time between

failures,
T, - mean time to repair.

Expression (1) represents a  simplified
dependency of the readiness rate and refers to a very
simple model.

The readiness index can be defined as the ability
of the system to remain in a state where it is possible
to perform the required functions under specified
conditions, within a specified time interval with
assumption that external conditions are ensured.

The given relationship (1) shows that the system
can be in one of two states (Fig. 1):

- usage state (usability, Sy),
- repair state (unfitness, S;).

A

n
Fig. 1. Graph of switching between the usage
and repair states (source: own development].
Markings in Fig.: A - failure intensity rate,
W - repair intensity rate

During the actual operation process of the
intrusion detection systems, the periodic inspections
are carried out. By observing the operation process
of actual intrusion detection systems, it is possible to
assume that there are two types of inspections:

- quarterly with a basic range of activities,

- annual with an extended range of activities.
Therefore, the graph showed in Fig. 1 will be
supplemented with two following states (Fig. 2):

- S01 (during which basic activities, required by

the scope of services, are performed),

- S10 (during which the extended range of

activities is performed).

A i

Fig. 2. Graph of switching between the usage and
repair states as well as the inspection states of I and II
types (source: own development]. Markings in Fig.: A

- failure intensity rate, | - repair intensity rate, A -
intensity rate of I type inspection, p; — intensity rate of
I type inspection performance, A, — intensity rate of II
type inspection, L1, — intensity rate of II type inspection

performance

There are already the developments presenting
modification of the graph of relationships (Fig. 2) in
the system which, among others, allow to maximise
the readiness index, maximise effectiveness of
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financial resources intended for periodic inspections,
rationalisation of the duration of individual periodic
inspections. However, these considerations did not
include diagnostic subsystems and signals obtained
from them. Therefore, a thesis to include them in
a model of the intrusion detection system’s operation
process seems to be right.

By analysing the operation process of the
intrusion detection systems equipped with diagnostic
subsystems, it can be assumed that the graph of
relationships presented in Fig. 2 will adopt the
following form (presented in Fig. 3). Therefore, the
system may be in one of five states:

- usage state (Sy),

- repair state (S)),

- diagnosis state (Sp),

- state of I type inspection (Sy;),
- state of II type inspection (Sjo).

The system staying in the diagnosis state decides
(based on diagnostic information) about a type of the
periodic inspection, which is to be carried out. For
this purpose, among others, the following
measurements can be made:

- voltages and currents of the primary and
backup power,
- voltages and currents of individual devices of
the intrusion detection system,
- activation of individual outputs of the intrusion
detection system,
- use of individual buttons on the keypads.
The obtained information allows to determine the
level of using individual devices of the alarm
system, and thus, to rationally select a specific
periodic inspection.

In order to determine the relationships, which we
are interested in, of the system’s staying in particular
states, the graph of relationships presented in Fig. 3
should be described by the following equations:

—A-R+u-P =4y B+, P,=0
A-Py—u-P =0
APy =4y Py =y Py +

+Ap R+ By + 1y By =0 2)
APy — - By =0

Ay Py =, By =0

Markings used in equations (2):

- Py — probability of system staying in the state of
usage (o),

- P; — probability of staying in the state of repair
(Sl)a

- Pp — probability of staying in the state of
diagnosis (Sp),

- Py — probability of staying in the state of I type
inspection (So),

- Pjo— probability of staying in the state of II type
inspection (Sy).

Fig. 3. Graph of switching between the usage, repair
and diagnosis states as well as the inspection states of
I and II types (source: own development]. Markings in
Fig.: A — failure intensity rate, | — repair intensity rate,
Ap — diagnosis intensity rate, pup — intensity rate of the
diagnosis implementation, A; — intensity rate of I type

inspection, p; — intensity rate of I type operation,

A, — intensity rate of II type inspection, p, — intensity

rate of II type operation

By transformation, it is possible to obtain:

potip
7,
[ “ fo+ A By +
A+ A+, A+, +
7,
+ 2 "o
A+ A+
) 3)
Foy :_I'PD
Hi
Py :&oPD
2
Of course:
Thus:

PO.(1+£+/1_D+ﬁ.ﬂ_D+&.l_D]=1
M Hp H Hp Hy Hp 5)

1
1+£+/17D+£17D+£/17D
H Hp H Hp Hy Hp

(6)
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K, =P = H-Hp  H - Hy
Moy -y oy A gy +
HAp l A Ay ey +
+ Ay Ap ey (7

Therefore, on the basis of this expression (7), it
is possible to determine the probability value, which
we are interested in, of the electronic safety system’s
staying in the state of usability. Numerically, it is
equal to the readiness index value.

A readiness index K, can be defined as the
ability of the system to remain in a state where it is
possible to perform the required functions under
specified conditions, within a specified time interval,
with assumption that external conditions are ensured
and the diagnostic subsystem is used.

Computer simulation and computer-aided
analysis facilitate to relatively quickly determine the
influence of change in reliability parameters of
individual components on reliability of the entire
system. Of course, the reliability structure of both
the entire system and its components has to be
known beforehand.

By using the computer aid, it is possible to
determine the probability value of the system staying
in the usage state S.

Example
The following quantities were defined for the

system:
- transition rate from the usage state S, into
the repair state S;:
A =0,000001

transition rate from the repair state S; into
the usage state S:
1 =01
- transition rate from the usage state S, into
the diagnosis state Sp:
A, =0,01
- transition rate from the diagnosis state Sp
into the usage state Sy:
Hp =1
- transition rate from the diagnosis state Sp
into the state of I type inspection Sy;:
A, =0,001
- transition rate from the state of I type
inspection Sy; into the diagnosis state Sp:
#y = 0,5
- transition rate from the diagnosis state Sp
into the state of II type inspection Si:
A, =0,0001
- transition rate from the state of II type
inspection Sy into the diagnosis state Sp:
M, =0,25
For the above input values according to equation
(7) is obtained:

K, =0,990065681

Figures 4, 5 and 6 presents the relationship:

K,=P = f(u)
K,=P=f(1)
Kg =F :f(,uz)

0.990076
0.990073
Po(K) 0.99007

0.990067,

0.990064 . :

Fig. 4. The relationship between probability of system in the usage state as a function p
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Fig. 5. The relationship between probability of system in the usage state as a function p;
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Fig. 6. The relationship between probability of system in the usage state as a function p,

In charts presented in fig. 4, 5 and 6 denotations
to the left of horizontal red lines mark the colour of
analysed quantity line. Those are default denotations
and colours used by computer-aided calculations
software.

The aforementioned example illustrates the
practical implementation of theoretical analysis
shown in this article.

3. SUMMARY AND CONCLUSIONS

The considerations presented in the paper were
related to electronic safety systems. At the same
time, the particular attention was paid to the issues
related to the operation process, including the
periodic inspections and information from the
diagnostic subsystems. The essential issue in this
type of systems is to provide a specific value of the
operation indices, especially, including the readiness
index. Therefore, the authors focused their
deliberations on developing a model that allows to

rationalize the readiness index value taking into
account specific types of periodic inspections.

In the further research of this issue, it is planned
to consider the situation in which the first detectable
symptoms of the occurring failure appear as first,
and the failure occurs after a specified period of
time. Such a concept of the exploitation strategy is
called DTA (Delay-Time Analysis).
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