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 Abstract 

The consequences of Industry 4.0 have adverse side effects on cybercrime growth, which requires 

creating an effective cybersecurity system for companies. Therefore, this study aims to develop a com-

posite indicator of company cybersecurity to assess its development needs. For this purpose, the au-

thors modified Porter's method by constructing a superposition matrix based on the growth rates of 

cyber threats and risks, calculating their quantitative characteristics and a composite indicator. The 

computations are based on indicators for 2016-2022 characterizing cybersecurity vulnerabilities and 

the consequences of cyber threats: the share of companies experiencing one, six or more successful 

cyberattacks, considering the likely and very likely success of cyberattacks on them in the next 12 

months, security threat and concern indices, the share of companies with a growing security budget 

affected by ransomware and experiencing a shortage of skilled IT security personnel, the cost of stolen 

or compromised credentials. As a result, cybersecurity needs increased significantly for 2020-2022, 

mainly due to digital transformation and the cyber threats growth after the COVID-19 pandemic. 

A comparative analysis of the proposed indicator with those characterizing the development of Indus-

try 4.0 showed that the need for a reliable cybersecurity system is much more important than the active 

development of modern technologies. Spending on IT is also increasing, but not enough to meet the 

needs of cybersecurity development, except for the 2022 results. The proposed indicator is defined for 

companies worldwide, but its versatility allows the methodology to be applied to enterprises of various 

industries and sizes.  
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1. Introduction 

Nowadays, society's development is accompanied by rapid 

scientific and technological progress, which many researchers 

have described as the Fourth Industrial Revolution or Industry 

4.0. Its phenomenon has been substantiated by the German 

economist, founder of the World Economic Forum, Klaus 

Martin Schwab (Schwab, 2016). Industry 4.0 is associated 

with the development and implementation of cutting-edge 

technologies in various spheres of society's life, such as artifi-

cial intelligence, cloud and quantum computing, the Internet 

of Things, blockchains, augmented and virtual reality, nano- 

and neurotechnologies, autonomous robots, big data, and oth-

ers. Most of them are already actively implemented and used 
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in companies and have shown their effectiveness in practice. 

External factors also adjust the business organisation and con-

tribute to its transfer to cyberspace. For example, the global 

pandemic of COVID-19 became the impetus for active digital 

transformation of 46.3% of enterprises starting in 2021 (Mi-

chael, 2023). 

On the one hand, these processes led to mass digitization 

and automation of economic relations. On the other hand, they 

became the cause of cybercrime appearance, identified as ille-

gal actions committed with the help of computer technologies. 

Over the past fifty years, the cost of computers and their com-

ponents has decreased significantly. For example, a computer 

chip with 2000 transistors cost $1000 in 1970, but today it can 

be purchased for $0.02 (Michael, 2023). This trend has re-

sulted in the hacker device market offering tools for commit-

ting crimes starting at $1 (Rapp and Hackett, 2017). Business 

processes' digitization, automation, and technology availabil-

ity to any user create favourable conditions for mass virus and 

DDoS attacks, cyberattacks on POS terminals, phishing, so-

cial engineering, control over the IT system, etc. It is not for 

nothing that the risk of cyber danger is one of the main ones 

for enterprises. According to the World Economic Forum 

(2023) for business, it is fourth after the cost-of-living crisis, 

natural disasters, extreme weather, and geoeconomic confron-

tation. 

Experts estimated that the cost of global losses from cyber-

crime amounted to 8.44 trillion U.S. dollars in 2022, and their 

growth is predicted in 2027 to be 23.82 trillion U.S. dollars 

(Fleck, 2022). In most cases, companies suffer from cyberat-

tacks, resulting in data leakage, stoppage of production pro-

cesses, loss of customers, products, etc. The most targeted are 

enterprises in finance, information, professional, healthcare, 

manufacturing, public administration and education (Statista, 

2023a). 91% of companies that are less than 50 million U.S. 

dollars lost less than 10 million U.S. dollars in 2018. At the 

same time, 28% of companies whose size exceeds one billion 

U.S. dollars received losses of more than 100 million U.S. dol-

lars (Statista, 2022a). The most expensive attack was due to 

the spread of the ExPetr / NotPetya virus, resulting in compa-

nies losing 10 billion U.S. dollars (Greenberg, 2018). It is also 

possible to cite several examples of the consequences for com-

panies due to massive cybercrimes directed against them. For 

example, the most prominent Indian power company, Tata 

Power Company Limited, was the victim of a cyberattack in 

October 2022, affecting its IT infrastructure (Lakshmanan, 

2022). Due to hacking, Canadian meat company Maple Leaf 

Foods was forced to shut down its IT systems (Maple Leaf 

Foods, 2022). In February 2022, Toyota Motor Corporation 

suspended production on 28 lines at 14 plants, resulting in a 

5% reduction in vehicle output, equivalent to a third of the 

global market (Hope, 2022). 

The construction of any company's security system involves 

the development of a risk management concept, including 

cyber risks, which includes the analysis and assessment of 

dangers associated with its operation in the global cyber envi-

ronment. Today, many companies are ready to spend signifi-

cant money to implement leading technologies in their pro-

cesses. Still, many of them are those, especially small ones, 

that do not increase the costs of IT budgets specifically for 

improving the cybersecurity system. It is because they do not 

have reliable data and appropriate techniques for assessing 

threats and the corresponding trends in companies' readiness 

to counter them. That is why the purpose of this study is to 

develop a composite indicator of company cybersecurity, 

which will allow to evaluate the need for the cybersecurity 

system development of enterprises based on the growth rate of 

cyber threats in the world and the level of cyber risks that they 

can cause. It will contribute to the formation of the readiness 

of enterprises to develop a cyber protection system to ensure 

the security of their activities. 

2. Literature review 

Issues related to the cybersecurity system of companies are 

relevant today, and their research is in the plane of various as-

pects - technical, organizational, economic, social, ethical, le-

gal, etc. They also cover different subjects - the state, enter-

prises, and users. Moreover, the security capabilities of 

modern technologies are being investigated in various spheres 

of society's life, for example, health care (Pakhnenko and 

Pudło, 2023; Rekunenko et al., 2022), social services (Rah-

manov et al., 2023), public administration (Pakhnenko and 

Kuan, 2023; Muradov, 2022). A bibliometric analysis of sci-

entific publications devoted to cybersecurity issues in the con-

text of Industry 4.0 was conducted for a more detailed under-

standing of research directions devoted to cybersecurity 

(Appendix A, Figure 1). Data from publications indexed in the 

Scopus database were selected for its implementation. As a 

result, 7 clusters were obtained with the help of the analytical 

package VOSviewer, which were formed based on associative 

rules established between the keywords of the articles. 

The turquoise cluster (Appendix A, Figure 1) characterizes 

the direction of research on digital transformation, cloud com-

puting, big data, distributed computer systems and robotics. 

Digital transformation affects the socioeconomic development 

of countries (Kuzior et al., 2019) and depends on the level of 

cybersecurity development (Kuzior et al., 2022). One of the 

critical factors of these transformational processes is digital 

literacy, which increases the efficiency of the personnel po-

tential of enterprises (Tatli et al., 2023; Kobis, Karyy, 2021; 

Kuzmenko et al., 2021). Also, it can generate digital leader-

ship in companies, which contributes to increasing the effi-

ciency of many technological and security processes 

(Topcuoglu et al., 2023). 

The lilac cluster (Appendix A, Figure 1) covers many publi-

cations on Internet of Things technologies, security, network 

security, machine learning, intrusion detection, e-learning and 

learning systems. Detection of vulnerabilities is an essential 

component of the formation of protection systems. Machine 

learning and intelligent data analysis methods effectively de-

termine cyber threats' risks (Kuzmenko et al., 2020; Ievdo-

kymov et al., 2020). In the conditions of emergencies that 

cyber threats can cause, analytical methods can be effective, 

allowing a quick express assessment under these conditions 

(Sergiienko et al., 2020). Convergent relationships exist be-

tween education, digitalization, and the economy, suggesting 
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the existence of sustainable interactions between them that 

contribute to the development of cyberspace, education, and 

the economy (Samusevych et al., 2021). 

The orange cluster (Appendix A, Figure 1) is identified with 

the direction of computer crimes, intrusions detection, and de-

cision-making. A promising method for detecting cybercrimes 

is digital forensics, which allows the identification of crimi-

nals by checking electronic data (Yarovenko and Rogkova, 

2022). A technique of intellectual analysis can be applied to 

recognize different cybercrime, for example, committed based 

on social networks (Bozhenko et al., 2022). Vasilyeva et al. 

(2022) proposed a technique for determining phase portraits 

of victims of cybercrimes, which helps in early identification 

of signs of cyberthreats and timely response to them. 

Research in the yellow cluster (Appendix A, Figure 1) con-

cerns cyber-physical and embedded systems. In the frame-

work of ensuring them, the most effective approach is based 

on identifying risks and dependencies between the cybernetic 

and physical components of such systems (Akbarzadeh and 

Katsikas, 2023). To strengthen their cyber protection, it is also 

possible to use digital doubles, which combine the digital and 

virtual worlds (Lampropoulos and Siakas, 2023; Skrynnyk, 

2023). 

The blue cluster (Appendix A, Figure 1) refers to a broad 

area of research dedicated to the issues of cybersecurity and 

Industry 4.0, which relate to artificial intelligence, block-

chains and risk management. The industrial revolution pro-

vides many business development opportunities (Andrișan 

and Modreanu, 2022). But its challenges require strategic in-

novations in technologies such as blockchain, the Internet of 

Things, intelligent networks, cloud computing, and big data 

analytics (Kolosok et al., 2022; Wang et al., 2023, Kuzior et 

al., 2023, Kwilinski and Kuzior, 2020). Also, the transition to 

a new business model based on digitalization, cyberization, 

customization, etc., requires changes in human capital (Mel-

nyk et al., 2021a). Transformational processes should also 

consider the risks associated with information technologies 

and the innovative development of enterprises (Skliar and 

Samoilikova, 2014). 

The green cluster (Appendix A, Figure 1) characterizes the 

direction of cybersecurity regarding industrial control sys-

tems, critical infrastructure, malware and cyberattacks. Indus-

trial control systems used to operate and control the critical 

infrastructure of enterprises are potential targets of cyber-at-

tacks, so they need appropriate methods, such as machine 

learning, to predict cyber threats (Alqudhaibi et al., 2023). 

Cyber incidents can lead to failures of industrial control sys-

tems, so Masood et al. (2023) suggest using blockchain tech-

nologies as tools of the cyber defence system. When building 

security systems of industrial networks, it is necessary to con-

sider several cybersecurity measures that will prevent the most 

destructive cyberattacks for them (Alrumaih and Alenazi, 

2023). 

Red cluster publications (Appendix A, Figure 1) are dedi-

cated to research in the industrial revolution, smart manufac-

turing, augmented reality and data security. The paradigm of 

technology development is shifting towards intelligent pro-

duction, which gives the right to call it Industry 5.0. Therefore, 

identifying cyber anomalies of such enterprises becomes 

acute, for which the XAI approach is proposed (Bac et al., 

2023). There is also a problem with the integrity of big data of 

smart manufacturing, the solution of which can occur due to 

the application of the structure of blockchains (Juma et al., 

2023). In addition, there are opportunities to implement aug-

mented reality technologies to develop smart cities and intel-

ligent production. Like other areas, they can become targets of 

cybercrimes, so they need security measures based on ma-

chine learning and artificial intelligence (Alzahrani and Alfou-

zan, 2022). 

The bibliometric analysis demonstrated the existence of var-

ious research directions on the issue of company cybersecurity 

in the context of modern transformations caused by Industry 

4.0. The obtained result indicates that this topic is multidisci-

plinary and requires a systematic approach and various meth-

ods and tools. 

3. Experimental 

This study aims to develop a Composite Indicator of Com-

pany Cybersecurity (we use the abbreviation CICCS further in 

the text), which will allow us to assess the need for progress 

in the cybersecurity system of enterprises, considering cyber 

threats and risks. For this purpose, a modified Porter's method 

was used as a non-linear form of convolution of relevant indi-

cators based on a matrix approach. The following considera-

tions justified the choice of this method: 1) the matrix ap-

proach will allow us to build an 𝑚 × 𝑛 matrix that will 

consider all possible combinations of input indicators for cal-

culating the integral; 2) the strategic approach laid down in the 

idea of the Porter's method will allow us to determine strategic 

superpositions depending on the level of cyber risk and the 

rate of the cyber threat growth; 3) the possibility of its modi-

fication without reference to the basic methodology, that is, 

the formation of the author's matrix, providing it with quanti-

tative characteristics and calculating the integral indicator 

based on the determinant of this matrix; 4) ease of implemen-

tation and interpretation of the obtained results. 

The implementation of the method involved the formation 

of an input data array with ten indicators: 1) the share of or-

ganizations that experienced at least one successful cyberat-

tack; 2) the share of organizations that have experienced six or 

more successful cyberattacks; 3) the share of respondents who 

believe that a successful cyberattack on their organization dur-

ing the next 12 months will be "probable"; 4) the share of re-

spondents who believe that a successful cyberattack on their 

organization during the next 12 months will be "very likely"; 

5) the threat index, reflecting the general concern about 

cyberattacks; 6) security concern index; 7) the share of organ-

izations with a growing security budget; 8) the share of organ-

izations experiencing a shortage of qualified IT security per-

sonnel; 9) the share of organizations affected by ransomware; 

10) the cost of stolen or compromised credentials. The source 

of indicators 1-9 statistics is the Cyberthreat Defense Report, 

based on a survey of representatives from 17 countries 

(CyberEdge Group, 2022). The source of statistical infor-

mation for indicator 10 is the IBM report (IBM, 2022). The 
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survey respondents were more than 1,200 IT security profes-

sionals and more than 500 employees from companies in fi-

nance, government, telecommunications and technology, 

manufacturing, healthcare, education and retail from the USA, 

Great Britain, Germany, France, Australia, Brazil, Canada, 

China, Colombia, Italy, Japan, Mexico, Saudi Arabia, Singa-

pore, South Africa, Spain, and Turkey. Thus, the selected in-

dicators are based on the expert opinion of professionals in the 

cybersecurity field and adequately describe how companies 

understand the existing digital dangers and their readiness to 

spend financial resources to overcome cyber risks. 

The first and second indicators (Appendix B, Table 1, Line 

1-2) characterize the share of organizations that have experi-

enced at least one cyberattack. If the first indicator describes a 

successful cyberattack on the organization, the second indi-

cates the frequency of these attacks. The share of organiza-

tions that experienced at least one successful cyberattack grew 

by more than 4% on average between 2014 and 2022, and it 

exceeded 80% in the last three years. It means that there was 

a more active frequency of attacks. The average growth rate 

of the share of organizations that experienced six or more suc-

cessful cyberattacks was 13.5%, and its value during 2020-

2022 did not decrease below the level of 35%. It shows that 

the number of business entities whose digital systems are ex-

posed to cyberattacks and the number of cyberattacks per 

company is increasing every year (Sidelnyk, 2023). 

The third and fourth indicators (Appendix B, Table 1, Line 

3-4) characterize the economic agents’ expectations regarding 

the successful cyberattack. Since 2016, more than 60% of re-

spondents believed that their company would likely be 

cyberattacked within the year. Since 2019, more than 20% of 

respondents were confident that a cyberattack on their com-

pany would be very successful and stop its activity for an in-

definite period (Sidelnyk, 2023). 

The fifth and sixth indicators (Appendix B, Table 1, Line 5-

6) characterize the economic agents’ concern regarding cyber 

threats. The threat index and the security concern index have 

been cyclical, with little swing since 2015. Thus, after a mod-

erate decrease in the absolute value of the investigated indices 

in 2018-2019, their inevitable progressive growth is followed 

during the next year (by more than 7%) in 2021 and 2022. 

Based on the analysis results, we note that business entities are 

concerned with both the growing threat of cyberattacks and 

the inability of their digital security system to withstand the 

new challenges of digitalization (Sidelnyk, 2023). 

The seventh and eighth indicators (Appendix B, Table 1, 

Rows 7-8) characterize the budgetary and personnel support 

for strengthening the cyber defence in response to cyber chal-

lenges. With the growing threat of cyberattacks, businesses 

and organizations increase their digital security budgets 

yearly. Thus, since 2018, more than 77% of business entities 

have increased their expenses for mechanisms to combat cyber 

risks. The indicator of the organizations’ share experiencing a 

shortage of qualified IT security personnel confirms the active 

policy of business entities in the field of cybersecurity. Thus, 

during 2018-2022, the studied indicator consistently exceeded 

80% (Sidelnyk, 2023). 

The ninth and tenth indicators (Appendix B, Table 1, Lines 

9-10) characterize the global consequences of cyber threats. 

Cyberattacks related to hijacking programs have also become 

common recently, affecting large and small businesses and af-

fecting 70% of all surveyed respondents in 2022. Cyberattacks 

have also led to significant financial losses. During 2016-

2022, economic entities lost an average of 3.9 million US dol-

lars annually due to stolen or compromised credentials. Thus, 

it is fair to note that during 2014-2022, the activity of cyber 

threats to subjects has certainly increased, but despite the in-

crease in the specific weight of the budget for digital security 

and efforts to expand the contingent of IT security specialists, 

the measures implemented are not enough to reduce the losses 

received and minimize the time of forced suspension of oper-

ations from cyber risks (Sidelnyk, 2023). 

To form the CICCS, it was necessary to compare the se-

lected indicators, as they are presented in three different units 

of measurement. For this purpose, the Savage method, formal-

ized using formula (1), was used for destimulatory indicators. 

 

𝑝𝑖𝑗
𝑛𝑜𝑟𝑚 =

max
𝑗

{𝑝𝑖𝑗} − 𝑝𝑖𝑗

max
𝑗

{𝑝𝑖𝑗} − min
𝑗

{𝑝𝑖𝑗}
 (1) 

 

where 𝑝𝑖𝑗
𝑛𝑜𝑟𝑚 – normalized value of 𝑖-indicator in 𝑗-year, 𝑝𝑖𝑗 – 

the actual value of 𝑖-indicator in 𝑗-year, 𝑖 = 1 ÷ 9, 𝑗 =
2016 ÷ 2022. 

The destimulatory indicators are indicators whose growth 

proves the deterioration of the cybersecurity situation. They 

included: 𝑝1 – the share of organizations that experienced at 

least one successful cyberattack, 𝑝2 – the share of organiza-

tions that experienced six or more successful cyberattacks, 𝑝3 

– the share of respondents who believe that a successful 

cyberattack on their organization will "probably" occur within 

the next 12 months, 𝑝4 – the share of respondents who believe 

that a successful cyberattack on their organization during the 

next 12 months will be "very likely", 𝑝5 – the threat index re-

flecting the general concern about cyberattacks, 𝑝6 – the secu-

rity concern index, 𝑝7 – the share of organizations experienc-

ing a shortage of qualified IT security personnel, 𝑝8 – the 

proportion of organizations affected by ransomware, 𝑝9 – the 

cost of stolen or compromised credentials. 

In turn, it is proposed to use the natural normalization 

method (formula (2)) for the stimulator indicator (𝑝10 – the 

share of organizations with a growing security budget). The 

growth of stimulator indicators shows the improvement and 

stabilization of the cybersecurity system. 

 

𝑝𝑖𝑗
𝑛𝑜𝑟𝑚 =

𝑝𝑖𝑗 − min
𝑗

{𝑝𝑖𝑗}

max
𝑗

{𝑝𝑖𝑗} − min
𝑗

{𝑝𝑖𝑗}
 (2) 

 

where 𝑝𝑖𝑗
𝑛𝑜𝑟𝑚 – normalized value of 𝑖-indicator in 𝑗-year, 𝑝𝑖𝑗 – 

the actual value of 𝑖-indicator in 𝑗-year, 𝑖 = 𝑝10, 𝑗 = 2016 ÷
2022. 
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2016-2022 was a period for calculations. It is due to the lack 

of statistical information for 2014-2017 for the share of organ-

izations with a growing security budget, the share of organi-

zations experiencing a shortage of qualified IT security per-

sonnel, the share of organizations affected by programs- by 

extortionists, the cost of stolen or compromised credentials. 

The results obtained in the normalization process are sum-

marized in Table 2 of Appendix B. 

In the next step, the growth rates of each indicator's compo-

nents of the CICCS composite indicator were calculated (Ap-

pendix C, Table 3). Based on the minimum, maximum and av-

erage values of the growth rates of these indicators, four 

ranges of cyber threat characteristics are established 

(Sidelnyk, 2023): 

1) anticipatory growth of cyber threat: for 2016 – the growth 

rate is more than 16%, for 2017 – more than 19%, for 2018 – 

more than 3.5%, for 2019 – more than 7 .5%, for 2020 – more 

than 14%, for 2021 – more than 10%, for 2022 – more than 

8%; 

2) rapid growth of the cyber threat: for 2016 – the growth 

rate is within the range of 10%-16%, for 2017 – within the 

range of 9%-19%, for 2018 – within the range of 0%-3%, 5%, 

for 2019 – within the range of 4%-7.5%, for 2020 – within the 

range of 8%-14%, for 2021 – within the range of 6%-10%, for 

2022 – within the range of 0%-8%; 

3) moderate growth of the cyber threat: for 2016 – the 

growth rate is in the range of 8%-10%, for 2017 – in the range 

of 0%-9%, for 2018 – in the range of -2%-0 %, for 2019 – in 

the range of 0%-4%, for 2020 – in the range of 2%-8%, for 

2021 – in the range of 0%-6%, for 2022 – in the range of -8%-

0%; 

4) reduction of the cyber threat: the growth rate is less than 

8% for 2016, for 2017 – less than 0%, for 2018 – less than -

2%, for 2019 – less than 0%, for 2020 – less than 2%, for 2021 

– less than 0%, for 2022 – less than -8%. 

Then, all indicators that are components of CICCS are pro-

posed to be grouped depending on the level of this risk (based 

on the normalized values of these indicators) as follows 

(Sidelnyk, 2023): 

− critical level of cyber risk (from 0.75 to 1.00);  

− high level of cyber risk (from 0.50 to 0.75);  

− average level of cyber risk (from 0.25 to 0.50);  

− low level of cyber risk (from 0.00 to 0.25).  

Due to the uneven distribution of indicators within the inter-

val from 0 to 1, 2016 and 2021 became an exception 

(Sidelnyk, 2023): 

− in 2016: 0.00-0.25 – low level of cyber risk; 0.25-0.60 

– average level of cyber risk; 0.60-0.75 – high level of cyber 

risk; 0.75-1.00 – critical level of cyber risk; 

− in 2021: 0.00-0.07 – low level of cyber risk; 0.07-0.15 

– average level of cyber risk; 0.15-0.23 – high level of cyber 

risk; 0.23-0.30 - critical level of cyber risk. 

Then, it is necessary to build a map of indicators that are 

components of CICCS in the form of a cross matrix. Depend-

ing on the calculated growth rate of the cyber threat and the 

cyber risk, those indicators that have common characteristics 

are highlighted and grouped. 

In the cells of the superposition matrix of indicators (𝑏𝑖𝑗 , 𝑖 =

1 ÷ 4, 𝑗 = 1 ÷ 4 ) that are components of CICCS, those are 

mentioned, which belong to this cell of the matrix according 

to the corresponding growth rate of the cyber threat and the 

level of cyber risk (Appendix D, Table 4). 

The matrix B (formula (3)) is based on the construction of 

the superposition matrix of indicators that are components of 

CICCS (Appendix D, Table 4): 

𝐵 = (

𝑏11 𝑏12 𝑏13 𝑏14

𝑏21 𝑏22 𝑏23 𝑏24

𝑏31 𝑏32 𝑏33 𝑏34

𝑏41 𝑏42 𝑏43 𝑏44

). (3) 

Very often there is a situation when during formation of ma-

trix B, its several elements 𝑏𝑖𝑗 take on zero values. In this case, 

the matrix elements are adjusted by adding a unit to them.  

Based on matrix B, the quantitative value of the CICCS in-

dicator is defined according to formula (4) by calculating the 

ratio of the matrix B determinant, as well as the square root of 

the sum of products of the elements forming the matrix: 

𝐶𝐼𝐶𝐶𝑆 =
𝑑𝑒𝑡𝐵

√

𝑏11𝑏12𝑏13𝑏14 + 𝑏21𝑏22𝑏23𝑏24 +
+𝑏31𝑏32𝑏33𝑏34 + 𝑏41𝑏42𝑏43𝑏44 +
+𝑏11𝑏21𝑏31𝑏41 + 𝑏12𝑏22𝑏32𝑏42 +

+𝑏13𝑏23𝑏33𝑏43 + 𝑏14𝑏24𝑏34𝑏44

 

(4) 

where 𝐶𝐼𝐶𝐶𝑆 – Composite Indicator of Company Cyberse-

curity, 𝐵 – the superposition matrix of indicators that are com-

ponents CICCS, 𝑑𝑒𝑡𝐵 – determinant of the matrix B, 𝑏𝑖𝑗 , 𝑖 =

1 ÷ 4, 𝑗 = 1 ÷ 4 – the number of indicators that, according to 

the corresponding values of the growth rates of cyber threats 

and the level of cyber risk, refer to this cell of the matrix. 

The numerator of formula (4) is calculated using the ratio 

(5): 

𝑑𝑒𝑡𝐵 = |𝐵| = ∑ (−1)𝜎(𝑖1,𝑖2,…,𝑖𝑛)𝑏1𝑖1

(𝑖1,𝑖2,…,𝑖𝑛)

𝑏2𝑖2
… 𝑏𝑛𝑖𝑛

, (5) 

where 𝜎(𝑖1, 𝑖2, … , 𝑖𝑛) – the number of inversions in the permu-

tation. 

To simplify the mathematical expression, the denominator 

of the fraction is aggregated and transformed into formula (6): 

𝐶𝐼𝐶𝐶𝑆 =
𝑑𝑒𝑡𝐵

√
∏ 𝑏1𝑗

4
𝑗=1 + ∏ 𝑏2𝑗 + ∏ 𝑏3𝑗 + ∏ 𝑏4𝑗 +4

𝑗=1
4
𝑗=1

4
𝑗=1

+ ∏ 𝑏𝑗1
4
𝑗=1 + ∏ 𝑏𝑗2 + ∏ 𝑏𝑗3 + ∏ 𝑏𝑗4

4
𝑗=1

4
𝑗=1

4
𝑗=1

 

(6) 

Further transformations, namely the generalization of the 

sum of the components within the rows and columns of matrix 

B, will lead to obtaining the mathematical relationship (7): 

𝐶𝐼𝐶𝐶𝑆 =
𝑑𝑒𝑡𝐵

√∑ ∏ 𝑏𝑖𝑗
4
𝑗=1

4
𝑖=1 + ∑ ∏ 𝑏𝑖𝑗

4
𝑖=1

4
𝑗=1

 
(7) 

Considering the intermediate calculations given in formulas 

(4) - (7), the final version of the calculation of the composite 

indicator CICCS takes the form (8): 
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𝐶𝐼𝐶𝐶𝑆 =
∑ (−1)𝜎(𝑖1,𝑖2,…,𝑖𝑛)𝑏1𝑖1(𝑖1,𝑖2,…,𝑖𝑛)

𝑏2𝑖2
… 𝑏𝑛𝑖𝑛

√∑ ∏ 𝑏𝑖𝑗
4
𝑗=1

4
𝑖=1 + ∑ ∏ 𝑏𝑖𝑗

4
𝑖=1

4
𝑗=1

, 
(8) 

where |…| – absolute value of CICCS. 

4. Results and discussion  

In the process of implementing the proposed methodology, 

the adjusted superposition matrices were calculated to get the 

final value of the composite indicator (Appendix E, Tables 5-

11). Their obtained values made it possible to determine the 

CICCS for each year for the research period (Table 1). 

Table 1. CICCS calculated values for 2016-2022 

Year 2016 2017 2018 2019 2020 2021 2022 

CICCS 0.28 0.23 0.23 0.13 0.39 0.40 0.39 

Source: calculated by authors based on Sidelnyk (2023) 

In addition to the absolute CICCS values, the qualitative in-

terpretation of the obtained results is also important. We will 

form three intervals with the help of root mean square devia-

tion, namely: 

1) CICCS from 0.34 to 0.50 – a high need to develop cyber-

security in the world. For companies, it means the need to 

make urgent management decisions regarding the introduction 

of new cyber protection technologies, measures to enhance the 

cyber literacy of employees, improvement of the cyber strat-

egy, and revision of the IT budget in terms of increasing costs 

for cybersecurity; 

2) CICCS from 0.17 to 0.33 – the average need to develop 

cybersecurity in the world. In this case, companies should 

form a proactive system for minimizing potential cyber risks 

through their cyber insurance, improve the cyber literacy of 

employees with the help of long-term training programs, eval-

uate the effectiveness of existing cybersecurity technologies 

and, under conditions of increased risks, formulate a plan for 

their renewal and strengthening; 

3) CICCS from 0.00 to 0.16 – low need to develop for cy-

bersecurity in the world. This option means that companies 

can focus on their core business processes and, at the same 

time, accumulate resources for the development of a robust 

system of protection against cyber risks in the following peri-

ods. 

The need to develop cybersecurity in the world increased 

significantly in the last three years, reaching its maximum 

value in 2021 (the CICCS indicator in 2021 was 0.4 units). It 

is due to the conditions in which the world found itself because 

of the COVID-19 pandemic (Dluhopolskyi et al., 2023). They 

demanded quick decision-making at enterprises and reorienta-

tion of business processes in the cyber plane. The number of 

cases of cyber threats, which have turned into real cyber risks 

for companies, has increased. On the other hand, their willing-

ness to deal with these risks and implement more powerful and 

effective security measures has also increased (Chen et al., 

2023). During the previous three years (2016-2018), the need 

for cybersecurity development in the world was average since 

CICCS values ranged from 0.23 units up to 0.28 units. In 

2019, the need for cybersecurity development in the world was 

low (the absolute value of the CICCS indicator was equal to 

0.13 units). This value could be influenced by the fact that 

cyber threats in 2019 did not become critical risks for enter-

prises or they were better prepared for such situations. 

The obtained CICCS indicator calculations are compared 

with the trends that describe the prospects of Industry 4.0, 

which are essential to developing the cybersecurity system of 

enterprises. One of these areas is artificial intelligence tech-

nologies, which are used to create intelligent machines and are 

implemented in engineering, robotics, medical systems, e-

commerce, etc. Since artificial intelligence is based on the 

principles of human brain functioning, it can replace a person 

in solving various problems in the future. Therefore, their ac-

tive implementation in the business sphere is currently under-

way. Figure 1 demonstrates the dynamics of cybersecurity de-

velopment needs and revenues from artificial intelligence 

technologies. Rapid growth in implementing and using this 

technology exists for the global enterprise applications mar-

ket. At the same time, their increase in 2023 by approximately 

45% and in 2024 by about two times is predicted. Since it is 

necessary to develop cybersecurity, this trend in the behaviour 

of the artificial intelligence technologies market will also con-

tribute to satisfying the demand for security systems in which 

they are implemented. Figure 1 shows that there will be a gap 

between the analysed indicators, which may indicate the pro-

spects of artificial intelligence in the organization of enterprise 

security systems. 

 

Fig. 1. Dynamics of the CICCS indicator and revenues from artifi-

cial intelligence for the enterprise applications global market for 

2016-2024 (*2023 and 2024 contain forward estimates) (Statista, 

2022b) 

The next promising direction of Industry 4.0 is using indus-

trial robots to perform various operations on industrial and 

technological lines. Their use helps increase labour productiv-

ity, and remote control capabilities increase company employ-

ees' safety levels. On the other hand, robotic systems will pri-

marily suffer during cyberattacks on enterprise infrastructure. 

Therefore, they will need more effective cyber defence 

measures to reduce production downtime and costs to restore 

operational capacity due to a cyber threat. Figure 2 compares 

the need to develop the cybersecurity system and the volumes 

of installed industrial robots. Starting in 2020, one can observe 

their growth. Since the need for a robust cyber defence system 
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has increased over the past three years, compared to the de-

mand for industrial jobs, they exceed the threats cyberattacks 

on industrial infrastructure can cause. Although by 2020, en-

terprises were also actively implementing this type of technol-

ogy, the need for their cyber protection was much smaller. 

  

Fig. 2. Dynamics of the CICCS indicator and Installations of Indus-

trial Robots for 2016-2024 (*2023 and 2024 contain forward esti-

mates) (Rika, 2023) 

Blockchain technologies have begun to be actively imple-

mented in financial markets, but the scope of their application 

is significantly expanding (Kuzior and Sira, 2022) due to their 

security capabilities for organizing decentralized databases. 

Figure 3 presents the global blockchain technology market dy-

namics for 2016-2022, demonstrating an utterly positive de-

velopment trend. Comparing the cybersecurity development 

needs with this technological direction; it requires more effort 

to organize the protection system. The level of cyber threats 

observed during the analysed period was quite serious for 

those companies that used blockchain. In 2022, this trend 

changed, which can only indicate the favourable conditions 

for the development of the cyber defence system concerning 

blockchain technologies. 

  

Fig. 3. Dynamics of the CICCS indicator and the global block-

chain technology market for 2016-2022 (Statista, 2022c) 

Internet of Things technologies have become part of the en-

vironment for automating industrial tasks. The main risks as-

sociated with their use are the risks of breach of confidentiality 

and information leakage, which require special cyber protec-

tion systems and protocols. Figure 4 demonstrates the positive 

dynamics of the global installed base of IoT-connected de-

vices, including the projected growth of their volumes.  

 

Fig. 4. Dynamics of the CICCS indicator and the Global Installed 

base of IoT connected devices for 2016-2024 (*2023 and 2024 con-

tain forward estimates) (Reputiva, 2022) 

Comparing this direction with the need for developing the 

cybersecurity system, one can see that they outweigh the vol-

umes of established databases. Since they function through re-

mote access, modern security measures do not 100% eliminate 

potential cyber risks, which requires additional cyber protec-

tion. 

Figure 5 presents a comparison of the dynamics of IT costs 

and the need for the development of cyber defence. Until 

2020, companies' IT budgets could cover the costs in this area, 

but starting from 2020, the need for cybersecurity has in-

creased significantly, requiring new management approaches 

from enterprises. Many small businesses do not allocate addi-

tional funds for their cybersecurity because they believe the 

costs can be greater than the losses from cyberattacks. For 

large companies, the situation is reversed, although they may 

not experience an increase in defence costs in the context of 

overall IT spending. 

 

Fig. 5. Dynamics of the CICCS indicator and spending on infor-

mation technologies for 2016-2024 (*2023 and 2024 contain for-

ward estimates) (Statista, 2023b) 
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Comparing the costs of global cybersecurity with the needs 

of its development, one should note that during 2020-2021 

needs prevailed over costs caused by the situation with 

COVID-19 (Figure 6). The year 2022 shows a balance be-

tween these indicators, which may indicate a calming of the 

fluctuations caused by the pandemic and the growth of com-

panies’ digitization. 

  

Fig. 6. Dynamics of the CICCS indicator and spending on global 

cyber security for 2016-2022 (*2020 and 2021 are the best-case sce-

narios considering COVID-19; **2020 and 2021 are the worst-case 

scenarios considering COVID-19) (Statista, 2023c) 

The conducted comparative analysis of the needs for devel-

oping cybersecurity and directions that characterize the Indus-

try 4.0 development allows us to draw the following conclu-

sions. First, the active growth of modern technologies 

introduction requires creating a reliable cyber protection sys-

tem. But this system has been significantly needed in the last 

three years, which requires more effective solutions. Second, 

IT and cybersecurity costs are growing in direct proportion to 

the growth of modern technologies. Although they did not 

cover the need for developing cybersecurity during the pan-

demic. The last year demonstrated a certain balance, which 

shows that companies understand the cyber threats that they 

face. 

To create a balanced cyber system, it is necessary to con-

sider that the internal and external business environment sig-

nificantly affects its development and the development of en-

terprises as a whole (Brychko et al., 2023). At the same time, 

the digital achievements of companies are also a driver for the 

socio-economic development of countries (Melnyk et al., 

2021b; Lieonov et al., 2022). On the one hand, they can act as 

tools for overcoming crises (Gurbanov et al., 2022). On the 

other hand, they can also lead to organizational mortality of 

companies (Dotsenko et al., 2023). Therefore, digital transfor-

mations require business reengineering, as it allows for a stra-

tegic approach to forming the cyber protection system of com-

panies as a necessary link of these processes (Simion et al., 

2018; Verboncu et al., 2018). It is also essential to identify 

"problem" areas of those business processes that require cyber 

protection in the first place (Cherchata et al., 2020). Creating 

and developing a company's cyber protection system is a 

painstaking process that requires not only digital transfor-

mations, the results of the scientific and technical process, but 

also complex measures related to the business processes of en-

terprises. 

5. Summary and conclusion 

Scientific and technological progress is an integral part of 

human development. Its results significantly affect companies' 

security systems due to the introduction of modern technolo-

gies reducing threats and risks related to disruption of produc-

tion, logistics, technology and other processes. Cyber risks are 

the most unpredictable type of risks; therefore, creating a reli-

able and effective cybersecurity system is essential for ensur-

ing the security of enterprises as a whole. This study aims to 

develop a composite indicator of business cybersecurity based 

on Porter's modified matrix approach. The proposed method 

and calculations make it possible to assess the need for devel-

oping the cybersecurity system of enterprises, considering the 

growth rate of cyber threats in the world and the level of cyber 

risks that they can cause. 

The obtained results made it possible to form the following 

research conclusions. First, the world is witnessing rapid 

growth in the introduction and use of such modern technolo-

gies as artificial intelligence, blockchain technologies, indus-

trial robots, IoT, etc. Actual and forecast empirical data con-

firm that there is currently an active phase of Industry 4.0 

development. Secondly, applying the analysed technologies 

requires the improvement of cybersecurity measures, which 

involves creating a reliable and effective protection system for 

enterprises. Third, the calculation of companies' composite in-

dicator of cybersecurity demonstrates a significant increase in 

their needs for cyber protection. First, this was caused by the 

COVID-19 pandemic, which led to increased cyber threats 

and cyber risks for enterprises. Fourth, the need for cyber pro-

tection prevails over the current state of technological devel-

opment, although companies show full readiness to improve 

defence mechanisms, especially in cybersecurity. Fifth, 

spending on IT and cyber defence does not cover the growing 

need to counter cyber threats, although the last year has seen 

a balance between the two. It means that companies have 

demonstrated their understanding of the consequences of 

cyber threats and increased spending to ensure their counter-

measures. 

The main users of the proposed approach can be associa-

tions of enterprises in the cybersecurity industry, field associ-

ations, as well as individual enterprises, regardless of the 

scope and size of the activity. First, its use will contribute to 

forming an information base for assessing risks, needs and ex-

pectations regarding cybersecurity. Secondly, the obtained re-

sults will help form a strategy for developing the cybersecurity 

system for enterprises and individual industries. Thirdly, the 

proposed method will allow to quickly forecast the trends of 

the needs of companies in the development of cybersecurity to 

counteract the increase of unjustified costs in this direction. 

Applying the proposed methodology for calculating the 

composite indicator of company cybersecurity may be associ-

ated with several limitations. The first concerns the singularity 
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of the matrix, which is formed as a matrix of indicators super-

position that are components of the CICCS. In this case, its 

determinant will be zero, and the value of the composite indi-

cator will also be zero. To overcome this limitation, it is nec-

essary to monitor the input data used to build the matrix and, 

if necessary, replace or correct them. The second limitation 

relates directly to the form of presentation of CICCS compo-

nent indicators. In their collection, it is essential to consider 

that they should characterize the survey results of the world's 

companies, regardless of their size or industry. Since the pro-

posed method is universal, the CICCS calculation is also pos-

sible for companies of a separate sector. In this case, the col-

lected data should reflect the survey results of only the 

companies from the analysed industry. That is, CICCS com-

ponent indicators should be homogeneous. The third limita-

tion concerns the need for constant monitoring and updating 

of the survey results, which are conducted by well-known cy-

bersecurity expert companies. It is dictated by the fact that the 

composite indicator needs to be studied dynamically to form 

a more straightforward strategy for developing the company's 

cybersecurity system. 

The future research directions can be the following ways. 

First, implementing technologies such as artificial intelli-

gence, blockchains, the Internet of Things, industrial robots, 

etc., can be part of cybersecurity, reducing the risks of cyber 

threats. On the other hand, they can be the most vulnerable 

objects in companies and targeted by cyber criminals, which 

increases the cyber threat risks. Therefore, it is essential to in-

vestigate how these technologies affect the cyber defence of 

companies and what level of risk they can generate. Secondly, 

developing the methodology for determining the composite 

indicator of company cybersecurity proposed in the article for 

companies of different industries and sizes is advisable. It will 

allow them to reveal the level of cyber threats and risks and 

the degree of their need for cyber protection. The obtained re-

sults will contribute to forming strategic security solutions that 

more accurately correspond to the realities and needs of spe-

cific companies.  
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Fig. 1. Results of a bibliometric analysis of scientific research devoted to cybersecurity issues in the context of Industry 4.0 
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Appendix B 

Table 1. Information base of CICCS formation for 2014-2022 (IBM, 2022; CyberEdge Group, 2022) 

Indicator 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Share of organizations that experienced at least one 

successful cyberattack, % 
61.9 70.5 75.6 79.2 77.2 78.0 80.7 86.2 85.3 

Share of organizations that experienced six or more 

successful cyberattacks, % 
16.2 22.6 23.8 32.9 27.4 31.5 35.2 39.7 40.7 

Share of respondents who believe that a successful 

cyberattack on their organization in the next 12 

months will be "likely", % 

38.1 51.9 62.1 61.5 62.3 65.2 69.3 75.6 76.1 

Share of respondents who believe that a successful 

cyberattack on their organization in the next 12 

months will be "very likely", % 

8.5 14.0 16.1 20.4 19.7 21.2 27.2 32.0 35.1 

The threat index, reflecting the general concern 

about cyberattacks, units 
3.61 3.26 3.71 3.75 3.54 3.52 3.79 3.88 3.88 

Security Concern Index, unit 2.94 2.99 3.37 3.41 3.18 3.19 3.53 3.65 3.64 

Share of organizations with a growing security 

budget, % 
- - - 76.0 78.7 83.5 85.4 77.8 83.2 

Share of organizations experiencing a shortage of 

qualified IT security personnel, % 
- - - - 80.9 84.2 84.8 87.0 84.1 

Share of organizations affected by ransomware, % - - - - 55.1 56.1 62.4 68.5 71.0 

Share of stolen or compromised credentials, million 

US dollars 
- - 3.62 3.86 3.92 3.95 4.24 4.35 3.62 

 

Table 2. Normalized values of indicators that are components of CICCS for 2016-2022 (Sidelnyk, 2023) 

Indicator 2016 2017 2018 2019 2020 2021 2022 

Share of organizations that have experienced at least one 

successful cyber attack 
1.00 0.66 0.85 0.77 0.52 0.00 0.08 

Share of organizations that have experienced six or more 

successful cyber attacks 
1.00 0.46 0.79 0.54 0.33 0.06 0.00 

Share of respondents who believe a successful cyberattack 

on their organization in the next 12 months is "likely" 
0.96 1.00 0.95 0.75 0.47 0.03 0.00 

Share of respondents who believe a successful cyberattack 

on their organization in the next 12 months is "very likely" 
1.00 0.77 0.81 0.73 0.42 0.16 0.00 

A threat index that reflects the general concern about cyber 

attacks 
0.47 0.36 0.94 1.00 0.25 0.00 0.00 

Security Concern Index 0.60 0.51 1.00 0.98 0.26 0.00 0.02 

Share of organizations with growing security budgets 0.00 0.13 0.38 0.82 1.00 0.29 0.80 

The share of organizations experiencing a shortage of quali-

fied IT security personnel 
1.00 0.90 0.80 0.37 0.29 0.00 0.38 

Share of organizations affected by ransomware 1.00 0.86 0.71 0.66 0.38 0.11 0.00 

Share of stolen or compromised credentials 1.00 0.67 0.59 0.55 0.15 0.00 1.00 

 

Appendix С 

Table 3. Growth rates of CICCS constituent indicators for 2014-2022 (Sidelnyk, 2023) 

Indicator 2016 2017 2018 2019 2020 2021 2022 

Share of organizations that have experienced at least one suc-

cessful cyber attack 
7% 5% -3% 1% 3% 7% -1% 

Share of organizations that have experienced six or more suc-

cessful cyber attacks 
5% 38% -17% 15% 12% 13% 3% 

Share of respondents who believe a successful cyberattack on 

their organization in the next 12 months is "likely" 
20% -1% 1% 5% 6% 9% 1% 

Share of respondents who believe a successful cyberattack on 

their organization in the next 12 months is "very likely" 
15% 27% -3% 8% 28% 18% 10% 

A threat index that reflects the general concern about cyberat-

tacks 
14% 1% -6% -1% 8% 2% 0% 

Security Concern Index 13% 1% -7% 0% 11% 3% 0% 

Share of organizations with growing security budgets 1% 2% 4% 6% 2% -9% 7% 

The share of organizations experiencing a shortage of quali-

fied IT security personnel 
1% 1% 1% 4% 1% 3% -3% 

Share of organizations affected by ransomware 7% 7% 7% 2% 11% 10% 4% 

Share of stolen or compromised credentials 0% 7% 2% 1% 7% 3% -17% 
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Appendix D 

Table 4. Superposition matrix of indicators that are components of CICCS (Sidelnyk, 2023) 

Level of cyber risk / Growth 

rate of cyber threats 
Critical High Average Low 

Anticipatory growth 𝑏11 𝑏12 𝑏13 𝑏14 
Rapid growth 𝑏21 𝑏22 𝑏23 𝑏24 

Moderate growth 𝑏31 𝑏32 𝑏33 𝑏34 
Falling growth 𝑏41 𝑏42 𝑏43 𝑏44 

Appendix E 

Table 5. Adjusted superposition matrix of CICCS components for 2016 (Sidelnyk, 2023) 

2016 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.6 / 0.75 0.25 / 0.6 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

16 / – 2 1 1 1 

10 / 16 2 1 3 1 

8 / 10 1 1 1 1 

– / 8 6 1 1 2 

Table 6. Adjusted superposition matrix of CICCS components for 2017 (Sidelnyk, 2023) 

2017 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.5 / 0.75 0.25 / 0.5 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

19 / – 2 1 2 1 

9 / 19 1 1 1 1 

0 / 9 3 4 2 2 

– / 0 2 1 1 1 

Table 7. Adjusted superposition matrix of CICCS components for 2018 (Sidelnyk, 2023) 

2018 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.5 / 0.75 0.25 / 0.5 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

3.5 / – 1 2 2 1 

0 / 3.5 3 2 1 1 

-2 / 0 1 1 1 1 

– / -2 6 1 1 1 

Table 8. Adjusted superposition matrix of CICCS components for 2019 (Sidelnyk, 2023) 

2019 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.5 / 0.75 0.25 / 0.5 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

7.5 / – 1 3 1 1 

4 / 7.5 2 2 1 1 

0 / 4 3 3 2 1 

– / 0 2 1 1 1 

Table 9. Adjusted superposition matrix of CICCS components for 2020 (Sidelnyk, 2023) 

2020 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.5 / 0.75 0.25 / 0.5 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

14 / – 1 1 2 1 

8 / 14 1 1 3 2 

2 / 8 1 2 2 3 

– / 2 2 1 2 1 

Table 10. Adjusted superposition matrix of CICCS components for 2021 (Sidelnyk, 2023) 

2021 
The lower / upper limit of the cyber risk level 

0.225 / 0.3 0.15 / 0.225 0.075 / 0.15 0 / 0.075 

The lower / upper 

limit of the growth 

rate of cyber threats 

10 / – 1 2 1 2 

6 / 10 2 1 2 2 

0 / 6 1 1 1 5 

– / 0 2 1 1 1 

Table 11. Adjusted superposition matrix of CICCS components for 2022 (Sidelnyk, 2023) 

2022 
The lower / upper limit of the cyber risk level 

0.75 / 1 0.5 / 0.75 0.25 / 0.5 0 / 0.25 

The lower / upper 

limit of the growth 

rate of cyber threats 

8 / – 1 1 1 2 

0 / 8 2 1 1 4 

-8 / 0 2 1 2 3 

– / -8 2 1 1 1 
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公司网络安全系统：评估、风险和期望 
 

關鍵詞 

网络安全  

网络风险  

网络威胁  

工业4.0  

波特法 

 摘要 

工业 4.0 的后果对网络犯罪的增长产生了不利的副作用，这需要为公司创建有效的网络安全

系统。 因此，本研究旨在制定企业网络安全综合指标来评估其发展需求。 为此，作者对波特

方法进行了修改，根据网络威胁和风险的增长率构建叠加矩阵，计算其定量特征和综合指标。 

这些计算基于 2016 年至 2022 年描述网络安全漏洞和网络威胁后果的指标：经历一次、六次

或更多成功网络攻击的公司比例，考虑到未来 12 个月内网络攻击成功的可能性和极有可能， 

安全威胁和担忧指数、受勒索软件影响且安全预算不断增长且缺乏熟练 IT 安全人员的公司比

例、凭据被盗或泄露的成本。 因此，2020-2022 年网络安全需求显着增加，这主要是由于数

字化转型和 COVID-19 大流行后网络威胁的增长。 对拟议指标与工业4.0发展特征的比较分析

表明，对可靠的网络安全系统的需求比现代技术的积极发展更为重要。 IT支出也在增加，但

不足以满足网络安全发展的需求，除了2022年的结果。 拟议的指标是为全球公司定义的，但

其多功能性使得该方法可以应用于不同行业和规模的企业。 

 

 

 


