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1. Introduction  

The failure modes and effects analysis (FMEA) 

method is a technique for determining the ways in 

which equipment can fail and the consequences of the 

failure in terms of reliability and safety. The FMEA 

method belongs to one of the most frequently used 

tools for quality planning and management analysis 

and risk assessment because of its versatility. The 

method of failure modes and effects analysis has been 

developed for the Apollo space program in the 1960s, 

as to verify the designs of spacecrafts in order to en-

sure maximum safety of astronauts. Since that time it 

is widely used in whole industry, as chemical, elec-

tronic, construction, etc. Risk analysis is a key phase 

of the process of water supply safety management. It 

consists of threats identification and qualification of 

their consequences and frequency. Sources of infor-

mation about the operation of water supply facilities 

are in the determined form, through standards, regu-

lations, orders and sometimes in the probabilistic 

form, as field tests, modelling and simulation [1, 6, 7, 

12, 13, 20, 21]. The FMEA method can be applied in 

different areas, it depends on the analysed system and 

the planned objectives. The failure modes and effects 

analysis constitutes an inductive method of risk anal-

ysis, which for the assumed failure of the component 

seeks the successive events and determines the possi-

ble final effects. The FMEA can be applied at the 

level of systems, subsystems and components [4, 8, 

15]. Before taking decision on the scope and applica-

tion of the FMEA in a particular system or element it 

is necessary to consider the overall life-time of the 

system as well as other activities. The procedure of 

the FMEA includes many stages, as defining the sys-

tem and its decomposition into subsystems, objects 

and elements. Components of the system have the 

possible failures assigned to them, then the frequency 

of occurrence and the possibility of detection and pre-

vention are determined and the potential effects and 

consequences are analysed [IEC 60812]. Also the 

FMEA analysis include evaluation and assessment of 

risk associated with various types of threats. The 

qualitative result of the FMEA is a list of potential 

threats to technical system users safety. The signifi-

cance of threat is determined by different parameters 

with associated point weights [11, 14, 18]. The quan-

titative result of the FMEA is risk estimation through 

the point weights, so the final result of the FMEA is 

the determination of the risk priority number RPN. In 

the paper the method of analysis and safety assess-

ment of technical system was presented using the fail-

ure mode and effects analysis method (FMEA), 

which assumes independence of events. The devel-

oped model was presented on the example of analysis 

of  risk of failure of the technical system. 
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Abstract 

The analysis and assessment of the protection of technical system was performed using the FMEA method 

(Failure Mode and Effect Analysis). The FMEA method allows the product or process to be analysed, to identify 

weak points, and then introduce corrections and new solutions to eliminate sources of undesirable events. The 

developed methodology was presented on the example. 
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Figure 1. Conventional analysis process of FMEA,  on the basis of [10, 19] 

 

2. The use of the FMEA method to analyze the risk 

of failure in technical system 

The main objectives of the FMEA analysis, in accord-

ance with the principle of "continuous improvement", 

include eliminating defects in the product or produc-

tion process by recognizing the reasons for their ap-

pearance, taking appropriate preventive actions, 

avoiding the emergence of recognized and hypothet-

ical defects in new products or processes through the 

use of knowledge and experience with previous ana-

lyzes [3, 5].  

The method of performing FMEA analysis in the 

technical system is shown in Figure 1 [10, 19].  

Technical assessment of the safety system can be per-

formed using the FMEA method, on the basis of  

Risk Priority Number - RPN, according to the for-

mula [3, 10, 16, 19]: 

 

RPN = S · O · D (1) 

 

where: 

S – point weight associated with the importance of 

undesirable event, severity, 

O – point weight associated with the frequency of 

undesirable event, occurrence, 

D – point weight associated with the ability to de-

tect undesirable event, detection. 

 

The individual parameters are described by an integer 

from 1 to 10, which is assumed on the basis of expert 

knowledge and experience of technical system ex-

ploiter. The result of the analysis is the RPN, taking 

values ranging from 1 to 1000. The higher RPN value, 

the lower level of safety. The input criteria for the in-

dividual parameters are assumed on the basis of the 

information contained in Tables 1-3, according to 

work [19]. The general assumptions of the method are 

as follows: 

 undesirable events are random, they are insepa-

rable from the functioning of the technical sys-

tem, 

 early identification of potential undesirable 

events and the introduction of corrective or rem-

edies actions allow to significantly reduce the 

frequency of these events, 

 each undesirable event has a specific cause and 

effect. The method allows to establish cause and 

effect relationships in the occurrence of individ-

ual undesirable events. 

The final effect of the analysis is the value of RPN, 

which can be the basis for adopting the proper man-

agement plan, as well as for identifying the weak 

points of the system. Complete elimination of the 

causes of undesirable events is impossible, therefore 
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measures should be taken to reduce their frequency, 

reduce the adverse effects of undesirable events and 

increase the possibilities of their detection. 

 

The safety assessment is based on comparison of the 

obtained value with the adopted scale. In the paper 

five levels of safety were proposed [14, 19]: 

 neglected level of safety (NLS) – RPN ≤ 20, in 

which as a  result of the technical system opera-

tion  there is not any threat to users lives or 

health, 

 tolerable level of safety (TLS) – 20 < RPN ≤ 40, 

in which as a  result of the technical system op-

eration  there is not any threat to users lives or 

health, however, may be felt slight inconven-

ience associated with its operation, 

 controlled level of safety (CLS) – 40 < RPN ≤ 

60, in which as a result of the technical system 

operation, there may be a threat to users' health, 

but there are sufficient safety barriers, 

 intolerable level of safety (ILS) – 60 < RPN ≤ 

100, in which as a result of the technical system 

operation, there may be a threat to users' health, 

 unacceptable level of safety (ULS) – RPN > 100, 

beyond which as a result of the technical system 

operation users are at risk of  loss of health or 

lives. 

 

Table 1. The assessment criteria and point weights for the importance of undesirable event – pa-

rameter S, on the basis of [9, 10, 19, 23] 

 

Importance of unde-

sirable event 
Linguistic description 

Point weight of 

S parameter 

very low There is no discernible effects, failure does not affect 

functioning of the technical system 
1 

low Disruptions in the operation of individual subsystems 

are not felt by the technical system users 

2 

3 

moderate 

 

Disruptions in the operation of individual subsystems 

cause a high degree of dissatisfaction by the technical 

system users 

4 

5 

6 

high 

 
The system does not work, there may be a threat to the 

technical system users’ health 

7 

8 

very high Undesirable event is a threat to the technical system 

users’ health and lives 

9 

10 

 

Table 2. The assessment criteria and point weights for the frequency of undesirable event – O pa-

rameter, on the basis of [9, 10, 19, 23]  

 

Probability of unde-

sirable event 
Frequency occurrence 

Point weight of 

O parameter 

very low > 1 for 20 000 d 1 

low 
(1 for 4000 d – 1 for 20 000 d> 2 

(1 for 1000 d – 1 for 4000 d> 3 

moderate 

(1 for 400 d – 1 for 1000 d> 4 

(1 for  80 d – 1 for 400 d> 5 

(1 for 40 d – 1 for  80 d> 6  

high 
(1 for 20 d – 1 for 40 d> 7 

(1 for 8 d – 1 for 20 d> 8  

very high 
(1for 2 d – 1 for 8 d> 9 

< 1 for 2 d 10  
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Table 3. The assessment criteria and point weights for the possibility of not detecting the undesirable 

event – parameter D, on the basis of [9, 10, 19, 23] 

Not detecting the 

undesirable event 
Linguistic description 

Point weight of 

D parameter 

very low Complete monitoring, on-line equipment, potential 

undesirable event almost certainly will be detected 
1 

 

low 

 

Potential undesirable event is detected by automated 

checks, which lead to error detection and protection 

from its development 

2  

3 

moderate 

 
Undesirable event will not be detected until the loss 

of productivity 

4  

5 

6  

high 

 

Undesirable event will not be detected until inspec-

tion 

7  

8  

very high There is no monitoring system, there is no chance to 

detect potential undesirable event 

9 

10  

3. Analysis of the risk of interference in the 

functioning of the seaport using FMEA  

Cause-and-effect analysis and assessment of undesir-

able events in seaports can be performed on the basis 

of conventional FMEA method. Based on the infor-

mation contained in Tables 1-3, the appropriate values 

of parameters S, O and D should be assumed and the 

RPN value should be determined, according to Table 

4. All potential undesirable events that may occur in a 

seaport should be analyzed. Table 4 should be com-

plemented by the expert team taking into account the 

information presented in this article. Table 4 shows an 

example of analysis for one of the undesirable event.  

FMEA method can be an important tool to improve 

products and processes for managing sea ports, pri-

marily due to the fact that it is quite simple and clear 

tool. Nevertheless, FMEA can, however, be used to 

analyze very complex processes. 

After determining the risk value, the next step should 

be to rank the undesirable events in terms of the threat 

posed to technical system users’ and present proposals 

for corrective or remedies actions (after the given 

event has reached the NAPB level) and to test their 

effectiveness. 

Corrective or remedies actions include, among others: 

 developing a response plan in the event of a crisis 

situation, 

 indication of persons responsible for corrective 

actions, 

 informing the persons responsible for the opera-

tion of the technical system about the effects of 

potential negligence, 

 proper organization of the work of renovation 

teams, 

 regular employee training, 

 regular inspections of technical condition of indi-

vidual subsystems/elements, 

 developing a method of providing users with in-

formation about the threat, 

 successive renovation or replacement of the old-

est elements of the technical system, 

 proper monitoring of the technical system opera-

tion. 

The main effect of the analysis should be to reduce 

the probability of occurrence of undesirable events 

and increase the possibility of their detection. 

 

5. Conclusions 

The FMEA method can be used to analyze the func-

tioning of any technical system, including the sea port. 

It allows making decisions in the case of lack of com-

plete information, based on the knowledge and expe-

rience of the technical system users and external ex-

perts. The proposed method can help to maintain or 

improve the safety of technical system. In case of lack 

of data or unreliable data the fuzzy approach can be 

applied, which can include different opinions and 

knowledge of experts. The determination of undesira-

ble events that threaten the safety of the operation of 

technical system is based on the choice that distin-

guishes the consequences of failures. The performed 

analysis through identification types and symptoms of 

threats and the causes of failures can help in determin-

ing the effects of failures and create a ranking of criti-

cality, as well as ways to prevent failures and establish 

projects for remedies actions. Adaptation of the 

FMEA method is based on the expert’s method, from 

which it is also due to the possibility of its application. 

The FMEA method constitutes one of the firstly sys-

temic approaches to the analysis of undesirable events 

in technical system. It can be performed starting from 

the level of a single element of the system or from the 

level of the whole system towards its constituent ele-

ments. 
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Table 4. Risk analysis – FMEA method, on the basis of [2, 3, 10, 19] 
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