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Abstract

The purpose of the paper is to present the impact model for Global Baltic Network of Critical Infrastructure
Networks (GBNCIN), related to its operation process. At first, basic issues regarding the GBNCIN operation at
variable conditions have been described. Then, aspects regarding safety of the multistate GBNCIN at Variable
operation conditions have been pointed. Finally, safety characteristics of multistate GBNCIN, consisting of

exponential BCIN Networks at variable operation conditions are presented.

1. Introduction

Integrated impact model of Global Baltic Network of
Critical Infrastructure Networks (GBNCIN) safety
related to its operation process, is the continuation of
works processed within the report [EU-CIRCLE
Report D3.3-GMUI11, 2016], that specified the
GBNCIN operation process and safety model. The
models were developed basing on outcomes of the
report [EU-CIRCLE Report D1.2-GMU1, 2016], that
analysed nature of some critical infrastructures
operating within the Baltic Sea area, their
interconnections and interdependencies, resulting
with distinguishing certain critical infrastructure
networks, defined as a set of interconnected and
interdependent critical infrastructures, interacting
directly and indirectly at various levels of their
complexity and operating activity [EU-CIRCLE
Report DI.1. EU-CIRCLE Taxonomy, 2015]. The
networks have been abbreviated as the Baltic Critical
Infrastructure Networks (BCIN). Consequently,
distinguished networks, operating within the Baltic
Sea area, interacting, and being also interconnected
and interdependent, were classified as the Global
Baltic Network of Critical Infrastructure Networks.
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The GBNCIN operation process model was defined
basing on the operation process of critical
infrastructure, critical infrastructure network, and
their parameters. The parameters of the GBNCIN
operation process, specified in the report [EU-
CIRCLE Report D3.3-GMUI11, 2016], were: the
vector of probabilities of the process staying at initial
operation states, the matrix of probabilities of the
process transitions between the operation states, and
the matrices of conditional distribution and density
functions of the process conditional sojourn times at
the operation states.

The GBNCIN safety model was developed with the
use of the multi-state approach [Amari, 1997],
[Aven, 1985, 1999, 1993], [Barlow, Wu, 1978],
[Brunelle, Kapur, 1999], [Hudson, Kapur, 1982,
1985], [Lisnianski, Levitin, 2003], [Natvig, 1982],
[Ohio, Nishida, 1984], [Xue, 1985], [Xue, Yang,
1995a,b], [Yu et al, 1994], [Kolowrocki, Soszynska-
Budny, 2011], with the assumption that each
particular network is composed of multi-state assets
[EU-CIRCLE Report D3.1-GMU4], with safety
states degrading in time [Guze, Kolowrocki, 2008],
[Kotowrocki, 2004, 2014], [Kotowrocki, Soszynska-
Budny, 2011], [Xue, 1985], [Xue, Yang 1995 a, b],
that gave the possibility to precise analysing of their
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safety and operational processes’ effectiveness. This
assumption allowed to distinguish a network safety
critical state to exceed which is either dangerous for
the environment or does not assure the necessary
level of its operation process effectiveness. Then, an
important network safety characteristic specified
were: the time to the moment of exceeding its safety
critical state and its distribution, which was called
the network risk function. This distribution was
strictly related to the safety function that are basic
characteristics of the multi-state network. Then, the
multistate asset and the multistate network main
safety characteristics, i.e. their mean values of the
lifetimes and in the safety state subsets and in the
particular safety states and standard deviations and
the moment when the network risk function exceeds
a fixed permitted level, were determined.

The integrated impact model of Global Baltic
Network of Critical Infrastructure Networks safety
related to its operation process, is linking the
GBNCIN safety and operation process models,
taking into account its variable safety structure at
different operation states, and particular BCIN safety
parameters. The model introduces additional safety
indices, typical for the critical infrastructure related
to its varying in time safety structures and its
components’ safety parameters caused by its
operation process, extending previous models with
the set of safety indicators by the assets, BCIN and
GBNCIN conditional intensities of ageing at
particular operation states, and conditional and
unconditional coefficients of the operation process
impact on intensities of ageing.

2. The GBNCIN operation at variable
conditions

We assume that the Global Baltic Network of
Critical Infrastructure Networks ( GBNCIN ), during
its operation process is taking ;=v® .p@ . .p®,

z ., of the form

LR}

different operation states z,,z,,...

2) (8)
oo 2]

[z, z , where

() M 0 D
27 elz)",z) ez by i=12,0.8,

are particular operation states of particular networks
BCIN",i=12,..8, and v?, i=12,.8,are the
numbers of operation states of those particular
networks respectively.

Further, it was assumed in the above report that the

GBNCIN operation process Z

GBNCIN (t) >
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t€(0,4+0) has operation states from the set

{z,,25,..0,2,}.
Thus, we denote particular operation states of the
GBNCIN operation process Z ey (t), t€(0,+ o),

by
Z, s Ji €12, v 0), i=12,.8,

and understand them according to the following
relationship

(ZGBNCIN (t) = Z/|jz-v-jx ) <

Ay D @)y =,
Z")=z2) A ZP (=2 A
AZO0)=2), Ji e 12,0}, 212,58,

o @

Ji ,Z/z jl € {1,25"')V(i)}, i=1,2,...,8’

are particular operation states of single operation
processes

(¥)

where z seeesZ) s

Z(l) (t),Z(Z) (t)ﬂ" '5Z(8) (t)9 t € <0: + w)’
of particular BCIN networks.

Moreover, it  was assumed, that  the
GBNCIN Network operation process Z .y (¢) is a

semi-Markov process [Grabski, 2014], [Habibullah
et al, 2009], [Kotowrocki, Soszynska-Budny, 2011]

9 GBNCIN

with the conditional sojourn times U,

kky. deg 2
Ji€{1,2,...v"Y, i=12,..8, at the operation states
Ziig when its next operation state is Zhhy ks>

Jiok, € 1,2, v, i=12,.8, jij,.js 2kk,. k.

Under these assumptions, the GBNCIN operation
process may be described by:

the vector

GBNCIN

[p J1J2--J8

(8)

0)],,,, t=v" v®. ..

of the initial probabilities

GBNCIN

pj]fz»«:fx (O) = P(ZGBNCIN (O) = Zjlfzwjg )’
e (12,0, i=12,..8,
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of the GBNCIN operation process Z gy (t)
staying at particular operation states at the moment

t=0;

—  the matrix

of probabilities
Do ks Jiski € {1,2,...v"}, i=12,..8,
JiJyeds 2hk,y . Ky,

of the GBNCIN Network operation process

Z cpven (1) transitions between the operation states

Zjjge and Zyg

the matrix

GBNCIN

_ .0,
Js Kk, =V

@ . ,®

[Hjljl

kg (t)]zxz > 1
of conditional distribution functions
GBNCIN

Jiaeeds

Jiok, €{,2,...v

kiky... kg (= P(QGBNCIN

JiJ2--Js

A <t), t>0,
N i=12,..8, jijyefs kK, ke,

of the GBNCIN operation process Z ey (1)
.. . . GBNCIN
conditional sojourn times 011 hod kkok at the
operation states.
It is well known that the mean values
E[07"" . .1 of the conditional sojourn times
GBNCIN . b
Jidaeds kiky kg arc given by
GBNCIN _ GBNCIN
Jidaeds kikyks T [ JiJa--ids k1k2~k8]
= I dH 3 o (0, K € 12,07,

1_1,2,...,8, Jiaeeds Ekiky . k. (D

Then, from the formula for total probability, it
follows that the unconditional distribution functions
. . GBNCIN . i)
of the sojourn times 9”2 o JieL2, v
i=12,..8 of the GBNCIN operation process
Z gsnen (1) at the operation states z,, ., are given

by [Kotowrocki, Soszynska-Budny, 2011]
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:
GBNCIN _ GBNCIN GBNCIN
JiJae-ds ( ) - kkz.;( 1 hdaeeds kiky ks T iy s ki kg (t)’
1y kg =
. (O] P —
120, j, e{,2,...v"}, i=12,..8 )

Hence and from (1), the mean values E[@7"/"] of

J1J2--J8
the GBNCIN  operation process  Z ey (1)
unconditional sojourn times o7,
Joe{l2,...,v"y, i=12,..38, at the operation states

are given by

GBNCIN __ GBNCIN
T2 Js - [0./1] -Js ]
GBNCIN GBNCIN
l(lkz..lfgzl /1/2]8 klkZ"kB /1/2]8 klkZ"kB ’
: () P
Jie{l2,... v}, i=12,..8 3)

GBNCIN
where M 7Y

are defined by the formula (1).

kg

The limit values of the GBNCIN operation process
Z oo (1) transient probabilities at the particular
operation states

pGBNC]N(t) P(ZGBNCIN(t) Z s ): t €<0,+0),

NSz
Joe {2, vy, i=12,..8,

are given by [Kolowrocki, Soszynska-Budny, 2011]

GBNCIN GBNCIN
GBNCIN __ GBNCIN J1J2--Js JrJa--Js
pj]fﬁ---ja - p/lb Jy (t)_ ' ’
- z GBNCIN GBNCIN
R IR e
; (@) P
Jie{l2,... v}, i=12,...8, 4)

where M YN are given by (3), while the steady

Jida-

probabilities 7Z'GBNC/[N of the vector [z7% "], satisfy
the system of equations
GBNCIN GBNCIN GBNCIN
[ JiJa- ] [ JiJa--Js ][ JiJ2--Js klkzwkx]
: GBNCIN _ | )
2 T hiyky —
kky . k=1

In the case of a periodic GBNCIN operation process,
the limit transient  probabilities GBNCIN

pjljz.”jx >
Joe{,2,...v",
given by (4), are the long term proportions of the
GBNCIN operation process Z .y (t) sojourn times

the
je{l2,..v

i=12,...8, at the operation states

zZ.

at states i ?

particular

Oy i=12,..8.

operation
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Other interesting characteristics of the GBNCIN
operation process Z .y (£) possible to obtain are its

é GBNCIN

total sojourn times 6"

at the particular operation

states Z. Joe{,2,..v", i=12,..8, during

aeds?
the fixed GBNCIN operation time. It is well known
[Kotowrocki, Soszynska-Budny, 2011] that the

GBNCIN operation process total sojourn times
éGBNCIN
JiJa-Js

Ji€{1,2,...v"Y, i=12,..8, for sufficiently large

at the particular operation states z;; .,

operation time ¢ have approximately normal
distributions with the expected value given by

GBNCIN

GBNCIN A)GBNCIN
= E[6" GBNCIN @)
J; JiJ2--J8

A
Mjlem's JiJ2eeds ]= p

Je 1,2, vy, i=12,..8, (6)

GBNCIN
where pi7

are given by (4).

3. Safety of multistate GBNCIN at variable
operation conditions

It is assumed that the changes of the operation states
of the GBNCIN operation process Z . (¢) have
an influence on particular  BCIN networks
EPYN i=1,2,...8, safety and the GBNCIN safety

structure as well. Consequently, we denote the
BCINnetwork ~ EPYW [ i=12,...8,

lifetime in the safety state subset {u,u +1,...,z
u=12,.,z""" while the GBNCIN is at the
operation state z;; ., j, € {1,2,.v"}, i=12,..8,
by

conditional

GBNCIN }
>

[ZGBNCIN](/.IjZ**:/.X) (u)’ u= 1’2"“’ZBBNC1N,

Joe{l,2,.. v}, i=12,..8,
and its conditional safety function by the vector

[SiGBNC[N (t,.)](]IJZJS) — — [1’ [S[GBNC[N (t,l)](jl/zjg) e
[SiGBNCIN (t,ZGBNCIN )](j,jzmjx)], te<0, OO)’

joe {12, v "), i=12,...8, (7)

with the coordinates defined by

[S_GBNCIN (¢ u)](.iljz~~jx) —

_ P([]’;GBNCIN](,I‘\./Z..-_/}})(u) > t‘ZGBNCIN (t) = z, ), (8)
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for £ €<0,%0), u =1,2,...,ZGBNCIN, Ji € {1’2’_”’1/(5)}’
i=12,.8,

The [SYM™ (t,u)]V M is  the
conditional probability that the BCIN network
EZPNN lifetime [T,V ]9 (4) in the safety

BN }, is greater than ¢,

safety function

state subset {u,u+1,...,z
while the GBNCIN operation process Z .,y (¢) is

at the operation state z ;

JiJa-eds”
In the case, when the BCINnetworks
EPNN i=12,..8, at the GBNCIN operation
process  Zgoy(f) states  z,, . have the

exponential safety functions, the coordinates of the
vector (7) are given by

[SiGBNCIN (t, u)](h Ja--Js) —
= P([TNMN 07 (34) > t‘ZGBNC’N )=z,

JiJa--Js )
= expHA™ ™ ()] 1], t < 0,),
joef12,..v", i=12,..8,

)

The intensities of ageing/degradation of the
BCIN networks EY™ | i=1,2,...8, given by (9) -
the of the BCIN networks
EPMN [ i=1,2,...8, departure from the safety state

the GBNCIN

operation states Z,, , i.e. the coordinates of the

intensities

GBNCIN }

subset {u,u+1,...,z , at

vector

[//LGBNCIN (‘)](ﬂjz---jx) —

= [(), [/’LSBNCIN (1)](j1j2---j3) ’”"[/fi;}BNCIN (Z GBNCIN )](jljz___jx) ] ,

te<04), j, e {(1,2,...v"}, i=12,..8, (10)
are given by

[ﬂwGBNCIN (u)](jljZ'--jx) —

= prNCIN ]( Jiaeds) (u) . JOBNCIN (u)

u=12,.,z"" j e{12,.v"},

i=12,..8, (11)
where A7°"" (1) are the intensities of ageing of the

BCIN networks EY™ [ i=1,2,...8, (the intensities

of the BCINnetworks E™"™ i=12..8,

departure  from the safety state  subset
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GBNCIN })

{u,u +1,...,z , without

impact, i.e. the coordinate of the vector

operation  process

/II-GBNCIN (.) — [0, /II-GBNCIN (1),...,ﬂl-GBNCIN (ZGBNCIN )],
i=12,..8, (12)
and

[piGBNCIN (u)](jljz..JB) , u= 1’2’.“’ZGBNCIN ’

Joe 2, vy, i=12,..8, (13)

are the coefficients of operation impact on the
BCIN networks E®™ i=1,2,...8, intensities of
ageing (the coefficients of operation impact on
BCIN networks EY™ | i=12,...8, intensities of
departure subset
{u,u+1,...,z

from the
GBNCIN })’ at the

safety  state
GBNCIN

states Z;;  , i.e. the coordinate of the vector

operation

[ GBNCIN (_)](_il.igmis) —
i

[0 [p_GBNCIN (1)](.i|.i2"'/x) [p_GBNClN (ZGBNCIN )](.f].fz-»:/x)]

joe {12, "), i=12,..8, (14)

The BCINnetwork safety function (7), the
BCINnetwork intensities of ageing (10) and the
coefficients of the operation impact on the
BCIN network intensities of ageing (14), are main
BCIN network safety indices.

GBNCIN conditional
GBNCIN }

Similarly, we denote the
lifetime in the safety state subset {u,u +1,...,z
while the GBNCIN is at the operation state Z,, .,
Joe {2, vy, i=12,..8, by TJ2(u), and
the  conditional safety function of the
GBNCIN Network by the vector

[SGBNCIN (t ‘)](jljZ":iS) — [1 [SGBNCIN (l l)](jlj2<'</8)

[SGBNCIN(t’ZGBNCIN)](jIjZ,.,jS)]’ ji e {1,2’.”’1/([)}’

i=12,..8, (15)
with the coordinates defined by

[SGBNCIN (t u)](jl/zu:i&) —

= PTGt () > 2" (1) = 2, (16)

Jljzmjx)

GBNCIN
for te<0,00),u=12,..,z ,

i=12,..8

Ji € 12,073,

The safety function [S®Y™(t,u)]"”* is the

conditional probability that the GBNCIN lifetime
TU2W () in the  safety  state

GBNCIN subset

GBNCIN }, is greater than ¢, while the

Z v (D) 1s  at  the

{u,u +1,...,z
GBNCIN operation process

operation state z;; .

GBNCIN unconditional

GBNCIN }
>

Further, we denote the

lifetime in the safety state subset {u,u +1,...,z
by T,,..v () and the unconditional safety function
of the GBNCIN by the vector

[SGBNC[N (t,)]
— [1, SGBNC]N (t,l),...,SGBNCIN (t, ZGBNCIN )]’ (17)

with the coordinates defined by
SN (tyu) = P(T gy () > 1) (18)

for t e<0,00), u = 1,2,...,z NN

In the case when the GBNCIN operation time

O™ is large enough, the coordinates (18) of the
unconditional safety function of the GBNCIN
defined by (17) are given by
SGBNCIN (t u)
=23 Tp, ST G 9)
N=ln=l Jg=

GBNCIN
L,2,....z ,

Jie 12,0,

[SGBNCIN (t u)](]]]‘z“-jx)

Ji € {1,2,...v"}, i=12,...8, are the coordinates of
the GBNCIN conditional safety functions defined
by (15)-(16) oman e {2, v,
i=12,..8, are the GBNCIN operation process limit
transient probabilities given by (4).

GBNCIN
where u=12,...,z ,

and p

The mean value of the GBNCIN Network
unconditional lifetime 7, («) in the safety state

GBNCIN }

subset {u,u+1,...,z , is given by [Kotowrocki,

Soszynska-Budny, 2011]
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GBNCIN , GBNCIN

GBNCIN " d
= X Py M,

(u)
JiJz--Jg=1 ’

u=12,.,z2%N e {1,2,..v"}, i=12,..8,(20)

7

where ,ujG]iN CJISN (u)are the mean values of the
GBNCIN conditional lifetimes T2/ (u) in the
safety state subset {u,u+1,...,zGBNC1N }, at the
operation state z;, , given by
KT @) = [ (tan | d,
0
u=12,.,z%"", (21)

[SGBNCIN (t’u)](j1jz~--jx)’ u= 1’2’”" GBNCIN ,

Joe{l2,..v?y, i=12,..8 are defined by (15)-
(16) and p¢™™ are given by (4). Whereas, the

JiJa--ds
variance of the GBNCIN unconditional lifetime
TGBNC[N (u) IS glven by

O lgmen (1) = 2‘£tSGBN“N (t,u)dt —[ ™™ W),

GBNCIN
u=12,....z

; (22)

GBNCIN 71 y .
where S (t,u), u=12,...,z%"" are given by

(17)-( 1 8) and ,LIGBNC]N (u), U= 0,1,.“’ZGBNC[N ,
given by (20).

arc

According to [Kotowrocki, Soszynska-Budny, 2011],
we get the following formulae for the mean values of
the unconditional lifetimes of the GBNCIN in
particular safety states

/—IGBNCIN (U) — ﬂGBNC]N (u) _ ILlGBNCIN (u + 1)’

GBNCIN
u=0,1,..,z -1

/7 GBNCIN (Z GBNCIN )

’
GBNCIN (ZGBNCIN)

, (23)

where yGBNC[N(u), u=0,1,.,z%"" are given by
(20).

Moreover, according to [Kotowrocki, Soszynska-
Budny, 2011], if r, 1s the GBNCIN critical

GBNCIN

safety state, then the GBNCIN risk function

Py (1) = PS ™ (6) < Py | (0) = 281

= P(TGBNCIN (rGBNCIN) <t),te< 0, OO): (24)

108

defined as a probability that the GBNCIN is in the
subset of safety states worse than the critical safety

state 7, Fomvay € 11,250,z while it was in

GBNCIN >
the safety state z“”“V at the moment ¢=0

[Kotowrocki 2004, 2014], [Kotowrocki, Soszynska-
Budny, 2011] is given by

GBNC.
Vegnenw (£ =1-=8 BNCIN (t, Topnen )» £ €<0,00),

(25)

where S (¢,7 5w ) is the coordinate of the

GBNCIN unconditional safety function given by
(19) for u =r4 -

The GBNCIN safety function, the GBNCIN risk
function and the GBNCIN fragility curve are main
GBNCIN safety factors. Other practically useful
GBNCIN safety factors are:

— the mean value of the unconditional GBNCIN

lifetime 7, v (opven ) UP tO the exceeding the

critical safety state 7,;,., given by

1
GBNCIN - GBNCIN , ,GBNCIN
H (Fomnew ) = Z ]pj.,/'wfg Hijooods

JiJ2-ds=

(I” GBNCIN )» (2 6)

GBNCIN
Jia-- s

GBNCIN conditional lifetimes

the safety state subset {7 ,vonsFesney T Le-sZ

where u (egvevy) are the mean values of the

JiJ2-eJs 1
TGBNCIN (rGBNCIN) n

GBNCIN }

at the operation state z,, ., given by

GBNCIN

Jida - (rGBNCIN) = {[SGBNCIN (tarGBNCJN )] i dt,

Joe {12, vy, i=12,...8, 27)

[SGBNCIN(t’rGBNC]N)](j|]z---js)’ ji c {1,2"”"/(1')}’
i=12,..8, are defined by (3.9)-(3.10) and p
are given by (4);

GBNCIN
jI/ZIS

the standard deviation of the GBNCIN lifetime
T one Fomveny ) UP to the exceeding the critical

safety state 7,y given by

o-GBNCIN (rGBNC[N)

= \/ n(r, GBNCIN )— VZ e (r; GBNCIN )]2

(28)

where
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n(rGBNCIN ) = 22‘; tSGBNC[N (t9 rGBNCIN )dt’ (29)

GBNCIN .
and S (T ogney) 18

GBNCIN (

given by (19) and

rGBNC]N) is given by (20) foru = YeBnein +

— the moment 7, the GBNCIN risk function

exceeds a permitted level &,,,.,, given by

=7 (;;NCIN (Sasnem ) (30)

TGBN CIN

where 7. (2), if exists, is the inverse function of

the risk function 7, (¢), given by (25).
Other GBNCIN safety indices are:

— the intensities of ageing/degradation of the

GBNCIN (the intensities of  GBNCIN
departure from the safety state subset
fu,u+1,...,z"v) related to the operation

process impact, i.e. the coordinates of the vector

AGBNC[N (t,') — [0’ ZGBNCIN (t,l),...,ﬂGBNClN (t,ZGBNC[N )],

t €< 0,+00), (1)
where
) ASYM (1 )
AN (tu) = SGBT%’ t €<0,+0),
u=12,..,z2%"", (32)

— the coefficients of operation process impact on
the GBNCIN intensities of ageing (the
coefficients of operation process impact on
GBNCIN intensities of departure from the

safety state subset {u,u+ 1,...,ZGBNCW} ), i.e. the
coordinates of the vector

pGBNCIN (t,) — [O,pGBNCIN (l,l),...,pGBNCIN (t,ZGBNCIN)],
t €<0,+0), (33)

where

/IGBNCIN (t, u) — pGBNCIN (t, u) . //LGBNCIN (t, U),

t €<0,400), u=12,...,z%"N, (34)

GBNCIN
and A

GBNCIN (the intensities of the GBNCIN departure
from the safety state subset {u,u+1,...,.z"""N})

(t,u) are the intensities of ageing of the

without climate-weather impact, i.e. the coordinate
of the vector

/fiGBNCIN (t ') — [0 iGBNCIN (t 1) //{GBNCIN (t ZGBNC]N )]
t €<0,4x0), (35)

In the case, when the GBNCIN have the exponential
safety functions, i.e.

SGBNCIN (t ) — [O SGBNCIN (t l) SGBNC[N (t ZGBNC[N)]
t €<0,40), (36)

where

SGBNCIN (t, u) — eXp[_/IGBNCIN (u)t], t e< 0’%),

U= 1,2,“.,ZGBNCIN, (37)

the GBNCIN safety indices defined by (31)-(35)
take forms:

— the intensities of ageing of the GBNCIN (the
intensities of GBNCIN departure from the

safety state subset {u,u+1,...,z""""}) related

to the operation impact, i.e. the coordinates of
the vector

JGBNCIN () =10, JGBNCIN O...., GBNCIN (z GBNCIN ), (3 8)

— the coefficients of the operation impact on the
GBNCIN intensities of ageing (the coefficients
of the climate-weather impact on GBNCIN
intensities of departure from the safety state

subset {u,u+1,...,z""}), ie. the coordinate
of the vector

pGBNC[N () =0, pGBNCIN (1)’”.’pGBNCIN (Z GBNCIN )]’ (39)
where

lGBNCIN (u) — pGBNClN (u) . AGBNC[N (u),

U= 1,2"”,ZGBNC1N, (40)

GBNCIN
and A

GBNCIN (the intensities of the GBNCIN departure

(1) are the intensities of ageing of the
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from the safety state subset {u,u+1,...,z""})

without operation impact, i.e. the coordinate of the
vector

JGBNCIN () _ [0, GBNCIN (1),“" JGBNCIN (Z GBNCIN )] ) (4 1)

4. Safety of multistate GBNCIN consisting of
exponential BCIN networks at variable
operation conditions

We assume that the BCIN networks
EPYN i=12,...8, at the GBNCIN operation
states have the exponential safety functions.

This assumption and the results given in
[Kotowrocki, Soszynska-Budny, 2011] yield the
following results.

If the BCIN networks E "™ of the GBNCIN at the
Jre 1,2, v,

i=12,..8, have the exponential safety functions
given by

z

operation states e ?

[S[GBNCIN (t’.)](jljzmjg) = [1, [SiGBNCIN (t,l)](hjzfx) yeens
[SiGBNCIN (¢, 70N )](j]j:wjx)]’ t €<0,00),

joe {12, v}, i=12,...8, (42)

with the coordinates
[SQBNCIN (Z‘ u)](jljz»«-jx) —
— P([TGBNCIN](j,jzmjx) (u) > t|zGBNCIN (t) =z

_ eXp[_[llQBNC[N (u)](,/,.iz---jx)t]’ te< 0’ oo),
ji € {152”"',1/([)}5 i:1727"'987

fl/'z-u.l'x)

(43)

and the intensities of ageing of the BCIN networks

EPY™  (the intensities of the BCIN networks
EPYN  departure from the safety state subset
{u,u+ 1.,z V) related to operation impact,

existing in (4.2), are given by

[/&GBNCIN (u)](jljZ'--js) —
— [piGBNCIN ](j,jz“jx) (u) . /*liGBNCIN (u),
u= 1,2,...,ZGBNC[N, ji c {1,2,...,1/([)},

i=12,..8 (44)

110

where A" (u) are the intensities of ageing of the
BCIN networks  EZY™  (the
BCIN networks E"™ departure from the safety

intensities of the

state subset {u,u+1,..., 2"

impact and

}) without operation

[p’GBNCIN (u)](jljz--Jx) , U= 132>'~-3ZGBNC1N s

1

je 1,2, vy, i=12,..8, (45)

are the coefficients of operation impact on the
BCIN networks  E™"™™ intensities of ageing (the

coefficients of operation impact on BCIN networks

EY™ intensities of departure from the safety state

GBNCIN } )’

subset {u,u+1,...,z without operation

impact, then in the case of series structure, the
GBNCIN unconditional safety function is given by
the vector:

— GBNCIN

— GBNCIN — GBNCIN

Sn (ta) = [1; Sn (t,l),.,,’Sn (t,ZGBNCIN )],
for 1 >0, (46)
where
— GBNCIN
n (t,u) =

1
= 2
JiJ2--J8=

for >0, u=12,...,z%"N,

P epEXIAT @],
(47)

5. Conclusions

Integrated Impact Model of Global Baltic
Network of Critical Infrastructure Networks
Safety Related to Its Operation Process,
proposed in this paper, is basic background for
considerations in further Tasks of the EU-
CIRCLE Project. The model, together with the
probabilistic model of the network of critical
infrastructure networks operation process,
related to the Global Baltic Network of Critical
Infrastructure Networks, and the Global Baltic
Network of Critical Infrastructure Networks
safety model, will be the base to work on
climate-weather change influence on critical
infrastructures, by evolving them further to
include Operating Environment Threats (OET),
and Extreme Weather Hazards (EWE) impact.
The impact of OET will base on analysis of
GBNCIN and BCIN networks intensities of
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degradation and the coefficients of operation
process including OET influence on the
GBNCIN and BCIN intensities of degradation.
Next, a general safety analytical model of the
GBNCIN safety related to the climate-weather
change process in its operating area will be
developed. The integrated model of GBNCIN
safety, linking its multistate safety model and
the model of the climate-weather change process
at its operating area, considering variable at the
different climate-weather states and impacted by
them BCIN networks safety parameters. Finally,
conditional safety functions at the climate-
weather particular states, the unconditional
safety function and the risk function of the
GBNCIN at changing in time climate-weather
conditions will be defined.
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