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Abstract. The purpose of this paper is to present the scale of the effect that using the
Internet can have on national security, and to raise awareness about the use of social
media. The lack of security on the Internet or any regulations of law applicable to it must
make us aware of the types of threats that originate from using the mobile apps, social
media, and instant messengers that play a major role in our lives. Information security,
construed as protection of information against inadvertent or wilful disclosure,
modification, or enabling its processing or destruction, can be viewed from
a technological and cognitive standpoint. The phenomenon of social media is driven by
the human need for belonging, respect, and recognition. We seek acceptance from others,
and not necessarily from our closest circles. This, in turn triggers a stimulus to share
everything we do in the public space. The latest electronic devices make it possible to
precisely locate their users. Online posts that we publish without understanding what
could be garnered from them can be useful to a potential adversary. With the problem
characterised like this, it can be anticipated that exploitation of social media can be
a source of threats to national security. The hazards are becoming increasingly pertinent
to the security of the military institutions that use the attributes of social media. This paper
is an overview aimed at structuring and presenting the collected knowledge and raising
awareness of social media in the context of the national security of military institutions.
This paper uses theoretical research methods that include generalisation, analysis,
synthesis, and inference.

Keywords: social media, online security, technological progress, hazard, information
sources

1. INTRODUCTION

The importance of social media cannot be overestimated in the modern
world, which is not unlike national security. The rise of the Internet has created
a multitude of novel opportunities which, once made real, forever changed the
mechanisms used by people as work tools, for entertainment, and for
communication. Computer techniques are now used daily. Every day, we use
electronic signatures, social networks, and popular online apps for sports,
generally construed fitness, or banking. The feasibility of easy and inexpensive
publishing and exchange of information between people entails multiple
consequences, of which two are very important to ICT security. The first
consequence is the growing impact of social media on information sharing and
social behaviours. The second consequence is that users of the Internet leave
digital footprints [1].

Given the specific nature of this paper, its authors took up the challenge to
collect the source material for studying the problem mostly from online sources.

On 2 May 2011, a resident of Abbottabad, Pakistan, posted on Twitter that
there were helicopters hovering over his home at 1 a.m. Later on, the same person
commented on one of the helicopters being struck down.
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As he found out later, the night’s incident concerned a major military
operation, the neutralisation of Osama bin Laden, a high-profile terrorist.
Although unintentionally, the top-secret mission of the U.S. special forces was
put at high risk from the tweets of a complete stranger [2].

On 22 March 2022, a blogger posted a TikTok video of Ukrainian military
technical assets parked outside a shopping Centre in Kiev. Not long after the
online post, the Russian military bombed the mall. Eight people died [3].

In June of 2015, the photo of a militant outside of an ISIS camp was posted
in social media, helping the U.S. military to locate and effectively strike the
location [4].

On 9 May 2018, a Dutch soldier began his training at the International
Airport in Erbil, northern Irag. The soldier covered 2.9 miles in 29 minutes and
34 seconds. His progress was tracked by Polar V800, a fitness app. The service
makes a map publicly available online to view the route of every run, bicycle ride,
or swimming distance of the app users since 2014. The data can be analysed to
discover the identity of the user of interest, their current location, and, going
deeper into the data, learn the names of their partner and children. Experts state
that it was easy to acquire personal data, profile pictures and location data of 6400
high-level military employees from 69 countries [5].

In July of 2015, a group of bankers posted an Instagram video from a mock
execution of their Asian colleague in the style of the Islamic State. The video was
posted after the bankers had training in Birmingham, UK, and quickly deleted
afterwards. All those involved in the prank were fired from their jobs [6].

This paper defines and studies security hazards, especially those pertinent to
military organisations, which emerge from the use of social media, and proposes
certain recommendations to reduce the risks of security hazards given the
phenomenon of social media.

2. GENESIS, DEFINITION AND REGULATIONS OF THE MAJOR
SOCIAL NETWORKS

Social media, or social networks, also known as social network services or
social network sites, are abbreviated to SoMe. SoMe are Web 2.0, which means
new media.

The users of social media become both their consumers and creators.
According to the definition in the Polish PWN Encyclopaedia, a social network
(site) is an online service co-created by a community of Internet users who share
similar interests. It enables contact between friends on the social media, and
sharing information, interests, and more [7].



134 R. Kowalik, E. Zawot

Currently, each social network is different, and it is virtually impossible to
build a single, consistent definition of SoMe. Among such diversity, there are
some similarities that link all social networks [8]:

— social networks are driven by online apps;

— social content is generated by SoMe users by posting content online;

— using a social network requires the user to create their profile;

— social network services allow users to expand their connections with other
users by building a ‘network’ of stakeholders or by forming common
features of a specific group of people.

The basic functionalities provided by social media include:

— communication — this functionality enables contact with users individually
(by private messaging) or en masse (by discussion forums);

— information — this functionality means access to information and the ability
of users to transmit information by themselves (both in public and private
domains);

— publishing — this functionality is the facility for presenting one’s views and
discussing them with other users.

Considering regulations of law, social networks have become one of the
essential and ubiquitous tools for the pursuit of rights and liberties guaranteed by
the Constitution of the Republic of Poland [9]. Polish legislation has no laws
dedicated to the operation of social media, and this entails the risk of many
different kinds of abuse. Given that the operation of social networks is largely
based on the exchange of content from different authors, an important question
that arises concerns the protection of intellectual property online, especially
copyrights and related rights. More importantly, the growth of social networks is
currently outpacing the prevailing regulations of law, which by principle should
regulate social network operations, especially today, when online services have
become the most important mass communication medium. There are issues
related to this: first, the primary objective of SoMe is to provide a fast and simple
method of content distribution, by which the stakeholders can expand the reach
to their audience; because of this, however, it becomes virtually impossible to
effect any control over how content is used, and by whom. The growth of the
Internet results in an inevitable shift in how information security is perceived.

Polish regulations do not cover the specifics of SoMe functioning, whereas
the European laws have fallen behind the technological growth and only regulate
a selection of issues that mostly relate to copyrights.

Considering the genesis of social networks, the first ones were not created
only in the USA. When Mark Zuckerberg created his Facebook.com, Grono.net
was entering the Polish web, a network with identical features and which, at its
inception, was to be exclusively elite in nature [10].
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Two years later, the social network Odnoklassniki.ru emerged in Russia
(currently known as Ok.ru), the first objective of which was for the users to find
common friends [11]; in this regard, the network was counterpart to the Polish
network Nasza Klasa (Our classroom)

SoMe technologies have different formats, such as blogs, team projects,
business social networks, discussion forums, microblogs, and services for posting
photos or reviewing products and services, social media bookmarks, online SoMe
games, social networks, and video and virtual reality streaming services [12].
27 million Poles use SoMe, with 1.3 million new SoMe users signed up each year
[13].

Facebook was created in 2004 and has been open to all Internet users since
2006, ranking among the networks which have dominated the global SoMe
market. Facebook is a global corporation which owns Instagram and applications
such as WhatsApp. Facebook users provide data to the social network voluntarily,
where it is collected and analysed. It is enough for a Facebook user to post a photo
from their summer vacation to gather information about the user: whether the user
likes to travel or not, the user’s financial status, whether the user has family or
not, and the duration of absence of the user from their workplace or duty [14].

Twitter was established in 2006 and is called a microblog. This is because
of the character limit in the posts written on user profiles [15]. The network is
extremely popular among politicians and journalists. Unless the user opts in by
changing a setting for their Twitter account to be private, all information about
them is publicly available, including to people who do not have a Twitter account.

Instagram is a social network established in 2010 and purchased by
Facebook in 2012 [16]. Aside from its core feature of posting photos, Instagram
facilitates a lot more. Since being taken over by Facebook, Instagram has been
expanded with numerous features that have made it one of the most popular social
networks in the world; what is more, there is a growing number of users willing
to give up their activity in other SoMe in favour of Instagram. Instagram users
can post videos called ‘reels’ that the user’s followers can view for 24 hours only.

YouTube is one of the oldest online video services and was opened as early
as 2005. According to statistical data from Gemius (Gemius/PBI, May 2019),
YouTube.com is the third most often visited website in Poland (19 million users).
The platform allows users to organically post videos and discussions concerning
them, empowering marketers with many opportunities for communications, from
a personal channel to partnering with YouTube influencers and paid media, with
diverse advertising formats (such as pre-rolls). All expert forecasts suggest video
content consumption will continue to grow in the coming years, which means
YouTube’s position seems to be stable.

The operation of social networks largely depends on user activity, who in
turn access the network’s contents via user accounts. Registering a SoMe user
account requires submission of personal data in most cases. Social networks are
thus vast repositories of personal data.
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There are many other apps available on the market; some monitor the quality
of sleep, while others monitor the quantity of water consumption, or keep track
of the user’s physical workout progress. Apps dedicated to healthy eating are
popular and feature menus and calorie counters. Everyone can find an app that
satisfies their expectations. Health and fitness apps help with monitoring health
and staying healthy.

Their reminders, customisable goals and a comparative chart allow boost
every user’s motivation to make changes to lead a healthier lifestyle [17].

Apple has recently updated its privacy policy, demonstrating how some
corporations collect and use their users’ data. Researchers from The Cloud Blog
compiled a list that shows exactly which apps collect the most user data.

The graphic below shows exactly what such data collection looks like in the
100 most popular applications.
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Fig. 1. 20 popular apps which collect the most data about users and share it with third-
party companies.(Source: The Cloud Blog press materials)
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Instagram takes the lead, followed by Facebook with the third place being
taken by the popular online food ordering app, Uber Eats. The rest of the top of
the list includes LinkedIn, Twitter, YouTube, YouTube Music, and apps such as
Reddit, Spotify and Snapchat.

The research used new privacy labels available in the App Store, which
classify all information collected by apps into 14 different categories. The
information sections scrutinised by App Store include ‘third-party ads’,
‘developer ads or marketing’, and more. As we can see, a great number of apps
collect more data about us than anyone would suspect. What can be done about
it? All users should use their devices with more awareness and not simply grant
permissions to every app [18].

3. SoMe RISKS

Although no official statistics exist that document the use of SoMe in the
Polish Forces or Polish military institutions, it can be safely assumed that soldiers
and non-uniformed personnel follow the same usage patterns as the average Pole.
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Fig. 2. Potential SoMe users posting sensitive information about military institutions on
SoMe. (Source: Proprietary research work)

Figure 2 defines the potential SoMe users wilfully or unwittingly posting
sensitive information of military institutions — they include soldiers and non-
uniformed personnel, and military institute contractors, such as vendors of
services, materials or equipment, as well as customers who take part in research,
employ the services of military institutions, and the whole host of people visiting
military bases.



138 R. Kowalik, E. Zawot

There are five key security hazards which can emerge from using SoMe:
direct disclosure risk, location disclosure risk, user anonymity risk, system design
risk, and information aggregation risk. These hazards can be broken down into
two broad types: user-attributable risks and systemic risks [19].

User-attributable risks are generated by actions of the people categorised
above (Fig. 2); systemic risks stem from inherent features of SoMe platforms.
The diagram below summarises the risks.
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Fig. 3. Security hazards from using SoMe. (Source: Proprietary research work)
3.1. Direct disclosure risk

Considering the nature of SoMe which depends on user-generated content
creation and exchange, users are encouraged to share information about them,
what they do, where they are, what their interests, achievements, failures, and
opinions on specific topics are, and are asked to comment if they like something
or not. Military institution stakeholders —usually doing so without second thought
or in ignorance of the consequences — share their private thoughts via SoMe
accounts, unwittingly disclosing sensitive information to other users, which has
posed a hazard to operational security more than once.
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Some sensitive information that can be published online may feature
confidential data about the military organisation, tactics, or operational potential.
These breaches can go much further, affecting national security or the security of
ongoing military operations.

In March of 2020, the Israel Defense Forces were forced to abandon their
planned raid on militants in a Palestinian village after one IDF soldier posted the
location and time of the attack on his Facebook profile. The soldier updated his
status with: ‘On Wednesday, we are cleaning out Qatanah — today an arrest
operation, tomorrow an arrest operation and then, please God, home by Thursday’
[20]. The consequences would have been catastrophic had the raid not been
cancelled, and the militants had learned about the IDF attack. When it comes to
military institution operations, a thoughtless post, photo, or comment made online
can provide knowledge of the specification and performance of the technical asset
of interest, tactics, operational plans, or commercial relationships.

The second risk in this domain is the extent of the effect SoMe posts can
have on employers. No online post can directly physically harm the employer or
their company, but comments from a member of the workforce may result in
financial loss, damage to goodwill, or exposure of trade secrets. The scale of
a potentially negative post depends on the job level of the poster at his or her
company, the time of posting and the visibility of the post online, as well as the
potential audience, the content, and, naturally, the comments posted in response.
Expressing oneself is key to interests of people who use SoMe. It is, however,
important to understand how a piece of information or an opinion posted online
can affect your employer. One example of this behaviour is a case from Twitter,
a SoMe giant. Its former CFO, Anthony Noto accidentally posted on Twitter what
was supposed to be private information; a potential merger which was then in its
early stages and not ready for the public to know. Anthony Noto quickly deleted
his tweet, but several of his followers saved and shared it [21].

A similar case from our domestic part of the Internet concerned a Facebook
post by the Chairman of the Free Trade Union of Postal Workers, claiming
a potential bankruptcy of Polish Post. Unverified information like this is
damaging to the goodwill of an organisation and may negatively affect its
financial conditio [22].

3.2. Location disclosure risk

Another risk is disclosure of the location of sensitive military installations
or military assets in operation. It is manifested first by sharing and tagging photos
on SoMe, as well as using location services. When a photo is taken and uploaded
to a SoMe, the photo medium may contain location data [23].
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Many digital cameras and cellular phones available on the market today are
capable of geotagging, or embedding geographical positioning data in image
files. The geolocation data can still be extracted from photos uploaded to SoMe
platforms.

Even when the image recorded in a digital photo contains no sensitive
information, the geotagging embedded in the image file can explicitly identify
the location, becoming a real threat to operational security. Many location
services are already available on SoMe, such as Facebook, and include profile
status, activity, and geographic coordinates. Many mobile applications, such as
fitness apps, track the movement of their users. These location services are for
smartphone users, prompting them to (willingly or unwillingly) publish their
geographic location on the Internet.

Any tagging of technical equipment or seemingly irrelevant details may help
hostile services to identify vehicles, their affiliation, or deployment locations.
Photos and other media contain metadata, which is hidden information that can
identify when, where (geotagging), and with what device a photo or other
medium was made. While this information often has zero use to average users,
they can help enemies identify military installations and their locations and
ascertain if certain intelligence is still valid.

3.3. User anonymity risk

The SoMe systems today do not feature the sufficiently robust processes
required to fully verify the authenticity of users’ personal details. There are many
users who exploit this by creating and maintaining anonymous or fake profiles.
This mostly applies to stakeholders who use fake personalities to make friends
with people of interest and access their private information. It makes sense at this
point to refer to the Robin Sage experiment that was discussed during the Black
Hat Security Conference in January 2011. The experiment demonstrated the ease
with which classified information can be acquired using a fake user profile. For
the experiment, a jarringly fake identity of a woman was created who claimed to
be working for military intelligence [24]. The profile picture showed a girl that
was actually ‘borrowed’ from an adult website, and the user’s job title read
‘Cyberthreat Analytics’. With the fake profile’s activity, hundreds of links were
established on different social networks. Throughout the entire experiment, the
fake user profile received job offers from official authorities and private
corporations; the profile was requested to attend and speak at various security
conferences. Some of the information disclosed to the fake user profile was
classified as sensitive. The results of the experiment are all the more embarrassing
when one considers the many cautions from security experts about the hazards of
SoMe.
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3.4. System design risk

Social networks operate by exchanging and sharing user-generated content.
The default settings of most SoMe platforms tend to maximise the visibility of
users’ personal data, minimising user privacy.

It often requires a lot of effort from the user to restrict the availability of the
user profile and the information shared in their circle of ‘friends’. Whenever
SoMe implement new options for content sharing control, amend their policies,
and the like, these activities are designed to increase the availability of SoMe user
data by default. Facebook is a prime example; in December of 2009, the social
network prompted its users to review their privacy settings [25].

For each of the setting areas ‘Posts that I create’, ‘Status’, ‘Likes’, ‘Photos’
and ‘Notes’, two availability options were provided: ‘All’ and ‘Old settings’, and
all defaulted to ‘All’. Facebook’s prompt to review the privacy settings was
mandatory, and the users were forced to choose one of the options before they
could continue using the social network. Faced with the obligatory and troubling
prompt, many users accepted the default setting without a second thought, which
made most of their content more available than before the privacy settings update.
The risk category discussed here is also present in hardware equipment design.
Let us quote Maksymilian Dura’s report posted on Defence 24, Uboczne efekty
postepu. Cyfrowe armie swiecq jak choinka (The Side Effects of Progress: Digital
Armies are Lit Up Like Christmas Trees): ‘Modern military units are chock-full
of systems which generate their own electromagnetic signatures, by which they
can be detected, tracked, and engaged by enemy EW (electronic warfare)
systems. What is more, an attack based on electronic data acquired in prior can
be performed with traditional weapons systems, such as missiles, artillery, or
aircraft. It is a paradox that this predicament is most dire to the United States. By
promoting the concept of “network-centric operations”, every U.S. soldier is “lit
up with electromagnetic signatures like a Christmas tree”. Tactical calculators,
CO’s tablets, personal radio, WiFi cameras, rifle sights, GPS receivers, personal
smartphones, smartwatches, night vision goggles, biometric sensors, or even
LED torches — all this equipment can be detected by suitably designed and
sensitive detectors’. Enemies undoubtedly take advantage of these solutions.
Modern electronic warfare systems are capable of locating military units,
determining their size, and sometimes even their plans.

3.5. Information aggregation risk

This risk type emerges from the opportunities the Internet provides for
gathering SoMe data from social network users by collating various bits of
personal data disclosed by the users, such as family members, friends, social
circles, addresses, and contact networks. Data mining is very easy on SoMe.
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A compilation of data from several SoMe user profiles or social networks
provides access to information which would be very difficult or simply
impossible to get in the real world. SoMe data mining can be potentially more
prevalent than the general consensus would suggest. This applies equally to
military information.

An enemy may collect different pieces of seemingly insignificant data for
a length of time until the data can be understood and merged to get a ‘bigger
picture’. Such collection of aggregated information can expose sensitive data
concerning a military organisation, its tactics, potential, and capabilities.

4. SECURITY MEASURES FOR SHARING SENSITIVE
INFORMATION ON SOME

The experiences of military institutions around the globe vary in the method
of tackling the challenges and threats of using SoMe with private user accounts.
The initial efforts to counter the problem included a prohibition and denial of use
of SoMe to armed forces personnel, especially on active duty in critical locations
or on a tour of duty.

Russia passed an act of law which prohibits military personnel from having
smartphones on them or communicating with the press. The Russian act also
prohibits the operation of any means or devices that can post data, photographs,
videos and geolocation online. In June of 2020, the government of India required
the national military to ban 89 smartphone apps, of which 59 were Chinese and
others included popular apps such as Facebook, Instagram and Snapchat. The
U.S. Department of Defense allows the military to use SoMe services, albeit with
controls and regulations in place. The U.S. DoD prohibits U.S. military personnel
from using the Pentagon’s Internet to access private websites and prevents
posting of military information on private websites. Any military personnel
member who posts information, photos or videos which are defamatory to
ongoing military policy or military leadership, damaging to the goodwill of the
military, or hazardous to the public peace will be punished for the offence. The
British military applies procedures similar to those in the U.S.; the U.S. and UK
military institutions have posted ‘guidelines’ on their official websites for
military personnel using social media. The Israel Defense Forces passed a series
of regulations for the functioning of users’ SoMe; they include a strict prohibition
on SoMe for intelligence and air force personnel. The German military also
approved a number of acts of law relevant to information security on SoMe. Many
countries have attempted to standardise their policies concerning SoMe and
published guidelines to educate about the content that is inappropriate to post on
the Internet.
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Following the suit of other countries, Poland also features a number of online
security activities. The General Staff of the Polish Armed Forces is running
a threat awareness campaign hashtagged #SwiadomiZagrozen (ThreatAware) to
popularise the awareness of the dangers involved in users’ presence and activities
online [26].
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Fig. 4. Examples of military guides for education of SoMe users in different countries
(Source: Proprietary research work)

To quote Col. Joanna Klejszmit, Spokeswoman of the General Staff of the
Polish Armed Forces: ‘The pace at which data flows and is distributed, and the
human emotions involved have made it increasingly difficult to tell the true
content from false. Education is a critical building block of immunity to
disinformation. (...) The contents are largely addressed to military personnel,
their families and loved ones. We also want to reach people outside the military
community. We wish our audience to understand the meaning of the information
they share. They need to understand that the information may be valuable to third
parties. Making new relationships, sharing photos or data, or even circulating
unverified information can be dangerous’.

The Polish Ministry of Defence issued Resolution No. 77/MON, a document
of policy which regulates the operation of audio and video processing devices
and the structuring of classified information protection during operations of the
organisational units and teams reporting to or supervised by the Ministry of
Defence.
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The Resolution establishes the practice of operating devices that are
prohibited in security areas and special operations facilities. To quote the Press
Office of the Ministry of Defence Operations Centre: “The Ministry of Defence
has issued guidance on the secure and advised operation of smartphones, cellular
phones and other mobile devices for protection against security threats from
unskilful use of these devices”.

A “Guide for The Iron Division Operatives: Online Security” was published
to raise awareness about the hazards involved in the use of the most popular social
media apps, networks and instant messaging services which are increasingly
important in our lives. The Guide shows step by step how to safely use PC and
smartphone apps.
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Fig. 5. The #SwiadomiZagrozer: (Threat Aware) campaign by the General Staff of the
Polish Armed Forces. The main slogan: Wigcz myslenie - Switch on Your Brain
(Source: Proprietary research work)
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Our users are routinely notified about the discovered system bugs and
loopholes. There is also a twenty-four-seven hotline provided for reporting any
deviations from the required practice of using electronic devices. It is important
to know that the Ministry of Defence has security zones established where the
use of cellular phones is restricted or strictly prohibited. These restrictions also
apply during military exercise.

Note, however, that the Ministry of Defence prioritises education and raising
awareness of online threats, the emerging fake news, hacking, and
disinformation’ [27].

5. CONCLUSIONS

The attempt at analysing the security of sensitive information on SoMe
presented in this work leads to rather negative conclusions and demands
continued education on the topic:

1. The defined risks are transient and tend to evolve as the digital

technologies and cyberspace excellence become increasingly dynamic.

2. It is not feasible to formulate explicit tools and solutions that provide
preventive controls against the risks of sensitive information disclosure.
The risks specified in this work need to be managed by each military
institution and reduced to acceptable levels, with regular revisions.

3. The ever-dynamic growth of the Internet, which includes SoMe, and the
unending exchange of data by Internet users and military institution
personnel requires continuing education, with top priority for practicing
good conduct in virtual spaces that applies not only to military personnel.

4. The most effective tools in the pursuit of secure online activities are
awareness raising, implementation of policies, guidance, and checklists,
as well as regular training and support processes. This is especially
important because of technological progress. Education should be
regular, considering the influx of new online users and the pace of change
in SoMe. New threats continue to emerge on the Internet. Online security
should be supervised just like industrial health and safety.

Another problem that requires attention is strictly related to sensitive
information disclosure on SoMe: the reception of SoMe published content. No
media can ensure the right perception of content. The interpretation of
information will always be subjective and vary between the audience members,
but its understanding and proper effect largely depend on the care we take in
selecting the contents to publish and the security of our actions as online users.

An interesting, well-edited website, a blog, or a piece of information can be
highly interesting to the audience and may translate into many likes and shares.

It makes sense to make every effort so that the tools that SoMe are — and
virtually available for free — an effective, secure, modern, and dynamic form of
communication with the society in the domain of security.
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Note that safe and aware activities in SoMe prevents disinformation first. By
their presence on SoMe, military units strive to build their image by showing
what they do and engaging in open communication. Continued work on fostering
opinion and online awareness is an element of countering threats such as
disinformation and fake news [28].
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Zagrozenia dla instytutow wojskowych wynikajace
z funkcjonowania w §rodowisku mediow
spolecznosciowych

Renata KOWALIK, Ewa ZAWOL

Wojskowy Instytut Techniczny Uzbrojenia
ul. Prymasa Stefana Wyszynskiego 7., 05-220 Zielonka

Streszczenie. Celem artykulu jest ukazanie skali zjawiska wplywu korzystania
z internetu na potencjalne bezpieczenstwo kraju a takze podniesienie $wiadomosci
w zakresie uzywania medidow spotecznosciowych. Brak bezpieczenstwa w sieci
i uregulowan prawnych w w/w temacie musi nam u$wiadomi¢, jakiego rodzaju
zagrozenia plyna z korzystania z aplikacji, mediow spoteczno$ciowych oraz
komunikatoréw, ktére odgrywaja znaczaca role w naszym zyciu. Bezpieczenstwo
informacyjne — rozumiane jako ochrona informacji przed przypadkowym lub
swiadomym ujawnieniem, modyfikacja, umozliwieniem jej przetwarzania lub
zniszczenia moze by¢ rozpatrywane w ujeciu technologicznym jak i kognitywnym.
Fenomen mediéw spotecznosciowych wykorzystuje potrzeby przynaleznosci, szacunku
i uznania. Szukamy akceptacji innych osob, nie do konca z naszego najblizszego
otoczenia. To z kolei wyzwala w nas impuls dzielenia si¢ w przestrzeni publicznej
wszystkim co robimy. Nowoczesne urzadzenia pozwalaja na precyzyjng lokalizacj¢ ich
uzytkownika. Wpisy internetowe, ktore publikujemy nie majac wiedzy na temat tego, co
mozna z nich wywnioskowac, sg czym$ co moze by¢ wykorzystane przez potencjalnego
adwersarza. Przy tak przedstawionej charakterystyce nalezy antycypowal, ze
eksploatowanie mediow spoteczno$ciowych moze by¢ zréodlem zagrozen dla
bezpieczenstwa panstwa. Korzystajac z atrybutow medidow spotecznosciowych
zagrozenia te coraz czesciej dotycza bezpieczenstwa instytucji wojskowych.
Zaprezentowana publikacja jest artykulem przegladowym, a jej celem jest
uporzadkowanie i przedstawienie zebranej wiedzy a takze szerzenie wiadomosci
w zakresie mediow spotecznosciowych w kontekscie bezpieczenstwa panstwa w ramach
instytucji wojskowych. W artykule wykorzystano teoretyczne metody badawcze, takie
jak: uogdlnienie, analiza, synteza i wnioskowanie.

Stowa kluczowe: media spoleczno$ciowe, zagrozenie, zrddla informacji, postep
technologiczny, bezpieczenstwo w sieci



