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Abstract

In the paper optimization of operation process and minimization of operation cost for interconnected and
interdependent critical infrastructure (CI) networks with cascading effects at variable operation conditions
related to the climate-weather change are proposed. A multistate series network with assets dependent according
to local load sharing (LLS) rule is analyzed and optimization of operation and safety of CI network with the
LLS rule is introduced. For such CI network, the optimal transient probabilities that minimize the mean value of
the total operation costs are found. Finally, cost analysis of CI network operation impacted by climate-weather
change is presented in case the Cl network is non-repairable and in case it is repairable after exceeding its
critical safety state.

1. Introduction conditions, that can have significant influence on the
Cl safety, we assume that these changes can also
affect the model of dependency between CI assets.
Further, applying the linear programming [Klabjan,
Adelman, 2006], [Kotowrocki, Soszynska-Budny,
2011] to the optimization of operation and safety of
interdependent CI networks, it is possible to find
optimal values of the limit transient probabilities of
the critical infrastructure operation process that
minimize the mean value of the CI network operation
cost. Then, the optimal critical operation cost
function and the optimal moment when the CI
network operation cost exceeds a permitted level can
be determined.

Considering interdependent Critical Infrastructures
(C) at variable operation states and changing in time
climate-weather conditions we use the general safety
model of the multistate critical infrastructure
constructed in [Kotowrocki, et al., 2017a-b]. To
build this general model, first the critical
infrastructure operation process related to the
climate-weather change [Klabjan, Adelman, 2006],
[Kotowrocki, 2014], [Kolowrocki, Soszynska-
Budny, 2011, 2012a-b, 2014] has to be described. In
this paper we present the multistate approach [Xue,
1985], [Xue, Yang, 1995] to CI networks safety
analysis. Basic theory of multistate critical

infrastructure safety related to the climate-weather o .

[Kotowrocki, et al., 2017a-c]. We assume that the ~ Related to Climate-Weather Change Process

critical infrastructure can change its safety structure We consider, similarly as in [Kotowrocki, et al.
and its components safety parameters during variable  5017¢] the critical infrastructure impacted by the
operation process [Kotowrocki, Soszyhska-Budny,  gheration process related to the climate-weather

2011, 2012a-b] _gnd at different climate_-weather change process ZC(t), t e<0,0), in a various way at
states of the critical infrastructure operating area )
[Kotowrocki, et al., 2017b-c]. this process states zc,,, b=12,...,v, 1=12,...,w. We

Taking into account changing in time critical assume that the changes of the states of operation
infrastructure  operation and  climate-weather process related to the climate-weather change
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process ZC(t), t e<0,00), at the critical infrastructure
operating area have an influence on the critical
infrastructure safety structure and on the safety of the
critical infrastructure assets A, i=12,...,n.

We assume, as in [Kotowrocki, et al., 2017b-c], that
the critical infrastructure during its operation process
is taking v,veN, different operation states

Z,,2,,...,2,. We define the critical infrastructure

operation process Z(t), te<0,+0), with discrete
operation states from the set {z,, z,,...,z,}. These
operation states may take into account actual load or
demand and can influence on lifetimes of ClI assets in
the safety state subsets and way they decrease
through various models of dependency. The vector of
limit values of transient probabilities of the critical
infrastructure operation process Z(t) at the
particular operation states z,, b=12,..,v, is
defined in [Kotowrocki, et al., 2017c].

Moreover, as in [Kotowrocki, et al., 2017b-C], we
assume that the climate-weather change process C(t),
t e<0,+00), at the critical infrastructure operating
area is taking w, w € N, different climate-weather
states ¢y, Cy,..., Cy. Climate-weather conditions can
have also influence on CI network safety including
cascading effect and models of failure dependency
between assets and subnetworks of CI network. The
vector of limit values of transient probabilities of the
climate-weather change process C(t) at the
particular climate-weather states ¢,, 1=12,...,w, is
defined in [Kotowrocki, et al., 2017c¢].

Then, the joint process of critical infrastructure
operation process and climate-weather change
process called the critical infrastructure operation
process related to climate-weather change is
proposed and it is marked by ZC(t), te<0,+o0).
Further, we assume that it can take vw,v,weN,
different operation states related to the climate-
weather change zc,,, zc,,,..., zc,,,. We assume that
the critical infrastructure operation process related to
climate-weather change ZC(t), at the moment

te<0,4+), is at the state zc,, b=12...,v,
1=12,...,w, if and only if at that moment, the
operation process Z(t) is at the operation states z,,,
b=12,...,v, and the climate-weather change process
C(t) is at the climate-weather state c,, 1=12,...,w,
can be expressed as follows:

(ZC() = 7¢,) = (Z(1©) = 2, NC(B) =C,),
t €<0,+0).

M)
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The transient probabilities of the critical
infrastructure operation process related to climate-
weather change ZC(t) at the operation states zc,,,

b=12,...,v, 1=12,...,w, are  defined in
[Kotowrocki, et al., 2017c]:
pAy, (t) = P(ZC(t) = ¢y, ), t €< 0,+x). (2)

Further, the limit values of the transient probabilities
of the critical infrastructure operation process related
to climate-weather change process ZC(t) at the

operation states zc,,, b=12,...,v, 1=12,...,w, are
given by

Py = lim pay (1), (3)
and in case when the processes Z(t) and C(t) are

independent, they can be found from [Kotowrocki, et
al., 2017b-c]

P, = Ppd;, b=12,...,v, 1=12,...,w, (4)
where p,, b=12,...,v, are the limit transient
probabilities of the operation process Z(t) at the
particular operation startes z,, b=12,...,v, and q,
1=12,...,w, are the limit transient probabilities of
the climate-weather change process C(t) at the
particular climate-weather states ¢,, 1=12,...,w.

Other interesting characteristics of the critical
infrastructure operation process ZC,, (t) are its total

sojourn times éébl at the particular operation states
zcy,, b=12,...,v, 1=12,..,w, during the fixed
sufficiently large critical infrastructure operation
time 6. They have approximately normal
distributions with the expected values given by
MNbI = E[éém] = PQy 0, )
where pq,,, b=12...,v, 1=12...,w, are defined

by (3) and given by (4) in the case the processes Z(t)
and C(t) are independent.

3. LLS Model of Dependency Related to CI
Operation and Climate-Weather Change
Processes

In local load sharing (LLS) model of dependency for
a multistate CI series network, described in [Blokus-
Roszkowska, Kotowrocki, 2017a-c] and
[Kotowrocki, et al., 2017a], the coefficients of the
network load growth may be defined differently in
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various operation and climate-weather condions. In
LLS rule, we assume that after the departure of asset
A, J = 1,...,n, in the network from the safety state
subset {u,u+1,....z}, u = 1,2,...,z, the lifetimes of
remaining assets A;, i = 1,...,n, i # J, in the safety
state subsets decrease dependently on the coefficients
of the network load growth concerned with the
distance from the asset A;. Thus, we assume that
these coefficients of the network load growth in LLS
rule can take different values or formulae at various
operation states related to the climate-weather
change zc,,, b=12,..,v, 1=12,...,w. For example,
if we denote the load on CI at the state zc,,
b=12,..,v, 1=12,..,w, by Ly, and maximal load
on Cl by Luax, the coefficients of the network load
growth in LLS rule can be determined from
following formula

L i

q®) (u,dij):[l—A]-q(u,dij), i=1,..,n,
I-MAX

j=1,...n, v=u,u-1...,u=12,...,z-1 (6)

where Ly < Luyax, b=12,...,v, 1=12,...,w, and the
coefficients of the network load growth q®" (v, d;),
0<q® (v,dy)<1, i

I,...,n, j = 1,...,n, and

q® ,0)=1 for v = uu-1,...,1, u = 1,2,...,2-1, are
non-increasing functions of assets’ distance
d; =[i—j| from the asset that has got out of the

safety state subset {u,u+1,...,z}, u = 1,2,...,z. The
distance between network assets can be interpreted in
the metric sense as well as in the sense of
relationships in the functioning of the network assets.

We denote by E[T,*’(u)] and E[T) ()], i =

1,2,...,n,j=1.2,..n,u=12,....2 the mean values of

assets” lifetimes T,*” (u) and T, (u), respectively,
before and after departure of one fixed asset A;, j =
1,...,n, from the safety state subset {u,u+1,...,z}, u =
1,2,...,z, at the operation state related to the climate-
weather change zc,,, b=12...,v, 1=12..,w.
With this notation, in considered local load sharing
rule, the mean values of assets lifetimes in the safety
state subset {v,0o+1,....z2}, » = uu-1,..,1, u =

1,2,...,z, at particular state zc,, b=12...,v,
1=12,...,w, are decreasing according to the
following formula:

EIT Y 01=0®" . dy)-E® )],
i=1,...,nj=1,..,n. @)
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In different states not only different values of
coefficients of the network load growth can be
assumed, but in special cases the different models of
dependency between assets and subnetworks can be
adopted. We can also assume that in some CI
operation states related to the climate-weather
change cascading effect can be observed, while in
others no dependency between assets or subnetworks

are assumed. Then, q® (v,d;;) =1, for some states
be{l,2,...v} I e{l.2,...,w}, the other
coefficients are given by (6).

For assumed LLS model of dependency, we get the

conditional safety function of a multistate series CI
network impacted by the operation process related to

and for

the climate-weather change process ZC(t),
t €<0,0), in the form of the vector
[SELS (t")](bl) =[1 [SELS (Ll)](bl) oo [SSLS (t, Z)](bl)]’
t>0, b=12..v,1=12,..,w, (8)
with the coordinates
[Sis (6 WI® =TT[S; (&, u+D]®
i=1
t n ~ n
+ [ 2If; (@ u+D1°" - TIIS; (a,u+1)]®”
0j=1 i=1
i)
18 @uI® - T[S, ; (t - 2, uy]*"1da, 9)
i=1
foru=12,...,z2-1
[t (6 21 =TI[S, (¢, 2)]®, (10)

where:

[S; (t,u+1)]®"— the conditional safety function
coordinate of an asset A;, i = 1,...,n, at the state zc,,,
b=12,..,v, 1=12,...,w,

[f~j (t,u+1)]®"— the conditional density function
coordinate of an asset A;, j = 1,...,n, at the state zc,,,
b=12,..,v, 1=12,..,w, corresponding to the
distribution function [F; (t,u+1)]®”, given by

I8 (tu+ D]

= GRS
[F; t,u+1)] 1 s, 0™

u=12,...,z-1t>0, (11)
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[S; (t,u)]®" - the conditional safety function
coordinate of an asset A;, j = 1,...,n, at the state zc,,,
b=12,..,v, 1=12,..,w,

[S, ,j(t,u)](bl)— the conditional safety function

coordinate of an asset A;, i = 1,...,n, at the state zc,,,,
b=12,..,v, 1=12,...,w, after departure from the
safety state subset {u+1,...,z2}, u = 1,2,...,z-1, by the
asset A, j = 1,...,n, such that

[Si/j (t, U)](bl)
[S; (a,u)]®
u=12,...,z-1, O<ax<t, t>0.

[S;/;(t—au)]® =

i/
(12)

Similarly, the conditional safety function of Cls and
CI networks with other safety structures, presented in
[Blokus-Roszkowska, Kotowrocki, 2017a-c] and
[Kotowrocki, et al., 2017a], and impacted by the
operation process related to the climate-weather
change process, can be found. Namely, the
conditional safety function of the multistate series-
parallel and series-“m out of k” CI network with
assets dependent according to LLS rule, impacted by
the operation process related to the climate-weather
change process, can be determined.

4. Optimization of Operation and Safety of CI
Network with the LLS Rule

4.1. Operation Cost of Cl Network Related to
Climate-Weather Change

We may introduce the instantaneous operation cost
of the CI network with LLS rule impacted by the
operation process ZC,,(t), te<0,0), related to the

climate-weather change process in the form of vector

KELS t)=[ KELS tD,..., KELS t 2], (13)

for t <0, ), with the coordinates given by
K s (tu) = t;ila P [K s (6 u)] @7,
u=12,..,z,

where pq,,, b=12,...,v, 1=12,...,w, are the limit
transient probabilities at the states zc,, of the
operation process ZC(t), te<0,), related to the
climate-weather change defined by (3) and

K& twI® u=12,..2, b=12,...,v, 1 =12,...w,
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are the coordinates of the CI network conditional
instantaneous operation costs in the safety state
subsets {u,u+1,...,z}, u=12,..,z, assuming LLS
model of assets’ dependency, impacted by the
operation process ZC(t), te<0,), related to the

climate-weather change process at the states zc,,,
b=12,..,v, 1=12,...,w, defined in the form of the
vector

[K{s (091 =[LIK s (D1, K (s (6 21T,

forte<0,00), b=12,...,v, 1=12,...,w.

The dependency expressed in (14) can also be clearly
shown in the linear equation for the mean value of
the CI network with LLS rule total unconditional
operation costs in the safety state subsets
{u,u+1,...,72}, u=12,...,z,

Kis(u) = zz 00 [K s (W)™, u=12,...,2,(15)

where pq,,, b=12,...,v, 1=12,...,w, are the limit
transient probabilities at the states zc,,, b=12,...,v,
1=12,...,w, of the operation process ZC(t),
te<0,), related to the climate-weather change
defined by (3) and

[KiW]I®, u=12,..,2,b=12,...,v,1=12,..,Ww,

are the mean values of the total conditional
instantaneous operation costs of Cl network with
LLS rule in the safety state subsets {u,u +1,...,z},

u=12..,z, at the operation states zc,,,
b=12,..,v, 1=12,..,w, defined by
— [#ﬁLs(U)](bl)
[K s )]® = [ K &u]®dt,
0
u=12..,z, b=12..v, 1=12,..,w, (16)

where [} (@)®" are the mean values of the CI

network  conditional lifetimes [T} (u)]®",
u=12,...,z, b=12,...v, 1=12,..,w, in the safety
state subset {u,u+1...,z}, assuming LLS

dependency model, at the critical infrastructure
operating process related to the climate-weather
change state zc,,, b=212,...,v, 1=12,...,w, givenin

[Kotowrocki, et al., 2017b]
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[ufs (W)™ = Z[sas (6wl dt, u=12,....z, (17)

and
[SistwI® u=12,..,20b=12,.v,1=12..,w,

are the coordinates of the CI network with LLS rule
impacted by the operation process related to the
climate-weather change process ZC(t), te<0,0),
conditional safety functions [Kotowrocki, et al.,
2017Db], given by (8)-(10).

The mean values of the Cl network with LLS rule
total conditional instantaneous operation costs in the
safety state subsets {u,u+1,...,z}, u=12,...,z, at the
operation states zc,,, b=12,...,v, 1=12,...,w, can
be alternatively defined for the critical infrastructure
fixed operation time 4 by

N,

(K1 = [ K L u)I® dt,

u=12,...,z,b=12..v,1=12,...,w, (18)

where MN,,, b=12,...,v, 1=12,...,w, are the mean

values of the total sojourn times &C,, at the
particular operation states zc,, b=12..,v,
1=12,...,w, during the fixed sufficiently large

critical infrastructure operation time 6, determined
by (5).

4.2. Minimization of Operation Cost for CI
Network Related to Climate-Weather Change

From the linear equation (15) we can see that the
mean value of the CI network total unconditional
operation cost, assuming LLS dependency model,
IZfLS(u), u=12,...,z, is determined by the limit
values of transient probabilities pq,,, b=12...,v,
1=12,...,w, of the critical infrastructure operation
process at the operation states given by (3) and the
mean values of the CI network with LLS rule total
conditional  operation  costs  [K/(u)]®",
u=12...,z, b=12..,v, 1=12,..w, at the
operating process related to the climate-weather
change zc,, given by (16).

Therefore, the critical infrastructure total
unconditional operation cost optimization approach
based on the linear programming [Klabjan, Adelman,
2006], [Kotowrocki, Soszynska-Budny, 2011] can be
proposed. Namely, we may look for the
corresponding optimal values pq,,, b=12,...v,
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1=12,...,w, of the limit transient probabilities pq,,
of the critical infrastructure operation process at the
operation states zc,,, b=12..v, 1=12..w, to
minimize the mean value K/ (u) of the Cl network

total unconditional operation cost in the safety state
subsets {u,u+1,...,zZ}, u=12,...,z, assuming LLS
dependency model, under the assumption that the
mean values [K| s (u)]® of the CI network total
conditional operation costs in the safety state subsets
{u,u+1...,z}, u=12,...,z, at the operation states
¢, b=12..v, 1=12..w, are fixed. As a
special case of the above described the critical
infrastructure total unconditional operation cost
optimization problem, if r, r=212,...,z, is a ClI
network critical safety state, we formulate the
optimization problem as a linear programming model
with the objective function of the following form

KELS (r) = bz_:“gl POy [KELS (r)](bl) )
forafixedr, re{1,2,...,z} and with the following
bound constraints

Pa, < POy < PAy, D=12,...,v, 1 =12,...,w,

i > Pdy =1,

b=1I=1

where

[KfLs (r)](bl)a [Klﬁ_s (r)](bl) =0,
b=12,..v, 1=12,...,w,

are fixed mean values of the critical infrastructure
conditional lifetimes in the safety state subset
{r,r+1,...,z} and

Pdy, 0<pg, <1 and pg,, 0<pq, <1,
5qblgﬁqbu b=12,..,v, 1=12,..,w,

are lower and upper bounds of the transient
probabilities  pq,,, b=12..,v, 1=12,...,w,
respectively.

Now, we can obtain the optimal solution of the
formulated by (19)-(23) the linear programming
problem using the procedure presented in
[Kotowrocki, et al., 2017c]. Namely, we can find the
optimal values pq,,, b=12..,v, 1=12..,w, of
the transient probabilities pg,, that minimize the
mean value of the CI network unconditional
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operation cost in the safety state subset
{r,r+1,...,z}, assuming LLS dependency model,

defined by the linear form (19), giving its minimum
value in the following form

KELS (r) = bi—u;l Py, [KfLs (N1®"

forafixedr, re{l,2,...,2}.

Thus, considering (14), the coordinates of the
optimal instantaneous operation cost of the CI
network with LLS rule in the form of the vector

Kits () =1L K{is D). Kiis (t 2)], te<0,00),
are given by

K CLs (tu) = bZ::lEl Ay, [K fLs (, U)](bl) ,

u=12,...,z,

where pqg,, are the optimal limit transient
probabilities at the states zc,, b=12...v,
1=12,...,w, of the operation process ZC(t),

t €<0,0), related to the climate-weather change and

[Kis@wl®, u=12,..,2,b=12,.,v,1=12,..,w,

are the coordinates of the critical infrastructure
conditional instantaneous operation costs in the
safety state subsets {u,u+1,...,z2}, u=12,...,z,
impacted by the operation process ZC(t), t e<0, ),
related to the climate-weather change process at the
states zc,,, b=12,...,v, 1 =12,...,w.

Replacing in (24) r by u, we get the expressions for
the optimal mean values of the CI network with LLS
rule unconditional operation costs in the safety state
subset  {u,u+1,...,z}, u=12,...,,z, giving its
minimum value in the following form

Kis(u) = bzl.z1 PO, [K Ls (W], u=1,2,....2.

The optimal solutions for the mean values of the ClI
network with LLS rule unconditional operation costs
in the particular safety states are

) - K|‘_1|_s
Kfl_s (2)= lZCll_s (2),

Kis(U) =K U+, u=1..z-1

where K¢ (U), U=12,...,z, are given by (26).
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Moreover, if we define the corresponding critical
operation cost function by

Kis () = Kis(tr), t>0, (28)
and the momgnt) £’ when the critical infrastructure
operation cost exceeds a permitted level «, by

(IilLS =K ELS B (©), (29)

where K/ (t,r) is given by (14) for u=r and
K,‘_‘Lsfl(K) is the inverse function of the critical

operation cost function K/ (t) given by (28), then

the corresponding optimal critical operation cost
function is given by

KELS t)= @SQS (t,r), t=0,

then the optimal moment ¢ s when the CI network
operation cost exceeds a permitted level «, is given
by

ZSLS = K|A_1Ls B (), (31)

where K/ s(t,r) is given by (25) for u=r and
K{s (k). if it exists, is the inverse function of the

optimal critical operation cost function K/ (t)
given by (30).

4.3. Cost Analysis of CI Network Operation
Impacted by Climate-Weather Change

We consider the multistate series Cl network,
consisted of n assets dependent according to the LLS
rule, in its operation process ZC(t), te<0,),
related to climate-weather change and we assume
that the operation cost of its single basic asset at the
operation StafO A1 b=12,...v, I=12,...,w, during
the critical infrastructure operation time 6, 6=>0,
amounts

K (O)]®, b=12..v, I=12,...,w, i=12...n.

First, we suppose that the CI network is non-
repairable and during the operation time 8, >0, it
has not exc the critical safety state r. In this
case, the total cost of the non-repairable CI network
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with LLS rule during the operation time 6, 6>0, is
given by

Kus (0) = bzz o Z[K 01", 6>0,

where pq,,, b=12..v, |
probabilities defined by (3).
Further, we consider another case and we
additionally assume that the CI network is repairable
after exceeding the critical safety state r and its
renovation time is ignored and the cost of its single

renovation is constant and equal to Kjg,.

In this case, the total operation cost of the repairable
Cl network assuming LLS dependency model with
ignored its renovation time during the operation time
6, 6>0, amounts

=12,...,w, are transient

Kiis ign(0) = bi—:lgi POy _%[Ki 1*"
+Ki,H(O,1), 620,

where pq,,, b=12..,v, 1=12,..,w, are transient
probabilities defined by (3) and H(6,r) is the mean
value of the number of exceeding the critical safety
state r by the critical infrastructure operating at the
variable conditions during the operation time @
defined by (3.58) in [Kotowrocki, Soszynska-Budny,
2011] and in [Guze, Kotowrocki, 2017].

Now, we assume that the CI network is repairable
after exceeding the critical safety state r and its
renewal time is non-ignored and have distribution
function with the mean value z,(r) and the standard

deviation o,(r) and the cost of the critical
infrastructure single renovation is K

n-ign*

In this case, the total operation cost of the repairable
Cl network assuming LLS dependency model with
not ignored its renovation time during the operation

time 6, 6>=0, amounts

Kits nign(0) = éé PQp iZ::l[Ki @1*"

+K,_gnH (6,1), 020,

where pq,,, b=12...v, 1=12,...,w, are transient

probabilities defined by (3) and H (0, r) is the mean
value of the number of renovations of the critical
infrastructure operating at the variable conditions
during the operation time & defined by (3.92)
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[Kotowrocki, Soszynska-Budny, 2011] and in [Guze,
Kotowrocki, 2017].
The particular expressions for the mean values

H(,r) and(ﬂ)(e, r) for the repairable CI network
with ignored and non-ignored renovation times
existing in the formulae (33) and (34), are
determined in Chapter 3 [Kolowrocki, Soszynska-
Budny, 2011] for typical multistate repairable critical
infrastructure operating at the variable operation
conditions and in [Guze, Kotowrocki, 2017].

After the optimization of the critical infrastructure
operation process related to climate-weather change,
the CI network operation total costs given by (32)-
(34) assume their optimal values.

The total optimal cost of the non-repairable ClI
network with LLS rule during the operation time &,
6> 0, after its operation process related to climate-
weather change optimization is given by

Kus (0) = bz z B0l Z[K @)1, 60,
(33) B

where pq,,, b=12..,v, 1=12...,w, are optimal
transient probabilities found by the procedure
presented in Section 7.3 in [Kotowrocki, et al.,
2017c].

The optimal total operation cost of the repairable Cl
network assuming LLS dependency model with
ignored its renovation time during the operation time
6, 60>0, after its operation process related to
climate-weather change optimization amounts

K, (6)]®

i=1

KLLSfign 0)= XX pay,
b1i-1
+KigH(0,1), 620,

where pq,,, b=12..,v, 1=12...,w, are optimal
transient probabilities and H (@,r) is the mean value
of the optimal number of exceeding the critical safety
state r by the critical infrastructure operating at the
variable conditions during the operation time 6@
[Kotowrocki, Soszynska-Budny, 2011].

The total optimal operation cost of the repairable
critical infras@ ture with non-ignored its renovation
time during %goperation time 6, 6=0, after its
operation process related to climate-weather change
optimization amounts

SIK, (0)]®

i=1

KLLS_n—ign (0) = Z Z qul
b=11=1

+ K, igaH (6.1), 620,
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where pq,,, b=12..,v, 1=12...,w, are optimal

transient probabilities and ﬁ(&, r) is the mean value

of the optimal number of renovations of the critical
infrastructure operating at the variable operation
conditions during the operation time 6 [Kotowrocki,
Soszynska-Budny, 2011].

The particular expressions for the optimal mean

values H(o,r) and ﬁ(&,r) for the repairable

critical infrastructure with ignored and non-ignored
renovation times existing in the formulae (36) and
(37), may be obtain by replacing the transient

probabilities pq,, by their optimal values pq,, in

the expressions for H(&,r) and ﬁ(e, r), that are

determined in Chapter 3 [Kolowrocki, Soszynska-
Budny, 2011], for typical multistate repaired critical
infrastructure operating at the variable operation
conditions.

The application of the formulae (32)-(34) and (35)-
(37) allow us to compare the costs of the non-
repairable and repairable CI networks with ignored
and non-ignored times of renovations operating at
the variable operation conditions before and after the
optimization of their operation processes.

These operation total costs of Cl networks and their
optimal values can allow to compare the costs of the
non-repairable and repairable Cl networks with
ignored and non-ignored times of renovations
operating at the variable operation conditions before
and after the optimization of their operation
processes.

5. Conclusion

In this paper optimization of operation and safety of
Cl networks with cascading effects is presented.
More exactly, a multistate series network with assets
dependent according to local load sharing (LLS) rule
is described and analysis of operation cost related to
climate-weather change of such CI network with
LLS rule is given. Similarly, Cls and CI networks
with other safety structures and models of
dependencies can be considered [Kotowrocki, et al.,
2017a, c].

Namely, the conditional safety function of the
multistate parallel, “m out of n”, parallel-series and
“m out of I”-series CI network with assets dependent
according to equal load sharing (ELS) rule, impacted
by the operation process related to the climate-
weather change process, can be determined. In ELS
model of dependency, described in [Blokus-
Roszkowska, Kotowrocki, 2017a-b], [Kotowrocki,
et al., 2017a], we assume that after decreasing the
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safety state by some of assets the increased load can
be shared equally among the remaining assets.
Considering the Cl network impacted by the
operation process related to the climate-weather
change, we assume that asset stress proportionality
correction coefficient can take different values at
particular CI network operation states [Kotowrocki,
etal., 2017c].

Considering cascading effects in networks with more
complex structures we can link the results of safety
analysis for CI networks with the LLS and ELS rule.
Then, apart from the dependency of subnetworks’
departures from the safety states subsets we can take
into account the dependencies between assets in
subnetworks. This way we can proceed with parallel-
series and “m out of I”-series CI networks assuming
the dependence between their parallel, respectively
“m out of I, subnetworks according to the LLS rule
and the dependence between their assets in
subnetworks according to the ELS rule, by
constructing a mixed load sharing (MLS) model of
dependency  [Blokus-Roszkowska,  Kotowrocki,
2017a-b], [Kotowrocki, et al., 2017a].

Then, similarly as in this paper for the CI network
with LLS rule, we can determine the optimal
instantaneous operation cost of Cl networks
assuming other models of dependency [Kotowrocki,
et al., 2017c]. The operation total costs of the CI
network with the ELS rule and MLS rule can be
automatically optimized after the optimization of the
critical infrastructure operation process related to
climate-weather change. Then, the total optimal cost
of the non-repairable and repairable CI network
during the operation time can be estimated and the
results can be compared.
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