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Abstract

The methodology and general approach to critical infrastructure safety and resilience analysisis pro-
posed. The principles of multistate approach to critical infrastructure safety analysis are introduced.
There areintroduced the notions of critical infrastructure basic safety indicatorslike, the critical infra-
structure safety function, the critical infrastructure risk function and the critical infrastructure fragility
curve. The critical infrastructure safety and resilience indicators are proposed to be obtained using
probabilistic approach to modelling of operation threats and extreme weather hazard impacts on its
assets safety. There are proposed safety and resilience indicators, crucial for operators and users of the
critical infrastructure, defined as a complex systemin its operating environment. The safety of a critical
infrastructure free of any outside impactsis discussed and model led. The safety indicators of this critical
infrastructure are defined. The safety of critical infrastructure impacted by its operation processis con-
sidered. The critical infrastructure operation process and its parameters are defined and its character-
istics are determined. The safety and resilience indicators of the critical infrastructure related to the
operation process impact are proposed. The safety of critical infrastructure impacted by the climate-
weather change process at its operating area is considered. The climate-weather change process at the
critical infrastructure operating area and its parameters are defined and its characteristics are deter-
mined. The safety and resilience indicators of the critical infrastructure related to the climate-weather
change process at its operating area impact are proposed. The safety of critical infrastructure impacted
by its operation process and climate-weather change process at its operating area is considered. The
critical infrastructure operation processrelated to climate-weather change process at itsoperating area
and its parameters are defined and its characteristics are determined. The safety and resilience indica-
tors of the critical infrastructure impacted by the operation process related to climate-weather change
process are proposed. Real critical infrastructures and their assets impacted by their operation pro-
cesses related to climate-weather change process at their operating area are suggested to be examined
and their safety and resilience indicators are proposed to be determined by the proposed methods.

1. Introduction (Brunelle, 1999; Kotowrocki, 2014, 2020a
Kotowrocki & Magryta, 2020a; Lisnianski et al.,
2010; Magryta, 2020; Natvig, 2007; Ramirez-
Marqueza, 2017; Xue & Yang, 1995a, 1995b;
Yingkui & Jing, 2012) with its development
through the assumption of its operation process
(Dabrowska,  2020; Kotowrocki, 2014,
2019/2020, 20203, 2020b, 2021; Kotowrocki &

The chapter is focused on the critical infrastruc-
ture safety analysis (Dabrowska, 2020; Kotow-
rocki, 2019/2020, 2020a; Kotowrocki & Kuli-
gowska, 2018; Kotowrocki & MagrytaMut,
2020; Magryta-Mut, 2020; Torbicki, 2019a,
2019c; Torbicki & Drabinski, 2020) based on re-
liability modelling of multistate ageing system
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Magryta-Mut, 2020; Magryta, 2020) and the cli-
mate-weather process (Kotowrocki & Kuligow-
Ska, 2018; Torbicki, 2019a, 2019c; Torbicki &
Drabinski, 2020) in its operating area changes in-
fluence on the system components’ safety param-
eters and consequently on the system safety char-
acteristics degradation. Considering that the paper
Is devoted to critical infrastructure safety mathe-
matical modelling and prediction, the critical in-
frastructure is defined as a complex multistate
ageing system composed of multistate ageing
components/assets in its operating environment.
In practical usage, the critica infrastructure sig-
nificant features are its inside dependencies and
its outside dependencies, that in the case of its
degradation have a significant destructive influ-
ence on the health, safety and security, economics
and social conditions of large human communities
and territory areas (Rinaldi et al., 2001).

Many multistate methods used in complex system
reliability and safety analysis are difficult to apply
practically with enough good accuracy because
using them causes that it is necessary to consider
alarge number of transitions between the reliabil-
ity and safety states what results that receiving ex-
act solutionsis not possible and evauation of the
approximate solution is often not precise enough.
The proposed approach alows to eliminate this
problem and get the exact values of basic critical
infrastructure safety indicators, independently of
the number of assets and the number of their
safety states. More exactly, it means that in the
case the critical infrastructure free of outside im-
pacts, the large number of its assets and their
safety states do not restrict the possibility of the
proposed approach use and receiving exact solu-
tions. However, further main practicaly im-
portant idea of the approach to the multistate ag-
ing critical infrastructure safety analysis presented
in this paper is to consider the critical infrastruc-
ture operation process and the climate-weather
change process in its operating area impact on its
assets safety states’ degradation that causes de-
creasing the safety level of the whole critical in-
frastructure. And, in order to realize this signifi-
cant idea, injoining the exact results coming from
the safety model of the critical infrastructure free
of outside impacts with the approximate results
obtained from the operation process model and
the climate-weather change process model we are
forced to use those two processes approximate
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characteristics, what does the final results approx-
imate (Kotowrocki & Kuligowska, 2018).

The common usage of the multistate complex crit-
ical infrastructure safety model (Kotowrocki,
2019/2020, 2021) and the semi-Markov models
(Ferreira & Pacheco, 2007; Glynn & Haas, 2006;
Grabski, 2014; Klabjan & Adelman, 2006; Lim-
nios & Oprisan 2005; Tang et al., 2007) for itsop-
eration process and the climate-weather change
process in its operating area in order to construct
thejoint general safety model of the critical infra-
structure related to its operation process (Kotow-
rocki, 2021) and the climate-weather change pro-
cess in its operating area (Kotowrocki,
2019/2020; Torbicki, 2019a, 2019c; Torbicki &
Drabinski, 2020) isthe paper main principle of the
critical infrastructure safety modelling (De Por-
celliniset al., 2009; Gouldby et al., 2010; K otow-
rocki, 2019/2020; Kotowrocki & Kuligowska,
2018; Magryta, 2020; Svedsen & Wolthunsen,
2007). This principle allowsto create useful prac-
tical tool in safety examination of real critical in-
frastructures (Gdynia Maritime University, 2018;
Kotowrocki, 2020; Kotowrocki & Kuligowska,
2018; Magryta, 2020; Torbicki, 2019a, 2019c;
Torbicki & Drabinski, 2020). The joint model
linking the safety model of the multistate critical
infrastructure and its varying in time operation
process model and the climate-weather change
processin its operating area model is constructed.
The proposed in the paper model and methods of
finding critical infrastructure safety, risk and re-
silience indicators can be practicaly applied to
analysis, identification and prediction of various
kinds of real complex systems related to varying
in time their operation process and the climate-
weather change process in their operating areain-
fluence on changing in time its safety structure
and its assets safety parameters (Kotowrocki,
2019/2020; Kotowrocki & Kuligowska, 2018).
The paper delivers a complete and current elabo-
ration on the newest mathematical methods of
safety identification, evaluation and prediction for
as wide as possible a range of critical infrastruc-
tures. Pointing out the possibility of these
method’ sextensive practical applicationinthe op-
erating processes of these critical infrastructures
and climate-weather change processes is also an
important reason for this paper. The chapter con-
tains compl ete current solutions of the formulated
problems for the considered critical infrastruc-
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tures under the assumption of the piecewise expo-
nential safety functions of their assets. This as-
sumption is necessary in the anaytical approach
to the considered subject, to get the significant re-
sults considering real ageing of critical infrastruc-
tures and their degradation caused by extreme out-
side operation and climate-weather conditions.
While, the notation climate-weather change pro-
cess corresponds to the weather change processin
ashort-term impact (Torbicki & Drabinski, 2020)
analysisand to the climate change processin long-
term impact (Torbicki, 2019a, 2019¢) analysis.
The chapter consists of 7 parts, including this In-
troduction as Section 1, Sections 2—6 and Conclu-
sion as Section 7. In Section 2, the methodology
and general approach to critical infrastructure
safety and resilience analysis is proposed. The
principles of multistate approach to critical infra-
structure safety analysis are introduced. There are
introduced the notions of critical infrastructure
basic safety indicators like, the critical infrastruc-
ture safety function, the critical infrastructure risk
function and the critical infrastructure fragility
curve. The critical infrastructure safety and resili-
ence indicators are proposed to be obtained using
probabilistic approach to modelling of operation
threats and extreme weather hazard impactson its
assets safety.

There are proposed safety and resilience indica-
tors (Safls, Resls): the critica infrastructure
safety function (Safll), the critical infrastructure
risk function (Safl2), the critical infrastructure
fragility curve (Safl3), the mean value of the crit-
ical infrastructure lifetime up to exceeding critical
safety state (Safl4), the standard deviation of the
critical infrastructure lifetime up to the exceeding
the critical safety state (Safl5), the moment of ex-
ceeding acceptable value of critical infrastructure
risk function level (Saf16), the mean values of the
critical infrastructure lifetimes in the safety state
subsets (Saf17), the standard deviations of the crit-
ical infrastructure lifetimesin the safety state sub-
sets (Safl8), the mean values of the critical infra-
structure lifetimes in particular safety states
(Saf19), the intensities of degradation (ageing) of
the critical infrastructure / the intensities of criti-
cal infrastructure departure from the safety state
subsets (Saf110), the coefficients of operation pro-
cess and climate-weather change process impact
on the critical infrastructure intensities of degra-
dation / the coefficients of operation process and
climate-weather change processimpact on critical

infrastructure intensities of departure from the
safety state subsets (Resl1), the indicator of criti-
cal infrastructure resilience to operation process
and climate-weather change process impact
(Resl2), crucial for operators and users of the crit-
ical infrastructure, defined asacomplex systemin
its operating environment.

Section 3 is devoted to modelling critical infra
structure safety without considering its outside
impacts. The critical infrastructure free of outside
impacts assets safety parameters are defined. The
safety indicators Safl 1-10 of the critical infra
structure free of any outside impacts are intro-
duced.

Section 4 is concerned with modelling safety of a
critical infrastructure impacted by its operation
process. The semi-Markov processis used to con-
struct a probabilistic model of the critical infra
structure operation process. The critical infra
structure operation process and its parameters are
defined. The operation characteristics of the criti-
cal infrastructure operation process are deter-
mined. Next, the integrated general safety model
of a critical infrastructure impacted by its opera-
tion process, linking its multistate safety model
constructed in Section 3 and its operation process
model and considering variable at the different
operation states its safety structure and its assets
safety parameters is created. The critical infra-
structure impacted by its operation process assets
safety parameters are defined. The safety and re-
silience indicators Safl 1-10 and Resl 1-2 of the
critical infrastructure impacted by its operation
process are introduced.

Section 5 is devoted to modelling safety of a crit-
ica infrastructure impacted by the climate-
weather change process at its operating area. The
semi-Markov process is used to construct a prob-
abilistic model of the climate-weather change pro-
cess influencing critical infrastructure at its oper-
ation area. The climate-weather change process at
thecritical infrastructure operating areaand its pa-
rameters are defined. The characteristics of this
climate-weather change process are determined.
Next, theintegrated general safety model of acrit-
ica infrastructure impacted by the climate-
weather change process at its operating area, link-
ing its multistate safety model constructed in Sec-
tion 3 and the model of the climate-weather
change process at its operation area and consider-
ing variable at the different climate-wegather states
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its safety structure and its assets safety parame-
tersiscreated. Thecritical infrastructureimpacted
by the climate-weather change process at its oper-
ating area assets safety parameters are defined.
The safety and resilience indicators Safl 1-10 and
Resl 1-2 of the critical infrastructure impacted by
the climate-weather change process at its operat-
ing area are introduced.

In Section 6, the integration of the safety model of
the critical infrastructure impacted by its opera-
tion processintroduced in Section 4 and the saf ety
model of the critical infrastructure impacted by
the climate-weather change process safety model
at its operating areaintroduced in Section 5is per-
formed to construct the general joint safety model
of critical infrastructure safety influenced simul-
taneously by its operation process and by the cli-
mate-weather change process at its operating area.
This genera joint safety model is proposed in two
cases when the critical infrastructure operation
process and climate-weather change process are
independent and when they are dependent. The
critical infrastructure operation process related to
climate-weather change process and its parame-
ters are defined and its characteristics are deter-
mined. The critical infrastructure impacted by its
operation process related to the climate-weather
change at its operating area assets safety param-
etersare defined. The safety and resilience indica
tors Safl 1-10 and Resl 1-2 of the critical infra-
structureimpacted by its operation process rel ated
to the climate-weather change at its operating area
are proposed.

In Section 7, the conclusions on the chapter con-
text are done and the perspective for future re-
search is formulated.

2. General approach to critical infrastructure
safety modelling

2.1. Multistate approach to critical
infrastructure safety

Many of the terms and notions needed for the crit-
ical infrastructure safety analysis are used in dif-
ferent and sometimes conflicting ways across var-
ious disciplines and approaches. Some of them are
incorrect. Thus, a standard set of definitions
should be fixed to support a shared understanding
of thefoci of this chapter and be applied by al its
readers. Therefore, the definitions concerned with
the methodology including the notions and the
meanings of the critical infrastructure and its
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safety, the climate and weather change and the re-
silience should be convergent with those used in
available literature. The spectrum of the terms
concerned with those three main notions should
be sufficiently wide and exhaustive in depth. The
main fault in defining some of the termsismixing
the meaning of the defined notion with the values
of its parametersit is characterized by. Having in
mind this terminology state of the art and consid-
ering its imperfection and faults, the main princi-
pleﬁ in the proposed approach are:

to differ between the notion and the values of

the parametersit is defined by,

to illustrate shortly the notion and its parame-

ters together with short illustrationsg/interpreta-

tions of their meanings and their expected prac-

tical usage in order to provide a better under-

standing.
Thefirst and most important term for the approach
IS the notion of the critical infrastructure. To fol-
low the European Commission approach, the crit-
ical infrastructure is an asset or system which is
essential for the maintenance of vital societa
functions. The damage of acritical infrastructure,
its destruction or disruption by natural disasters,
terrorism, criminal activity or malicious behavior,
may have a significant negative impact for the se-
curity of the European Union and the well-being
of itscitizens.
The critical infrastructure is a term used by gov-
ernments to describe assets that are essential for
the functioning of a society and economy. Most
commonly associated with the term of critical in-
frastructure are facilities for:

electricity generation, transmission and distri-

bution,

gas production, transport and distribution,

oil and oil products production, transport and

distribution,

telecommunication,

water supply,

agriculture, food production and distribution,

heating,

public health,

transportation systems,

financial services,

Security services.
Cr|t| cal infrastructures are usually interconnected
and mutually dependent in various and complex
ways, creating critical infrastructure networks.
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They areinteracting directly and indirectly at var-
ious levels of their complexity and operating ac-
tivity (Nieuwenhuijs et al., 2008; Ouyang, 2014;
Rinadi, 2001). Identifying and modeling depend-
encies depend on the level of analysis. The se-
lected level of analysis can vary from micro to
macro level (De Porcellinis et a., 2009; Gdynia
Maritime University, 2018; Holden et al., 2013).
A holistic approach as in (Kossow & Preuss,
1995) can be considered or a reductionist ap-
proach in which elementary components are iden-
tified and their behavior is described. For exam-
ple, Svedsen and Wolthunsen (Svedsen & Wol-
thunsen, 2007) focus on the components of criti-
cal infrastructure networks and they demonstrate
severa types of multi-dependency structures.
Considering that this chapter is devoted to critical
infrastructure safety mathematical modelling and
prediction the critical infrastructure is defined as
a complex multistate ageing system in its operat-
ing environment that significant featuresareitsin-
side dependencies and its outside impacts, that in
the case of its degradation have a significant de-
structive influence on the health, safety and secu-
rity, economics and social conditions of large hu-
man communities and territory areas.

The multistate system used in the proposed ap-
proach was introduced in (Xue, 1985; Xue &
Yang, 1995a, 1995b; Yingkui & Jing, 2012). Dif-
ferent approaches to describe multistate systems
and to estimate their reliability can be found in
(Brunelle & Kapur, 1999; Laugeet al., 2015; Lim-
nios & Oprisan, 2005; Magryta, 2020; Svedsen &
Wolthunsen, 2007).

Multistate large systems are also widely discussed
in the literature (Kotowrocki, 2000, 2003, 2005,
2008, 2014, 2020, 2021). Another practically im-
portant approach to multistate ageing system reli-
ability analysis consider the assumption about
component degradation (departures from the reli-
ability state subsets) instead of component fail-
ures (Dabrowska, 2020; Kotowrocki, 2019/2020,
2020; Kotowrocki & Kuligowska, 2018; Torbicki
& Drabinski, 2020; Wang et a., 2011; Xue,
1985).

In rea technical systems, components often de-
grade with time by going to states corresponding
to different performance levels. Degradation of
components and subsystems in case of complex
systems, causes the decreasing of system reliabil-
ity and its operation safety.

Considering the above performed anaysis, simi-
larly as in the case of multistate approach to criti-
ca infrastructure reliability, in the multistate
safety analysis to define the critical infrastructure
with degrading/ageing components/assets, we as-
sume that (K otowrocki, 2014, 2019/2020):
nisthe number of the critical infrastructure as-
Sets,
Ai=12,...,
Sets,
all assetsand the critical infrastructure have the
safety state set {0,1,...,2, z > 1,
the safety states are ordered, the safety state O
isthe worst and the safety state zis the best,
r,r1 {1,2,...,z}, isthecritical safety state,
Ti(w,u=12,.,zi=12,..,n, aeindependent
random variables representing the lifetimes of
assets A in the safety state subset { u,u+1,...,z},
u=1,2,...,z, while they were in the safety state
zat the moment t = 0,
T(u), u=1,2,...,z is a random variable repre-
senting the lifetime of the critical infrastructure
in the safety state subset {u,u+l,....ZzZ,
u=1,2,...,z, whileit wasin the safety state z at
the momentt =0,
the safety states degrade with timet,
the assets and the critical infrastructure de-
grade with timet,
s(t), i =1,2,...,n, isthe asset A, safety state at
the moment t, t > 0, given that it was in the
safety state z at the moment t = O,
S(t) is the critical infrastructure safety state at
the moment t, t > 0, given that it was in the
safety state z at the moment t = 0.
The critical safety state r means that the critica
infrastructure and its assets staying in the safety
states less than this safety state is highly danger-
ous for them and for their operating environment.
The above assumptions mean that the safety states
of the critical infrastructure with degrading assets
may be changed in time only from better to worse.
Wedenoteby T (u), u=1,2,...,z thecritical infra-
structure lifetime in the safety state subset {u, u +
.z u=1.2,..,z and wedefinethecritical in-
frastructure safety function by the vector (K otow-
rocki et al., 2018; Kotowrocki, 2019/2020)

S(t,') =

where

n, arethecritica infrastructure as-

[S(t,1)S(t2)...,8(2)],t=0, (1)
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S(tu) =P(s(t)® u|s(0)=2) = P(T(u) > 1),
t=>0,u=12,...,z, (2

is the probability that the critical infrastructure is
in the safety state subset {u,u+1,...,z},
u=1.2,..,z a the moment t, t > 0, while it was
in the safety state z at the moment t = 0.

The safety functions S(t,u), t =0, u=12,.., z
defined by (2) are called the coordinates of the
critical infrastructure safety function S(t,),
t >0, given by (1). Thus, the relationship be-
tween the distribution function F(t,u), t = 0,
u=12,...,z, of the critica infrastructure lifetime
T(u), u=1.2,..,z in the safety state subset
{u,u+1,...,2z} u=12,..,z and the coordinate
S(t,u), t =0,u=1,2,..., z of its safety function
(1) isgiven by

F(tu)=P(Tw)<t)=1- P(T(uw)>1t)
=1-58(tu),t=0u=12..z

If r isthe critical safety state, then the critical in-
frastructure risk function

rt) =P(s(t) <r |s(0) =2
=P(T(r) £1), t = 0, (3)

is defined as a probability that the critical infra-
structure is in the subset of safety states worse
than the critical safety stater, r T {1,...,zZ} whileit
was in the best safety state z at the momentt =0
and given by (Szymkowiak, 2019; Torbicki,
2019a)

r)=1-S(,r),t =0, 4)
where S(t,r), t1 &,), is the coordinate of the
critical infrastructure unconditional safety func-
tiongiven by (2) foru =r.

Similarly, wedefinetheasset Ai, i = 1,2,..,n safety
function by the vector (Kotowrocki, 2019/2020,
Kotowrocki et a., 2018)

S(t,) =[S(t1), S(t.2),..., St.2], t = 0, (5)
1=1.2,..,n,

where
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S(t,u) = P(s(t) ® u|s(0) =2 =P(Ti(u) > 1),
t=>0,u=12,..zi=12,..,n, (6)

is the probability that the asset Ai isin the safety
state subset {u,u+1,...,z}, u=12,...,z a the
moment t, t = 0, while it wasin the safety state z
at themoment t = 0.

The safety functions Si(t,u), t >0, u=1,...,z
i =1,2,...,n, defined by (6) are called the coordi-
nates of the asset A, i = 1,2,...,n, safety function
S(t,-), t =0,i=1.2,...,n, given by (5). Thus, the
relationship between the distribution function
Fi(t,u),t >0,u=1.2,..,21i=12,...,n, of the asset
A, i=12..n, lifeime Ti(u), u=12..,z
i=12,..,n in the safety state subset
{u,u+1,...,z}, u=12,...,z, and the coordinate
S(u),t=>0,u=12,...zi=1.2,..,n,of itssafety
function is given by

Fi(t,u) = P(Ti(u) <t) =1 —-P(Ti(u) > 1)
=1-S(t,u),
t=>0,u=12..zi=12,..,n. @)

2.2. General scheme of operation and climate-
weather influence on critical
infrastructure safety modelling

Most real complex technical systems are strongly
influenced by their, changing in time, operation
conditions and the climate-weather conditions at
their operating areas. The time dependent interac-
tions between the operation process, related to
varying states of the climate-weather change pro-
cess at the system operating area, and the system
safety structure and its changing components/as-
sets safety states, are evident features of most real
technical systems including critical infrastruc-
tures (Kotowrocki, 2020a, 2020b, 2021; Kotow-
rocki & Kuligowska, 2018; Torbicki, 2019c). The
critical infrastructure is defined as a complex sys-
tem in its operating environment that significant
features are inside-system dependencies (Kotow-
rocki, 2021) and outside-system impacts
(Dabrowska, 2020; Kotowrocki, 2020; Kotow-
rocki & Kuligowska, 2018; Torbicki, 2019b). In
case of system degradation these dependencies
have a significant destructive influence on the
health, safety, security, economics and social con-
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ditions of large human communities and territo-
ries (Li & Pham, 2005).

The critical infrastructure may be affected by out-
side processes which have negative influence on
its safety. By outside processes we understand
critical infrastructure operation process and the
process of weather change in the area of opera-
tion. Therefore critical infrastructure safety anal-
ysis related to its operation process and the cli-
mate-weather change process at its operating area
has a great value in the industrial practice due to
often negative impacts of these processes on the
critical infrastructure safety and resilience
(Kotowrocki, 2019/2020; Kotowrocki & Kuli-
gowska, 2018; Torbicki, 2019a, 2019b, 2019c).
As arule the safety analysis of the critical infra-
structure impacted by those processes is very
complex. This problem can be solved by the mul-
tistate critical infrastructures safety modelling
performed similarly to reliability modelling of
multistate complex systems (Torbicki, 2019b;
Wang et a., 2011; Xue, 1985) commonly used
with the semi-Markov modelling (Ferreira &
Pacheco, 2007; Glynn & Haas, 2006; Grabski,
2014; Klabjan & Adelman, 2006; Kotowrocki,
2014, 2019/2020; Lisnianski et a., 2010; Tor-
bicki, 2019a) of the joint operation process and
climate-weather change process (Kotowrocki,
2019/2020; Kotowrocki & Kuligowska, 2018;
Torbicki, 2019a, 2019b, 2019c). This approach
leads to the construction of thejoint general safety
model of the critical infrastructure impacted by
the operation process and changing weather at its
operating area, considered partly in (Torbicki,
2019a, 2019b, 2019c), originally and significantly
developed earlier in the report (Kotowrocki et al.,
2018) and later in (Kotowrocki, 2019/2020).

This original and innovative general approach to
common influence of operation process and cli-
mate-weather change process on critical infra-
structure safety and resilience modelling and anal -
ysis consists in combining of the critical infra-
structure operation process model and the climate-
weather change process model and constructing
one general joint safety model of the critical infra-
structure impacted by its operation process and
climate-weather process at its operating area. This
approach can be basis for the formulation and de-
velopment of the new solutions, which consists of
the improvement and optimization of the safety of
the critical infrastructure related to their operation
processes and outside climate-weather change

processes, the mitigation the consequences of ac-
cidents caused by their degradation. A novel con-
cept, which would induce further complexity to
the approach, is an introduction of impacts of cli-
mate pressures in the interconnection between
critical infrastructures. New and innovative part
of this approach liesin inclusion of linkages and
dependencies, both internal and externdl, to criti-
cal infrastructures that are impacted by climate-
weather hazards.
The content in the approaches of the above
schemeis concerned in:
Critical Infrastructure Operation Process
(CIOP) and Climate-Weather Change Process
(C-WCOP), with modelling of critical infra-
structure operation process and climate-
weather change process in its operation area
through defining parameters of these processes
and giving the ways of their characteristics de-
termination,
Integration of CIOP and C-WCP, with creating
of ajoint model of critical infrastructure oper-
ation process and climate-weather change pro-
cess at its operating area through defining the
critical infrastructure operation process im-
pacted by climate-weather change at its operat-
ing area, defining its parameters and giving the
procedures of its characteristics determina-
tions,
Critical Infrastructure (free of outside impact)
Safety (C1S) Modelling, with constructing of
critical infrastructure multistate safety model
independent of outside operation and climate-
weather impacts,
Critical Infrastructure Safety Indicators (Sa-
fls), with introducing of practically useful crit-
ical infrastructure safety characteristics, called
safety indicators,
Integration of CIOP, C-WCP and CIOP&C-
WCP Models 1-3 with CISModel 0, with con-
structing critical infrastructure safety models,
separately and jointly dependent on outside op-
eration and climate-weather impacts,
Critical Infrastructure Safety and Resilience
Indicators (Safls, Resls), with introducing of
practically useful safety characteristics of crit-
ical infrastructure impacted separately and
jointly by outside operation and climate-
weather conditions, caled safety indicators
and resilience indicators,

145



Kofowrocki Krzysztof

Inventory of Critical Infrastructure Safety and
Resilience Indicators, with creating of detailed
list of safety indicators of critical infrastructure
free of outside impacts and safety indicators
and resilience indicators of critical infrastruc-
ture outside impacts,
Models Application and Validation, with all
proposed models and creating safety and resil-
ience indicators application and validation in
practice to port oil terminal critical infrastruc-
ture safety examination,
Suggestion for Further Research on Critical
Infrastructure Safety Examination, with possi-
ble future research and development of pro-
posed modelsin creating practically important
tools for critical infrastructure safety strength-
ening and optimization, examination and miti-
gation of critical infrastructure accident conse-
quences and critical infrastructure business
continuity analysis.
Thus, starting from the simplest, pure safety CIS
Model 0O, defined as a multistate ageing system
without considering outside impacts, severa
functions and indicators are defined. Namely, the
critical infrastructure and its assets safety func-
tions, the critica infrastructure mean values and
variances of lifetimes in the safety state subsets
and in the particular safety states, the critical in-
frastructure risk function, its fragility curve, the
moment of exceeding by the critical infrastructure
the critical safety state and its intensities of age-
ing/degrading, are introduced.
Next, the CISModel 0 is combined with the criti-
cal infrastructure operation process CIOP Model
1 to create the integrated CIS Moddl 1, which is
intended to safety modelling and prediction of
critical infrastructure impacted by its operation
process. In CISModd 1 we define the critical in-
frastructure as a complex system in its operating
environment that significant features are its oper-
ation impacts (Dabrowska, 2020; Kotowrocki,
2014; Kotowrocki & Magryta-Mut, 2020). That
safety model of a critical infrastructure related to
its operation process links its multistate safety
model and its operation process model, to create
the critical infrastructure operation impact safety
model. Moreover, CISModel 1 considersalso var-
iable safety structure and its components safety
parameters a different operation states
(Dabrowska,  2020; Kotowrocki,  2014;
Kotowrocki & MagrytaMut, 2020). In this
model, we introduce additional safety indicators,
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which aretypical for the critical infrastructure and
are related to its varying in time safety structures
and its components safety parameters. Namely,
CISModel 1 extendsthe set of safety indicators of
CISModel 0 by the components and critical infra
structure conditional intensities of ageing at par-
ticular operation states and conditional and uncon-
ditional coefficients of the operation process im-
pact on the critical infrastructure intensities of
ageing and the critical infrastructure coefficient of
resilience to its operation process.

Further, an integrated safety CISModel 2 of criti-
cal infrastructure safety is proposed. This critical
infrastructure safety model is related to influence
of the climate-weather change process in the crit-
ical infrastructure operating areaon itssafety. Itis
the integrated model of critical infrastructure
safety, linking its multistate safety CIS Model O
and the CIOP Modd 1 of the climate-weather
change process at its operating area, to create the
critical  infrastructure climate-weather impact
safety model. The CISModel 2 considers variable
system components safety parameters impacted
by different climate-weather states. The condi-
tional safety functions at the particular climate-
weather states, the unconditional safety function
and the risk function of the critical infrastructure
a changing in time climate-weather conditions
are defined. Other, practically significant, critical
infrastructure safety indicators introduced in the
CISModel 2 are, its mean lifetime to the moment
of exceeding a critical safety state, the moment
when its risk function value exceeds the accepta-
ble safety level, the intensities of ageing of the
critical infrastructure related to the climate-
weather change process at its operating area and
coefficients of the impact of the climate-weather
change process on the critical infrastructure and
its components intensities of ageing and the criti-
cal infrastructure coefficient of resilience to cli-
mate-weather change process at its operating area.
Finally, the general critica infrastructure safety
CISModel 3 isproposed that simultaneously con-
siders the operation process and the climate-
weather change process influence on the safety of
acritical infrastructure (Brunelle & Kapur, 1999;
Kotowrocki, 2019/2020; Torbicki, 20193, 2019b,
2019¢). It isasafety model of acritical infrastruc-
ture under the influence of the operation process
related to climate-weather change at its operating
area. It is an integrated model of a critica infra-
structure safety, linking its multistate safety CIS
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Model 0 and the joint CIOP& C-WCP Mode 3 of
its operation process related to climate-weather
change process at its operating area, to create the
critical infrastructure joint operation and climate-
weather impact safety model. Thus, CIS Model 3
considers variable system safety structures and its
components safety parameters, impacted by cli-
mate-weather states, at different operation states.
The conditional safety functions at the operation
and climate-weather states of the operation pro-
cess related the climate-weather change, the un-
conditional safety function and the risk function
of acritical infrastructure at changing in time op-
eration and climate-weather conditions are de-
fined. Other useful critical infrastructure safety in-
dicators introduced in CIS Model 3 are, its mean
lifetime up to the moment of exceeding a critical
safety state and the moment whenitsrisk function
value exceeds the acceptable safety level, the in-
tensities of ageing of the critical infrastructure and
its components impacted by the operation process
related to the climate-weather change process, co-
efficients of the operation process related to cli-
mate-weather change impact on the critical infra
structure and its components intensities of ageing
and the critical infrastructure coefficient of resili-
ence to operation process related to climate-
weather change process at its operating area.
These all, above mentioned, safety indicators,
proposed in CIS Models 0-3, are defined in gen-
eral for any critical infrastructureswith varyingin
timetheir safety structures and components/assets
safety parameters, which are influenced by,
changing in time, operation and climate-weather
conditions at their operating areas.

The next step that can be doneto perform the tasks
formulated in scheme itemsis these model's appli-
cation and validation, what is practicaly realized
in (Kotowrocki et al., 2018) through the port oil
terminal critical infrastructure examination.

The path we should follow in our future research
activity is to investigate and solve problems of
safety and resilience strengthening of critical in-
frastructure impacted by operation and climate-
weather change. This activity will lead to estab-
lishing of elaborate models of business continuity
for critical infrastructure under operation and cli-
mate pressures, as well as to solving the critical
infrastructure safety optimization (Kotowrocki &
Magryta, 2020a; Magryta-Mut, 2020) and its deg-
radation and accident consequences identification
and mitigation (Bogalecka, 2020).

All presented models are the basis for preparation
of procedures, which are very easy to use by the
practitioners and operators of the critical infra-
structures in their operation and safety analysis.
The use of these procedures for rea critical infra-
structure is presented in details in al sections of
this chapter. All created models, and procedures
based on them, can be modified and devel oped for
other problems of safety features of critical infra-
structure analysis. In this context, modelling and
prediction of critical infrastructure safety pre-
sented in this paper developed by considering in-
side dependences between the critical infrastruc-
ture assets (Kotowrocki, 2020a, 2021) would be
very important broadening to real practicein crit-
ical infrastructure safety examination to build the
model considering commonly the critical infra-
structure ageing its inside dependences and out-
side impacts as an innovative general approach
significant and breakthrough applications this
new theoretical results.

2.3. Critical infrastructure safety and
resilienceindicators

In the first step of the approach proposed in Sec-
tion 3 we start with the simplest pure safety model
CIS Model 0, without considering outside im-
pacts. For the critical infrastructure (and its assets)
following useful safety indicators are defined:
the critica infrastructure safety function
(Safl1),
the critical infrastructure risk function (Saf12),
the critical infrastructure fragility curve
(Sef13),
the mean value of the critical infrastructure
lifetime up to the exceeding the critical safety
state (Safl4),
the standard deviation of the critical infrastruc-
ture lifetime up to the exceeding the critical
safety state (Saf15),
the moment of exceeding acceptable value of
critical infrastructure risk function level
(Saf16),
the mean values of the critica infrastructure
lifetimesin the safety state subsets (Saf17),
the standard deviations of the critical infra-
structure lifetimes in the safety state subsets
(Sef18),
the mean value of the critical infrastructure
lifetimesin particular safety states (Safl9),
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the intensities of degradation (ageing) of the

critical infrastructure/ the intensities of critical

infrastructure departure from the safety state

subsets (Saf110).
In Section 4, in the second step of the proposed
approach, the simplest safety model CIS Model 0
is combined with the critical infrastructure opera-
tion processmodel CIOP Model 1, in order to cre-
ate a safety model CIS Model 1 of critical infra
structure related to its operating environment.
Next, in Section 5, an impact model on critical in-
frastructure safety CISModel 2 related to the cli-
mate-weather change processin its operating area
is proposed. The most genera safety impact
model CISModel 3 which consider jointly the op-
eration process and climate-weather change pro-
cessinfluence on the safety of acritical infrastruc-
ture is presented in Section 6. It is the integrated
model of acritical infrastructure safety, linking its
multistate safety model CISModel 0 and the joint
model CIOP&C-WCP of its operation process
and the climate-weather change processin its op-
erating area. These model consider variable safety
structures of the critical infrastructure at different
operation and climate-weather states, as well as
safety parameters of critical infrastructure assets.
For those models, the following safety indicators
are respectively defined:

the critical infrastructure safety function

(Safl1),

the critical infrastructure risk function (Saf12),

the critical infrastructure fragility curve

(Saf13),

the mean value of the critical infrastructure

lifetime up to the exceeding the critical safety

state (Safl4),

the standard deviation of the critical infrastruc-

ture lifetime up to the exceeding the critical

safety state (Sef15),

the moment of exceeding acceptable value of

critical infrastructure risk function level

(Saf16),

the mean values of the critica infrastructure

lifetimes in the safety state subsets (Safl7),

the standard deviations of the critical infra-

structure lifetimes in the safety state subsets

(Saf18),

the mean value of the critical infrastructure

lifetimesin particular safety states (Safl9),

the intensities of degradation (ageing) of the

critical infrastructure/ the intensities of critical
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infrastructure departure from the safety state
subsets (Safl 10).

These all safety indicators are defined, in generadl,
for any critical infrastructures with varying in
time their safety structures and their assets safety
parameters influenced by changing in time opera
tion conditions and climate-weather conditions at
their operating areas.

We can make a next step in order to terminate

methodological framework, for critical infrastruc-

tures with outside impacts to define the following
critical infrastructure resilience indicators:

- the coefficients of operation processimpact on
the critical infrastructure intensities of degra-
dation / the coefficients of operation process
impact on critical infrastructure intensities of
departure from the safety state subset (Resl1),
theindicator of critical infrastructureresilience
to operation process impact (Resl2),
the coefficients of climate-weather change pro-
cess impact on the critical infrastructure inten-
sities of degradation / the coefficients of cli-
mate-weather change process impact on criti-
cal infrastructure intensities of departure from
the safety state subset (Resl1),
theindicator of critical infrastructureresilience
to climate-weather change process impact
(Resl2),
the coefficients of operation process and cli-
mate-weather change process impact on the
critical infrastructure intensities of degradation
/ the coefficients of operation process and cli-
mate-weather change process impact on criti-
cal infrastructure intensities of departure from
the safety state subset (Resl1),
theindicator of critical infrastructureresilience
to operation process and climate-weather
change process impact (Resl2).

All the proposed indicators and other safety and

resilience tools can be validated through their

practical application to thereal critical infrastruc-
tures.

Further research activities could concentrate on

investigating and solving of optimization prob-

lems for critical infrastructure safety. These re-
search should include finding of optimal values of
safety and resilience indictors, aswell as analysis
of resilience and strengthening of critical infra-
structure to climate-weather change. This activity
will result in elaboration of business continuity
models for critical infrastructure under the opera-
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tion and climate-weather pressures, cost-effec-
tiveness analysis and modelling and critical infra-
structure degradation and accident consequences
analysis and mitigation.

3. Modédling safety of critical infrastructure
without outside impacts

3.1. Safety indicatorsof critical infrastructure
without outside impacts

We denote the critical infrastructure free of out-
side impacts lifetime in the safety state subset
{u,u+1,... z},u=12..7z2byT°u)anddefine
the first safety indicator, the critical infrastructure
safety function (Safl1) by the vector (Kotowrocki
et a., 2018; Kotowrocki, 2019/2020)

$°(t,) =1, §°(t, 1)..., $°(t, 2)], t =0,  (8)
with the coordinates

S°(t,u) =P(s(t) ® u|s(0) =2) = P(T°(w) > t)
fort>0u=12... 2z 9

defined as the probability that the critical infra
structure is in the safety state subset
{u,u+1,...,z}, u=1.2,..,z a the moment t,
t > 0, whileit was in the safety state z at the mo-
ment t = 0.

Moreover, if r isthe critical safety state, then the
second safety indicator, the critical infrastructure
risk function (Saf12)

ro(t) =P(s(t) <7 | s(0) =2)

=P(TO(r) £1),t = 0, (10)
is defined as a probability that the critical infra-
structure is in the subset of safety states worse
than the critical safety stater, r T {1,...,zZ} whileit
was in the best safety state z at the momentt =0
and given by (Kotowrocki et a., 2018)
rott) =1 —5°t,r),t >0, (11)
where §°(t, r) is the coordinate of the critical in-
frastructure safety function given by (9) for
u-=r.

The graph of the critical infrastructure risk func-
tion is the third safety indicator called the critica

infrastructure fragility curve (Gouldby, 2010)

(Saf13).

The critical infrastructure safety function (Safl1),

the critical infrastructure risk function (Safl2) and

the critical infrastructure fragility curve (Safl3)
are proposed as main basic critical infrastructure
safety indicators.

Other practically useful critical infrastructure

safety indicators are:

- the mean value of the critical infrastructure
lifetime T°(r) up to exceeding critical safety
state r (Safl4) given by
o(r) = [ SOt )t (12)

where S°(t,r), t =0, is defined by (9) for

u=r,

the standard deviation of the critical infrastruc-

turelifetime T°(r) up to the exceeding the crit-

ical safety state r (Safl5) given by

a°(r) = yn(r) — [u°(r)1%, (13)
where
n’(r) =2["t- (¢t r)dt, (14)

and S° t >0, is given by (9) for u=r and
u°(r) isgiven by (12),
the moment t of exceeding acceptable value of

critica infrastructure risk function leve d
(Saf16) given by

° = (%) 71(5), (15)
where (r°)~1(t), t > 0, istheinverse function
of the risk function r°(t) given by (11),

the mean values of the critica infrastructure
lifetimes in the safety state subsets
{u,u+1,...,z},u=12,..,z (Safl7) given by

pow) =[St wydt,u=12,..z.  (16)
i=12,..,n,

the standard deviations of the critica infra-
structure lifetimes in the safety state subsets
{u,u+1,...,z},u=12,...,z (SA18) given by
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o’ (W) = n°(w) - [ W),

u=12...,z (17)
where

n’(r)=2["t- S°(t,r)dt,u=12,..2
i=12..n, (18)
the mean lifetimes @°(u), u=1,2,...,z, of the

critical infrastructure in the particular safety
states (Safl9)

') = p°(w) —p'(u+1),

u=01,....z—1, %) = u°(2), (19)
the intensities of degradation (ageing) of the
critical infrastructure/ the intensities of critical
infrastructure departure from the safety state
subset {u,u+1,...,z}, u=1.2,...,z (Safl10),
i.e. the coordinates of the vector

A9(t,) =[2°(t, 1), ...,A%(t,z) ], t =0, (20)
where

0 __as®(tw) 1
At w) = at  SO(tw)’ 20,
u=12,...,z (21)

In the particular case, when the critical infrastruc-
ture has the piecewise exponential safety function
(Safll), i.e.

sO(t,)) =[S°(t, 1),...,8°(t,z) ], t = O, (22)
where

SO(t,u) = exp[-A°(w)t], t = 0,
2°w)=0,u=12,...2 (23)

the intensities of degradation of the critical infra-
structure / the intensities of critical infrastructure
departure from the safety state subset
{uu+1,...,z}u=12..z (Sal7), i.e. the co-
ordinates of the vector
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A°C) =[2°(2),..., 2°(2)], (24)
are constant and
A°@w) = 0( =1.2,...,z (25)

)

where u°(u) is the mean value of the critical in-
frastructure lifetime T°(w) in the safety state sub-
set{u,u+1,...,z},u=12,...,z defined by

o) = [; (e wyt, (26)
and S°(t,u), t=0, is defined by (9) for
u=172,...,z, and giveninthis case by (23).
The assets safety parameters of the critical infra-
structure free of outside impacts can by intro-
duced in an analogous way (Kotowrocki,
2019/2020; Kotowrocki et al., 2018).

4. Moddling safety of critical infrastructure
impacted by operation process

4.1. Critical infrastructure operation process

We denote by Z(t), t = 0, the critical infrastruc-
ture operation process, and we assume that it is
impacted in a various way at this process opera-
tion states z,,, b = 1,2,..., v. We assume that the
changes of the operation states of the critical in-
frastructure operation process Z(t) have an influ-
ence on the critical infrastructure safety structure
and on the safety of the critical infrastructure as-
setsA;, i =1,2,...,n, (Kotowrocki et al., 2018).
The critical infrastructure operation processis de-
fined by the following parameters (OPP) that can
beidentified either statistically using the methods
givenin (Kotowrocki et al., 2018) or evaluated ap-
pI’OXI mately by experts:
the number of operation states (OPP1)

v,

the operation states (OPP2)
Z1,Zp,y vy Ly,
the vector

[P5(0)]1xv = [P1(0), p2(0)..... P, (0)],

of theinitial probabilities (OPP3)

(27)
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pp(0) = P(Z(0) = 2,). b =12,...,v,

of the critical infrastructure operation process
Z(t) staying at particular operation states z;, at
the moment ¢t = 0,

the matrix

P11 P12 - - - P1v
[pbl]vxv — P21 P22 - -+ P2y (28)

Pvi Pv2 - - - Dwy
of probabilities of transition (OPP4)
o0, L =212,...,0,0,, =0,b=12,...,v,

of the critical infrastructure operation process
Z(t) between the operation states z,, and z;,
the matrix

My Myp . .. Mlv
M,y My, ... M

[Mbl]VXV = . .21. 22 2v ’ (29)
le Mvz- s Mvv

of the mean values of conditional sojourn times
(OPP5)

My, = E[6p]

= fooo tdHp (t) = fooo thy ()dt,
b,l=12,...,v,b #1,
My, =0,b=12,...,v, (30
of the critical infrastructure operation process
Z(t) conditional sojourn times 6,, at the opera-
tion state z;, when the next stateis z;, where
Hbl(t) = P(Hbl < t), t = 01
b,l=12,...,v,b #1,
are conditional distribution functions of the
critical infrastructure operation process Z(t)
conditional sojourn times 6, at the operation

states corresponding to conditional density
functions b # [

dHp(t)

hpi(t) = —Q 't 0,

b,l=12,...,v,b #

The following critical infrastructure operation
process characteristics (OPC) can be either calcu-
lated analytically using the above parameters of
the operation process or evaluated approximately
by experts (Kotowrocki et a., 2018):

the vector

[Mb]1><v = [M11M21"'1Mv]’ (31)

of mean values of the critical infrastructure op-
eration process Z(t) unconditional sojourn
timesf,, b =1.2,...,v, a the operation states
(OPC1)

My = E[0p] = Xi-1PpiMpi, b =1.2,..., v,
(32)

where My, are defined by the formula (30),
the vector

[pb]1><v = [pli P2, pv]! (33)

of limit values of transient probabilities
(OPC2)

() =P(Z(t)=2,),t=0,b=12,...,v,

of the critical infrastructure operation process
Z(t) a the particular operation states z,
b=12,...,v,given by

. My
= lim pp(t) = 5——,
pp = lim py(t) T,

b=12,...,v, (34)

whereM,, b =1,2,...,v, aregiven by (32) and
the steady probabilities m;, of the vector
[mp]ix, satisfy the system of equations
(Kotowrocki, 2019/2020; Kotowrocki et a.,
2018)

[mp] = [mp][Pp1]
=1 )
the vector

[Mb]lxv = [MLMZl ey Mv]! (36)
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of the mean values of the total sojourn times 8,
(OPC3)

M, = E[0,]=p,0,b=12,...,v, (37)
of the critical infrastructure operation process
Z(t) a the particular operation states z,,
b=12...,v, during the fixed critica
infrastructure opetation time 8, where p, are
given by (34).

4.2. Safety and resilienceindicators of critical
infrastructureimpacted by its operation
process

We denote by [T'(w)]®, u=12,...,z2
b=12,...,v, the critica infrastructure condi-
tional lifetime in the safety state subset
{uu+1,...,z}, u=12,..., 2z while its opera-
tion process Z(t), t > 0, is at the operation state
zp,b =12,...,v,and the conditional safety func-
tion of the critical infrastructure at this operation
state by the vector (Kotowrocki et al., 2018;
K otowrocki, 2019/2020)

[S*(¢.)1®) = [[$* (¢, 1)]D...., [$*(t, 2)]],(38)
with the coordinates
[$'(t,w)]® = P(T*(W)]® > t|2(¢) = z,)

forte=0u=12,....2,b=12,...,v. (39)
The safety function [S(t,u)]®, t>0,
u=12,...,z is the conditional probability that
the critical infrastructure impacted by its opera-
tion process Z(t), t >0, lifetime [T*(u)]®,
u=12,...,z, in the sdafety state subset
{u,u+1,...,z}, u=12,...,z, is greater than t,
while the critical infrastructure operation process
Z(t), t = 0, isat the operation state z,.

Next, wedenoteby T (u),u = 1,2,..., z, thecrit-
ical infrastructure impacted by its operation pro-
cess Z(t), tT &,0), unconditiona lifetime in
the safety state subset {u,u+1,... 2},
u=12,...,z andthefirssafety indicator, the un-
conditional safety function (Safll) of the critical
infrastructure impacted by its operation process
Z(t), t = 0, by the vector

Si(t,) =[S(t,1),..., S*(t, 2)], (40)
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with the coordinates

Si(t,u) = P(T'(u) > t) (41)

fort>0,u=12,...,2z

In the case when the system operation time 6 is
large enough, the coordinates of the unconditional
safety function of the critical infrastructure related
to the operation process Z(t), t = 0, defined by
(41), are given by

S*(t,u) = X3-1 pplS* (£ )]?

fort=0,u=12,...,2z (42)
where[S*(t,w)]?,u=12,...,2,b=12,...,v,
are the coordinates of the critical infrastructure
impacted by its operation process Z(t), t = 0, con-
ditional safety functions defined by (38)—(39) and
Py, b =12,...,v, are the critica infrastructure
operation process Z(t), t1 &0, o), limit transient
probabilities at the operation states z,,
b=12,...,v,given by (34).

If r is the critica safety state, then the second
safety indicator of the critical infrastructure im-
pacted by its operation process Z(t), t1 &0, ),
the risk function (Saf12)

ri(n) = P(s(t) <r | s(0) = 2)

=P(TL(r) £1),t = 0, (43)
is defined as a probability that the critical infra-
structure impacted by its operation process Z(t),
t > 0, isin the subset of safety states worse than
the critical safety stater, r T {1,...,zZ whileit was
in the best safety state z at the moment t = 0 and
given by (Kotowrocki et a., 2018)
rit)y =1 — S*(¢,r), t =0, (44)
where S1(t, r) is the coordinate of the critical in-
frastructure impacted by its operation process
Z(t), t = 0, unconditional safety function given by
(42) foru =r.

The graph of the critical infrastructure risk func-
tion ri(t), t > 0, defined by (44), is the safety in-
dicator called the fragility curve (Safl3) of the
critical infrastructure impacted by its operation
process Z(t), t = O.
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Other practically useful safety and resilienceindi-
cators of the critical infrastructure impacted by its
operation process Z(t), t = 0, are:

the mean value of the critical infrastructure un-
conditional lifetime T (r) up to exceeding crit-
ical safety state r (Safl4) given by

p () = [ISM (e, 1dt = Xy py [ ()] @,
(45)

where [u!(r)]®Pare the mean vaues of the
critical infrastructure conditional lifetimes
[TY(r)]?) in the safety state subset
{r,r+1,...,z} a the operation state z,,
b=12,...,v,given by

[ (M]® = [[" (£, 1)]Pdt,
b=12,...,v, (46)

and [S1(t, )], t>0,b=12,...,v, aede
fined by (38)—(39) and p,, are given by (34),
the standard deviation of the critical infrastruc-
turelifetime T (r) up to the exceeding the crit-
ical safety state r (Safl5) given by

o' (r) = yni(r) - ("] (47)
where
ni(r) =2["t-S'(t,r)dt, (48)

and S1(¢t,r), t = 0, isdefined by (39) foru=r
and ul(r) isgiven by (45),
the moment ! of exceeding acceptable value

of critical infrastructure risk function level d
(Saf16) given by

Tt = (r)7(9), (49)

where (r1)~1(¢t), t > 0, istheinverse function
of the risk function ri(t) given by (43),

the mean values of unconditional lifetimes of
thecritical infrastructurein the safety state sub-
sets {u,u+1,...,z}, u=12..z (Sal7)
given by

p(w) = [°[S' (6 w))dt

= Zgzl Pb[ﬂl(u)](b), u= 1121 2, (50)

where [u'(u)]®are the mean values of the
critical infrastructure conditional lifetimes
[TTW)]® in the safety state subsets
{u,u+1,...,z} a the operation state z,,
b=12,...,v,given by

[ (W]® = jow[Sl(t, w]®at,

u=12,....z,b=12,...,v, (51)

and [S(tw)]®, t>0 u=12 ...z
b=172,..., v, aedefined by (38)«39) and p,,
are given by (34),

the standard deviations of the critical infra-
structure lifetimes in the safety state subsets
{v,u+1,...,z},u=12,..,z (Saf8) given by

ol(u) = /nt(w) — [ W)]?u=1.2,..z
(52)

where
nl(u) =2 [ ts*(t,u)dt, u=12..z (53)

the mean lifetimes ja'(u), u=1.2,...,.z, of the
critical infrastructure in the particular safety
states (Saf19)

pr(w) =plw) — ptu+1),
u=01,...,z-1,

1'(2) = p'(2), (54)
the intensities of degradation of the critical in-
frastructure / the intensities of critical infra-
structure departure from the safety state subset

{u,u+1,...,z},u=12,...,z (Safl10), i.e. the
coordinates of the vector

A(t) =[AN(E 1),..., ANt 2) ], £ =0, (55)

where

1 __asttw) 1
A(tw) = at  Si(tu)’ 20,
u=12,...,z (56)
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the coefficients of operation processimpact on
the critical infrastructure intensities of degra-
dation / the coefficients of operation process
impact on critical infrastructure intensities of
departure from the safety state subset
{u,u+1,...,2z}(Resll), i.e the coordinates of
the vector

pl(ti') = [pl(ti 1)""! pl(tl Z)]’ t =0, (57)
where
ALt w) = pt(t,u) - 2°(t,u), t =0,

u=12,...,z (58)

pl(t, 1) = jogg t>0u=12....2 (59

and 2°(t,u), t >0, u=12,...,z aethein-
tensities of degradation of the critical infra
structure without of operation process impact,
defined by (20), i.e. the coordinate of the vector

A%(t,) =[A°(t, 1),...,A%(t,2)],t =0, (60)

and A*(t,u),t=0,u=12,...,z aethein-
tensities of degradation of the critical infra-
structure with of operation process impact, de-
fined by (56), i.e. the coordinate of the vector

AN(t,) =[A(t,1),..., A (¢, 2)],t =0, (61)

theindicator of critical infrastructureresilience
to operation process impact (Resl2) defined by

RI'(t,r) = (62)

—1 o t >0,
where p1(t,r), t = 0, isthe coefficients of op-
eration process impact on the critical infra
structure intensities of degradation given by
(58)—«59) foru=r.

In the case, when the critical infrastructure have

the piecewise exponential safety functions, i.e.

si(t,) =[S'(¢,2),...,.8%(t, 2)], t = O, (63)

where
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S1(t,u) = exp[ — A1(w)t],t =0,
At(u) =>0,u=12,...,2 (64)

the critical infrastructure safety and resilience in-
dicators defined by (55)—(62) take forms:

the intensities of degradation of the critical in-
frastructure related to the operation processim-
pact, (Safll10), i.e. the coordinates of the vec-
tor

A1) =[ATD),..., AL(2)], (65)
are constant and

At(w) = T (66)

)

the coefficients of the operation processimpact
on the critical infrastructure intensities of deg-
radation / the coefficients of the operation pro-
cessimpact on critical infrastructure intensities
of departure from the safety state subset
{u,u+1,...,2}, (Resll) i.e the coordinates of
the vector

P C)=[p'A), ...p (2], (67)
where
plu) =2 W 9o 2 (68)

MW pl)

and 2°(u), u=1,2,...,z, are the intensities of
degradation of the critical infrastructure with-
out of operation process impact, given by (25),
I.e. the coordinate of the vector

2°(w) =[2°(2),...,4°(2)] (69)
and A1(u), u=1,2,...,z, are the intensities of
degradation of the critical infrastructurerelated

to the operation impact, given by (66), i.e. the
coordinates of the vector

A1) =[A1(),..., AN (2) ], (70)

theindicator of critical infrastructureresilience
to operation process impact (Resl2) defined by

RIN(r) = ﬁ t >0, (71)
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where p!(r) isthe coefficient of operation pro-
cess impact on the critical infrastructure inten-
sities of degradation given by (68) for
u=r.
The assets safety parameters of the critical infra-
structure impacted by the operation process can
by introduced in an analogous way (Kotowrocki,
2019/2020; Kotowrocki et a., 2018).

5. Modelling critical infrastructur e safety
impacted by climate-weather change
process

5.1. Climate-weather change process at
critical infrastructure operating area

5.1.1. Statesof climate-weather change
process

To define the climate-westher states at the fixed
area, we distinguish a, al N, parameters that de-
fine (describe) the climate-weather states in this
area and mark the values they can take by
W1,W2,...,Wa. Further, we assume that the possible
values of the i-th parameter wi, i =1,2,...,a, can
belong to theinterval t1 &, di), i =1,2,...,a. We
divide each of the intervals &, di), i =1,2,...,a,
inton;, ni T N, disoint subintervals

ébill dil)i d)iz, di2)l . ébinil dini)’ i=12,...,,
such that
&1, di1) Udp,dip) U ..U dby, din,) = ab;, dy),

diji = biji+1’ ji = 1,2, P (e 1, i = 1,2,...,a.

Thus, the points (wi,Wo,...,Wa) describing the
values of the climate-weather parameters are the
points from the set of the a dimensiona space of
the Cartesian product

ébla dl) x ébZl d2) X...X d)ai da)

that is composed of the a dimensiona space
domains of the form

yj,,d1j,) X @y, daj,) X... X &g, daj,),

where ji = 1,2,...,ni, i = 1,2,...,a, caled the cli-
mate-weather states and

wi,i=12,...,3,

can takes values from one of the interwals
i1, din), di2, d2),..., Bip, din,), 1 =1,2,....Q

The domains of the above form called the climate-
weather states of the climate-weather change
process are numerated from 1 up to the value
w=n; n,-.-n, tha is the number of al
possible climate-weather states and marked by
C1,C2,...,Cw.

The interpretation of the states of the climate-
weather change process in the case they are
defined by a = 2 parametersis given in Figure 1.
Inthiscase, wehavew = n, - n, climate-weather
states of the climate-weather change process
represented in Figure 1 by the squares marked by
C1,C2,...,Cw.

W2
dan - R
Cw
ban -
Oz [~
G C .. C,
bZl -0 ] | ] = [
Lo | P
I | P
P ! P
budun=br de e bin, din, W1

Figure 1. Interpretation of the climate-weather
change process two dimensiona climate-weather
states.

In this particular case, the climate-weather change
process can take values (wi,w2) from the climate-
weather states defined by the domains

E,:b1j1’ d1j1) = ébzfz’ dzjz)’

where i = 1,2,... ni, i = 1,2, in the way such that
ws can take value from one of the intervals

&11,d11),812,d12),..., 815, din,)

and w; can take value from one of the intervals
&y1,d31), 33, d33),. .., éban, d2n2)

and marked by

C1,C2,...,Cw,
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where
w = Tl1 * le

is the number of al possible climate-weather
states.

5.1.2. Semi-Markov model of climate-weather
change process

To model the climate-weather change process for
the critica infrastructure operating area, we as-
sume that the climate-weather processin thisarea
is taking w, w1 N, different climate-weather
states c1,C,...,Cw. Further, we define the climate-
weather change process C(t), t1 &, +), with
discrete  operation states from the set
{cu,co,...,Cu}.

Assuming that the climate-weather change pro-
cess C(t) is a semi-Markov process (Grabski,
2014; Kotowrocki, 2014, 2019/2020) it can be de-
scribed by the following climate-weather change
process parameters (C-WCPP), that can be identi-
fied either statistically using the methods given in
(Kotowrocki et a., 2018) or evaluated approxi-
mately by experts:

- the number of

(C-WCPP1)

climate-weather states

w,
the climate-weather states (C-WCPP2)
{cy, Co,..., Cu},

the vector

[2:(0)]1xw = [91(0), 42(0). .., g (0)],

of the initial probabilities (C-WCPP3) of the
climate-weather change process C(t) staying at
particular climate-weather states c; at the mo-
mentt =0

q,;(0) =P(C(0) =¢), l=12,...,w,

the matrix
911 912 - - - Q1w
(] = I‘121IQ22- - Qow ’
Qw1 Qw2 - - - Qww
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of probabilities of transition (C-WCPP4) of the
climate-weather change process C(t) between
the climate-weather states c¢; and ¢,

qlk’ l’k = 1’21 1W1 l ¢ kl

qu=01=12,...,w,

the matrix
Ny Nip o . Ny,
N,y N)o .. . N
[le]WXW: 21 22 2w )
Nwl NWZ oo Nww

of mean values of the climate-weather change
process C(t) conditional sojourn times
(C-WCPP5) (Cj;, at the climate-weather state
c;when the next stateis ¢,

Ny = E[Cy] = fooo tdCy (t) = fooo tey (0)dt,
Lk=12,..,w,l+#k,

Ny=01=12...,w, (72)

where
Ci(t) = PO <t),t =0,
Lk=12,.... w1 #k,

are conditional distribution functions of the
critical infrastructure climate-weather change
process C(t), t = 0, conditional sojourn times
0, at the climate-weather states corresponding
to conditional density functions

cu(t) = —dcékt(t), t =0,

Lk=12,...,w,l # k.

Assuming that we have identified the above pa-
rameters (C-WCPP1-5) of the climate-weather
change process semi-Markov model, we can pre-
dict this process basic characteristics (C-WCPC),
that can be either calculated analytically or evalu-
ated approximately by experts (Kotowrocki,
2019/2020; Kotowrocki et a., 2018):

the vector

[Nl]lxw = [N1, NZ! v

N1, (73)
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of mean values of the climate-weather change
process C(t) critical infrastructure at the oper-
ating area unconditional sojourn times C,
[=1.2,...,w, a the climate-weather states ¢,
[=12,...,w, (C-WCPC1)

Nl = E[Cl] = 2}2:1 qlkle! l = 1121 oo Wy
(74)

where Nik are defined by the formula (72),
the vector

[ql]lxw = [qli qz.-, qw]’

of limit values of the climate-weather change
process C(t), t = O, transient probabilities

q(t) =P(C(t)=¢c),t=0,1=12,...,w,

a the particular climate-weather states
(C-WCPC2)

mN|

l = 1525---|W”
(75)

q = limq(t) =5

]
=1 TN

where N, L =12,...,w, are given by (74),
while the steady probabilities rr; of the vector
[7m;]1xw SaAtisfy the system of equations

[m] = [mi]lqu]

{ZZ=1 me = 1. ()
In the case of a periodic climate-weather change
process, the limit transient probabilities g,
[=12,...,w, a theclimate-weather states deter-
mined by (75), are the long term proportions of
the climate-weather change process C(t),
t > 0, sojourn times at the particular climate-
wesgther statesci, [ = 1,2,...,w.
Another interesting characteristic of the system
climate-weather change process C(t) possible to
obtainis

the vector of the mean values (C-WCPC3)

[Nl]lxw = [NLNZl SRR NW]’
of the total sojourntimes C;, 1 =1,2,...,w, of
the climate-weather change process C(t) at the
critical infrastructure operating area at the
particular  climateweather  states ¢,
[=12,...,w, during the fixed time C. It is

well known, (Kotowrocki, 2014, 2019/2020,
2020a, 2020b), that the climate-weather
change process total sojourn times C; at the
particular climate-weather states ¢ for suffi-
ciently large time C have approximately nor-
mal distributions with the mean values given

by

N, =E[C]=qC,1=12,...,w, (77)

where g, are given by (75).

5.2. Safety and resilience indicator s of critical
infrastructureimpacted by climate-
weather change process

We denote by [T2w)]?, u=12 ..,z
l=12,...,w, the critical infrastructure condi-
tiona lifetime in the safety state subset
{u,u+1,...,z}, u=12,...,z, while the cli-
mate-weather change process C(t), t = 0, at the
critical infrastructure operating area is a the cli-
mate-weather statec;, [ = 1,2,...,w, and the con-
ditional safety function of the critical infrastruc-
turerelated to the climate-weather change process
at its operating area C(t), t > 0, by the vector
(Kotowrocki, 2019/2020; Kotowrocki et al.,
2018)

[$%(¢)19 = [[$7(t, D1D....[5?(t, )1,

t>01=12...,w, (78)

with the coordinates defined by
[$2(t, W] = P([T*(W)]® > tlZ(t) = z) (79)
fort>0,u=12,....,2,1=12,...,w.

The safety function [S2(t,w)]®, t=0,
u=12...,z, =12, ...,w, is the conditional
probability that the critical infrastructure im-
pacted by the climate-weather change process
C(t), t >0, lifetime [T?2(wW)]®, u=12,...,z
[=12,...,w, in the safety state subset
{uu+1,...,z}, u=12. ..,z isgreaer than t,
while the climate-weather change process C(t),
t>0, is a the climate-weather state ¢,
[=12,...,w.

Next, wedenoteby T2?(u), u = 1,2,..., z, thecrit-
ica infrastructure impacted by the climate-
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weather change process C(t), t > 0,unconditional
lifetime in the safety state  subset
{uu+1,...,z}, u=12,...,z and the uncondi-
tional safety function (Safll) of the critical infra-
structure impacted by the climate-weather change
process C(t), t = 0, by the vector

$%(t,) = [S$%(t, 1),...8%(t,2)], t = O, (80)

with the coordinates defined by

S2(t,uw) =P(T*(w) >t),t=>0u=12,...,z
(81)

In the case when the critical infrastructure opera-
tion time 6 islarge enough, the coordinates of the
unconditional safety function of the critical infra-
structure related to the climate-weather change
process C(t), t = 0, defined by (81), are given by

$*(tu) = T g[S (6 w1,

fort=0,u=12,...,2z (82)
where [S%(t,w)]®, t>0 u=12...,z
l=12,...,w, are the coordinates of the critical
infrastructure related to the climate-weather
change process C(t), t > 0, conditional safety
functions defined by (78)«79) and q,
[=12,...,w, ae the climate-weather change
process C(t), t = 0, at the critical infrastructure
operating area limit transient probabilities at the
climate-weather statesc;, 1 = 1,2,...,w, given by
(75).

If r is the critica safety state, then the second
safety indicator of the critical infrastructure im-
pacted by the climate-weather change process
C(t), t = 0, therisk function (Saf12)

r2(t) =P(s(t) <r [s(0) =2) = P(T 2(r) £ 1),

t=0, (83)

is defined as a probability that the critical infra-
structure impacted by the climate-weather change
process C(t), t = 0, isin the subset of safety states
worse than the critical safety stater, r 1 {1,...,7},
whileit wasin the best safety state z at the moment
t = 0 and given by (Kotowrocki et a., 2018)

r?(t) =1-S5%(t,r), t >0, (84)
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where S%(t,r), t > 0, isthe coordinate of the crit-
ica infrastructure impacted by the climate-
weather change process C(t), t = 0, unconditional
safety function given by (82) for u =r.
The graph of the critical infrastructure risk func-
tion r (), t > 0, defined by (84), is the safety in-
dicator caled the fragility curve (Safl3) of the
critical infrastructure impacted by the climate-
weather change process C(t), t = 0.
Other practically useful safety and resilienceindi-
cators of the critical infrastructure impacted by
climate-weather change process C(t), t > 0, at its
operating area are:
the mean value of the critical infrastructure un-
conditional lifetime T2(r) up to exceeding
critical safety state r (Safl4) given by

p2(r) = [, [8%(t,r)lde

= ML e (]9, (85)
where [p?(r)]® are the mean values of the
critical infrastructure conditional lifetimes
[T?2(r)]® in the safety state subset
{r,r +1,...,z} a the climate-weather state ¢,
[=12,...,w,givenhy

[?(M1® = [C[s2(t,)Vdt, 1=12,...,w,
(86)

and [S%(t,7)]P, t>0,1=12,...,w, aede-
fined by (78)«79) and q;, L =1,2,...,w, ae
given by (75),

the standard deviation of the critical infrastruc-
turelifetime T2 (r) up to the exceeding the crit-
ical safety state r (Safl5) given by

a?(r) = yn(r) — [u3(r))%, (87)
where
n?(r) =2t S%(t,r)dt, (88)

and $2(t,r), t = 0, isdefined by (82) foru=r
and u?(r) isgiven by (85),
the moment 2 of exceeding acceptable value

of critical infrastructure risk function level d
(Saf16) given by

= (r?)7(9), (89)
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where (r?)~1(t) istheinverse function of the
risk function r2(t), t = 0, given by (84),

the mean lifetimes of the critical infrastructure
in the safety state subsets {u,u+1,...,z},
u=12,...,z (Safl7), given by

p2(u) = [[S2(t, w)lde = T, plp )] ®,
u=12,...,z (90)

where % (w)]D, u=12...,z
[=12,...,w, arethe mean values of the criti-
ca infrastructure conditional lifetimes
[T2W)]V, u=12,...,z, 1=12,...,w, in
the safety state subsets {u,u + 1,...,z} at the
climate-weather state ¢;, [ =1,2,...,w, given
by

(12 (W] = [°[s%(t, w)]Pdt,
u=12,...,z,1l=12,...,w, (91)

and [S%(t, )]V, t=>0, u=12... 2
[=12,...,w,aedefined by (78)—79) and q,,
[=12,...,w,aegivenby (75),

the standard deviations of the critical infra-
structure lifetimes in the safety state subsets
{v,u+1,...,z}u=12,..7z (Sal8), given by

o?(uw) = yn2(u) — [W2(W)]3,u=12,..z2
(92)
where

n?(w) =2 [ t-S2(t,u)dt, u=12..7 (93)

and S%(t,u), t >0, u=12,...,z are given
by (82);

the mean lifetimes a?(u), u=12,...,z, of the
critical infrastructure in the particular safety
states (Saf19)

prw) = p*(u) — pP(u+1),

u=01,....,z— 1, 7%(z) = p?(2), (94)
where u?(u),u = 1,2,..., z, aregiven by (91),
the intensities of degradation of the critical in-

frastructure / the intensities of critical infra-
structure departure from the safety state subset

{u,u+1,...,z},u=12,...,z (Safl10), i.e. the
coordinates of the vector

A%(t) = [A%(t, 1), ..., 2%(t,2)],t = 0, (95)

where

2 __as*(tw) 1
At u) = dt s2(t)’
t>0,u=12,...,2z, (96)

the coefficients of climate-weather change pro-
cess impact on the critical infrastructure inten-
sities of degradation / the coefficients of cli-
mate-weather change process impact on criti-
cal infrastructure intensities of departure from
the safety state subset {u, u + 1,..., z} (Resll),
I.e. the coordinates of the vector

pi(t;) = [p*(t.1), ..., p*(t.2)], t 2 0, (97)
where

A%2(t,u) = p?(t,u) - A°(t,u), t =0,
u=12...,2 (98)
e

p2(t,1) = jogg t>0u=12..2 (99

and A°(t,u), t =0, u=12,...,z aethein-
tensities of degradation of the critical infra
structure without of climate-weather change
process impact, defined by (21), i.e. the coor-
dinates of the vector

A%(t,) =[2°(t, 1),, ...,A%(t, 2)], t = O, (100)

and 22(t,u), t >0, u=12,...,z aethein-
tensities of degradation of the critical infra
structure impacted by the climate-weather
change process, defined by (96), i.e. the coor-
dinates of the vector

A%(t,;) = [A%(t, 1), ..., A%(t,2)],t = 0, (101)
theindicator of critical infrastructureresilience

to climate-weather change process impact
(Resl2) defined by
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1

Rlz(t,r) = m, t=>

0, (102)

where p2(t,r), t = 0, isthe coefficients of cli-
mate-weather change process impact on the
critical infrastructure intensities of degradation
given by (99) for u = r.
In the case, the critical infrastructure have the
piecewise exponential safety functions, i.e.

S2(t) =[$(t.1),...8%(t,z)],t =0,  (103)
where

S2(t,u) = exp[ — A2(u)t], t = 0,

22(w) = 0,u=12,..7, (104)

the critical infrastructure safety and resilience in-
dicators defined by (95)—101) take following
forms:
the intensities of degradation of the critical in-
frastructure impacted by the climate-weather
change process impact, (Safl10), i.e. the coor-
dinates of the vector

22() =[2%2(2),..., 2%2(2)], (105)
are constant and
2(w) = ﬁ u=12,....z (106)

where u?(u), u =1,2,..., z, isthe mean value
of the critical infrastructure lifetime in the
safety state subset {u,u+1,...,z2},u=1.2,...,7,
the coefficients of the climate-weather change
process impact on the critical infrastructure in-
tensities of degradation / the coefficients of the
climate-weather change processimpact on crit-
ical infrastructure intensities of departure from
the safety state subset {u,u+1,..., 2z},
(Resl1), i.e. the coordinates of the vector

P*() =[p*(),..., p*(2)], (107)
where

20 — 2@ _po
W) =50 = ey v =122 (109
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and A°(w), u=1,2,...,z aretheintensities of
degradation of the critical infrastructure with-
out of climate-weather change process impact,
defined by (25), i.e. the coordinates of the vec-
tor

A%(uw) =[2°(1),...,2°(2)] (109)
and A2(u), u=1,2,...,z aretheintensities of
degradation of thecritical infrastructurerelated
to the climate-weather process impact, defined
by (106), i.e. the coordinates of the vector
A%2() =[22(2),...,2%(2)], (110)
theindicator of critical infrastructureresilience

to climate-weather change process impact
(Resl2) defined by

1

REM) = 5y

t >0, (111)

where p?(r) is the coefficient of climate-
weather change process impact on the critica
infrastructure intensities of degradation given
by (108) for u =r.
The assets safety parameters of the critical infra-
structure impacted by the climate-weather change
process can by introduced in an analogous way
(Kotowrocki, 2019/2020; Kotowrocki et d.,
2018).

6. Modelling critical infrastructur e safety
impacted by operation process and climate-
weather change process

6.1. Critical infrastructure operation process
related to climate-weather change process
at itsoperating area

We consider the critical infrastructure impacted
by its operation process ZC(t), t = O, related to the
climate-weather change process at its operating
area in a various way at this process states zcy,
b=12,...,v, =12,....w We assume that the
changes of the states of operation process related
to the climate-weather change process ZC(t),
t > 0, at the critical infrastructure operating area
have an influence on the critical infrastructure
safety structure and on the safety parameters of
the critical infrastructure assets Ai, i = 1,2,...,n, as
well (Kotowrocki et a., 2018).
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We assume, as in Section 4, that the critical infra-
structure during its operation process is taking v,
v1 N, different operation states z1,2,...,z.. We de-
fine the critica infrastructure operation process
Z(t), t = 0, with discrete operation states from the
set {z,2,...,2}. Moreover, we assume that the
critical infrastructure operation process Z(t),
t >0, is a semi-Markov process that can be de-
scribed by the following parameters:
- the number of operation states v,
the operation states { z1,2,...,2.}
the vector [pu(0)]1 v of the initial probabilities
pp(0), b=1,2,...,v, of the critical infrastructure
operation process Z(t) staying at particular op-
eration state z,, b = 1,2,...,v, a the moment
t=0,
the matrix [po]v Of probabilities pu,
bl =1.2,...,v, of the critical infrastructure op-
eration process Z(t) transitions between the op-
eration statesznand z, b, 1 = 1,2,...,v,
the matrix [Hui(t)], » of conditional distribution
functions Hu(t), t =0, b, | =1,2,...,v, of the
critical infrastructure operation process Z(t)
conditional sojourn times gu at the operation
states z, under the condition that the next oper-
ation statewill bez, b, 1 =1,2,...,v.
Further, we assume that we have either calcul ated
analytically using the above parameters of the op-
eration process or evaluated approximately by ex-
perts the vector of limit values (OPC1)

[pb]l, v :[pli p2’- ey pV];
of transient probabilities
po(t)=P(Z(t) =2z),t = 0,b=12,...,v,

of the critical infrastructure operation process Z(t)
at the particular operation stateszp, b =1,2,...,v.
Moreover, asin Section 5, we assume that the cli-
mate-weather change process C(t), t = 0, at the
critical infrastructure operating area is taking w,
wi N, different climate-weather  states
C1,C2,...,Cw. We assume that the climate-weather
change process C(t), t >0, is a semi-Markov
process and it can be described by:
the number of climate-weather statesw,

the climate-weather states {c;,c,,...,c,},

the vector [gp(0)]1xw Of the initial probabilities
O(0), b=12,...,w, of the climate-weather

change process C(t) staying at particular cli-
mate-weather statesc,, b = 1,2,...,w, at themo-
ment t =0,
the matrix [go]wxw Of the probabilities i,
bl=1.2,...,w, of transitions of the climate-
weather change process C(t) from the climate-
weather states ¢y to the climate-weather state ci,
b, [=12,...,w,
the matrix [Cui(t)]wxw Of the conditional distri-
bution functions Cy(t), t =0, b,1 =1,2,...,w,
of the conditional sojourn times Cy at the cli-
mate-weather states ¢, when its next climate-
weather stateisc, b, 1 =1,2,...,w.
Further, we assume that we have either calculated
analytically using the above parameters of the cli-
mate-weather change process or evaluated ap-
proximately by experts the vector of limit values
(C-WCPC1)

[ql] Tw= [ql, Q2, v ’qV]’

of transient probabilities
a)=PCt =0),t=>01=12...w,

of the climate-weather change process C(t) at the
particular climate-weather statesc;, | =1,2,...,w.

6.1.1. Joint modd of critical infrastructure
independent operation process and
climate-weather change process

Under the assumption that the critical infrastruc-
ture operation process Z(t), t = 0, and the cli-
mate-weather change process C(t), t = 0, at its
operating area are independent, we introduce the
joint process of critical infrastructure operation
process and climate-weather change process
called the critical infrastructure operation process
related to climate-weather change marked by
ZC(t),t =0, (111)
and we assume that it can take vw, v,w 1 N, dif-
ferent operation and climate-weather states

ZC11,ZC12y vy ZCyp:

b=1,2,...7,1=12,...W. (112)

We assume that the critical infrastructure opera-
tion process related to climate-weather change
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process ZC(t), at the moment t, t > 0, is at the
operation and climate-weather state zcy,
b=1.2,...v,1=12,...,w,if and only if at that mo-
ment t, the operation process Z(t), t = 0, isat the
operation states z», b=1,2,...,v, and the climate-
weather change process C(t) is at the climate-
weather state ¢, | =1,2,...,w, at the moment t,
t > 0, what we express as follows:

(ZC(t) = zep) & (Z(t) =z, N C(2) = ),

t>0,b=12..v1=12..w. (113)
Further, we define the initial probabilities
pqpi(0) = P(ZC(0) = zcy)),
b=1,2,...v,1=1,2,....w, (114)

of the critical infrastructure operation process re-
lated to climate-weather change process ZC (t), at
the initial moment t = O at the operation and cli-
mate-weather state zco, b=1,2,...,v, | =1,2,...,w,
and this way we have the vector

[Pq51(0)]1xvw = [P911(0), pq12(0), ..., g1, (0),
qul(O),quz(O), ’pqu(O)l sy

Pq,1(0),0q,2(0), ..., PGy (0)]

of the initial probabilities the critical infrastruc-
ture operation process related to climate-weather
change process ZC(t), t = 0, staying at the par-
ticular operation and climate-weather states at the
initial moment t = 0

From the assumption that the critical infrastruc-
ture operation process Z(t), t = 0, and climate-
weather change process C(t), t = 0, areindepend-
ent, it follows that (Kotowrocki, 2019/2020)

(115)

pqp:(0) = P(ZC(0) = zcp)

= P(2(0) = z, n C(0) = ¢,)

[p dp1 mn]vwwi

P91111 P91112 -+ - -P9111w>P91121 P11 22 -+
P491211P91212 - - -P912 1w P912 21 P12 22 -+

Pqvw 11 PQvw 12 - - -Pvw 1w; PAvw 21 PGvw 22- -
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= P(2(0) = 2,) - P(C(0) = c))
=, (0) - ;(0),b=12,...v,1 =1,2,....w, (116)

where p,(0), b=12...v, and ¢;(0),
[=1,2,...,w, are the critica infrastructure initial
probabilities of the operation process and the crit-
ical infrastructure initial probabilities of the cli-
mate-weather change process a its operating
area, respectively introduced in Section 4 and
Section 5.

Hence, the vector of theinitial probabilities of the
critical infrastructure operation process related
to climate-weather change ZC(t) defined by
(111)—«112) take the following form (Kotow-
rocki, 2019/2020)

[Pap1(0)]1xvw = [Pp(0)q:(0)]1xpw
= [p1(0)q1(0),p1(0)q,(0), ..., p,(0)q,,(0),
pz(O)ql(O),pz(O)qz(O), 1p2(0)qw(0)1 ey

pv(o)ql(o)’ pv(O)CIZ (0)1 Ty pv(O)CIW(O)]
(117)

Further, we introduce the probabilities (Kotow-
rocki, 2019/2020)

qulmn’ b: 1’21---"}1 I = 112’---;W;

m=12,...v,n=1.2,...,w, (118)
of the transitions of the critical infrastructure op-
eration process related to climate-weather change
process ZC(t),t = 0, between the operation and
climate-weather states

ZCp and zCm, b=12,....v, =1,2,...,w,

m=212,...,»,n=12,...,w, (119
and get their following matrix form

Pq112wr - P911v1 P911v2- - PQ1i1vw

Pq12 2wy P912v1 P12 v2- - P12 vw (120)
Pqyw ZW; ree ;quW v1 PQvwv2: - PQvw vw
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From the assumption that the critical infrastruc-
ture operation process Z(t),t = 0, and climate-
weather change process C(t), t = 0, areindepend-
ent, it follows that (Kotowrocki, 2019/2020)

P9t mn = Pbm * Qin b=12..v,1=12,...,w,
m=212,...,»,n=12,....w, (121)
where

Pom b=1,2,...,v, m=1,2,...,v and

[prl mn]vw><vw = [pmeLn]VWXVW

P11911 P11912
P11921 P11922 -

-+ 2 P1191ws P12911 P12912- - - P1291ws - - -
- P1192w: P12921 P12922- - - P1292w: - - -

gn, 1 =21,2,...,.w,n=12,...w, (122)
arethe probabilities of critical infrastructure oper-
ation process transitions between the operation
states and the probabilities of critical infrastruc-
ture climate-weather change process transitions
between climate-weather states, respectively de-
fined in Section 4 and in Section 5.

Hence, the matrix of the probabilities of transi-
tions between the critical infrastructure operation
process related to climate-weather change process
ZC(t),t =0, defined by (111)—(112) takes the
following form

i P1vd11 Pvqit - Prvqaw

1 P1vd21 P1vq21- - - PrvQew (123)

Pviqwi Pvidw2 - - -pvlqu; Pv2q9wi Pv29w2- - - Pv2 qWW; v ;pvvCIWl Pwqwz- - - Pvvqww

The matrix of conditional distribution functions
(Kotowrocki, 2019/2020)

HCblmn(t) = P(chlmn < t), t= O,
b=12,...v,1=12,...,w,

m=212,....»,n=12,...,.w, (124)

[H Cbl mn (t)]UWXUW

of the critical infrastructure operation process re-
lated to climate-weather change process ZC(t),
t >0, conditional sojourn times 6Cy;mn,
b=1.2,...v, 1=12,...,w, m=12,...,v,
n=12,...,w, a the operation and climate-weather
state zcom, b=1,2,...,v, m=12,...,v, when the
next operation and climate-weather state is zcn,
=212,...,.w, n=12,...,w, takes the following
form

Hva ll(t) HCVW 12(t) oo HCVW 1W(t); Hva 21(t)Hva 22(t)' e HCVW 2w(t); ce Hva vl(t)Hva vz(t)' i HCVW vw(t)

and the matrix of their corresponding conditional
density functions

Repimn(t) = - [HCy mn ()], 20, (126)

[hcbl mn(t)]VWXVW =

(125)

where b=12,....,v, 1=12,....w, m=12,...,v,
n=12,....w, hastheform

heir11(8) hegq 12(8) - o o hegq 1w (®); heqg 20 (@)herq 22(E). . heyq 2w (2)5 .0 heqg vi(E)herg v (B). . heqq 4w (E)

heiz 11 (E)heqz 12(8)

hcvw ll(t) hcvw 12(t) A hcvw 1w(t); hcvw 21(t)hcvw 22(t)- i hcvw 2w(t); cey hcvw vl(t)hcvw v2 (t) v hcvw vw(t)

(127)
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From the assumption that the critical infrastruc-
ture operation process Z(t),t = 0, and climate-
weather change process C(t), t = 0, areindepend-
ent, it follows that (Kotowrocki, 2019/2020)
HCblmn(t) = P(ecblmn < t)

= P((Gbm < t) N (Cln < t)) = Hbm(t)Cln(t)u
t=>0,b=12,..v,1=12,...,w,
m=212,...,»,n=12,....w, (128)

and

hep mn(t) = % [HCpy mn(8)]

d

= [Hpm () Cp (2)]

= hbm(t)cln(t) + Hbm(t)cln(t),
t>0,b=12,..v,m=12,...v,

[=1,2,....w,n=12,...,w, (129)

[H Cp1 mn (O] = [Hpm (€) Cin ()]s

where
Hp,(t),t =0,b=12,...,,m=12,...,v,and

Cpo(t),t=0,1=12,....w,n=12,...,.w, (130)
are conditional distribution functions of the criti-
cal infrastructure operation process lifetimes at
the operation states and conditional distribution
functions of the climate-weather change process
lifetimes at climate-weather states and

hym(t),t =0,b=12,....,m=12,...,v, and

cn(),t=0,1=12,...,.w,n=12,...,w, (131)
are conditional density functions correspond to
them, respectively defined in (Holden et al.,
2013).

Hence, the matrix of the conditional distribution
functions and the matrix of the conditional density
functions of the critical infrastructure operation
process rel ated to climate-weather change process
ZC(t) conditional sojourn times defined by (111)
and (113) respectively take the following forms
(Kotowrocki, 2019/2020)

Hy1(£)C11(t) Hy1(€)Ci2(t) . . . Hi1(6)Cry(0); ... Hyy (£) Cyq () Heyy () C12(8). . Hyy () Cryy (£)

_ |H11(®)C21 ()H11(6)Cp2(t) - - . H11(6)Con(0); .. Hiy (£) Con (€) Hiy (8) C22(2). .. Hyy (€) Cr (2)

Hy1 (8)Cooa(8) Hyr(DCwa®) -+ . Hyy ()Com (0);..

and

(132)

5 va (t)Cwl (t)HVV(t)CWZ (t) v va (t)wa(t)

[hcblmn(t)]VWXVw = [hbm(t)cln(t) + Hbm(t)cln(t)]VWXVw =

We assume that the suitable and typical distribu-
tions to describe the critical infrastructure opera-
tion process related to climate-weather change
process ZC(t), t = 0, conditional sojourn times
0Chimn.b=212,...v, 1 =12,...w,m=12,...v,
n=1.2,...,.w, a the particular states are of the
same kind as those distinguished in (Holden et al .,
2013) for the critical infrastructure operation pro-
cess Z(t), t = 0, conditional sojourn times 6y,
b=12,...v,1=12,...,W.
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(133)

6.1.2. Joint modé of critical infrastructure
dependent operation process and
climate-weather change process

Under the assumption that the critical infrastruc-
ture operation process Z(t), t = 0, and the cli-
mate-weather change process C(t), t = 0, at its
operating area are dependent, we introduce the
joint process of critical infrastructure operation
process and climate-weather change process
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called the critical infrastructure operation process
related to climate-weather change process marked
by (Kotowrocki, 2019/2020)
ZC(t), t = 0, (134)
and we assume that it can tekevw, v,w1 N, dif-
ferent operation states

, ZCy, D=1,2,.. v, 1 =1,2,... W
(135)

ZCi1, ZCqg, -

We assume that the critical infrastructure opera-
tion process related to climate-weather change
process ZC(t), t = 0, at themoment ¢, t > 0, isat
the operation and climate-weather state zcCy,
b=12,...v,1=12,...,w,if and only if a that mo-
ment t, the operation process Z(t), t = 0, isat the
operation states z,, b = 1,2,...,v, and the climate-
weather change process C(t), t = 0, is at the cli-
mate-weather state ¢, | = 1,2,...,w, what we ex-
press as follows (Kotowrocki, 2019/2020):

(ZC(t) = zep) © (Z(t) =z, N C(2) = ),

t=>0,b=12,...v,1=212,...,w. (136)
Further, we define the initial probabilities
pqp(0) = P(ZC(0) = zcy,), (137)

b=12,...,v,=12,...\w,

of the critical infrastructure operation process re-
lated to climate-weather change process ZC(t),
t > 0, at theinitial moment t = O at the operation
and climate-westher state zcn, b=12,...,v,
| =1,2,...,w, and this way we have the vector

[prl(O)]lwi

= [pq11(0),pq12(0), ..., pq1, (0),
qul(o)i quZ(O)i ’pqu(O)l sy
P9v1(0), pq,2(0), ..., Pquw (0)], (138)

of theinitial probabilities of the critical infrastruc-
ture operation process related to climate-weather
change process ZC(t), t > 0, staying at the partic-
ular operation and climate-weather state at the in-
itial moment t = 0.

In the case when the processess Z(t) and C(t) are
dependent the initial probabilities existing in
(138) can be express either by (Kotowrocki,
2019/2020)

pqp:(0) = P(ZC(0) = zcp;)
=P(Z(0) =z,nC(0) =)
= P(Z(0) = z,) - P(C(0) = ¢;]Z(0) = z,)

=pp(0) - q»(0),b=1.2,....v,1 =1.2,...w,
(139)

where
pp(0),b=12,..., (140)
are the initial probabilities of the operation

process Z(t) at the operation state defined in
Section 4 and

qup(0) = P(C(0) = ¢12(0) = z,),
b=12,..v,1=12...w, (141)
are conditional initial probabilities of the climate-
weather change process C(t) at the climate-

weather state corresponding to those defined in
Section 5 in case they are not conditional or by

pap(0) = P(ZC(0) = zcp)

= P(Z(0) = z, n €(0) = c,)

= P(Z(0) = 2,|C(0) = ¢;) - P(C(0) = c})

= pp(0) - q;(0),b=12,...v,1 =12,...,w,(142)
where

7:(0) = P(C(0) = ¢), 1 =1.2,...w, (143)
are initial probabilities of the climate-weather

change process C(t) at the climate-weather state
defined in Section 5 and

pu(0) = P(Z(0) = 2,|C(0) = ¢y),
b=12,...v,1=12,..w, (144)
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are conditional initial probabilities of the
operation process Z(t) at the operation state
corresponding to those defined in Section 4 in
case they are not conditional.

Further, we introduce the probabilities
(Kotowrocki, 2019/2020)
qulmn’ b = 1’2!'--"}! I = 112;---;W;
m=12,...v,n=1.2,...,w, (145)
[prl mn]vw><vw
P91111 P91112 - - -P9111w>P911 21 P91122- -+
P491211 P91212 - - -P912 1w P912 21 P12 22 -+

Pqvw 11 PQvw 12 - - -PGvw 1w; PAvw 21 PGvw 22- -

In the case when the processess Z(t) and C(t) are
dependent the probabilities of transitions between
the operation and climate-weather states existing
in (147) can be express either by (Kotowrocki,
2019/2020)

PApt mn = Pbm * Qin|bm, b=12,...v,

1=12,...w,m=12,...v,n=12...,w, (148)
where
Prm,0=12,...,v,m=12... v, (149)

are transient probabilities between the operation
states of the operation process Z(t) defined in
Section 4 and

Qinpm: D=1,2,...v, 1 =12, ,w, m=1.2,...,v,
n=12,...,w, (150)
are conditional transient probabilities between the
climate-weather states of the climate-weather
change process C(t) coressponding to those

defined in Section 5 in case they are not
conditional or by (Kotowrocki, 2019/2020)

P4pi mn = pbm|ln *qin» b= 1,2,...,V, | = 1,2,...,W,

m=212,...,»,n=12....w, (151)
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of the transitions of the critical infrastructure op-
eration process related to climate-weather change
process ZC(t), t = 0, between the operation and
climate-wesather states

Zcp and zCm, b=1,2,...v, 1 =1,2,....w,
m=12,...v,n=12,...,w, (146)

and get their following matrix form (Kotowrocki,
2019/2020)

P11 2w PA11vi PQ11vz - P11 vw

P12 2w PA12v1 PQ12v2: - P12 vw (147)
Pqyw ZW; v ;quW v1 PQvwv2: - PQvw vw

where

Q.1 =12,....w,n=12...,w, (152)

are transient probabilities beetwen the climate-
weather states of the climate-weather change
process C(t) defined in Section 5 and

Pompns D=12,..0, 1 =12, W, m=1,2,....v,

n=12,...,w, (153)
are conditional transient probabilities between the
operation states of the operation process Z(t)
coressponding to those defined in Section 4 in
case they are not conditional.

The matrix of conditional distribution functions

HCblmn(t) = P(chlmn < t), t= O,
b=12,..v,1=12,....w,m=12,...,v,

n=12,...,w, (154)
of the critical infrastructure operation process re-
lated to climate-weather change process ZC(t)
conditional sojourn times 8Cy; n, D=1,2,...,v,
=12,...wm=12,...,v,n=12,...,w, a theop-
eration and climate-weather state  zcy,
b=12,...,v, m=12,...,v, when the next opera
tion and climate-weather stateis zain, | = 1,2,...,w,
n=12,...,w, takes the following form
(Kotowrocki, 2019/2020)
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[HCbl mn(t)]vwwi =

and the matrix of their corresponding conditional
density functions

hcpymn(t) = % [HCpymn(®)], t =0, (156)

[hcbl mn(t)]vwwi

In the case when the critical infrastructure opera-
tion process Z (t) and the climate-weather change
process C(t) at its operating area are dependent,
the distribution functions existing in the matrix
(155) can be expressed either by (Kotowrocki,
2019/2020)

HCpyymn(t) = P(OCh;mn < 't)
=P((6pm <) N (Cin < 1))

= Hpm () Cippm (), t 2 0,b=1,2,...,,
=12,...w,m=12...v,n=12..w, (158)
where

Hy,(t),t=0,b=12,....,m=12,...,v, (159)
are distribution functions of the sojourn lifetimes
at the operation states of the critical infrastructure
operation process Z(t) defined in Section 4 and
Cinppm(t) = P(Cpp < t[6p <), t =0,
b=12,..v,1=12,...w,m=12...v,
n=12,....w, (160)
are conditional distributions of the sojourn

lifetimes at the climate-weather states of the
climate-weather change process C(t) at the critical

(155)

whereb=12,...v,1=12,....w,m=12,...,v,
n=12,...,w, hasform

.(157)

infrastructure operating area coressponding to
those defined in Section 5 in case they are not
conditional or by

HCblmn(t) = P(ecblmn < t)

= P((Gbm < t) n (Cln < t))

= Hbm|ln(t)cln(t)n tT @1(1))! t 2 Oa

b=12,..v,1=12..w,m=12,...,

n=12,....w, (161)
where
Cn(®),1=1,2,...w,n=12,....w (162)

are distribution functions of the sojourn lifetimes
a the climate-weather states of the climate-
weather change process C(t) at the critical infra-
structure operating area defined in Section 5 and

Hymin(t) = P(Opm < t|Cip, <), t =0,
b=12,..v,1=12,....w,m=12,...,v,

n=12,...,w, (163)
are conditional distributions of the sojourn

lifetimes at the operation states of the critical
infrastructure operation process Z(t) coresponding

167



Kofowrocki Krzysztof

to those defined in Section 4 in case they are not
conditional.
Hence, the density functions existing in the matrix
(157) can be expressed either by (Kotowrocki,
2019/2020)

hep mn(t) = % [HCpy mn(8)]

= 2 [Hym(t) Cungom ()]

= hpm () Cinjom () + Hpp () Cinjpm (2),
t=>0,b=12,...v,1=12,....wy,m=12,...,v,
n=12,....w, (164)
where

Hy,(t),t >0,b=12,...y,m=12,...,v, (165)

are conditional distribution functions given by
(159) and

Clnlbm(t), t=> O, | = 1,2,...,W, n= 1,2,,W,(166)

are conditional distribution functions given by
(160) and

hy(£),t>0,b=12,...;, m=12,....v,
and
Clnlbm(t)i t > O, | = 1,2,...,W, n= 1,2,...,W,

aretheir derivatives or by
hep mn(t) = % [HCpmn(t)]

= % [Hymin (£) Cin ()]

= hpmin (£) Cin (t) + Hpypmin () €1 (2),
t=>0,b=212,..v,1=12..,w,m=12...v,
n=12...w, (167)

where

Cn(®), t=>0,1=12,...w,n=12,...w, (168)
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are distribution functions given by (162) and

Hymin(t), b=12,....,v,m=1.2,...v, (169)
are conditional distribution functions given by
(163) and

cn(t),t=0,1=12,...,.w,n=12,...,w,
and

hpmn(£), £ = 0,b=12,....,, m=12,...,v,
(170)

aretheir derivatives.

We assume that the suitable and typical distribu-
tions to describe the critical infrastructure opera-
tion process related to climate-weather change
process ZC(t), t = 0, conditional sojourn times
0Cpimn,0=12,...v, 1 =1.2,...w,m=12...v,
n=12,...,w, a the particular operation and cli-
mate-weather states are of the same kind as those
distinguished for the critical infrastructure opera-
tion process Z(t) conditional sojourn times 6y,
b=12,...v,1=12,...,W.

6.2. Critical infrastructure operation process
related to climate-weather change process

Assuming that we have identified the unknown
parameters of the critical infrastructure operation
process related to climate-weather change pro-
cessZC(t), t1 &,) that can take vw, v,w1 N,
different operation and climate-weather states

ZC11,ZC12y 1 ZCpy, D=12,...v, 1 =1,2,...,W, de-

fined in Section 6.1.1 and Section 6.1.2 and de-

scribed by:

- the vector [pqp;(0)];x,,, Of initia probabili-
ties of the critical infrastructure operation pro-
cessrelated to climate-weather change process
ZC(t) staying at theinitial moment t = 0 at the
operation and climate-weather states zcy,
b=12,...v,1=12,...,w,
the matriX [pqp; mn (0)],wxvw Of the probabil-
ities of transitions of the critical infrastructure
operation process related to climate-weather
change process ZC(t) between the operation
and climate-weather states zcn, and zCm,
b=12,...,v, 1=1,2,...,w, m=12,...,v,
n=1.2,....w,
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the matrix [HCp; 1 (0)],wxvw Of conditional
distribution functions of the critical infrastruc-
ture operation process related to climate-
weather change process ZC(t), t = 0, condi-
tiona sojourn times 6Cy;mn, b=12,...,v,
=12,....w,m=212...v,n=12,...,w, a the
operation and climate-weather state zcyi,
b=1.2,....v,1 =1.2,...,w, when the next oper-
ation and climate-weather state is zCm,
m=12,...v,n=12,....w,
we can predict this process basic characteristics.

6.2.1. Critical infrastructure operation
processrelated to climate-weather
change process characteristicsin case of
independent critical infrastructure
operation process and climate-weather
change process

The mean values of the conditional sojourn times
0Cpimn, D=212,...v, 1 =12,....w,m=12...v,
n=12,...,w, at the operation and climate-weather
state zco, b=1,2,...,v, L =1.2,..., w, when the
next operation and climate-weather state is zC,
m=12,...,v,n=12,...,w, aredefined by (Holden
et a., 2013; Kotowrocki, 2019/2020; K otowrocki
& Kuligowska, 2018)

MNpimn = E[0Ch1mn] = fooo tdHCpymn (1)
=] thep ma(D)dt, 0=1.2,...v,

=12,...w,m=12..vn=212..w, (171)
where HCy mn(t), t = 0, and hco m(t), t = 0, are
respectively defined by (125) and (126).

In the case when the processess Z(t) and C(t) are
independent, according to (129), the expessions
(171) takes the form (Kotowrocki, 2019/2020)

MNy; mn = E[0Cp1 mnl
- f T () Cin () + Hym(B)cin (D] dE,
0

b=12,..v,1=12,....w,m=12,...,v,
n=12,...,w, (172)

where the distribution functions Hpm(t), t = 0, and
Cin(t), t = 0, are defined by (130) and the density

functions hom(t), cin(t), t > 0, are defined by (131).
From the formula for total probability, it follows
that the unconditional distribution functions of the
conditional sojourn times 6C,;, b=12,...,v,
I=1,2,...,w, of thecritical infrastructure operation
process related to climate-weather change process
ZC(t) at the operation and climate-weather states
state zcw, b=1,2,...,v,1 =1,2,...,w, are given by

HCpi(t) = X=127=1Pqb1 mnHChp mn (1),

t=>0,b=12,..v,1=12,...,w, (173)
where the probabilities of transitions between op-
eration and climate-weather states are given by
(118)«119) and the distributions HCpy m(t),
t = 0, are defined by (124).

In the case when the processes Z(t) and C(t) are
independent, according to (121)—122) and (128)
the expressions (173) takesthe form (Kotowrocki,
2019/2020)

HCpi(t) = Xh=1Xn=1PomQinHpm () Cp (1),

t=>0b=12..v,1=12,...\w, (174)
where the probabilities of transitions pem, Qin are
defined by (122) and the distribution functions
Hobm(t) and Cin(t) are defined by (130).

From (173) it follows that the mean vaues
E[6C),;] of the unconditiona distribution func-
tions of the conditional sojourn times 6C,,;, of the
critical infrastructure operation process related to
climate-weather change process ZC(t), t = 0, at
the operation and climate-weather states zcyi,
b=12,...v,1=12,...,.w, are given by

MN, (t) = E[6Cy ]

= Ym=12n=1P9b1 mnM Ny mn (£),
b=12,..v,1=12...w, (175)
where MNy are given by the formula (171).
In the case when the processess Z(t) and C(t) are
independent, considering (121) and (174) the

expession (175) takes the form (Kotowrocki,
2019/2020)

MNy,(t) = E[6Cy]

— 4

= Ym=12n=1PbmqinMNp; mn (t), t =0,
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b=12,..v,1=12...w, (176)
where the probabilities of transitions pom, qin are
defined by (122) and the mean values MNy, are
given by the formula (172).

The transient probabilities of the critical infra-
structure operation process related to climate-
weather change process ZC(t), t = 0, at the op-

gration and climate-weather states  zcy,
b=1.2,...v,1=12,...,w, can be defined by
Pqp(t) = P(ZC(t) = zcp), t = 0,
b=12,...v,1=12,...,w. (177)

In the case when the processess Z(t) and C(t) are
independent the expession (177) for the transient
probabilities can be expressed in the following
way (Kotowrocki, 2019/2020)

pqp(t) = P(ZC(t) = zcp;)
=P(Z({t) =z, nC(t) =¢;)

= P(Z(t) = z,) - P(C(t) = ¢;) = pp(©) - q,(0),

t>0b=12,..v,1=12,...w, (178)
pp(t) = P(Z(t) = z,),t =20,
b=12,..., (179)

are the transient probabilities at the operation
states of the operation process Z(t) defined in
Section 4 and

q(t) =P(C(t) =¢),t=0,1=12,....w, (180)

are the transient probabilities at the climate-
weather states of the climate-weather change
process C(t) defined in Section 5.

The limit values of transient probabilities
P(ZC(t) = zcn), t =0, b=12,...v, | =1,2,...,w,
of the critical infrastructure operation process re-
lated to climate-weather change process ZC (t) at
the operation and climate-weather states zcyi,
b=12,...v,1=12,...,w, can be found from the
formula (Kotowrocki, 2019/2020)

Pqn = tILryoP(ZC(t) = zcp)
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t=0,

b=12,..v,1=12...w, (181)
where MNy,;,, b=1.2,...v,| = 1,2,...,w, are given
by (176), while the steady probabilities m,,,
b=1.2,....v,1=12,...,w, of thevector [m;]1xpw
satisfy the system of equations

[m61] = [Tyn][Ppi mnl
{ b=121=1Tp = 1, (182)
wherepdo, b=1,2,...,v, =1.2,....w,m=12,...,v,
n=12,...,w, are given by (118)—119).

In the case of a periodic system operation process,
the limit transient probabilitiespg,;, b=1,2,...,v,
| =1,2,...,w, at the operation and climate-weather
states given by (181), are the long term propor-
tions of the critical infrastructure operation pro-
cess related to climate-weather change process
ZCp;(t) sojourn times at the particular operation
and climate-weather states zcn, b=1.2,...,v,
l=1.2,...,w.

Other interesting characteristics of the critical in-
frastructure operation process related to climate-
weather change process ZC,, (t) possibleto obtain
are its total sojourn times 8C,;, b=12,...,v,
| =1,2,...,w, a the particular operation and cli-
mate-wesather stateszcp, b=1,2,...,v,1 =1,2,...,w,
during the fixed system opetation time. It is well
known (Holden et a., 2013) that the system oper-
ation process related to climate-weather change
process total sojourn times 8C,,;, at the particular
operation and climate-weather states zcy, for suf-
ficiently large operation time 6, have approxi-
mately normal distributions with the mean values
given by (Kotowrocki, 2019/2020)

Imez = E[gz‘bl] = pqnf,

b=12,...v,1=12,....w, (183)
where pqp;, b =212,...,v, | =1.2,...,w, are given
by (181).

From (178) it follows that in case of the
independent processes Z(t) and C(t) the formula
(181) for limit values of transient probabilities
takes simpler following form

P4p1 = Pp -ql,b=l,2,...,v,| :1,2,...,W, (184)

where pp, b = 1,2,...,v, are the limit values of the
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transient probabilitiesP(Z(t) = zv),b=1,2,...,v, of
the operation process Z(t), t = 0, defined in
Section4 by (34) and g, | =1,2,...,w, arethe limit
values of the transient probabilities P(C(t) = q)),
=1,2,...,w, of the climate-weather change
process C(t), t = 0, defined in Section 5 by (75)
and consequently the formula for total sojourn
times 6C,;, b=1,2,....v, | = 1,2,...,w, a the par-
ticular operation and climate-weather states zcy,
b=12,...v,1=12,...,w, for sufficiently large op-
eration time 6, takes simplified following form
(Kotowrocki, 2019/2020)

MNy, :E[gz‘bl] =pPp-q -0,

b=12,..v,1=12,....w, (185)

where pp, b = 1,2,...,v, g , | = 1,2,...,.w, are
respectively given by (34) in Section 4 and by (75)
in Section 5.

6.2.2. Critical infrastructure operation
processrelated to climate-weather
change process characteristicsin case of
dependent critical infrastructure
oper ation process and climate-weather
change process

The mean values of the conditional sojourn times
0Cpoimn,0=12,...v, | =12,...w,m=12...v,
n=12,...,w, at the operation and climate-weather
state zco, b=1,2,...,v,1 =1,2,...,w, when the next
operation and climate-weather state is zCm,
m=12,...,v,n=1.2,...,w, aredefined by (Kolow-
rocki, 2019/2020))

MNyimn = E[0Ch1mn] = f, tdHCpy mn(£)

= fooo thcbl mn(t)dtn
b=12,..v,1=12,....w,m=12,...,v,

n=12,....w, (186)

where HCy mn(t), t = 0, and hcoi m (), t = 0, are
respectively defined by (125) and (126).

Since from the formulafor total probability, it fol-
lows that the unconditional distribution functions
of the conditiona sojourn times 6C,
b=1.2,...v,1=12,...,w, of thecritica infrastruc-
ture operation process related to climate-weather

change process ZC(t),t =0, a the operation
and climate-weather state zcn, b=12,...,v,
l=12,...,.w, ae gven by (Kotowrocki,
2019/2020)

HCbl(t) = er]nzl 27‘/{:1 PAp mnHCbl mn (t),

t=>0,b=12,..v,1=12,...,w. (187)
Then, the mean values E[0C,,;] of the uncondi-
tional distribution functions of the conditional so-
journtimes8Cy;, b=1,2,...v, =1,2,...,w, of the
critical infrastructure operation process related to
climate-weather change process ZC(t), t = 0, at
the operation and climate-weather states zcyi,
b=12...v,1 =12,...,w, are given by (Kolow-
rocki, 2019/2020)

MNp; = E[6Cp] = Xm=1 Xn=1Pb1 mnM Npi mn,

b=12,..v,1=12...w, (188)
where probabilities of transitions between the op-
eration and climate-weather states are defined by
(148) and the mean values MNy are defined by the
formula (186).

The transient probabilities of the critical infra-
structure operation process related to climate-
weather change process ZC (t), t = 0, at the oper-
ation and climate-weather states zco, b=1,2,...,v,
| = 1,2,...,.w, can be defined by (Kotowrocki,
2019/2020)

pqp(t) = P(ZC(t) = zcp), t 20,
b=12,..v,1=12...,w. (189)
In the case when the processess Z(t) and C(t) are

dependent the transient probabilities can be
expresed either by (Kotowrocki, 2019/2020)

pqu(t) = P(ZC(t) = zcy)
=PZ{t)=2z,nC(t) =)

= P(Z(t) = z) - P(C(t) = c1|Z(¢) = zp)
= pp(8) - qup(6), t = 0,
b=12,..v1=12...w, (190)

where
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pp(t) = P(Z(t) = z,),t1 D,0)b=12,...,v,
(191)

are transient probabilities at the operation state of
the operation process Z(t) defined in Section 4 and

qup(t) = P(C(t) = ¢|Z(t) = zp),t = 0,

b=12,..v,1=12...w, (192)
are conditional transient probabilities at the
climate-weather states of the climate-weather
change process C(t) corresponding to those
defined in Section 5 in case they are not
conditional or by

pqn(t) = P(ZC(t) = zcp)
=P(Z({t)=2z,nC(t) =)

=P(Z(t) = z,|C(t) = c;) - P(C(8) = ¢1)
= pp(8) - qi(8), £ 2 0,

b=12,..7,1=12,..W, (193)

where
() =P(C()=¢c), t=0,1=1.2,...,w, (194)

are transient probabilities at the climate-weather
state of the climate-weather change process C(t)
defined in Section 5 and

pu(t) = P(Z(t) = z,|C(t) = ¢;), t = 0,

b=12,..v,1=12...w, (195)
are conditional transient probabilities at operation
state of the operation proces process Z(t)
corresponding to those defined in Section 4 in
case they are not conditional.

Thelimit values of the critical infrastructure oper-
ation process related to climate-westher change
process ZC(t), t =0, at the operation and cli-
mate-weather state zco, b=1,2,...,v, 1 =1,2,...,w,
can be found from (Kotowrocki, 2019/2020;
Kotowrocki et al., 2018)

Pay = tILryoP(ZC(t) = zcp;)
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b=12,..v,1=12...w, (196)
where MN,;, b=1.2,....v,| =1,2,...,w, are given
by (188), while the steady probabilities my;,
b=1.2,....v,1=12,...,w, of thevector [m;]1xpw
satisfy the system of equations

{[T[bl] = [mpnl[Poi mnl
b=1 2121 Tp1 = 1,

where  pqpimn, b=12,...,v, 1=12...w,
m=12,....v,n=12,...,w, ae given by (118)—
(119).

In the case of a periodic system operation process,
the limit transient probabilities pg,;, b=1,2,...,v,
| =1,2,...,w, a the operation and climate-weather
states given by (196), are the long term propor-
tions of the critical infrastructure operation pro-
cess related to climate-weather change process
ZCp(t) sojourn times at the particular operation
and climate-weather states zcn, b=1.2,...,v,
[=1,2,...,w.

Other interesting characteristics of the critical in-
frastructure operation process related to climate-
weather change ZC,,;(t), t = 0, possible to obtain
are its total sojourn times 8C,;, b=12,...,v,
| =1,2,...,w, at the particular operation and cli-
mate-wesather stateszcp, b=1,2,...,v,1 =1,2,...,w,
during the fixed system opetation time. It is well
known that the system operation process related
to climate-weather change process total sojourn
times8C,;, b=1,2,...,v,1 =1,2,...,w, at the par-
ticular operation and climate-weather states zcy,
b=12,...v,1=1.2,...,w, for sufficiently large op-
eration time 6, have approximately normal distri-
butions with the expected value given by (K otow-
rocki, 2019/2020)

MN,, = E[gz‘bl] =pqpf,b=12,...,
1=12,...w, (197)

where pg,;, b=1,2,....v, | = 1,2,...,w, are given
by (196).
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6.3. Safety and resilience indicators of critical
infrastructureimpacted by operation
processrelated to climate-weather change
process

We denote by [T3(w)]®?, u=12..7z
b=12,...v,1 =12,...,w, the critical infrastruc-
ture conditional lifetime in the safety state subset
{u,u+1,...,2z} u=12,..z while its operation
process rel ated to the climate-weather change pro-
cess ZC(t), t = O, is a the operation and climate-
weather state zco, b = 1,2,...,v, | = 1,2,...,w, and
weintroduce the conditional safety function of the
critical infrastructure impacted by the operation
processrel ated to the climate-wesather change pro-
cess ZC(t), t = 0, defined by the vector (Kotow-
rocki, 2019/2020; Kotowrocki et a., 2018)

[S3(t,')](bl) = [[SS(t, 1)](“),..., [53(t, Z)](bl)],

tT 0,0),b=12,...v,1=12,....w, (198)

with the coordinates
[$3(t, w)]®Y = P(IT3W]IP > t|ZC(t) = zcpy),

t>0,u=12,..2b=12,...v,1=12,...,w.
(199)

The safety function [S3(t,w)]®?, t=>0,
u=12,..zb=12,..v,1=12,...,w, isthe con-
ditional probability that the critical infrastructure
impacted by the operation process related to the
climate-weather change process ZC(t), t = 0, life-
time [T3)]?, u=12,..z b=12..v,
=212,...,w, in the safety state subset
{u,u+1,...,z}, u=12,...,z is greater than t,
while the operation process related to the climate-
weather change process ZC(t), t = 0, is at the op-
eration and climate-weather state  zcy,
b=12,...v,1=12,...,wW.

Next, we denote by T3(u), u=1,2,...,z the criti-
cal infrastructure impacted by the operation pro-
cessrelated to the climate-weather change process
ZC(t), t = 0, unconditional lifetime in the safety
state subset {u,u +1,...,z}, u=12,...,z and the
unconditional safety function (Safl1) of the criti-
cal infrastructure impacted by the operation pro-
cessrelated to the climate-weather change process
ZC(t), t = 0, by the vector

S3(t) =[S3(t, 1),..., $3(¢t, 2)], t = 0, (200)

with the coordinates defined by
S3(t,u) = P(T3(u) >t) fort > 0,

u=12,..,z (201)
In the case when the critical infrastructure opera-
tion time @ islarge enough, the coordinates of the
unconditional safety function of the critical infra-
structure impacted by the operation process re-
lated to the climate-weather change process ZC(t),
t > 0, defined by (201), are given by (Kotow-
rocki, 2019/2020; Kotowrocki et a., 2018)

S3(t,u) = Tpo1 Ty panlS® (£, w)]PY,

t=>0,u=12,..,7 (202)

where
[S3(t,w)]®Y, t>0,u=1.2,..zb=12,...v,
[=1,2,...,w,

are the coordinates of the critical infrastructure
impacted by the operation process related to
the climate-weather change process ZC(t), t = 0,
conditional safety functions defined by
(198)—«199) and pqp;, b=1,2,....v, | = 1,2,....w,
are the operation process related to the climate-
weather change process ZC(t), t = 0, at the criti-
cal infrastructure operating area limit transient
probabilities at the operation and climate-weather
states zcy, b=1,2,...,v, | =1,2,...,w, given either
by (181) or (196).

If r is the critical safety state, then the second
safety indicator of the critical infrastructure im-
pacted by the operation process related to the cli-
mate-weather change process ZC(t), t = 0, the
risk function (Saf12)

r3(t) = P(s(t) <1 | S(0) = 2) = P(T3(r) £1), t > O,
(203)

is defined as a probability that the critical infra-
structure impacted by the operation process re-
lated to the climate-weather change process ZC(t),
tT &,00) is in the subset of safety states worse
than the critical safety stater, r T {1,...,z whileit
was in the best safety state z at the moment t =0
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and given by (Kotowrocki, 2019/2020; Kotow-
rocki et al., 2018)

r’t)=1-83(t,r), t1 ), (204)

where §3(t, r) is the coordinate of the critical in-
frastructure impacted by the operation process re-
lated to the climate-weather change process ZC(t),
t > 0, unconditional safety function given by
(202) foru=r.
The graph of the critical infrastructure risk func-
tion r3(t), t > 0, defined by (204), isthe safety in-
dicator called the fragility curve (Safl3) of the
critical infrastructure impacted by the operation
process rel ated to the climate-wesather change pro-
cess ZC(t), tT &0,0),
Other practically useful safety indicators of the
critical infrastructure impacted by the operation
processrel ated to the climate-weather change pro-
cess ZC(t), t = 0, are (Kotowrocki, 2019/2020):
the mean value of the critical infrastructure un-
conditional lifetime T3(r) up to exceeding
critical safety stater (Safl4) given by

wi(r) = [; $3(tryde

b1 2iL1 Pap 3 ()] PD, (205)

where [u3(r)]?, b=12,...,v,1=1,2,...,w, are
the mean values of the critical infrastructure
conditional lifetimes [T3 ()], b=1,2,...,v,
=12,...,w, in the safety state subset
{r,r+1,...,z} a the operation and climate-
weather state zcp, b=1,2,...,v,1 =1,2,...,w, of
the operation process related to the climate-
weather change process ZC(t), t = 0, given by

[13(MIPD = [7[8% (6, 7)]PVd,

b=12,...v1=12,..W, (206)

and

[S3(t,7)]®D t>0,b=12,...v, =1,2,....w,
are defined by (198)—(199) and pdQul,
b=12..v,1=12,...,w, are given either by
(181) or by (196),

the standard deviation of the critical infrastruc-
turelifetime T3 (r) up to the exceeding the crit-
ical safety stater (Safl5) given by

174

a3 (r) = yn3(r) — [w3(")]%, (207)
where
n®(r) =2 [ tS3(tr)dt, (208)

and S3(t,r), t >0, is defined by (201) for
u=r, and u3(r) isgiven by (205),
the moment 73, of exceeding acceptable value

of critical infrastructure risk function level d
(S&f16) given by

T = (r*)71(9), (209)

where (3)71(t), t > 0, istheinverse function
of the risk function r3(t) given by (203),

the mean lifetime of the critica infrastructure
in the safety state subsets {u,u+1,...,z},
u=12,...,z (Safl7), given by

w @) = [, IS (tw)lde

= o1 11 D Qi [P ()] Y,
u=12,...,z (210)

where [u3(w)]®?, u=12,....,z b=12,...v,
=1,2,...,.w, are the mean values of the
critical infrastructure conditional lifetimes
[T3)]®Y, u=12..z b=12...v
=12,...,w, in the safety state subset
{u,u+1,...,z}, a the critical infrastructure
operation process related to the climate-
weather change process state zcy, b=1,2,...,v,
l=1,2,...,w, given by

[ (w)]®Y = [7[$%(t,w)]®Vdt,

u=12...zb=12,...v,1=12,...w, (211)

and [S3(t,w)]®Y, u=12..2b=12..v,

| =1,2,...,w, are defined by (198)—(199) and
pPqp, b=12,...v, | = 1,2,...,w, are given by
(181) or by (196),

the standard deviations of the critica infra-
structure lifetimes in the safety state subsets
{u,u+1,...,2z},u=12,..7z (Safl8), given by

o3 (w) = yn3(w) — [LBPW]3u=12,..z2
(212)
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where
n®(uw) =2 [ tS3(t,wdt, u=12,..z (213)

the mean lifetimes i3 (u), u=1,2,...,z, of the
critical infrastructure in the particular safety
states (Safl9)

P =pPw) —pilu+1),

u=01,...,z—1, 32 = u3(2), (214)
the intensities of degradation of the critical in-
frastructure / the intensities of critical infra-
structure departure from the safety state subset
{u,u+1,...,z}u=12..7z (Safl10),i.e the
coordinates of the vector

/13(t,-) = [/13(t, 1, ..., /13(t,z)], t >0, (215
where

3 __asPtw) 1
2w = dt s3(tw)’

t=>0,u=12,...z2 (216)

the coefficients of the operation processrelated
to the climate-weather change process impact
on the critical infrastructure intensities of deg-
radation / the coefficients of the operation pro-
cessrelated to the climate-westher change pro-
cessimpact on critical infrastructure intensities
of departure from the safety state subset

{u,u+1,...,2z}(Resll),i.e the coordinates of
the vector

p3(t,) =[p3(t,1), ..., p3(t,2)],t =0, (217)
where

A23(t,u) = p3(t,u) - 2°(t,u), t =0,

u=12...z (218)
i.e.
A3(tw) _
p3(t,u) = T ,t=>0,u=12,...,2 (219
and A°(t,u), t >0, u=1,2,..,z defined by

(21), are the intensities of degradation of the

critical infrastructure without of the operation
process related to the climate-weather change
processimpact, i.e. the coordinate of the vector
A0(t,)) =[2°(t, 1), ...,A%(t,2)],t = 0, (220)
and 23(t,u),t1 &,0), u=1,2,...,z, defined by
(216), are the intensities of degradation of the
critical infrastructure with of the operation pro-
cessrelated to the climate-weather change pro-
cess impact, i.e. the coordinate of the vector
A3(t,) =[A3(t, 1), ..., A3(t,2)], t = 0, (221)
theindicator of critical infrastructureresilience
to operation process related to climate-weather
change process impact (Resl2) defined by

RI3(t,7) = (222)

iy 620

where p3(t,r), t = 0, isthe coefficients of op-
eration process related to the climate-weather
change process impact on the critical infra-
structure intensities of degradation given by
(219) foru=r.
In the case, the critical infrastructure have the
piecewise exponential safety functions, i.e.

S3(t,) =[S3(t, 1), ...,.83(t,2)], t = 0, (223)
where

S$3(t,u) = exp[ — 23(w)t], t =0,

B =0u=12...z (224)

the critical infrastructure safety indicators defined
by (215)—«222) take forms (Kotowrocki,
2019/2020)
the intensities of degradation of the critical in-
frastructure related to the operation process re-
lated to climate-weather change process im-
pact, i.e. the coordinates of the vector

A3()=[23Q0), ..., 23(2)], (225)
are constant and
A3) = 3( ,u=1.2,.. (226)

u) '’

where u3(u) are given by (210),
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the coefficients of the operation processrelated
to the climate-weather change process impact
on the critical infrastructure intensities of deg-
radation / the coefficients of the operation pro-
cessrelated to the climate-westher change pro-
cessimpact on critical infrastructure intensities
of departure from the safety state subset
{u,u+1,...,z} (Resll) i.e. the coordinates of
the vector

P =[p*), ..0° (D), (227)
where

3 _ 3w _ pw)
p(u) = P e YT 1,2,....z, (228)

and A°(u), u=1,2,...,z, defined by (25) are the
intensities of degradation of the critical infra-
structure without of the operation process re-
lated to the climate-weather change process
impact, i.e. the coordinate of the vector
A°(-) =[2°(2), ..., 2°(2)], (229)
and 23(u), u=1,2,...,z, defined by (126) are
the intensities of degradation of the critical in-
frastructure related to the operation process
and the climate-weather change process im-
pact, i.e. the coordinates of the vector
2O =[2Q), .. (@), (230)
theindicator of critical infrastructureresilience

to the operation process related to the climate-
weather change processimpact (Resl2) defined

by

1

RI*(r) = p3()

(231)

where p3(r) isthe coefficient of the operation
process related to the climate-weather-change
process impact on the critical infrastructure in-
tensities of degradation given by (228) for
u=r.
The assets safety parameters of the critical infra-
structure impacted by the operation process and
the climate-weather change process can by intro-
duced in an analogous way (Kotowrocki,
2019/2020; Kotowrocki et a., 2018).
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7. Conclusion

In this chapter, the comprehensive approach to the
safety analysis, evaluation and prediction of the
critical infrastructure impacted by its operation
process and the climate climate-weather change
process at its operating areais presented. The pro-
posed approach to ageing multistate system safety
analysis (Dabrowska, 2020; Kotowrocki, 2020a;
Kotowrocki & Kuligowska, 2018; Kotowrocki &
Magryta-Mut, 2020; Magryta-Mut, 2021; Tor-
bicki, 2019a, 2019b, 2019c) based on the two-
state and multistate system reliability modelling
(Brunelle & Kapur, 1999; Kotowrocki, 2000,
2003, 2005, 2008, 2014; Li & Pham, 2005; Lisni-
anski, 2010; Natvig, 2007; Ouyang, 2014; Xue,
1985; Xue & Yang, 1995a, 1995b) is introduced
and widely developed for safety analysis of such
system. First, the proposed approach is trans-
formed for modelling safety of the ageing multi-
state critical infrastructure without outside im-
pacts. Next, the approach is transformed and de-
veloped to safety analysis of critical infrastructure
impacted, separately and jointly, by its operation
process and by its operation process related to the
climate-weather change at its operating area.

Thus, starting from the critical infrastructure sim-
plest safety model, defined as a multistate ageing
system without considering outside impacts, this
safety model is combined with the model of criti-
cal infrastructure operation process, in order to
createtheintegrated model. That integrated model
is used for to safety modelling and prediction of
critical infrastructure impacted by its operation
process and to extend the set of safety and resili-
ence indicators practically useful in the critical in-
frastructure examination. The next created inte-
grated critical infrastructure safety model is re-
lated to the climate-weather change process at its
operating area influence on its safety, linking its
multistate safety model and the model of climate-
weather change process at its operating area. That
allowsto create the critical infrastructure climate-
weather impact safety model with other, practi-
cally significant, critical infrastructure safety and
resilience indicators. The most general critical in-
frastructure safety model that simultaneously con-
siders the operation process and the climate-
weather change process influence on the saf ety of
acritical infrastructure is proposed. It is a safety
model of acritical infrastructure influenced by the
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operation process, which itself is related to cli-
mate-weather change at its operating area. That
general model links the multistate safety model
and thejoint model of operation processrelated to
climate-weather change at its operating area, to
create the critical infrastructure joint operation
and climate-weather impact safety model. This
safety model considersvariablecritical infrastruc-
ture safety structures and its components safety
parameters, impacted by climate-weather states at
different operation states and introduces other
useful critical infrastructure safety and resilience
indicators.

All proposed critical infrastructure safety and re-
silience indicators are defined for any critical in-
frastructures with varying in time ther safety
structures and assets safety parameters, which are
influenced by, changing intime, operation and cli-
mate-weather conditions at their operating aress.
These models application and validation, can be
realized through examination of real critical infra-
structures of various kinds.

The results obtained may play therole of auniver-
sa tools necessary in safety evauation of real
complex technical systems, both during design
phase and during their operation. To make the re-
sults and the proposed methods an easy and useful
tool for practitioners their usage should be illus-
trated by practical application to the evaluation of
the real critical infrastructure safety characteris-
tics and indicators. All proposed methods and
models can be applied to the safety examination
of the critical infrastructures changing their its
safety structures and their assets safety parameters
depending on their operation states and the cli-
mate-weather states. Those all tools can aso be
useful in safety, availability and maintenance op-
timization and operation cost anaysis (Kotow-
rocki & Magryta, 2020b, 2021; Magryta-Mut
2020, 2021). They can be applied aso to very
wide class of real technical systemsin varying op-
eration and climate-weather conditions (K otow-
rocki & Kuligowska, 2018; Torbicki, 2019a,
2019Db, 2019c) that have influence on their chang-
ing safety structures and their components safety
characteristics.

The path we should follow in our future research
activity is to investigate and solve problems of
safety and resilience strengthening of critical in-
frastructure impacted by operation and climate-
weather change. This activity will lead to estab-
lishing of elaborate models of business continuity

for critical infrastructure under operation and cli-
mate pressures. It will allow to solve the critical
infrastructure safety optimization (Kotowrocki &
Magryta, 2020) aswell asits degradation (K otow-
rocki, 2003, 2008) and accident consequences
identification and mitigation (Bogalecka, 2020).
All presented models are the basis for procedures,
which are easy to use by the practitioners and op-
erators of the critical infrastructuresin their oper-
ation and safety analysis. The created models, and
procedures based on them, can be modified and
developed for other problems of safety of critical
infrastructure analysis. In this context, modelling
and prediction of critical infrastructure safety pre-
sented in this paper, further devel oped by consid-
ering inner dependences between the critical in-
frastructure assets (K otowrocki, 2020b), will be a
very important broadening to real practicein crit-
ical infrastructure safety examination. It will al-
low aso for building of the model which consid-
ers smultaneously the critical infrastructure age-
ing, its inside dependences and outside impacts
(Kotowrocki, 2020b, 2021). All the proposed in-
dicators, and other safety and resiliencetools, can
be validated through their practical application to
the rea critica infrastructures (Kotowrocki,
20208).

Further research activities could concentrate on
investigating and solving of optimization prob-
lemsfor critical infrastructure safety (Kotowrocki
& Magryta, 20204a). This research should include
finding of optimal values of safety and resilience
indictors, as well as analysis of resilience and
strengthening of critical infrastructure against cli-
mate-weather change. This activity will result in
elaboration of business continuity modelsfor crit-
ical infrastructure under the operation with cli-
mate-weather pressures, cost-effectiveness analy-
sis and modelling, critical infrastructure degrada-
tion and accident consequences analysis and mit-
igation (Bogalecka, 2020).

In the paper, the approaches to the safety analysis
of aging multistate critical infrastructures im-
pacted by their operation and climate-weather
conditions at their operating areas that consider
their subsystems and components’ independency
are presented. In the future research, there should
be proposed an innovative approach for the joint
safety analysis of ageing multistate systems
(Kotowrocki, 2000, 2003, 2005, 2008, 2014) that
considers aso their components dependency
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(Kotowrocki, 2020b) and their varying safety pa
rameters. In the next steps of research the problem
of dependence and cascading effect in complex
systems and critical infrastructure networks, de-
fined as a problem of failure dependency among
components and subsystems (K otowrocki, 2020b)
should be developed to multistate, aging critical
infrastructures (Kotowrocki, 2000, 2003, 2005,
2008, 2014). Thus, as a consequence of the above
analysis, the further research could be focused on
safety analysis of critical infrastructure networks,
considering their ageing, inside dependencies and
outside impacts (Dabrowska, 2020; Holden et dl.,
2013; Kotowrocki, 2019/2020, 2020b, 2021), and
use of achieved results to improve their safety,
strengthen their resilience and mitigate the effects
of their degradation (Bogalecka, 2020).
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