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Abstract

The paper presents a method of the GBNCIN operation and safety, with considering the climate-weather change
process, safety optimization. Basic characteristics of the critical infrastructure operation process related to climate-
weather change process are shown. Then, the GBNCIN operation cost related to climate-weather change is
introduced. Furthermore, by analysis of the operation cost of the GBNCIN impacted by the operation process,
related to the climate-weather change process, and its conditional safety functions, mean values of the total sojourn
times at particular operation states during certain sufficiently large GBNCIN operation time are fixed. Finally, the
GBNCIN operation cost related to climate-weather change minimization, and cost analysis of the GBNCIN
operation impacted by climate-weather change, are presented.

1. Introduction

It is being predicted by many different entities working
on climate changes and critical infrastructure
protection, forecasted climate changes  will
significantly impact on critical infrastructure systems.
Thus, intensive works on adapting infrastructures to
possible climate fluctuations, have been processed for
last couple of years [European Commission, 2013].

The Baltic Sea area is a region showing significant
concentration of various systems showing features
resulting with classifying them as forming critical
infrastructure. Additionally, geographical conditions of
the area, cause potential failure of one of the systems,
can lead to a massive negative impact on natural
environment and societies located within and around.
Also, predicted climate changes do have significant
meaning for the Baltic Sea and critical infrastructures
located within: one of the greatest (within Europe)
increases in sea surface temperature; decreasing trend
in the Baltic Sea's ice cover; falling level of the Baltic
in the northern shores and rising to the south; increased
beach erosion due to increased storminess in the eastern
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Baltic Sea; and increasing eutrophication problems in
coastal waters [Dziula, 2015].

Analysis of nature of some critical infrastructures
operating within the Baltic Sea area, their
interconnections and interdependencies, resulted with
distinguishing certain critical infrastructure networks,
defined as a set of interconnected and interdependent
critical infrastructures, interacting directly and
indirectly at various levels of their complexity and
operating activity [EU-CIRCLE, 2015]. The networks
have been abbreviated as the Baltic Critical
Infrastructure Networks (BCIN). Consequently,
distinguished networks, operating within the Baltic Sea
area, interacting, and being also interconnected and
interdependent, were classified as the Global Baltic
Network of Critical Infrastructure  Networks
(GBNCIN).

2. The GBNCIN Operation Process Related to
Climate-Weather Change Process
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We consider the Global Baltic Network of Critical
Infrastructure Networks (GBNCIN) impacted by the
operation process related to the climate-weather change
process ZCgpyey (t), t€<0,0), in a various way at

this process states zc,,, b=12,..,1, [=12,..,w. We
assume that the changes of the states of operation
process related to the climate-weather change process
ZCipney (), te<0,), at the GBNCIN operating
area have an influence on the GBNCIN safety structure
and on the safety of particular BCIN networks
EZPNN i=12,...,n, as
Soszynska-Budny, 2011].

We assume, the GBNCIN during its operation process
is taking 1€ N, different operation states

We define the GBNCIN operation

well [Kotowrocki,

Z13 255 2,

with  discrete

z,}.
Moreover, we assume the climate-weather change
process C(), t e<0,+m), at the GBNCIN operating
area is taking w, w € N, different climate-weather states
c1, C2,..., ¢yw. Climate-weather conditions can have also
influence on GBNCIN safety.

Then, the joint process of GBNCIN operation process
and climate-weather change process -called the
GBNCIN operation process related to climate-weather
change is proposed and it is marked by ZCgpzyew (),

process  Zgpven (), 1 €<0,+0),

operation states from the set {z, z,,...,

t €<0,+o). Further, we assume that it can take
w,1,we N, different operation states related to the

climate-weather change zc,,, z¢,,, ..., zc,,.

We assume that the GBNCIN operation process related
to climate-weather change ZCpy -y (1) , at the moment
te<0,4), 1is at the b=12,..,1,

state  zc,,

[=12,.,w, if and only if at that moment, the
operation process Z gyvcy (%) is at the operation states
z,, b=12,.,1, and the climate-weather change

process C(f) is at the climate-weather state c,,
[=12,..., w, can be expressed as follows:

(ZCganemn (1) = z¢yy) < (Zggye (1) =2, NC(1) =¢;),
te<0,4,), b=12,..,1, [=12,.,w.

The transient probabilities of the GBNCIN operation
process related to  climate-weather  change

ZCpney (t) at the operation states zc,,, b =1,2,...,1,
[=12,...,w, are defined as below:

PPN (£) = P(ZC ganeny (1) = 2¢3;), t €<0,400),
b=12,.,1, [=12,.. w.
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Further, the limit values of the transient probabilities of
the GBNCIN operation process related to climate-
weather change process ZC vy (¢) at the operation

states zc,;, b=12,...,1, [=12,..,w, are given by

quGlBNCIN — ,lirgquGlBNC[N(t)a b= 121,

[=1,2,..,w, (1)

and in case when the processes Z vy (1) and C(¢)
are independent, they can be found from [12]

GBNCIN GBNCIN
P4y =p, q,,b=12,.,1,1=12,...,w,(2)
where prNC[N ,b=12,.,1,are the limit transient

probabilities of the operation process Z gy, (¢) at the
particular operation startes z,, b=12,..,z, and g,,
[=1,2,...,w, are the limit transient probabilities of the

climate-weather change process C(¢) at the particular
climate-weather states ¢,, [=12,...,w.

Other interesting characteristics of the GBNCIN
operation process ZCgpycy(t) are its total sojourn
times éégBN IV at the particular operation states zc,,,
b=12,..,1,1=12,.,w, during the fixed sufficiently
large GBNCIN operation time 6. They have

approximately normal distributions with the expected
values given by

MN,; = E[0C,, 1= pqub, b=12,...1,
[=12,.,w, 3)
where pq,,, b=12,.,1, [=12,..,w, are defined by
(1) and given by (2) in the case the processes
Z cpven (1) and C(7) are independent.

3. The Global Baltic Network of Critical
Infrastructure Networks Operation Cost
Related to Climate-Weather Change

We may introduce the instantaneous operation cost of
the GBNCIN impacted by the operation process
ZCipnein(®), te<0,0), related to the climate-

weather change process in the form of vector

KéBNCIN (¢,)=[1, KéBNCIN @D, .., KéBNCIN (,2)],
t €<0,00),

with the coordinates given by
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4 ~ < GBNCIN[e 4 bl
Keencin (6u) = ;EP%/ [Kéanem (1)1
for t>20, u=12,.., z,

“4)

GBNCIN

where pgq, , [=12,..,w, are the

at the

b=1,2,..,1,

limit transient probabilities states zc
b=12,..,1, [=12,..,w,0of the operation process
ZCqpyey(t), te€<0,),

weather change and

bl >

related to the climate-

[Kagnem G s u=12,.., 2z, b=1,2,....1,
1=12,...,w,

are the coordinates of the GBNCIN conditional
instantaneous operation costs in the safety state subsets
{u,u+1,...,z}, u=12,..., z, impacted by the operation
process ZCgpne(t) , t €< 0,0), related to the climate-
weather change process at the states zc,;, b=1,2,...,1,
[ =12,...,w, defined in the form of the vector

[Kganem &)1 =1 [Kgnem DI ..o
[KéBNCIN (taz)](b[) ],te<0,0), b=12,..,1,
[=12,...,w.

The dependency (4) can also be clearly expressed in the
linear equation for the mean value of the GBNCIN total
unconditional operation costs in the safety state subsets
{u,u+l,..,z}, u=12,.,z,

RéEchm (u) = bZ_:lgipquNC[N[KéBNcm (“)](hl) )

u=12,..,z, (®)]
where pquNCIN, b=12,..,1, [=12,..,w, are the limit
transient probabilities at the states zc,,, b=1,2,...,1,
[=12,..,w,of the operation process ZC;pye(?),
t €<0,0), related to the climate-weather change
defined by (3) and

[Keanemw @1, u=12,..,z, b=12,...,1,
1=12,..,w,

are the mean values of the GBNCIN total conditional
instantaneous operation costs in the safety state subsets
{u,u+1,...,z}, u=12,...,z, at the operation states

zcy, b=12,...,1, 1 =1.2,...,w, defined by

[ﬂéb’m(fm (ll)](b/)

[KéBNCIN (u)](b[) = 0 [KéBNCIN (t,u)](hl) dt’
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u=12,.,z,b=12,...1, [=12,...,w, 6)
where [:uéBNC[N (Ygavemw )](bl)a u=12,..,z,
b=12,..,1, [=12,.., w, are the mean values of the
GBNCIN  conditional lifetimes  [Tigycny ()],
u=12,.,z, b=12,.,1, 1=12,.,w, in the safety

state subset {u,u+1,...,z} at the GBNCIN operating
process related to the climate-weather change state
zc,, b=12,..,1, [=12,..,w,
CIRCLE, 2017].

given by [EU-

[;uéBNCIN (u)](bl) = E[[SéBNCIN (t,u)](hl)dz’

u=12,.,z,b=12,...,1, [ =12, w, @)

and

[Seanen G u=12,..,z, b=1.2,....1,
1=12,...,w,

are the coordinates of the GBNCIN impacted by the
operation process related to the climate-weather change
process ZCgpyew(t), t€<0,0), conditional safety

functions [12]

[SéBNCIN (DI :[15[8(43-BNCIN n1"",...,
[Saencin (6:2)177 1,6 €<0,0), b=1.2,....1,
[=12,...,w.

The mean values of the GBNCIN total conditional
instantaneous operation costs in the safety state subsets
{u,u+1,..,z}, u=12,.,z, at the operation states
zcy, b=12,..,1, [=12,.,w, can be alternatively
defined for the GBNCIN fixed operation time 6 by

V2 A;[}\A/GBNC[JV
[Kéanem (0] = [ [Kgayen (601 dr,

0
u=12,..,z,b=12,.,1, =12, w, ®)
where MNGBNCIN;,]» b=12,..,1, 1=12,..,w, are the

mean values of the total sojourn times OCS*N,

b=12,.,1,

states zcy,, b=12,...,1,

[=12,..,w, at the particular operation
[=12,..., w, during the fixed
sufficiently large GBNCIN operation time 6 .

4. The Global Baltic Network of Critical
Infrastructure Networks Operation Cost
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Related to Climate-Weather Change
Minimization

From the linear equation (5) we can see that the mean
value of the GBNCIN total unconditional operation
cost, KéBNC,N(u), u=12,..,
limit values of transient probabilities pg,, ,
b=12,.,1, [=12,.,w, of the GBNCIN operation

process at the operation states given by (1) and the
mean values of the GBNCIN total conditional operation

z, is determined by the
GBNCIN

costs [Kapew @1, u=12,.,2, b=12,.,1,
[=1.2,...,w, at the operating process related to the
climate-weather change ZCyy, b=12,..,1,
[=1,2,...,w, given by (6).

Therefore, the GBNCIN total unconditional operation
cost optimization approach based on the linear
programming [Klabjan, Adelman, 2006] can be
proposed. Namely, we may look for the corresponding
PNV b =1,2,001, 1=12,...,

BNCIN, b=12

optimal values pqg w, of

the limit transient probabilities pg g
[=1,2,...,w, of the GBNCIN operation process at the
operation states zc,, b=12,. [=12,...w, to
minimize the mean value Kg ey @), u=12,...
the GBNCIN total unconditional operation cost in the
safety state subsets {u,u +1,...,z}, u=12,...,z, under
the assumption that the mean values [KGBNC,N )],
u=12,..,z, b=12,....,t1, [=12,...,w, of the GBNCIN
total conditional operation costs in the safety state
subsets {u,u+1,...,z}, u=12,...,z, at the operation
states zc,,, b=12,..,1, [=12,.,w, are fixed. As a

special case of the above described the GBNCIN total
unconditional operation cost optimization problem, if
Teavery s Yeavery =252, 18 @ GBNCIN critical
safety state, we formulate the optimization problem as
a linear programming model with the objective
function of the following form

ol

,z, of

4
K éaney Feaven )

~ GBNCIN i 4 bl)
bZl 121 PGy [K Gavev Toavem )]

©)

for a fixed 7gzvevs Popvew € {L.2,..., z} and with the
following bound constraints

GBNCIN < 4y, GBNCIN < qGBNC[N b _ 1 2

D4y bl

1=12,..,w (10)
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>3 pa " =1, (1)
b=1l=1
where

, [K éBNC]N (Tanev )] @D > 0,

(12)

— o
[K Ganvew Fosnem )]

b=12,..,1, Z:1,2,...,

are fixed mean values of the GBNCIN conditional

lifetimes in the safety state subset
{resnemv > Topney +1s--, 2} and
GBNCIN g SENCIN ~ GBNCIN
pay > 0<p <land pg, ",
0< pglBvem < 1’ qulBNCIN < pglENCIN (13)

are lower and wupper bounds of the transient

GBNCIN b =12,..,1, [=12,...w

probabilities  pgq,, 5

respectively.

Now, we can obtain the optimal solution of the
formulated by (9)-(13) the linear programming
problem. Namely, we can find the optimal values

pasPN N b =12, 1=12,..,

probabilities pg "N, b=1,2

w, of the transient
1, 1=12,..,w, that
minimize the mean value of the GBNCIN unconditional

operation cost in the safety state subset
{reenvey » Yaanvew + 1o, 2}, defined by the linear form

(9), giving its minimum value in the following form

4
K cave Feavem)

~ GBNCIN 7 4 (bl
bZl IZi D4y [K Ganem (Fopnem )]

(14)

for a fixed rggven > Toavew € 11,2502}

Thus, considering (4), the coordinates of the optimal
instantaneous operation cost of the GBNCIN in the
form of the vector

K 4
K éavew (2, 2)],

K éBNCIN @) =11, KGBNC[N @0,..
t €<0,00),

are given by

K eavem (1) = zl ; s K ey )]

for u=1,2,.. (15)

',Z,
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where pquNC’N, b=12,...,1, [=12,.,w, are the
optimal limit transient probabilities at the states zc,,,
b=12,..,1,

ZC gpnewy (1), t €<0,00), related to the climate-weather

[=12,...,w, of the operation process

change and

[K ooy 6] s u=12,..,2, b=12,...,1,
[=12,...,w,

are the coordinates of the GBNCIN conditional
instantaneous operation costs in the safety state subsets
{u,u+1,...,z}, u=12,...,z, impacted by the operation
process ZC ggyemy (1), t €<0,00), related to the climate-
weather change process at the states zc,,, b=12,...,1,
[=12,...,w.

Replacing in (14) 7y by u, we get the expressions
for the optimal mean values of the GBNCIN
unconditional operation costs in the safety state subset
{u,u+1,...z}, u=12,...,z, giving its minimum value
in the following form

K?;BNC[N(“) = bZ_,lZ:l pq ngNC[N [ KéBNC]N (u)](hl) >
{u,u+1,.,z}, u=12,...,z

(16)

The optimal solutions for the mean values of the
GBNCINunconditional operation costs in the particular
safety states are

KéBNClN (u)=K 4BNCIN (u)— KéBNClN (u+1),

(17

u=l..,z-1, KéBNClN (2)= KéBNC/N (2),

where K gy W), u=12,....z, are given by (16).

Moreover, if we define the corresponding critical
operation cost function by

(18)

4 _ w4
K gavem (1) =K ggyem (8 Fgpyew ) 120,

and the moment ¢z, When the GBNCIN operation
cost exceeds a permitted level K, by

(19)

4 4 -1
Coaverv = Keavew (K

where K 2ovem (6 7oaveny) i given by (4) for

-1
4 . . .
u=repvey and Kogveny  (K) is the inverse function

of the critical operation cost function K éBNC[N (t) given
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by (18), then the corresponding optimal critical
operation cost function is given by

K ganen (=K v (6 Toaven) 120, (20)
then the optimal moment ¢ asveny When the GBNCIN
operation cost exceeds a permitted level K, is given by

2]

24 - -1
Coavew = Keavew (K

is given by (15) for

o4
where K Ggyew (& Togve)

y -1 o . .
U=rgey and Kiguen (K), if it exists, is the
inverse function of the optimal critical operation cost
function K ey (£) given by (20).

5. Cost Analysis of the Global Baltic Network
of Critical Infrastructure Networks Operation
Impacted by Climate-Weather Change

We consider the GBNCIN, consisted of n BCIN
networks EiGBNCIN , i=L12,...,n, in its operation process
ZC gpneny (1), t €<0,00), related to climate-weather
change and we assume that the operation cost of its
single basic BCIN network EiGBNCIN, i=12,..,n, at
the operation state zc,,, b=12,.,1, [=12,...,w,
during the GBNCIN operation time €, 62>0, amounts

[KBC[Nj (9)](bl)’ b = 172,"'5 l; ZZ 132,"'5W7
i=12,...,n.

First, we suppose that the GBNCIN is non-repairable
and during the operation time ¢, >0, it has not

exceeded the critical safety state 7.4y - In this case,

the total cost of the non-repairable GBNCIN during the
operation time &, €20, is given by

n

K anew (0) = 2 X pq gBNCIN 2K s, (0 )](bl) )

b=11=1 i=
6>0,

—

(22)

pgiPNN b =121, [=12,..

transient probabilities defined by (1).

where

Further, we consider another case and we additionally
assume that the GBNCIN is repairable after exceeding
the critical safety state 7y, and its renovation time
is ignored and the cost of its single renovation is
constant and equal to K GBNCIN,,
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In this case, the total operation cost of the repairable
GBNCIN with ignored its renovation time during the
operation time ¢, 6 >0, amounts

K GBNCIN,,, (0)= Z Z Pqy N Z [K perv; @ )](bl) +

b=1/=1 i=l1

+K GBNCIN,, H(O,7gpvev ) 020, (23)
where pquNCIN, b=12 [=12,..,w, are

transient probabilities defined by (1) and H(8,r) is the
mean value of the number of exceeding the critical
safety state 7 zvcy by the GBNCIN operating at the

variable conditions during the operation time 6
defined in [Kotowrocki, Soszynska-Budny, 2011].

Now, we assume that the GBNCIN is repairable after
exceeding the critical safety state rggyoy and its

renewal time is non-ignored and have distribution

function with the mean value zJ**™

GBNCIN

("6nev ) and the

standard deviation o, (Yggvery) and the cost of

the GBNCIN single renovation is K;zyemny

n—ign
In this case, the total operation cost of the repairable
GBNCIN with not ignored its renovation time during
the operation time &, € >0, amounts

KGBNC[N (9) bZUleqbz ;[ BCIN; (‘9)](b1) +

+K GBNCIN,_, H (0,78nev )> 020, (24)
where quG,BNCIN, b=12,...,t, [=12,..w, are
transient  probabilities defined by (1) and

H(0,7g5vcy) is the mean value of the number of

renovations of the GBNCIN operating at the variable
conditions during the operation time & defined by
[Kotowrocki, Soszynska-Budny, 2011].

The particular expressions for the mean values
H(O,7opney) and H (O, Fggyeny ) for the repairable

GBNCIN with ignored and non-ignored renovation
times existing in the formulae (23) and (24),
respectively defined in [Kotowrocki, Soszynska-
Budny, 2011], are determined for typical multistate
repairable critical infrastructure operating at the
variable operation conditions.

After the optimization of the GBNCIN operation
process related to climate-weather change, the
GBNCIN operation total costs given by (22)-(24)
assume their optimal values.
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The total optimal cost of the non-repairable GBNCIN
during the operation time 6, 6 >0, after its operation

process related to climate-weather change optimization
is given by

K Gpyew (6) = Z Z P4y o NN )y [KBC[N[ (9)](17/) s

b=1/=1 i=

—_

62>0, (25)
where quBNC]N b=12,...,1, [=12,..,w, are optimal
transient probabilities found by the procedure

presented before.

The optimal total operation cost of the repairable
GBNCIN with ignored its renovation time during the
operation time 6, 6 >0, after its operation process
related to climate-weather change optimization
amounts

K GBNCIN,,, (0)= Z Z P4y NN

b=l1l=1

i[ K s, (‘9)](17/) +
-1

+K GBNCIngnH (0,76nem)> 020, (26)

'BNCIN b — 1 2

where pq,?, senly, =120,

transient probabilities and H (6,7 zyc,y) is the mean

w, are optimal

value of the optimal number of exceeding the critical
safety state 7;,yoy by the GBNCIN operating at the

variable conditions during the operation time &
[Kotowrocki, Soszynska-Budny, 2011].

The total optimal operation cost of the repairable
GBNCIN with non-ignored its renovation time during
the operation time 6, & >0, after its operation process
related to change optimization
amounts

climate-weather

KGBNCIN (9) bzllZ‘quGBNCI 2[ BCIN; (0)](bl)+

+K GBNCIN,_, H (0, 75ncy )s 020, (27)

GBNC]N b — 1 2

where pq,, L, 1=12,...,w, are optimal

transient probabilities and ﬁ (0,7ggncy ) 1 the mean

value of the optimal number of renovations of the
GBNCIN operating at the variable operation conditions
during the operation time € [Kotowrocki, Soszynska-
Budny, 2011].

The particular expressions for the optimal mean values

H(8,7gneny) and ﬁ(&,rGBNC[N) for the repairable

GBNCIN with ignored and non-ignored renovation
times, respectively defined by [17], may be obtain by
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replacing the transient probabilities pgy’ <" by their
- _GBNCIN
P4y
H(O,7gpney) and H (0,7 ogye,y ) defined in [17], that
are determined for typical multistate repaired critical
infrastructure operating at the variable operation
conditions.

optimal values in the expressions for

The application of the formulae (22)-(24) and (25)-(27)
allow us to compare the costs of the non-repairable and
repairable CI networks, in a special case of the
GBNCIN, with ignored and non-ignored times of
renovations operating at the variable operation
conditions before and after the optimization of their
operation processes.

4. Conclusion

The tools presented in the article are useful for the
optimization of operation and safety of the GBNCIN,
operating at the varying conditions that have an
influence on changing its safety structures and its
components safety characteristics. Presented: the
GBNCIN operation cost related to climate-weather
change, the GBNCIN operation cost related to climate-
weather change minimization, and cost analysis of the
GBNCIN operation impacted by climate-weather
change, can be applied for different critical
infrastructures, critical infrastructure networks, and
networks of critical infrastructure networks.
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