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ABSTRACT
Th e paper deals with extending the obligatory methods of safety proof of railway control and management 
computer systems towards more formalized methods based on mathematical apparatus. Such semi-formal 
methods are recommended by existing EU standards for the design, but also to demonstrate safe operation 
in accordance with the principle of the rail fail-safe rule, where no single error does not lead to catastrophic 
situations. Th e paper proposes an extension method of FTA (Fault Tree Analysis) method to FTTD (Fault Tree 
with Time Dependencies), and an analysis of THR method (Tolerable Hazard Rate) to the analysis of probability 
of catastrophic fault based on stationary Markov processes. Basic methods and their extension are shown on 
typical examples of rail automation systems: cross-level protection system and interlocking system.
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1. Introduction
Th e papers deals with “state of art” in designing and implementation 

of computer railway control systems. From one side exist the UE 
recommendations and standards, but another side corresponds 
to engineering practice and maintenance of existing systems (not 
only computer control, but relay interlocking and hybrid systems 
related to computer-relay interfaces). Th e obligatory UE standards 
recommend semi-formal methods as a support for effi  cient safety 
analysis. Th e one of them is theory of Markov processes, the 
boundary probability of catastrophic failure in railway control 
system may be compared with THR (Tolerable Hazard Rate), 
but the mathematical model of the system may give detailed 
information about estimated time of catastrophic information and 
probabilistic and time parameters in states of controlled failures. 
Th e second case corresponds to semi-formal FTTD (Fault Tree with 
Time Dependencies) method – natural extension of obligatory FTA 
(Fault Tree Analysis) methods presenting the propagation of faults 
in the system.

2. Safety railway systems
Th e safety railway control system must satisfy the requirements 

of EU standards, recommendations and restrictions [9], [10], [12]. 
Concept of safety railway computer systems assume a very low 
intensity of failure. Th e Fig.1 shows the structure and realization of 
fail-safe control including the duplex structure of data processing 
(duplicated computer controllers with input/output signals).

 

Fig. 1. The view of two channel structure of cross level protection 
system, type RASP-4
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2.1 The closed transmission and safety criteria 
related to cross level protection system

railway control and management safety systems are mostly 
realized as a two channel redundant systems („2 from 2”). 
implemented in each of the two channels PLC driver are based on 
two identical sets of built-in cassette form two independently working 
drivers with the mutual exchange of data and synchronization work 
through the Ethernet bus. in both channel diff erent soft ware is 
implemented (diff erent operating systems and programs developed 
by independent teams of programmers). Th ere is also secure 
standard ensured safety transmission (with integrity data code 
CRC32, detecting brake and appropriate authorization). Because 
cross level protection systems is produced for many years, it was 
possible to verify reliability parameters have a signifi cant impact 
on safety (required by the standard THR level corresponds to small 
probabilities appearance of catastrophic situations). For systems 
currently in production have been proposed a method based on the 
producer’s data, for exploited for many years systems - a method 
of statistical analysis of exploitation data, and for the new designed 
system - a method of forecasting reliability. Th e basis for the safe and 
reliable implementation of the railway signaling process is to ensure a 
safe of information between the systems involved in the process. Th e 
transmission of signaling systems is connected with the transmission 
between devices of control (commands, permission to ride) as well 
as confi rmation of their implementation (reports, position reports). 
Th e safety data transmission in both closed and open transmission 
systems must meet the requirements and recommendations set out in 
the applicable standards [10]. Th e transmission system is considered 
a closed system in which: allowed only authorized access, is known to 
connect the maximum number of users, the transmission medium 
(usually copper wire or optical fi ber) is a well-known and hard-wired 
devices to communicate. in this case, the probability of unauthorized 
access can be regarded as slight small although the network can 
operate both hardware protected and unprotected. Th e basic security 
of transmission is data integrity CRC code (Cyclic Redundancy 
Code) [2]. in addition, besides codes, the security increasing the 
transmission of safety level was introduced: diversity headers 
telegrams for channels A and B, and various locations of the telegram, 
variation in length and content of the various telegrams with excess 
information, time criterion causing the lack of a valid telegram in 
time about 1s is interpreted as a pause in transmission and causes the 
transition system to a safe state, failure the transmission cables, cards 
and power transmission, causing a break in the transmission and safe 
reaction of the system. 

2.2 New generation of cross level protection 
system with open transmission

Th e very good example of introduction of open transmission 
standard instead existing cable connection is innovative system 
of cross level protection [4]. Because λOTS is quantity 10-12 about 
reliability of the system decided hardware (λ~10-05). Th e applied 
B0 type transmission with duplex structure of radio-connection 
(“2from2”) satisfi es SiL4 requirements.

Fig. 2. a) example structure of cross level protection system with 
OTS, b) the experimental structure of railway management 
with OTS

Th e another application of OTS is experimental system of 
railway management and area control ESTER [1] with basic 
structure presented on Fig.2b. Th e following subsystems may be 
distinguish: Cross Level Protection System (CLP), Station Control 
System (CC), Rail Section Occupancy Control System (RSOC).

3. THR and Markov processes
the idea of safety computer systems in railway control application, 

defi ned in EU standards EN 50129 [9] assumes the signifi cantly 
low level of failures and redundant channel architecture (“2 from 
2” or “2 from 3”). Such assumptions lead to very small value of 
probability of critical (catastrophic) fault related to multiple failures 
in independent processing channels. Th e base of safety analysis is 
Tolerable Hazard Rate (THR) - measure defi ned with respect to 
failure rate (λi) in channel “i” and connected time of system reaction 
(td) aft er failure in this channel [8]:
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For the system, in which the testing is holding periodically, the 
safe down rate equals: 

(2)

where: T – time of periodical testing, NT – negation time.
Th e time of failure diagnostics (td) in railway control computer 

systems assigned to SiL4 level must satisfy the following relations:
• for single failure:

(3)
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• for multiple failures:

(4)

where k is redundancy coeffi  cient equal to 1 for “2 from 2” 
systems and equal to 0.5 for “2 from 3” systems, and λ is a sum 
of mean intensities of elements leading to catastrophic situation. 

3.1 Tolerable hazard rate calculations

in order to estimate the THR it is necessary data of failure 
rate of individual components and cards. in designer phase 
the only way to calculate characteristic rates is forecasting 
estimation. On the basis of forecasting estimation the THR for 
the system presented on Fig. 1 was calculated [7], [8]. Assuming 
T = 500ms (time of periodical testing), negation time NTin = 
1s, negation time NTout = 1s and because time NTiN = NTOUT , 
td = 1.25s, estimated THR equal:

THR=2,46678•10-12 (5)

For the system presented on Fig. 2a, assuming value of failure rate 
and time td  published in [8] and open transmission characteristics 
[5], the estimated THR value equals:

THR=5,56•10-12 (6)

Th is THR value is similar to existing cable realization of cross 
level protection systems. 

3.2 Markov processes

Another recommended method for analysis and modeling of 
railway traffi  c are Markov processes [3], [8]. Markov processes 
belong to a group of stationary stochastic processes, that is, 
probabilistic properties of which do not change during the 
conversion of the time axis. Markov processes with continuous 
time closely correlated with the Poisson process. if the transition 
from one state to another due to a jet stream of events is Poisson 
stream, the random process running on the system is a Markov 
process with an abrupt and continuous time. Th e transition of the 
system from the state Si to the state Sj is a function λij(t), where λ 
is failure rate or the intensity of transitions. Matrix describing the 
graph corresponds to a chain that can be written in the form of 
diff erential equations. Th e diff erential equation for the i state is 
shown in the formula:

(7)

where i = 1, 2, 3, ...., n, )(tPi  – probability distributions of 
individual states. To solve this equation must be set the initial 
conditions:

ii PP =)0( (8)

where i = 1, 2, 3, ...., n. 
On the Fig. 5a the model of 2from2 (cross level protection 

system) system is presented [8]. it is a system without repair, used 

in many systems of railway automation. Solving the equations, and 
using the inverse Laplace transform, it was received the equation:
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Fig. 5.  a) model of system 2from2, b) function P2(t)

Estimated probability of P2 (catastrophic, dangerous state) for 
the model from Fig. 5a is expressed by the formula:

µλ
λ
+

=2P (10)

Based on Mathematica soft ware and assuming rates ( 100001,0 −= hλ , 
11 −= hµ ) the function of P2(t) is presented on Fig. 5b.

4. FTA and FTTD methods
in relation to the railway standards, another obligatory method 

of safety analysis is Fault Tree Analysis (FTA). Th e FTA method 
[2], [5], [11] requires detailed information about events and 
time dependences between them. in classical description in the 
FTA analysis there is no dependence on time between individual 
events, but for testing time dependence in FTA there can be used 
Petri Nets methods. Th e new method, proposed in the paper is 
natural extension of FTA towards FTTD (Fault Tree with Time 
Dependencies). Th is method is a type of dynamic analysis, some 
faults may be catastrophic aft er assumed time [6].

4.1 The typical FTA analysis

Th e Fig. 6 shows the scheme of FTA analysis of cross level 
protection systems with additional event - Transmission Error 
(Fig. 6a) and with closed transmission (Fig. 6b). Th e top event is a 
Critical Fault. To carry out the FTA analysis (Fig. 6a), with regard 
to data from forecasting estimation [8], the values of failure rate of 
each card was assumed [2]: input card - 1.21e-05h-1, output card - 
9.45e-06 h-1, CPU - 4.16e-05 h-1, module of interface - 2.62e-05 h-1, 
error of transmission on the basis of formula:

(11)

On the basis of FTA trees diagram it fallows that for such 
assumption and type of the tree, probability of failure at a given 
time point – 100 000h for both systems amounts 0.99986.
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Fig. 6. a) FTA analysis of cross level protection system with open 
transmission error, b) FTA analysis system with closed 
transmission

4.2 FTTD

Th e Fault Tree with Time Dependencies Analysis (FTTD) 
allows, additionally, for analysis of timing relationships between 
events [6]. To avoid ambiguity, a notation of events and gates in 
Fault Tree with Time Dependencies (FTTD) was formalized. 

Fig. 7. FTTD analysis of cross level protection system corresponding 
to FTA analysis from Fig. 4

More information about FTTD and FTTDA can be found 
in [4]. Th e assumptions in FTTD analysis  include the reaction 
time corresponding  to (2), and does not include the dynamic of 

he train and its context with other trains and emergency breaking 
procedure. Th e main information is related to signaling TOP lights 
for train driver without signals about barriers and signals for car 
divers. Of course the open transmission is only one part replacing 
the existing cable transmission, but the safety level corresponding 
to SiL4 is the same.

5. Conclusion
Th e main idea of the paper is an extension of obligatory 

methods used in safety proving of railway control systems to more 
scientifi c methods of safety systems analysis recommended in UE 
standards.

Th e THR as a safety measure has a form of critical failure intensity, 
independent of exploitation time and environment conditions. Of 
course is minimal standard required for safety system, but Markov 
(or semi Markov) process analysis may show how the probability 
of catastrophic failure may change in time. (Th e more sophisticated 
models may regard the human factor or transmission parameters.)

Th e obligatory  FTA method is typical static analysis, the fi nal 
catastrophic situation is a composition of signals evaluated using 
logical operations (AND, OR gates)  in real railway control systems 
time parameters (delays, reaction times or lost of transmission) 
have a great infl uence for faulty accident. Th e proposed FTTD 
method may regard the time coincidences in each FTA branch, 
including the appearance of top event – catastrophic failure.

Th e paper shows the another question – the computer support 
of safety analysis. Th e basic, the methods such THR, FTA or FTTD 
may be done using specialized soft ware, Markov process may be 
analyzed using typical academic package such MATHEMATiCA 
or MATLAB.
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