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Abstract 
The paper presents some problems referring to transport infrastructure as a potential target of 

terrorism attacks. Based on the analyses, transportation infrastructure is potentially threatened with 
terrorism attacks, especially road and rail infrastructure (about 24 %), and to a smaller degree the 
maritime and air transport infrastructure (about 2 %).  

INTRODUCTION 
The infrastructure is a group of the essential equipment and institutions, necessary for a 

correct functioning of the economy and society [6, 19]. 
In view of W. Mirowski, the infrastructure is an international term, meaning a group of 

essential objects, equipment and institutions of a service character necessary for the correct 
functioning of the society and production branches of economy [10]. 

Transport is a transfer of people, freight in space using appropriate means [17]. Transport 
is closely linked with the remaining branches of economy. It’s development is a condition for 
their development and vice versa – the worsening of economical or transport development is 
associated with worsening of the situation in respectively transport and economy. 

The transport infrastructure is mainly created by the three essential groups:  
– routes of all types of transport (road, railways, inland waterways, maritime and air),  
– transport junctions (intersections, airports, ports, rail stations, intermodal terminals, 

logistics centres, etc.),  
– auxiliary equipment for the direct servicing of routes and transport junctions.  

The term „transport infrastructure” means all roads and permanent equipment for the three 
types of transport, which are necessary for ensuring flow and safety of traffic [14, 15, 16]. 

Actually, the transport infrastructure, including that of trans-European transport network, 
consists of: railway transport infrastructure, inland waterways infrastructure, road transport 
infrastructure, maritime transport infrastructure, air transport infrastructure, multimodal 
transport infrastructure, equipment and intelligent transport systems associated with the 
transport infrastructure.  

On the 16 of December 2008 the European Commission published Announcement - Plan 
of the introduction of the intelligent transport systems in Europe, COM (2008)886, which 
found its reflection in the Directive 2010/40/EU of the European Parliament and of the 
Council of 7 July 2010, M/453 mandate of 6 October 2009 and Commission Implementing 
Decision 2011/453/EU of 13 July 2011 executive decision [4, 5, 9].  

Transport infrastructure as a potential target of terrorist attack should be a critical input 
into risk management policy regarding risk allocation decisions. Terrorism attack on transport 
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infrastructure can cause collateral damage to neighbouring environment, including massive 
economic and social consequences that rely upon that infrastructure.  

Transport infrastructure protection might include major highways, bridges, railways, and it 
also typically addresses air transportation, including air traffic control operations and airport 
security as well as waterways. 

1. THE CHARACTERIZATION OF TERRORISM 

1.1. The term and essence of terrorism 
Terrorism is not a new phenomenon, but is a variable, multi-level and dynamic one, as 

among the others, the forms, means and objectives of the terrorist activities, change. The 
terrorism phenomenon is affected by the civilisation development and scientific and technical 
progress, especially as far as new communication means, mass media and advanced 
communication technologies are concerned.  

The US Defence Department defines the terrorism as unlawful use or the threat of using 
force or violence against people, property, to pressurize or scare the governments or societies 
to achieve political, religious or ideological aims [1].  

The term – terrorism, should be understood solely as the use of violence by the individuals 
or groups of people, to exert the pressure both on the government and public opinion as well 
as the groups of people and individual persons [12]. 

A. Schmidt defined the classic terrorism, as an attack of a subversive forces on the 
innocent individuals, aimed at causing fear, kill or injure people, and thus force the political 
concessions from a person or organisation not actually being a direct victim of an assault, and 
to which the attacked individuals do not belong [18]. This criterion was used in 1988 by Alex 
Schmid and Albert Jongman [19]. They made a statistical analysis of 109 terrorism definitions 
and concluded that the most frequently occurring elements of terrorism are (Fig. 1): 
violence/force – 83,5%, political aspect of the phenomenon – 65%, fear – 51%, threats – 47%, 
psychological effect – 41,5%, existing discrepancies between the target and victim– 7,5%, 
planned, purposeful, systematic and organised actions – 32%, fighting, strategic and tactical 
methods – 30, 5%. 

According to the UN, the terrorism (Latin) are various ideologically motivated, planned 
and organised actions of individual people or groups resulting in violating the existing legal 
order, undertaken for the purpose of forcing the state authorities and society into certain 
behaviours and  benefiting actions, often violating the welfare of the outsiders. These actions 
are performed with an outmost ruthlessness, by various means (physical violence, use of 
weapons and explosions), in order to give them maximum publicity and intentionally causing 
fear in the society [24].  

According to the Criminal Code (The act from 16 April 2004) the crime of a terrorist 
character is a forbidden act punishable by an imprisonment, whose limit is at least 5 years, 
and which is committed in order to:  
– seriously frighten many people, 
– force the public authorities of the Republic of Poland, other countries or the international 

organisation authorities, to undertake or abandon certain activities, 
– cause serious disturbances in the political system or the economy of the Republic of 

Poland, other countries or the international organisation – as well as the threat of 
committing such an act [22]. 
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Fig. 1. The most frequently occurring elements of terrorism 

Source: Schmid, A. P. and Jongman, A. 1988. Political terrorism. SWIDOC, Amsterdam. 

The main forms of the terrorist attacks are[13]: 
– assault against life  – is directed most often against important persons, political party 

leaders, 
– bomber attack – exerts specific psychological pressure on the society,  
– hijacking vehicle or plane, 
– taking hostages, kidnapping – serves the purpose of using them as a trade over element in 

meeting the demands. 
It needs to be noted also that 95 % terrorist attacks in the world were conducted using 

explosives.  
According to RMS’ historical catalogue of macro terrorism attacks (defined as attacks 

with the minimum severity of a car bomb), the terrorist violence has increased substantially 
since 2001 [2]. More than 2 400 macro attacks have occurred worldwide since 2001, killing 
over 37 000 people and injuring nearly 70 000.  

The Institute for Economics and Peace (IEP) has indicated in its inaugural global terrorism 
index of 158 countries, that only 31 have had no attacks in the ten years from 2002 to 2011 
[7]. Yet although the attacks are distributed widely around the world, the majority are 
concentrated in just a handful of countries. Iraq ranks first weighted average of the number of 
incidents, deaths, injuries and estimated property damage. Other terrorist hotspots include 
Pakistan, Afghanistan, India and Yemen (Tab. 1).  

Tab. 1. Global terrorism index from 2002 to 2011 
Rank Country Score 

1 Iraq 9.56 
2 Pakistan 9.05 
3 Afghanistan 8.67 
4 India 8.15 
5 Yemen 7.31 
6 Somalia 7.24 
7 Nigeria 7.24 
8 Thailand 7.09 
9 Russia 7.07 
10 Philippines 6.80 

Source: Global terrorism index. Capturing the Impact of Terrorism for the Last Decade. IEP. Dec 4th 2012. 
http://www.visionofhumanity.org/wp-content/uploads/2012/12/2012-Global-Terrorism-Index-Report1.pdf 
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The total number of terrorist attacks and terrorism-related arrests in the EU continued to 
decrease in 2011. The main figures for 2011 are: 
– 174 terrorist attacks in EU Member States, 
– Lone actors were responsible for the killing of 2 persons in Germany, and 77 persons in the 

non-EU country Norway. 

1.2. Terrorist attacks conducted on the transport infrastructure objects 
Facilities accessible to large numbers of people, such  as  transport infrastructure facilities 

and vehicles are vulnerable to attack by vandals, extremists, terrorists, and other criminals. 
For example, the March 11, 2004 Madrid commuter train bombings by terrorists inspired by 
Al-Qaeda killed nearly 200 people and wounded 1 800. And, on the morning of July 7, 2005, 
four suicide bombers successfully detonated bombs on the London Underground, killing 52 
people and injuring over 700 [2].  

In view of the Aon Global Risk Consulting experts, the most often targeted trade by the 
terrorists was retail trade - 24, 18% [23] - Tab. 2. 

Affected were not only the shopping centres or supermarkets, but also small gastronomy 
outlets, restaurants, clubs and bars. It is possible to indicate three main reasons for the terrorist 
attacks in the retail sector. First of all, vast part of them is directed at the shops owned by non-
Islamic people. Secondly, the terrorists often chose renowned makes as the target of their 
attacks, which are a symbol of the western world and capitalism. And thirdly, the retail trade 
is an attractive target for the attacks of the terrorist groups due to the possibility of causing 
significant human losses, serious difficulties in the everyday life and an effective scaring of 
the civilian population.  

The second place on the list of the terrorist attacks takes road and railways transport 
infrastructure (23, 36%).  

Tab. 2. Terrorism attacks on various trade 
Various trade % 
Retail trade, gastronomy 24,18% 
Land transport (road, railways) 23,36% 
Mining industry 14,55% 
Infrastructure (objects of the state authorities, local 
governments, public, religious cult) 

8,2%, 

Construction 5,74% 
Tourism 6,56% 
Finances 2,05%, 
Air transport 2,46% 
Maritime transport 2,25% 
Public utility enterprises 2,25% 
Other 8,4%. 

Source: The report of Aon Global Risk Consulting, http://forsal.pl/wiadomosci/polska/341600.html http: 
//www.aon.com/poland, 2008.  

Transport infrastructure is a frequent target of terrorist attacks because of its significance 
in several dimensions [28]. Because physical transportation networks attract large numbers of 
people, they’re a high value targets for terrorists intending to inflict heavy casualties. 
Transport infrastructure is important to the modern economy, and related damages and 
destruction can have quick ripple effects. Operationally, transportation systems interact with 
and provide support for other systems, such as emergency response and public health, in 
complex ways. Terrorists can perceive an attack on such a link (that is, one that connects 
many systems) as an efficient means to create confusion, counter the countermeasures, and 
damage the targeted society as a whole. Furthermore, transport infrastructure can be both the 
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means and the end of an attack, making them a critical part of almost all terrorist attacks in 
the physical world.  

Table 3 shows the yearly counts of transportation related terrorist incidents from 1998 to 
2004, broken down by transportation mode. 

Tab. 3. Terrorism incidents by transportation mode 
Year Transportation mode 

Maritime Air Land (road and rail) 
1998 1  7 36 
1999 2  9 54 
2000 2  11 56 
2001 2  12 28 
2002 0  10 41 
2003 1  5 41 
2004 2  5 25 

Source: Zeng, D., Chawathe, Sudarshan, S., Wang, FeiYue, Protecting Transportation Infrastructure. ITS 
Department. IEEE Intelligent Systems, July/August 2007.  

Susan Pantell [27] has presented terrorist attacks involving transport infrastructure, 
especially vehicles and facilities being tallied and covered the 41-year period 1967-2007 in 
the USA (Fig. 2). 
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Fig. 2. Terrorist incidents involving transport infrastructure in USA 

Source: Light Rail Now Project. http://www.lightrailnow.org/features/f_lrt_2008-06a.htm. 

According to presented data, 90,3% of incidents involve land transport (74,5% – vehicles, 
9,5% – buses,  6,3% - rail), 8,3% - air transport, only 0,9% maritime transport and 0,5% other. 

Air transport (8,3 %, which clearly has been shown to be quite vulnerable, and, along with 
motor vehicles, a favoured target – and instrument – of terrorists) has been subjected to 
a comparatively rigorous security crackdown; on the other hand, private motor vehicles 
movement has been subjected to basically nothing in terms of comparable ongoing security 
measures.  

Recent terrorist attacks on transport infrastructure have highlighted the vulnerability of 
road and rail networks, reinforcing the importance of good risk assessments to protect some 
of our biggest assets. 
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Throughout the European Union there are five million kilometres of road, and among 
them: 
– 65 000 km of these being motorways, 
– 212 000 km rail lines,  
– as well as 42 000 km of navigable inland waterways. 

According to Brian D. Taylor, director of the Institute of Transportation Studies at the 
University of California [25], acts of terrorism intersect with transport infrastructure in three 
ways: 
– When transportation is the means by which a terrorist attack is executed, 
– When transportation is the end, or target, of a terrorist attack, 
– When the crowds that many transportation modes generate are the focus of a terrorist 

attack. 

2. THE COMBATING TERRORISM 

2.1. Tasks to combat terrorism 
Transport infrastructure is inherently vulnerable to terrorist attacks, as it is an open area 

that gathers large numbers of people at predictable times in predictable places. 
As defined earlier, transport infrastructure includes physical facilities, equipment, assets, 

service networks, and communication and computing hardware and software that enables 
information access and transactions [28].  

Transport security encompasses mass passenger transport systems such as roads, bridges 
and tunnels, bus terminals and rail stations, trams, and air cargo supply chains and maritime 
ports. From the mentioned aspects, transport infrastructure security tasks should include 
relevant application context as follows: 
– physical access management and control of employees and passengers,  
– perimeter intrusion detection, 
– vulnerability assessment,  
– intrusion detection and access control in the cyberspace in which pertinent information 

systems operate and exchange data,  
– related simulation and decision support tools. 

Transport plays an important role in the economic growth and globalization because of 
connecting to other economy sectors. Transport infrastructure security is the complex of roles, 
responsibilities and relationships in the different sectors (Roads, Railways, Inland waterways, 
Air and Maritime, Multimodal) and refers to other economy sectors. Thus transport 
infrastructure security management against terrorist attacks, needs multi agency and multi 
jurisdictional domain, regulatory, law enforcement and intelligence agencies on international 
and national levels. 

2.2. International institutions to fight terrorism 
UN has taken many efforts to fight terrorism since 1963 and accepted many conventions. 

Security Council created Counter-Terrorism Committee Executive Directorate (CTED) based 
on resolution 1535 from 2004. General Secretary appointed UN Counter-Terrorism 
Implementation Task Force - CTITF in 2005. 

On 8 September 2006 all UN member states accepted Global Strategy of Combating 
Terrorism. For the first time in history a joint stand has been agreed on combating terrorism. 
Accepting Global Strategy of Combating Terrorism crowns years of efforts and at the same 
time fulfils the obligation made by the world leaders at the World Summit in September 2005. 
While developing strategy, many proposals and recommendations presented by a former 
Secretary General Kofi Annan were taken into account.  
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The basis for the strategy is unequivocal, unconditional and firm condemnation of 
terrorism in all it’s forms – used by anybody, anywhere and for whatever reasons. The 
strategy establishes concrete measures, that are to be taken in order to eliminate causes for 
spreading terrorism and to strengthen individual and joint capability of nations and United 
Nations in preventing and combating terrorism, protecting simultaneously human rights and 
legal rules.  

The strategy combines many new proposals and strengthenings of the current actions 
taken by the member states, UN system and other international and regional institutions into a 
common platform of strategic co-operation.  

The General Assembly reviewed the implementation of the United Nations Global 
Counter-Terrorism Strategy on 28-29 June 2012 at the UN headquarters in New York. The 
Strategy refers to activities of four pillars, which are: addressing conditions conducive to the 
spread of terrorism, preventing and combating terrorism, capacity-building to prevent and 
combat terrorism, respect for human rights and the rule of law.  

The terrorism creates direct danger to the safety of the NATO states and for the 
international stability and welfare.  The terrorist groups infiltrate and propagate in the areas of 
a strategic significance to the Alliance, modern technology causes increase of the danger and 
potential threat of the terrorist attacks, especially if the terrorists were to come into possession 
of the nuclear, chemical, biological or radiological capabilities. 

At the NATO level operates EADRCC (Euro-Atlantic Disaster Response Coordination 
Centre), created in June 1998, at the NATO Head Quarters, based on the motion put forward 
by the Russian Federation. Created, as part of the Partnership for Peace program, Centre co-
ordinates NATO the partner states’ actions in the area of the Euro-Atlantic in a reaction to 
natural disasters and those caused by a man. All those tasks are conducted in a close co-
operation with the UN Office for the Co-ordination of Humanitarian Aid (UN OCHA), which 
has been entrusted with a superior role in co-ordinating international actions during disasters.  
Since 2001 EADRCC has played a role in co-ordinating the reaction of the countries to 
a terrorist attacks with the use of chemical, biological or radiological weapons, as well as the 
activities managing the consequences of those events.  

The Military Concept for Defence against Terrorism and the Partnership Action Plan 
Against Terrorism were taken in Prague Summit in 2002. The Terrorist Threat Intelligence 
Unit – (TTIU) was created in Istanbul Summit in 2004. 

The Euro-Atlantic Partnership Council's Partnership Action Plan against Terrorism, 
launched at Prague, is updated annually. The Alliance set another important milestone at the 
November 2006 Riga Summit by endorsing a Comprehensive Political Guidance that 
highlights the threats posed by terrorism and the spread of weapons of mass destruction, 
among others [20].  

A fully operational NATO Response Force (NRF) can be used to fight against terrorism. 
The NRF will serve as a catalyst for transformation and interoperability, and by doing so will 
enhance the quality of Allied armed forces whether they be used for NATO, EU, UN or 
national operations. At Riga, member countries expressed their support for mechanisms to 
ensure long-term force generation and to allow for a more sustainable and transparent 
approach to maintain the Force's future capabilities. While neither the NRF nor the recently-
approved Special Operations Forces Transformation Initiative are intended to be used 
exclusively for counter-terrorism purposes, they enhance the Alliance's ability to mount 
expeditionary operations. This capability, in turn, will invariably prove useful in confronting 
threats that originate within failed states [20].  

The 2010 Strategic Concept threats include the proliferation of nuclear weapons, 
terrorism, cyber attacks and key environmental and resource constraints. NATO has adopted a 
holistic approach to crisis management, envisaging NATO involvement at all stages of a 
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crisis. NATO will therefore engage, where possible and when necessary, to prevent crises, 
manage crises, stabilize post-conflict situations and support reconstruction.  

In accordance with a strategic concept of defence and safety of the members of the NATO 
treaty, the Alliance takes on itself obligation to prevent crises, terrorist threats, managing 
conflicts and stabilising post-conflict situations, including closer co-operation with  
international partners, especially United Nations Organisation and European Union.  

The European Council on the 25 march 2004 accepted the Declaration and a Plan, being 
an annex to the Declaration, on combating terrorism. One of the most important provisions is 
an acceptance of, so called, solidarity cause. It envisages, that in case of the terrorist attack on 
any EU member state, all remaining members will mobilise every available means, they 
regard as appropriate (including military ones), to help the state in trouble. In the declaration, 
there is a reference also to the European Security Strategy of December 2003, in which the 
terrorism was regarded as one of the most serious dangers to the international security. 

At the EU level there has been Monitoring and Information Centre (MIC) established, 
which is available and capable of an immediate reaction, 24 hours a day, and also serving the 
member states and the European Commission to react to dangers. The Centre serves 31 states 
(27 EU states and Croatia, Lichtenstein, Iceland and Norway). 

More over, the Common Emergency Communication and Information System (CECIS) is 
used in the Crises Situations in order to enable the communication between MIC and the 
contact points in the member states as well as sharing by them the information and managing 
them. 

The Schengen zone countries use Schengen Information System – SIS, and the access to 
the system is in the possession of the police, consular offices and Border Guard together with 
Customs Offices and it enables the verification of people during the border control as well as 
during the control within the country. 

The Counter-Terrorism Coordinator  (CTC), the Counter Terrorism Group (CTG) and the 
Joint Situation Centre  (SITCEN) were appointed to fight terrorism in the European Union. 

At the EU level there have been independent institutions: Europol, Eurojust and  Frontex. 
Europol (European Police Office) is the European Union law enforcement agency that 

handles the exchange and analysis of criminal intelligence in preventing terrorism and serious 
international crime in order to raise the safety within the entire Europe. Europol commenced 
its full activities on 1 July 1999.  

Eurojust (The European Union's Judicial Cooperation Unit ) is a body established in 2002 
to stimulate and improve the co-ordination of investigations and prosecutions among the 
competent judicial authorities of the European Union Member States when they deal with 
serious cross-border and organized crime. 

Frontex (Franch: Frontières extérieures) is a European Agency for the Management of 
Operational Cooperation at the External Borders of the Member States of the European 
Union. Frontex started to be operational on October 3, 2005 and is headquartered in Warsaw.  

On the wide international forum, INTERPOL has been used (188 countries) – the police 
organisation of the EU countries and those from outside the Union, e.g. Belarus, Russia, 
Ukraine. The co-operation takes place as part of the liaison officers network of the Polish 
Police operating in such EU countries as France, Holland, Germany, Great Britain, and 
countries outside the Union, i.e. Belarus, Russia, Ukraine. They have a direct access to the 
police data bases (lost and wanted persons, dactyloscopic cards, DNA profiles, stolen vehicles 
and documents, etc.). 

CONCLUSIONS 

The terrorist attacks threats to the transport infrastructure are quite significant world-wide, 
and so far this trade attracted about 24% of all attacks carried out.  
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According to intelligence agencies, criminals and terrorists are planning to disrupt 
transport infrastructure in different countries all over the world because it is the open area that 
gather large numbers of people at predictable times in predictable places. 

The tasks referring to protecting people and transport infrastructure while allowing 
transport systems to operate efficiently and effectively, should become a national and 
international priority. The solution requires global initiatives and close co-operations of 
transport operators, police, security and other international organizations, including the UN, 
NATO and European Commission. 

More over, it would be advisable to prepare guide books concerning the behaviour of 
people in the crises situations, especially about the symptoms of the terrorist attack, being 
prepared, and the ways the people should behave in such casus 
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INFRASTRUKTURA TRANSPORTU 
DROGOWEGO POTENCJALNYM OBSZAREM 

ZAGROśEŃ TERRORYSTYCZNCH 

Streszczenie 
W artykule przedstawiono problemy dotyczące zagroŜeń terrorystycznych dla infrastruktury 

transportowej. Na podstawie analiz naleŜy stwierdzić, Ŝe na świecie infrastruktura transportowa jest 
zagroŜona potencjalnymi atakami terrorystycznymi, w szczególności infrastruktura transportu 
drogowego i kolejowego (około 24%), w mniejszym stopniu infrastruktura transportu morskiego 
i powietrznego (około 2%).  
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