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Abstract:

Reliability of production systems in enterprises is increasingly dependent on the availability of ICT systems that
supervise them. The research presented in this paper focuses on the improvement of the availability of ICT
systems by identifying possibilities of further automation of their maintenance processes. After preliminary
research, it has been concluded that the possibility of further automation by using artificial intelligence meth-
ods to support decision making regarding the improvement of ICT systems is worth considering. The main aim
of the paper was to carry out research into the possibilities of using and implementing artificial intelligence to
support decision making regarding the improvement of ICT systems.
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INTRODUCTION

In today's economy, automation of production systems
very often depends on the available information technol-
ogies. This is due to the fact that globalisation of the IT
(Information Technology) market and migration of most
IT services to the cloud management model lead to a
growing importance of ICT (Information and Communica-
tion Technology) systems [16]. Often, the model of coop-
eration between the processing and management subsys-
tems is based on the ICT system that supervises the pro-
duction system (Fig. 1).
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Fig. 1 Diagram showing links between production and ICT sys-
tems
Source: own study based on [4].

This dependence means that the reliability of IT-sup-
ported production systems is largely a result of the avail-
ability of the ICT systems that support them. ICT systems
are required to operate practically uninterruptedly. There
is nothing unusual in that, as systems that control facto-
ries, power lines or emergency reports simply cannot
cease to work.

Availability of ICT systems relates to their maintenance.
Nowadays, the world's leading methodology for mainte-
nance of ICT systems is Information Technology Infra-
structure Library —ITIL [5, 6, 7]. This methodology includes
sets of best practices for processes of ICT systems' mainte-
nance with the most important ones being [8]:

- event management,

- incident management,

- problem management.

Fig. 2 presents a model of ICT systems' maintenance.
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Fig. 2 Model of ICT systems maintenance

The model shows the three above-mentioned most im-
portant processes of ICT systems' maintenance, along
with relationships among them, that result from temporal
sequences, as well as fulfilled functions and executed
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tasks. In general terms, the relationships between differ-

ent processes of ICT systems' maintenance can be de-

scribed as follows:

1. The process of event management focuses on data
collection from ICT systems, its preliminary analysis,
filtration and transmission of appropriate information
to the process of incident management. Information
available from protocols of ICT systems monitoring,
such as syslog and SNMP, generated by ICT systems, is
gathered in the process of event management. Such
information may inform about the status of devices or
irregularities in their operation. All pieces of infor-
mation obtained this way are classified as events. The
effect of the operation of the event management pro-
cessis proper understanding of the messages available
from SNMP and syslog protocols and their correct in-
terpretation.

2. The information from the event management process
is transmitted to the incident management process
where it is classified as incidents. The incident man-
agement process is responsible for eliminating failures
that occurred in ICT systems. The priority here is to re-
store the operation of ICT systems using any method,
which often means that temporary solutions that are
available at that moment are used, rather than the
most suitable ones in terms of elimination of the fail-
ure cause. The effect of the operation of the incident
management process is elimination of the failure in
ICT system, i.e. solving the incident.

3. The process of problem management focuses on
searching for areas in ICT systems where the operation
of the ICT system should be improved. Searching for
such areas for potential improvement is mainly based
on the knowledge and experience of the analyst, who
indicates incidents for further engineering analysis
and possibly implementation of improvements.

Summing up, the information gathered in the process of

incident management is analysed in the process of prob-

lem management in terms of its negative impact on ICT
systems and based on the analysts' knowledge and expe-
rience is classified as a problem. Problems are referred for
further analysis in order to work out improvements of ICT
systems that result in the elimination of causes to prevent
the occurrence of such incidents in the future. Improve-
ments of ICT systems, as one of the outputs of the process
of problem management, should be implemented into the

ICT system in order to obtain positive effects of the im-

provements and thereby reduce the number of incidents

and failures, as well as increase the availability of ICT sys-
tems.

Each of the above-mentioned processes fulfils a different

role, and they cooperate with one another to constitute

the process of ICT systems maintenance. The process of
event management is responsible for gathering and inter-
preting events occurring in ICT systems. The role of the
incident management process is to eliminate the existing
failures. The process of problem management, through
implementation of improvements, results in reduction of
the number of incidents, i.e. failures. This has a positive
impact on availability of ICT systems, and consequently on

the improvement of reliability of an enterprise's produc-
tion system. In this process, an analyst analyses the inci-
dent and decides on its qualification as a problem.

The speed and accuracy of the analyst's decision depend
on their knowledge and experience as well as on the use
of appropriate methods (e.g. chronological analysis, anal-
ysis of trends, Pareto method) and tools (spreadsheets,
among other things) in their work. The application of such
methods and tools has a positive impact on the costs and
speed of the process and contributes to improvement of
reliability of production systems. It seems, however, that
it is possible to further improve this process by using more
advanced mathematical methods, i.e. artificial intelli-
gence methods. Fig. 2 presents the area where it is worth
examining the possibilities of further automation of the
processes of ICT systems maintenance for improving their
availability, which will have a positive impact on the relia-
bility of production systems [11, 15]. This area refers to
decision making regarding classification of an incident as
a problem.

Research conducted by DimensionData [2] shows that hu-
man beings make the most errors (32%) in ICT systems
maintenance. Given that, it can be concluded that there is
a need to develop solutions that will support analysts of
ICT systems and allow them to make accurate decisions
more quickly [13].

This paper presents research findings that should provide
a basis for the use of artificial intelligence methods for fur-
ther automation of the processes of ICT systems mainte-
nance and improvement of the reliability of production
systems.

RESEARCH METHODOLOGY AND CHARACTERISTICS OF

THE RESEARCH SAMPLE

In order to achieve the formulated aim, the research ad-

dresses two research issues as follows:

1) specifying the artificial intelligence method that can
be used in ICT systems' maintenance to support deci-
sion making regarding improvement of such systems
as part of the problem management process,

2) adapting a specific artificial intelligence method for its
use to support decision making regarding improving
ICT systems as part of the process of problem manage-
ment.

With regard to the first issue, an analysis of the process of

incident management in ICT systems was conducted in or-

der to select the artificial intelligence method that can be
used to support decision making in the area of improve-
ment of ICT systems in the process of problem manage-
ment. In order to define standards for maintenance of ICT
systems in an enterprise, an analysis of the processes of
their maintenance was conducted in an IT company that
is a world leader in online technologies. The basis for de-
fining the standards was study of procedures and instruc-
tions — the so-called runbooks of the company. The anal-
ysis has shown that most of the signals that are available
from the process of incident management have quantifia-
ble values. This implies that artificial intelligence methods
based on quantifiable signals should be used for their
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analysis [9, 10]. The method must also have a generaliza-
tion property, as its decisions are based on data outside
of the training dataset. In addition, it must be able to
make decisions relying on incomplete data, as not all of
the signals available in the process of incident manage-
ment are quantifiable or taken into account by analysts.
For that reason, neural networks were selected as the ar-
tificial intelligence method that can be used to support
decision making regarding improvement of ICT systems
[12, 14, 17].

With regard to the second research issue, research was
conducted in three successive stages of a research pro-
cess. The first stage involved surveys among experts that
aimed to determine the significance and usefulness of sig-
nals from the incident management process in terms of
the possibility of using them to support decision making
regarding improvement of ICT systems by means of neural
networks. The surveys resulted in identification of 8 sig-
nificant signals that, according to the experts, have the
biggest impact on decision making regarding qualification
of incidents for further analysis as part of the process of
problem management, and thereby decisions on im-
provement of ICT systems (Fig. 3).

Analysis of usefulness of such signals in terms of their use
in neural networks resulted in identification of 4 signals,
namely:

impact — impact of an incident on ICT systems (classi-
fied into four categories: Widespread, Large, Local-
ized, Individual),

urgency — urgency of an incident: Critical, High, Me-
dium, Low,

TTR OK — shows whether the contractual condition to
send notification to end customer within the agreed
time has been met,

TTN OK — shows whether the contractual condition to
restore the operation within the agreed time has been
met.
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The third stage involved surveys among experts that
aimed to collect expert knowledge on the four distin-
guished signals determining the improvement of ICT sys-
tems. Based on the results of these surveys it has been
concluded that there is expert knowledge in the area of
the 4 identified signals that can be consolidated and writ-
tenin a form understandable to neural networks. In order
to collect expert knowledge based on which decisions are
made to classify an incident as a problem, i.e. to improve
ICT systems, surveys have been conducted. They have
been conducted among 14 experts employed as analysts
in the company (leader in online technologies), who par-
ticipated in the surveys that aimed to determine the sig-
nificance of signals in the maintenance of ICT systems. The
aim of the surveys was to collect expert knowledge that
could be used to choose appropriate incidents for further
analysis in the process of problem management based on
the parameters of their impact, urgency and compliance
with contractual obligations TTN OK (Time to Notify) and
TTR OK (Time to Restore). The surveys have shown slight
differences among the respondents regarding the selec-
tion of incidents based on the signals analysed. This indi-
cates equal training of the analysts. The analysts re-
sponded identically when classifying incidents with the
highest impact and urgency, i.e. priority. Slight differences
were seen as the impact and urgency of incidents de-
creased. Differences are particularly visible in areas where
the TTR OK and TTN contractual parameters have not
been met in the case of lower priority incidents.

rounded down to O if the average value is from 0 to 0.49
(9). Based on the results of these surveys it has been con-
cluded that there is expert knowledge in the area of the
signals being analysed that can be consolidated and writ-
ten in a form understandable to neural networks. This is a
basis for building and implementing a neural network for
decision making regarding improvement of ICT systems.
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Fig. 3 Results of the surveys with indication of the significance of signals
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In order to build training datasets of an artificial intelli-
gence method based on the collected survey data, the
data should be consolidated. In data consolidation, the
data is averaged using an arithmetic method and rounded
up to 1 if the average value is from 0.5 inclusive to 1 or
rounded down to O if the average value is from 0 to 0.49
(9). Based on the results of these surveys it has been con-
cluded that there is expert knowledge in the area of the
signals being analysed that can be consolidated and writ-
ten in a form understandable to neural networks. This is a
basis for building and implementing a neural network for
decision making regarding improvement of ICT systems.
The fourth stage focused on implementation of the neural
network method into the decision-making process regard-
ing improvement of ICT systems. First, a neural network
has been built, which required:

development of a dataset for training the neural net-
work based on the expert knowledge collected, and
data normalization to adapt it to the requirements of
processing by neural networks,

selection of the optimum configuration of the neural
network by comparing the values of MSE parameters
of different neural networks in the process of training
them.

The analyses have shown that the most effective neural
network to be used in incident analysis and decision mak-
ing regarding classification of incidents as problems is the
network with the following parameters: the number of in-
put neurons — 10, the number of output neurons — 1, the
number of neurons in the hidden layer — 20, the use of
BIAS in neurons, activation function — sigmoid, learning
method: back-propagation using momentum. A neural
network with the above parameters, created in the "Neu-
roph Studio" package, is presented in Fig. 4.

The network was then used in practice in three instances
involving ICT systems maintenance in companies of vari-
ous profiles of activity and sizes. The aim of using the neu-
ral network built in practice was to verify its correct oper-
ation in the context of time and accuracy of decision mak-
ing regarding improvement of ICT systems. The results ob-
tained were compared with time and accuracy of the de-
cisions made by analysts (experts) of a selected company
- leader in online technologies.

Based on three instances, it can be concluded that the use
of the neural network built in the practice of maintaining
ICT systems makes it possible to take faster decisions on
improvement of such systems. The working time of the
neural network (a few seconds) for decision making is sig-
nificantly shorter than the working time of ICT systems'
analysts (from 1 day to 6 days).

With regard to the accuracy of the decisions made, syn-
thetic collection of the findings (Table 1) enabled indica-
tion of the following patterns:

1. There is high variability in the correspondence of the
results achieved by the neural network with the re-
sults achieved by the analysts in different months, de-
fined as % of correspondence in the different months.
In each case, the number of incidents indicated by the
neural network is smaller than the number of inci-
dents selected by the analysts.

There is high variability in the correspondence across
instances, measured as difference of the average % of
correspondence.

The mean-squared error (MSE) is comparable for all
the instances and consistent with the MSE of the neu-
ral network during its learning.

Table 1
Accuracy of the neural network's decision making regarding
improvement of ICT systems

Example
1 2 3
Average % of cor-
respondence 85% 51% 41%

average (C)
Mean-squared

0.002226031 0.003673164 0.006463709
error — MSE

It has been found that the impact of a single error on the
final result achieved by the neural network in the different
instances depends on the overall number of problems in
a given month. The level of MSE for the neural network
model in the different instances is comparable. This sug-
gests that such an error has been caused by factors that
have not been taken into account in the model of the neu-
ral network built.
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Fig. 4 Neural network used in analysis of incidents and decision making regarding classification of incidents as problems
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That's why additional consultations with analysts have
been conducted. It has been found that in the three in-
stances that were used to verify the operation of the neu-
ral network there were additional factors at play when de-
cisions about qualifying an incident as a problem were
made. In particular, the analysts highlighted:

- customer intervention: the customer was changing
the rules for selecting incidents for further analysis for
reasons that had not been taken into account in the
process of ICT systems maintenance, and by extension
in the neural network built.

- internal intervention: other teams that participate in
work with individual customers impacted the decision
to qualify selected incidents as problems for further
analysis,

- business factor: non-codified factor (e.g. VIP location)
that had to be handled with higher urgency than de-
fined by the standard procedure,

- customer reputation: non-codified factor — temporary
requirement from the customer's PR.

This shows that the more the company is prone to take

into account non-codified factors, the lower the corre-

spondence between the results of the neural network's
work and those of the analysts. Taking into account the
verified results for the three instances analysed with ref-
erence to the accuracy of the decisions made, the follow-

ing patterns can be indicated (Table 2):

1. The level of correspondence between the results
achieved by the neural network and the results
achieved by the analysts in different months, defined
as % of correspondence in different months, is signifi-
cant.

2. In each instance, the number of incidents indicated by
the neural network is slightly smaller than or equal to
the number of incidents selected by the analysts.

3. There is a significant decrease in the variability in cor-
respondence across the instances, measured as differ-
ence of the average % of correspondence.

4. The mean-squared error (MSE) is comparable for all
the instances and consistent with the MSE of the neu-
ral network during its learning.

Table 2
Accuracy of the neural network's decision making regarding
improvement of ICT systems

Example
1 2 3
Average % of cor-
respondence 91.1% 80.0% 83.3%
average (C)
Mean-squared 115776031 0.003673164 0.006463709
error — MISE

CONCLUSIONS

The comparative analysis of the obtained results shows
that a neural network can be used to support the work of
analysts, as it provides them with a basis for taking accu-
rate decisions on the improvement of ICT systems in a fast
manner.

However, it should be stressed that, in real life, there are
other signals that have not been taken into account in the

neural network, as well as additional factors that cannot

be predicted and thereby included in the neural network,

therefore, it is not possible to completely replace the
work of analysts and rely on the neural network to auto-
matically take decisions on improvement of ICT systems.

Based on the results, it has also been concluded that the

use of a neural network may bring a number of other ben-

efits in terms of maintenance of ICT systems, such as nor-
malization of:

- standards for maintenance of ICT systems for ensuring
higher availability of such systems (implementation of
the neural network will force the use of the same de-
cision-making criteria in qualification of incidents for
the process of problem management),

- problem management in various locations of an enter-
prise, especially when they are in different countries
and direct communication is difficult.

- services of ICT systems maintenance provided to vari-
ous customers and industries, leading to their in-
creased compliance with best practices in the area of
selecting incidents for the problem management pro-
cess.
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