
Journal of Polish  Safety and Reliability Association 

Summer Safety and Reliability Seminars, Volume 8, Number 4, 2017                     

 

 11 

Kołowrocki Krzysztof 
ORCID ID: 0000-0002-4836-4976 
 

Kuligowska Ewa 
ORCID ID: 0000-0002-6704-9541 
 

Soszyńska-Budny Joanna 
ORCID ID: 0000-0003-1525-9392 

Gdynia Maritime University, Gdynia, Poland 

 

 

 

Integrated impact model on critical infrastructure safety related to 

operation process including operating environment threats  
 

 

 

 

 

Keywords  
 

Environment threats, safety, impact, model, operation process. 

 

Abstract 
 

The main aim of this paper is to present the general safety analytical models of complex multistate technical 

systems related to their operation processes including operating environment threats. In the case of critical 

infrastructure, the determination of its safety function and its risk function, which graph corresponds to the 

fragility curve are defined. Moreover, its mean lifetime up to the exceeding a critical safety state and the 

moment when its risk function value exceeds the acceptable safety level and the critical infrastructure and its 

components intensities of degradation and the coefficients of operation process including operating environment 

threats influence on the critical infrastructure and its components intensities of degradation are introduced as the 

other significant safety indicators. The proposed models are given for multistate series, parallel, “m out of n”, 

consecutive “m out of n: F”, series-parallel, parallel-series, series-“m out of k”, “mi out of li”-series, series-

consecutive “m out of k: F” and consecutive “mi out of li”: F”-series  systems. 

 

 
1. Introduction 
 

The main objective of this paper is to present 

recently developed, the general safety analytical 

models of complex multistate technical systems 

related to their operation processes including 

operating environment threats [Kołowrocki, 

Soszyńska-Budny, 2011] and to apply them 

practically to real industrial systems and critical 

infrastructures. There are presented general safety 

analytical models of complex multistate technical 

systems related to their operation processes including 

operating environment threats. They are the 

integrated general models of complex technical 

systems, linking their multistate safety models and 

the models of their operation processes including 

operating environment threats and considering 

variable at the different operation states safety 

structures and their components safety parameters. 

The conditional safety functions at the system 

particular operation states and independent of the 

system particular operation states the unconditional 

safety function and the risk function of the complex 

technical systems are defined. These joint models of 

the safety and the variable in time system operation 

processes including operating environment threats 

are constructed for multistate series, parallel, “m out 

of n”, consecutive “m out of n: F”, series-parallel, 

parallel-series, series-“m out of k”, “mi out of li”-

series, series-consecutive “m out of k: F” and 

consecutive “mi out of li”: F”-series  systems. The 

joint models are applied to determining safety 

characteristics of these systems related to their 

varying in time safety structures and their 

components safety characteristics. Under the 

assumption that the considered systems are 
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exponential, the unconditional safety functions of 

these systems are determined.  

The proposed models and methods can be applied to 

the exemplary critical infrastructures safety analysis, 

evaluation and prediction, i.e. the port oil piping 

transportation system and the maritime ferry 

technical system related to varying in time their 

operation processes including operating environment 

threats having an influence on their safety structures 

and components safety parameters. 

Most real technical systems are structurally very 

complex and they often have complicated operation 

processes. Large numbers of components and 

subsystems and their operating complexity cause that 

the evaluation and prediction of their safety is 

difficult. The time dependent interactions between 

the systems’ operation processes operation states 

changing and the systems’ structures and their 

components safety states changing processes are 

evident features of most real technical systems and 

critical infrastructures as well. The common safety 

and operation including operating environment 

threats analysis of these complex technical systems 

and critical infrastructures is of great value in the 

industrial practice. The convenient tools for 

analyzing this problem are the multistate system’s 

safety modeling [Kołowrocki, Soszyńska-Budny, 

2011; Xue, 1985; Xue, Yang, 1995a-b]commonly 

used with the semi-Markov modeling [Ferreira, 

Pacheco, 2007; Glynn, Hass, 2006; Grabski, 2014; 

Kołowrocki 2014; Limnios, Oprisan, 2005; Mercier 

2008]of the systems operation processes including 

operating environment threats [EU-CIRCLE Report 

D3.3-GMU3-CIOP Model2, 2016], leading to the 

construction the joint general safety models of the 

complex technical systems and critical 

infrastructures related to their operation process and 

the operating environment threats influence on their 

safety structures and their components safety 

parameters. In the case of critical infrastructure, the 

determination of its safety function and its risk 

function, which graph corresponds to the fragility 

curve, are crucial indicators/indices for safety 

practitioners. Other practically significant discussed 

in the report critical infrastructure safety indicators 

are its mean lifetime up to the exceeding a critical 

safety state and the moment when its risk function 

value exceeds the acceptable safety level and the 

critical infrastructure and its components intensities 

of degradation and the coefficients of operation 

process including operating environment threats 

influence on the critical infrastructure and its 

components intensities of degradation.  

 

2. System operation at variable conditions 

including operating environment threats  
 

We assume as in [EU-CIRCLE Report D3.3-GMU3-

CIOP Model2, 2016] that the system during its 

operation process is taking ,',' Nv   different 

operation states .'.,..,','
'21 zzz  Further, we define 

the critical infrastructure new operation process 

)(' tZ , ),,0 t  related to the critical 

infrastructure operating environment threats with 

discrete operation states from the set  

}.'.,..,','{ '21 zzz  Moreover, we assume that the 

critical infrastructure operation process Z’(t) related 

to its operating environment threats is a semi-

Markov process similar to that one considered in 

Section 2.1 [EU-CIRCLE Report D3.3-GMU3-CIOP 

Model2, 2016] with the conditional sojourn times 

bl
'  at the operation states 

b
z'  when its next 

operation state is ,'
l
z ,',...,2,1, vlb  .lb   

Under these assumptions, the critical infrastructure 

operation process may be described by [EU-CIRCLE 

Report D3.3-GMU3-CIOP Model2, 2016]:   

 the vector 
'1

)]0('[ xb
p  of the initial probabilities 

),')0('()0('
bb
zZPp   ,',...,2,1 vb   of the 

system operation process Z’(t) staying at 

particular operation states at the moment 0t ; 

  the matrix 
''

]'[  xbl
p  of probabilities ,'

bl
p  

,',...,2,1, vlb   ,lb   of the system operation 

process Z’(t) transitions between the operation 

states 
b
z'  and 

l
z ' ;  

 the matrix 
''

)]('[  xtH
bl

 of conditional 

distribution functions )'()(' tPtH
blbl
  , ,0t  

,',...,2,1, vlb   ,lb   of the system operation 

process Z’(t) conditional sojourn times 
bl
'  at the 

operation states.  

 

As the mean values ]'[
bl

E   of the conditional 

sojourn times 
bl
'  are given by  

  

   ]'['
blbl

EM  


0

),(' ttdH
bl

  

   ,',...,2,1, vlb   ,lb         (1) 

   

then from the formula for total probability, it follows 

that the unconditional distribution functions of the 

sojourn times ,'
b

 ,',...,2,1 vb   of the system 

operation process )(' tZ  at the operation states ,'
b
z  

,',...,2,1 vb   are given by [Kołowrocki, Soszyńska-

Budny, 2011],  [EU-CIRCLE Report D3.3-GMU3-

CIOP Model2, 2016] 
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   )(' tH
b

 = 


'

1

),(''
v

l
blbl
tHp  ,0t  '.,...,2,1 vb     (2) 

 

Hence, the mean values ]'[
b

E   of the system 

operation process )(' tZ  unconditional sojourn times 

,'
b

  ,',...,2,1 vb   at the operation states are given 

by    

   ]'['
bb

EM   = 


'

1

''
v

l
blbl

Mp , ,',...,2,1 vb     (3)

                         

where 
bl

M '  are defined by the formula (1).  

The limit values of the system operation process 

)(' tZ  transient probabilities at the particular 

operation states )(' tp
b

= P(Z’(t) = 
b
z' ) , ),,0 t  

,',...,2,1 vb   are given by [Kołowrocki, Soszyńska-

Budny, 2011], [EU-CIRCLE Report D3.3-GMU3-

CIOP Model2, 2016] 

 

   
b
p'  = )('lim tp

b
t 

= ,

''

''
'

1




v

l
ll

bb

M

M




 ,',...,2,1 vb      (4)     

 

where ,'
b

M  ,',...,2,1 vb   are given by (3), while the 

steady probabilities 
b
'  of the vector 

'1
]'[ 
xb

 satisfy 

the system of equations   

 

   







 





'

1

.1'

]']['[]'[

v

l
l

blbb
p





                 (5) 

  

In the case of a periodic system operation process, 

the limit transient probabilities 
b
p' , ,',...,2,1 vb   at 

the operation states given by (4), are the long term 

proportions of the system operation process )(' tZ  

sojourn times at the particular operation states ,'
b
z  

'.,...,2,1 vb   

Other interesting characteristics of the system 

operation process )(' tZ  possible to obtain are its 

total sojourn times 
b
'̂  at the particular operation 

states ,'
b
z  ,',...,2,1 vb   during the fixed system 

opetation time. It is well known [Kołowrocki, 

Soszyńska-Budny, 2011], [EU-CIRCLE Report 

D3.3-GMU3-CIOP Model2, 2016] that the system 

operation process total sojourn times 
b
'̂  at the 

particular operation states ,'
b
z  for sufficiently large 

operation time '  have approximately normal 

distributions with the expected value given by  

   ,'']'ˆ['ˆ 
bbb
pEM   ,',...,2,1 vb       (6) 

where 
b
p'  are given by (4).    

 

3. Safety of multistate systems at variable 

operation conditions including operating 

environment threats 
 

We assume that the changes of the operation states of 

the system operation process Z’(t) have an influence 

on the system multistate components 
i
E , 

,,...,2,1 ni   safety and the system safety structure as 

well. Consequently, we denote the system multistate 

component 
i
E , ,,...,2,1 ni   conditional lifetime in 

the safety state subset },...,1,{ zuu   while the 

system is at the operation state ,'
b
z ,',...,2,1 vb   by 

)(' )( uT b

i
 and its conditional safety function by the 

vector 

 

   )()],('[ b

i
tS  = [1, ,)]1,('[ )(b

i
tS ..., )()],('[ b

i
ztS ],   (7) 

 

with the coordinates defined by 

 

   )')(')('()],('[ )()(

b

b

i

b

i
ztZtuTPutS      (8)  

 

for ),,0 t  ,,...,2,1 zu  '.,...,2,1 vb   

The safety function )()],('[ b

i
utS  

is the conditional 

probability that the component 
i
E  lifetime )(' )( uT b

i
 

in the safety state subset },...,1,{ zuu   is greater 

than t, while the system operation process Z’(t) is at 

the operation state
b
z' .  

In the case, the system components ,
i
E  ,,...,2,1 ni   

at the system operation process Z’(t) states 

,'
b
z ,',...,2,1 vb   have the exponential safety 

functions, the coordinates of the vector (7) are given 

by    

 

   )')(')('()],('[ )()(

b

b

i

b

i
ztZtuTPutS   

   ])]('[exp[ )( tu b

i
 , 

   ),,0 t  ,',...,2,1 vb   .,...,2,1 ni        (9) 

  
Existing in (9) the intensities of ageing/degradation 

of the system components ,
i
E  ,,...,2,1 ni   (the 

intensities of  the system components ,
i
E  

,,...,2,1 ni   departure from the safety state subset 

},...,1,{ zuu  ) at the system operation states 

,'
b
z ,',...,2,1 vb   i.e. the coordinates of the vector  

 

   )()]('[ b

i
  = [0, )()]1('[ b

i
 , …, )()]('[ b

i
z  ],  

   ),,0 t  ,',...,2,1 vb   ,,...,2,1 ni     (10)            

 

are given by  
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   )()]('[ b

i
u ),()(' )( uu

i

b

i
   

   ,,...,2,1 zu   ,',...,2,1 b  i = 1,2,...,n,  (11)      

 

where )(u
i

  are the intensities of ageing of the 

system components ,
i
E  ,,...,2,1 ni   (the intensities 

of the system components ,
i
E  ,,...,2,1 ni   departure 

from the safety state subset },...,1,{ zuu  ) without 

operation process impact, i.e. the coordinate of the 

vector   

  

   )(
i

  = [0, )1(
i

 , …, )([ z
i

  ], ,,...,2,1 ni    (12)  

 

and  

 

   ,)]('[ )(b

i
u  ,,...,2,1 zu   ,',...,2,1 b   

   i = 1,2,...,n,      (13) 

 

are the coefficients of operation impact on the system 

components Ei, i = 1,2,...,n, intensities of ageing (the 

coefficients of operation impact on critical 

infrastructure component E, i = 1,2,...,n, intensities of 

departure from the safety state subset },...,1,{ zuu  ) 

at the system operation states ,'
b
z ,',...,2,1 vb   i.e. 

the coordinate of the vector  

 

   )()]('[ b

i
  = [0, )()]1('[ b

i
 , …, )()]('[ b

i
z  ], 

 ,',...,2,1 b  .,...,2,1 ni      (14) 

 

The system component safety function (7), the 

system components intensities’ of ageing (10) and  

the coefficients of the operation impact on the system 

components intensities of ageing (14) are main 

system component safety indices. 

     Similarly, we denote the system conditional 

lifetime in the safety state subset },...,1,{ zuu  while 

the system is at the operation state ,'
b
z ,',...,2,1 vb   

by )(' )( uT b  and the conditional safety function of the 

system by the vector  

 

   )()],([ bt S'  = [1, ,)]1,([ )(btS' ..., ])],([ )(bztS' ,  (15)    

                

with the coordinates defined by 

 

   )()],([ butS' )')(')('( )(

b

b ztZtuTP   (16)                            

 

for ),,0 t  ,,...,2,1 zu  '.,...,2,1 b   

The safety function )()],([ butS'   is the conditional 

probability that the system lifetime )(' )( uT b  in the 

safety state subset },...,1,{ zuu   is greater than t, 

while the system operation process Z’(t) is at the 

operation state .'
b
z  

     Further, we denote the system unconditional 

lifetime in the safety state subset },...,1,{ zuu   by 

)(' uT  and the unconditional safety function of the 

system by the vector   

 

   ),( tS'  = [1, ),1,(tS' ..., ),( ztS' ],   (17) 

 

with the coordinates defined by 

 

   ),( utS' ))('( tuTP     (18)                                                                                                                                        

 

for ),,0 t  .,...,2,1 zu    

In the case when the system operation time '  is 

large enough, the coordinates of the unconditional 

safety function of the system defined by (15) are 

given by  

 

   ),( utS'
)(

'

1

]),([' b
v

b
b

utp


S'   

   for 0t , ,,...,2,1 zu      (19) 

 

where )()],([ butS' , ,,...,2,1 zu  ,',...,2,1 b are the 

coordinates of the system conditional safety 

functions defined by (8)-(9) and
b
p' , ,',...,2,1 b are 

the system operation process limit transient 

probabilities given by (4).  

The exemplary graph of a five-state (z = 4) critical 

infrastructure safety function 

 

   S'(t , ) = [1, S‘(t,1), S‘(t,2), S‘(t,3), S‘(t,4)],  

   ),,0 t  

 

 is shown in Figure 1.  

 

 
 

Figure 1. The graphs of a five-state critical 

infrastructure safety function ),( tS'  coordinates 

 

The mean value of the system unconditional lifetime 

)(' uT  in the safety state subset },...,1,{ zuu   is 

given by [Kołowrocki, Soszyńska-Budny, 2011] 

)1,(tS'  

)2,(tS'  
)4,(tS'  

)0,(tS'  

)3,(tS'  
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   ,)('')('
'

1







b

bb
upu  ,,...,2,1 zu     (20) 

 

where )(' u
b

 are the mean values of the system 

conditional lifetimes )(' )( uT b  in the safety state 

subset },...,1,{ zuu   at the operation state ,'
b
z  

,',...,2,1 b  given by 

 

   


0

)( ,)],([)(' dtutu b

b
S'  ,,...,2,1 zu     (21) 

 
)()],([ butS' , ,,...,2,1 zu   ,',...,2,1 b  are defined 

by (9)-(10) and 
b
p'  are given by (4). Whereas, the 

variance of the system unconditional lifetime )(' uT  

is given by  

 

   


0

2 2)(' tu ,)]('[),( 2udtut S'    

   ,,...,2,1 zu        (22) 

 

where ),( utS' , ,,...,2,1 zu   are given by (17)-(19) 

and ),(' u  ,,...,1,0 zu   are given by (20)-(21).   

Hence, according to (1.19) [Kołowrocki, Soszyńska-

Budny, 2011], we get the following formulae for the 

mean values of the unconditional lifetimes of the 

system in particular safety states   

 

   ),1(')(')('  uuu   ,1,...,1,0  zu     

   ),(')(' zz        (23) 

 

where ),(' u  ,,...,1,0 zu   are given by (20)-(21).  

Moreover, according (1.20)-(1.21) in [Kołowrocki, 

Soszyńska-Budny, 2011], if r is the system critical 

safety state, then the system risk function  

 

   r’(t) = P(S’(t) < r  S’(0) = z) = P(T’(r)  t),  

   ),,0 t       (24) 

 

defined as a probability that the system is in the 

subset of safety states worse than the critical safety 

state r, r {1,...,z} while it was in the safety state z at 

the moment t = 0 [Kołowrocki, 2014], [Kołowrocki, 

Soszyńska-Budny, 2011] is given by  

 

   r’(t) = 1  ),( rtS' , ),,0 t   (25) 

 

where ),( rtS'  is the coordinate of the system 

unconditional safety function given by (19) for 
.ru   

 

The graph of the system risk function presented in 

Figure 2 is called the fragility curve of the system.  

 

 
 

Figure 2. The graph (The fragility curve) of a system 

risk function )(tr'   

 

The system safety function, the system risk function 

and the system fragility curve are main system safety 

factors. Other practically useful system safety factors 

are: 

 the mean value of the unconditional system 

lifetime )(' rT  up to the exceeding the critical 

safety state r given by  

 

   ,)('')('
'

1







b

bb
rpr     (26) 

 

where )(' r
b

 are the mean values of the system 

conditional lifetimes )(' )( rT b  in the safety state 

subset },...,1,{ zrr   at the operation state ,'
b
z  

,',...,2,1 b  given by 

 

   


0

)( ,)],([)(' dtrtr b

b
S'  ,',...,2,1 b  (27) 

 
)()],([ brtS' , ,,...,2,1 zu   ,',...,2,1 b  are defined 

by (15)-(16) and 
b
p'  are given by (4);  

 the standard deviation of the system lifetime 

)(' rT  up to the exceeding the critical safety state 

r given by  

 

   2)]('[)(')(' rrnr   ,    (28) 

 

where   

 

   


0

2)(' trn S’(t,r)dt,                     (29) 

 

where ),( rtS'  is given by (19) and )(' r  is given 

by (20) for ru  ; 

 

-  the moment ’ the system risk function exceeds a 

permitted level   given by  

 

   ' r’ ),(1        (30) 

 

 

  

   
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and illustrated in Figure 2, where r’ )(1 t , if it exists, 

is the inverse function of the risk function r’(t) given 

by (25). 

Other critical infrastructure safety indices are:  

 the intensities of ageing/degradation of the critical 

infrastructure (the intensities of critical 

infrastructure departure from the safety state 

subset },...,1,{ zuu  ) related to the operation 

process impact, i.e. the coordinates of the vector   

  

   ),( tλ'  = [0, )1,(tλ' , …, ),( ztλ'  ],  

   ),,0 t       (31) 

 

where  

 

   ,
),(

),(

),(
ut

dt

utd

ut
S'

S'


λ'  ),,0 t   

   ;,...,2,1 zu        (32) 

 

 the coefficients of operation process impact on 

the critical infrastructure intensities of ageing (the 

coefficients of operation process impact on 

critical infrastructure intensities of departure from 

the safety state subset },...,1,{ zuu  ), i.e. the 

coordinates of the vector   

 

   ),( tρ'  = [0, )1,(tρ' , …, ),( ztρ'  ],  

   ),,0 t       (33) 

 

where   

 

   ),( utλ'  = ),,(),( utut λρ'  

   ),,0 t  ,,...,2,1 zu      (34)                          

 

and ),( utλ  are the intensities of ageing of the critical 

infrastructure (the intensities of the critical 

infrastructure departure from the safety state subset 

},...,1,{ zuu  ) without of operation impact, i.e. the 

coordinate of the vector   

  

   ),( tλ  = [0, )1,(tλ , …, ),( ztλ  ], ).,0 t   (35)  

 

In the case, the critical infrastructure have the 

exponential safety functions, i.e.  

 

   ),( tS'  = [0, )1,(tS' , …, ),( ztS'  ],  

   ),,0 t      (36) 

 

where 

  

   ),( utS' ],)(exp[ tuλ'  ),,0 t   

   ,0)( uλ' u = 1,2,…,z,    (37) 

 

the critical infrastructure safety indices defined by 

(31)-(35) take forms:  

 the intensities of ageing of the critical 

infrastructure (the intensities of critical 

infrastructure departure from the safety state 

subset },...,1,{ zuu  ) related to the operation 

impact, i.e. the coordinates of the vector   

  

   )(λ'  = [0, )1(λ' , …, )(zλ'  ],    (38) 

 

 the coefficients of the operation impact on the 

critical infrastructure intensities of ageing (the 

coefficients of the climate-weatcher impact on 

critical infrastructure intensities of departure from 

the safety state subset },...,1,{ zuu  ), i.e. the 

coordinate of the vector   

 

   )(ρ'  = [0, )1(ρ' , …, )(zρ' ],   (39) 

 

where   

 

   )(uλ'  = ),()( uu λρ'  .,...,2,1 zu     (40)                          

 

and )(uλ  are the intensities of ageing of the critical 

infrastructure (the intensities of the critical 

infrastructure departure from the safety state subset 

},...,1,{ zuu  ) without of operation impact, i.e. the 

coordinate of the vector   

  

    )(λ  = [0, )1(λ , …, )(zλ ].    (41)  

 

4. Safety of multistate exponential systems at 

variable operation conditions including 

operating environment threats 
 

We assume that the system components at the system 

operation states have the exponential safety 

functions. This assumption and the results given in 

Chapter 1 [Kołowrocki, Soszyńska-Budny, 2011] 

yield the following results formulated in the form of 

the following proposition. 

 

Proposition 1  

If components of the multi-state system at the 

operation states ,'
b
z  ,',...,2,1 b   have the 

exponential safety functions given by  

 

   ],)],('[,,)]1,('[,1[)],('[ )()()( b

i

b

i

b

i
ztStStS      

   ),,0 t  ,',...,2,1 b   i = 1,2,...,n,   (42) 
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with the coordinates  

 

   )')(')('()],('[ )()(

b

b

i

b

i
ztZtuTPutS   

   ])]('[exp[ )( tu b

i
 , 

   ),,0 t  ,',...,2,1 b  ,,...,2,1 ni          (43)   

 

and the intensities of ageing of the system 

components ,
i
E  ,,...,2,1 ni   (the intensities of  the 

system components ,
i
E  ,,...,2,1 ni   departure from 

the safety state subset },...,1,{ zuu  ) related to 

operation impact, existing in (43), are given by  

 

   )()]('[ b

i
u ),()(' )( uu

i

b

i
   ,,...,2,1 zu    

   ,',...,2,1 b  i = 1,2,...,n,    (44)                          

 

where )(u
i

  are the intensities of ageing of the 

system components ,
i
E  ,,...,2,1 ni   (the intensities 

of the system components ,
i
E  ,,...,2,1 ni   departure 

from the safety state subset },...,1,{ zuu  ) without 

operation impact and  

 

   ,)]('[ )(b

i
u  ,,...,2,1 zu   ,',...,2,1 b   

   i = 1,2,...,n,      (45) 

 

are the coefficients of operation impact on the system 

components Ei, i = 1,2,...,n, intensities of ageing (the 

coefficients of operation impact on critical 

infrastructure components E, i = 1,2,...,n, intensities 

of departure from the safety state subset 

},...,1,{ zuu  ) without operation impact, in the case 

of series, parallel, “m out of n”, consecutive “m out 

of n: F” systems and respectively by 

 

   ],)],('[,,)]1,('[,1[)],('[ )()()( b

ij

b

ij

b

ij
ztStStS    

   ),,0 t  ,',...,2,1 b   

   i = 1,2,...,k, j = 1,2,...,li,    (46) 

 

with the coordinates  

 

   )')(')('()],('[ )()(

b

b

ij

b

ij
ztZtuTPutS   

   ])]('[exp[ )( tu b

ij
 , ),,0 t   

   ,',...,2,1 b  i = 1,2,...,k,  j = 1,2,...,li,   (47)   

 

and the intensities of ageing of the system 

components ,
ij
E  i = 1,2,...,k, j = 1,2,...,li, (the 

intensities of  the system components ,
ij
E  i = 

1,2,...,k, j = 1,2,...,li, departure from the safety state 

subset },...,1,{ zuu  ) related to operation impact, 

existing in (47), are given by  

 

   )()]('[ b

ij
u ),()(' )( uu

ij

b

ij
   ,,...,2,1 zu    

   ,',...,2,1 b  i = 1,2,...,k, j = 1,2,...,li,   (48)                          

 

where )(u
ij

  are the intensities of ageing of the 

system components ,
ij
E  i = 1,2,...,k, j = 1,2,...,li, (the 

intensities of the system components ,
ij
E  i = 

1,2,...,k, j = 1,2,...,li, departure from the safety state 

subset },...,1,{ zuu  ) without operation impact and  

 

   ,)]('[ )(b

ij
u  ,,...,2,1 zu   ,',...,2,1 b   

   i = 1,2,...,k, j = 1,2,...,li,    (49) 

 

are the coefficients of operation impact on the system 

components ,
ij
E  i = 1,2,...,k, j = 1,2,...,li,  intensities 

of ageing (the coefficients of operation impact on 

critical infrastructure component ,
ij
E  i = 1,2,...,k, j = 

1,2,...,li, intensities of departure from the safety state 

subset },...,1,{ zuu  ) without operation impact,   

in the case of series-parallel, parallel-series, series-

“m out of k”, “mi out of li”-series, series-consecutive 

“m out of k: F” and consecutive “mi out of li: F”-

series systems  

and the system operation time '  is large enough, 

then its multistate unconditional safety function is 

given by the vector: 

 

i) for a series system  

 

   ),( tS'  = [1, )1,(tS' ,..., ),( ztS' ]  for ,0t   (50) 

 

where    

 

   ),( utS'  ])]('[exp['
1

)(
'

1




n

i

b

i

v

b
b

tup   for ,0t       

   ;,...,2,1 zu           (51) 

 

ii) for a parallel system  

 

   S‘(t , ) = [1, S‘(t,1), ..., S‘(t,z)] for ,0t  (52) 

 

where   

 

   S’(t,u)   


n

i

b

i

v

b
b

tup
1

)(
'

1

]])]('[exp[1['1   

    for  ,0t  ;,...,2,1 zu                                   (53) 

     
iii) for a “m out of n” system 

 

   S’ (t , ) = [1, S’ (t,1), ..., S’ (t,z)] for ,0t     (54) 

 

where   
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   ),( utS'  

     


 

1

1...
0,...,, 1

)(
'

1

21

21

])]('[exp['1

mrrr
rrr

n

i

b

ii

v

b
b

n

n

turp       

   nb

i
tu  1)( ]])]('[exp[1[   for ,0t u = 1,2,...,z (55)  

 

or  

 

   ),( tS'  = [1, )1,(tS' ,..., ),( ztS' ] for ,0t   (56) 

 

where 

 

     
 


 

1

...
0,... ,,

)(

1

'

1

21

21

]])]('[exp[1['

),(

mrrr
rrr

rb

i

n

i

v

b
b

n

n

itup

ut



S'

     

   ])](')[1(exp[ )( tur b

ii
  for ,0t  

   ,,...,2,1 zu        (57) 

and ;mnm   

 

iv) for a consecutive “m out of n: F” system  

 

   ),( tCS'  = [1, )1,(tCS' ,..., ),( ztCS' ] for ,0t (58) 

 

where  

 

   


'

1

[),(


b
b
putCS' )()],( butCS'  for ,0t    

   ,,...,2,1 zu                                                         (59) 

 

and 
)()],([ butCS' , ,0t ,',...,2,1 b  are given by 

 

   





















 



 

















,for]])]('[exp[1[

)],(][)]('[exp[

)],(][)]('[[exp[

, for  ]])]('[exp[1[1

, for                                              1

)],([

)(

1

1

1

)(

1

)(

)(

1

)(
'

1

1

)(
'

1

)(

mntu

uttu

uttuq

mntuq

mn

ut

b

j

n

inj

m

i

b

n-i-

b

in

b

n

b

n
b

b

n

i

b

i
b

b

b













CS'

CS'

CS'

     

   for ,0t  ;,...,2,1 zu                                   (60) 

    

v) for a series-parallel system  

 

   ),( tS' = [1, )1,(tS' ,..., ),( ztS' ] for ,0t         (61) 

 

where   

 

   ),( utS'   
 

k

i

l

j

b

ij

v

b
b

i

tup
1 1

)(
'

1

]])]('[exp[1['1    

   for ,0t ;,...,2,1 zu                                         (62) 

 

vi) for a parallel-series system 

 

   ),t(S' = [1, )1,(tS' ,..., ),( ztS' ] for ,0t          (63) 

 

where   

  

   ),( utS'    


il

j

b

ij

k

i

v

b
b

tup
1

)(

1

'

1

]]])]('[exp[1[1['    

   for ,0t ;,...,2,1 zu                                           (64) 

 

vii) for a series-“m out of k” system 

   ),( tS' = [1, )1,(tS' ,..., ),( ztS' ] for ,0t         (65) 

 

where 

 

   
  



 

1

1...

0,... ,, 1

)(

1

'

1

21

21

]])]('[exp[['1

),(

mrrr

rrr

l

j

rb

ij

k

i

v

b
b

k

k

i

itup

ut



S'

 

   i

i
rb

ij

l

j

tu





1)(

1

]])]('[[exp1[   

    for ,0t ,,...,2,1 zu      (66) 

  

or 

 

   ),(t S' = [1, )1,(tS' ,..., ),( ztS' ] for ,0t          (67) 

 

where  

 

   ),( utS'  

     



 

1

,...,

0,...,, 1

)(

1

'

1

21

21

]])]('[exp[[1['

mrrr

rrr

l

i

rb

ij

k

i

v

b
b

k

k

i

itup   

   i

i
rb

ij

l

j

tu





1)(

1

]])]('[[exp[    

   for ,0t  ,mkm   ;,...,2,1 zu                     (68) 

 

viii) for a “
i
m  out of 

i
l ”-series system 

 

   ),(' tS = [1, )1,(tS' ,..., ),(' ztS ] for ,0t           (69) 

  

where 

 

     



 

1

1...

0,... ,,

)(

11

'

1

21

21

]])]('[[exp1['

),(

iil

il

i

mrrr

rrr

b

ijj

l

j

k

i

v

b
b

turp

ut



S'
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   ]]])]('[exp[1[
1)( jrb

ij
tu


   

   for ,0t ,,...,2,1 zu                                           (70) 

 

or 

 

   ),( tS'     = [1, )1,(tS' ,..., ),( ztS' ] for ,0t      (71) 

 

where 

 

    



 

1

...

0,... ,,

)(

11

'

1

21

21

]])]('[exp[1[['

),(

iil

il

j
i

mrrr

rrr

rb

ij

l

j

k

i

v

b
b

tup

ut



S'

 

   ]])](')[1(exp[ )( tur b

ijj
 for ,0t  ,

iii
mlm    

   ,,...,2,1 ki   ;,...,2,1 zu                                     (72) 

    

ix) for a series-consecutive “m out of k: F” system 

    

   ),( tCS'  = [1, )1,(tCS' ,..., ),( ztCS' ] for ,0t  (73) 

 

where 

 

   


'

1

[),(


b
b
putCS' )()],( butCS'  for ,0t   

   ,,...,2,1 zu        (74) 

 

and 
)()],([ butCS' , ,',...,2,1 b  are given by 
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
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


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 



 





 





 
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

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

k
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l
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b
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b
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j
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b
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uttu
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k

k

i

1 1

)(
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1

1 1
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)(

, . . . ,,;1
1

)(

1 1

)(

,for  ]])]('[exp[1[ 

)],([

]])]('[[exp[

)],(][)]('[exp[

,for      ]])('exp[1[1

,for                                          1

)],([

21

21









CS'

CS'

CS'

  

   for ,0t ;,...,2,1 zu                   (75)                               

 

x) for a consecutive “mi out of li: F”-series system 

 

   ),( tCS' = [1, )1,t(CS' ,..., ),( ztCS' ] for ,0t  (76) 

 

where  

 

   ),( utCS'  
)(

1

'

1

)],([' b
k

ib
b

utp S'C
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

 for ,0t      

   ,,...,2,1 zu        (77) 

and [ ,)],( )(butCS'  i=1, 2,… , k, ,',...,2,1 b  are 

given by  
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jil
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mltu
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







CS'
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CS'

   

for ,0t .,...,2,1 zu                                   (78) 

 

Remark 1 

The formulae for the safety functions stated in 

Proposition 1 are valid for the considered systems 

under the assumption that they do not change their 

structure shapes at different operation states ,'
b
z  

'.,...,2,1 b  This limitation can be simply omitted 

by the replacement in these formulae the system’s 

structure shape constant parameters ,n ,m ,k ,
i
m ,

i
l  

respectively by their changing at different operation 

states ,'
b
z ,',...,2,1 b  equivalent structure shape 

parameters ,)(bn ,)(bm ,)(bk ,)(b

i
m  ,)(b

i
l  .,...,2,1 b   

For the exponential complex technical systems, 

considered in Proposition 1, we determine the mean 

values )(' u  and the standard deviations )(' u  of 

the unconditional lifetimes of the system in the safety 

state subsets },,...,1,{ zuu   ,,...,2,1 zu   the mean 

values )(' u  of the unconditional lifetimes of the 

system in the particular safety states ,u  ,,...,2,1 zu   

the system risk function r’(t) and the moment '  

when the system risk function exceeds a permitted 

level   respectively defined by (20)-(25), after 

substituting for ),( utS' , ,,...,2,1 zu   the 

coordinates of the unconditional safety functions 

given respectively by (50)-(78). 

 

5. Conclusions  
 

The integrated general model of complex systems’ 

safety, linking their safety models and their operation 

processes models and considering variable at 

different operation states and the influence of the 

operating environment threats on their safety 

structures and their components safety parameters is 

constructed. The material given in this report delivers 

the procedures and algorithms that allow to find the 

main an practically important safety characteristics 
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of the complex technical systems at the variable 

operation conditions including operating 

environment threats. Next the results are applied to 

the safety evaluation of the port oil piping 

transportation system and the maritime ferry 

technical system. The predicted safety characteristics 

of these exemplary critical infrastructures operating 

at the variable conditions are different from those 

determined for these systems operating at constant 

conditions [Kołowrocki, Soszyńska-Budny, 2011] 

and without of considering the impacts of operating 

environment threats on their safety. This fact justifies 

the sensibility of considering real systems at the 

variable operation conditions that is appearing out in 

a natural way from practice. This approach, upon the 

sufficient accuracy of the critical infrastructures’ 

operation processes and the critical infrastructures’ 

components safety parameters identification, makes 

their safety prediction much more precise.  
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