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—— Abstract

Data on cybersecurity capacity building efforts is critical
to improving cybersecurity at national levels. Policy should be
informed not only by measures that allow internal assessment of
strengths and weaknesses that enable cross-national comparisons.
The International Telecommunications Union (ITu) and its Global
Cybersecurity Index (GcI) has used a standardized survey that has
been adapted and used in multiple national assessments by the
Global Cyber Security Capacity Centre. This adaptation includes
an addition of open field coding assessments that rely heavily on
trained experts and interactions with national focus groups. These
assessments are checked using multiple coders to increase reliability
and reduce bias. This process of ‘structured field coding’ (SFc) is an
approach to collecting and coding observations based on multiple
methods, quantitative as well as qualitative. This approach differs
from open field coding in providing a set structure for coding
observations from the field based on established frameworks for
assessment. The SFc process is explained along with a discussion of
the origin and the advantages and limitations of this methodological
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approach. It can be used in a variety of studies but is presented here
as a means to integrate data for cross-national comparative analy-
ses. Its application to improving the reliability and validity of data
collection across a region, such as the eu, would help stakeholders
evaluate where they should invest resources to improve their cyber-
security capacity.

Keywords
cybersecurity capacity building; structured field coding,; cybersecurity
analysis; multi-methods security research

—— 1. Introduction

fforts to build a nation’s capacity to withstand cyber-

attacks and other risks to cybersecurity contribute to
a nation’s security and economic vitality. AlImost all our modern sys-
tems: communication, economic transactions, record keeping, and
critical infrastructure are controlled through computerized systems.
These systems increase efficiency and speed, yet simultaneously
they can be an Achilles heel, as each system introduces additional
surfaces that are vulnerable to attack. Thus, it is important to build
an ecosystem that is robust and resilient to cyberattacks. This pro-
cess of cybersecurity capacity building is systematic, touching many
societal dimensions [1]. The investment in cybersecurity capacity
building pays back in the function of critical infrastructure and eco-
nomic vitality [1, 2] as well as new legal and policy frameworks. While
efforts to proactively address security problems seem intuitively
valuable, they are new, meaning there is relatively little research
on whether they achieve their intended objectives. This paper takes
a cross-national comparative approach to determine whether there
is empirical support for investing in capacity-building. It reflects field
research from 73 nations as well as comparative data analysis. These
efforts recognize that improved cybersecurity capacity is a multi-di-
mensional effort, it includes not just technological improvements,
but also improvements in education, awareness, and training [3].

The first step in capacity building efforts and cybersecurity policy
initiatives is often establishing basic “norms” as to what are best
practices across these dimensions [4]. Both regional [5] and inter-
national efforts have worked to develop norms based on input from
interdisciplinary teams. One of the larger efforts is the International
Telecommunications Union’s (1Tu) Global Cybersecurity Index (GcI) [6].
The GcI uses questionnaires and expert advice to rate countries on
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legal, technical, organizational strategies and plans, levels of inter-
national cooperation, and other capacity building measures to create
an overall ranking. A similar National Cyber Security Index (NcsI) has
been developed by the non-profit consultancy organization, the
e-Governance Academy Foundation, based in Estonia as a joint initi-
ative of the Government of Estonia, the Open Society Institute, and
the United Nations Development Program [7]. The NCSI is one project
in its cybersecurity program of activities, which includes consulting
projects for various nations along with its development of an index
for a growing number of countries [7]. The index “measures the pre-
paredness of countries to prevent cyber threats and manage cyber
incidents” to compose a database that is publicly available [8]. The
evidence is either provided by the nation’s government officials, an
organization or individual, or by the NcSI team through desk research
on legal acts, official documents, and official websites. These sources
are used by an expert group at NCSI to make summary assessments
on multiple aspects for each nation [8]. In such ways, the selection
of index items is a dynamic process that is founded on a solid under-
standing of published research, comparison to similar studies, and
adaptation to emerging trends.

Once index items and norms of assessment are established the next
challenge is the design of a methodological process. The research
process should assess the performance of nations over time and allow
comparison with other nations. Evidence is often based on indicators
drawing from a multitude of sources, ranging from different institu-
tions and departments as well as different methods, such as in-depth
interviews, questionnaires and surveys, and the aggregation and
interpretation of data collected for other purposes, such as national
census records. Not only is the evidence collected from multiple sourc-
es, but also the outcomes of the assessments are critical to multiple
stakeholders, each of whom have a strategic interest in how different
sectors or nations are rated. There are also the challenges of assuring
norms assessment is applicable to countries at different stages of
economic and technical development, particularly as those with less
experience and centrality of Internet use may be more vulnerable to
cyberattacks [9, 10]. Furthermore, there are concerns when developed
nations are assisting developing nations in cybersecurity development,
as these efforts might be construed as supporting the geopolitical
interests of developed nations [11], which could be branded as digital
neo-colonialism rather than a win-win strategy. Thus, there is a need
to develop tools that can be readily adopted by and scaled to small
or large countries, validated and employed by the adopting nation,
and yet reliable and standardized sufficiently to be comparable across
nations for accurate and actionable insights.
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Given limited resources, and many sources and types of data within
each nation, the question is: How national assessments be done
efficiently and in a reliable and valid manner that can be replicated
and compared over time and with other nations? Structured field
coding is an answer to this question. It is an approach which increas-
es objectivity in cybersecurity capacity building assessments. Given
its quantitative basis, it can also be linked with related data, such as
from external risk assessments.

Every approach to the measurement of cybersecurity capacity
building efforts of a nation or region has strengths and weaknesses.
Structured field coding is offered as a means for addressing some of
the key problems with developing reliable and valid indicators that
are comparable across nations and over time. This paper explains,
illustrates, and critically examines the concept of Structured Field
Coding (sFc) and discusses limitations on its use.

—— 11. Approaches to National Case Studies

and Comparative Research

One of the first steps in measuring cybersecurity capacity
building it to establish the basic parameters that are needed for ca-
pacity building. In the area of assessing the maturity of cybersecurity
capacity building. There have been many approaches for developing
comparable assessments. Many widely used scales have been de-
veloped across multiple societal dimensions that impact cybersecu-
rity capacity, either directly or indirectly. These often include such
aspects as technical norms, educational programs, legal protocols,
and policy mandates. The 1TU’s Global Cybersecurity Index, is one
example, along with a NIST cyber security framework [12], but these
are only two of many other approaches that have been developed
that overlap in their methodology and empirical indicators.

This paper focuses on one approach where structured field coding
has been developed. Oxford University's Global Cyber Security
Capacity Centre (ccscc) has developed, in collaboration with over two
hundred international experts, a Cybersecurity Capacity Maturity
Model for Nations (cMM) and an approach to assessing nations that
has been deployed in over 8o nations to date.

The cMM reviews cybersecurity capacity across five dimensions: (1)
Cybersecurity Policy and Strategy; (2) Cyber Culture and Society; (3)
Cybersecurity Education, Training, and Skills; (4) Legal and Regulatory
Frameworks; and (5) Standards, Organizations, and Technologies.
Each dimension consists of a range of factors that describe what
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it means to possess cybersecurity capacity in that dimension, and
aspects of each factor that enhance maturity. A set of indicators for
each aspect of those factors is used to gauge cybersecurity maturity
along a five-stage spectrum, ranging from (1) start-up; (2) formative;
(3) established; (4) strategic; to (5) dynamic [13].

During the initial years of deploying the cmM, data-gathering in-
volved in-country stakeholder consultation (typically 2-3 research
staff visit over the course of three days), complemented remotely
through desk research. The in-country consultations, which relied
mainly on modified focus groups, was to yield evidence for assessing
capacity building for each nation in ways that can be used both to
recommend capacity-building initiatives for nations but also for
making comparisons across nations. But as in the case of national
comparisons, the regional assessments would ideally be comparable
across multiple units to estimate capacity levels across the nation.

Investment, and policy decisions are inevitably made based on
national assessments, whether these are limited to mere hearsay
or anchored in systematically empirical and accountable evidence
(Box 1). Thus, a rigorous and accurate assessment is advantageous
for data-based decisions. Nations cannot avoid being challenged for
their policy decisions, but the more reliable and valid the evidence
is judged to be, the easier it is to demonstrate the foundations for
prioritizing areas for investment.

VALIDITY: concerns the degree that an indicator is measuring what
itis intended to measure. Are you measuring what you think you
are measuring? Have there been multiple tests and expert input
to support validity? Does cybersecurity capacity maturity indicate
the resilience and status of a nation in responding to breaches and
other attacks on cybersecurity?

RELIABILITY: refers to the degree that an indicator can replicate
an underlying trait accurately or consistently. Will an approach to
capturing a national level of cybersecurity maturity be capable of
yielding the same results if replicated, such as by a different team
of researchers?

Box 1. Reliability and Validity
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—— 11.1. Aggregate Data Collection

One approach that is common in relatively well-defined
areas is to combine new or existing aggregate national indicators
to assess performance, such as in the areas of economic develop-
ment or freedom of the press. Cross-national comparative research
is often based on field research or the use of available aggregate
data that might have been collected for other purposes, but which
can be used to extract empirical indicators of national similarities
and differences.

For example, Freedom House rates countries or territories on 10
indicators of political rights, such as free and fair elections, and 15
indicators of civil liberties, including the rule of law, that are each
ranked from 0-4, where o represents the lowest level of freedom
and 4 the highest. In 2020, Norway and Finland were ranked 1 and
2 on their respective scores on the press freedom index [14]. Other
aggregate data approaches have been used to develop indicators
of governance [15], and cyber power [16], for example. Many of
these kinds of studies or rankings are done by a single organization
following developments and activities across multiple nations across
the world. Aggregate data can be drawn from research conducted
by other organizations for other purposes. The benefit of aggregate
data is that it is often collected by well-funded and highly respected
organizations and can be used to empirically test concepts that
otherwise couldn’t be tested at a large scale [2].

The use of the same data for multiple studies is almost demanded
by the time and cost of developing national indicators. The chal-
lenge with aggregate data is that the data items collected limit the
research questions that can be addressed. Thus, aggregate analysis
is limited to the relationships between verified data in the sets under
consideration, requiring some collection of original data.

— 1.1.2. Field Research and Data Collection

Original collection of data for national assessments allows
for collection of more than just standard measures, it allows for cus-
tomization and contextualization of the data collection tools to fit the
specific country and phenomenon being studied. As in many domains,
understanding the unique needs data sources within a country often
takes time and expertise. For example, most national comparative
research in the study of government and politics has been conducted
by individuals who lived and/or worked for a sustained period in
a particular nation other than their own. They had become expert
participant-observers of activities in the nation that is their object of
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study and most often develop their findings. A classic demonstration
of this method is Alexis de Tocqueville's examination of democracy in
America in the early 1800s (N = 1), or a comparative case study (N = 2
or more) [17]. A more recent example is Gabriel Almond and Sidney
Verba's study of political attitudes in the United States, Great Britain,
Germany, Italy, and Mexico, which drew on qualitative observations
as well as comparative survey research data collection [18]. The
World Internet Project (wiP)' collects data from a growing number
of countries, focused on issues of the digital divide.

Given the intense commitment of time, labor, and expertise, it is
rare for field research about cybersecurity to be conducted in many
nations. This work has often been limited by the ability of individuals
or a small team to be directly involved in observing, interviewing,
and comparing nations. Even though this method can produce high
quality reviews with many actionable insights, they can be prohibi-
tively expensive and require commitment from many stakeholders.

Additionally, the need for strategies that might enable larger and
more distributed teams to gather comparable data in the field, new
methods are being developed that include the use of interviews
and participant-observation. These have the potential to give deep
insights to help guide policy changes that are needed in this dynamic
domain. However, to develop these methods, that would allow both
standardization for comparative value and flexibility to adjust to
changing threats; it is important to first examine what has already
been used in other leading cybersecurity capacity assessments.

— 1.1.3. National Risk Assessments and the uk’s National

Cyber Risk Assessment (NCRA)

National risk assessments are focused on identifying major
risks facing a nation, developing estimates of how likely it is that
the nation will experience each risk, and estimating the severity of
the risk. Given the uncountable number of known and unknown
risks that nations might face, even in a constrained area, such as
cyber, these assessments rely heavily on the judgements of subject
matter experts in a wide range of sectors within each nation. The
Organization for Economic Co-operation and development (OECD)
and other major international organizations view risk assessment
as critical to managing these risks and achieving national economic
and social goals [19].

The government of the United Kingdom has developed a Cyber
assessment Framework from the National Cyber Security Centre
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that has four objectives: managing security risk, protecting against
cyberattack, detecting cyber security events, and minimizing the im-
pact of cyber security incidents [20]. Each of these items are broken
down into measurable items that focus on 1T systems and network
solidarity [20].

A cyber risk assessment captures the judgmental ratings or forecasts
of relevant experts on the priority, likelihood, and level of cyber risks
across many sectors and critical infrastructures of specific nations
(Box 2). While the questions can be structured in similar ways
cross-nationally, the answers are sufficiently unique to each nation
that comparison is difficult. They are developed to help nations
better anticipate and manage potential risks to their nation and not
designed with an aim of cross-national comparison. As with cyberse-
curity capacity assessments, it is difficult to study such assessments
across multiple nations in comparable ways.

National transportation and telecommunication systems, including
the information and communication technologies (1cTs) that sup-
port them, are two huge critical infrastructure sectors. Depending
on the level of analysis, the number of cis in focus vary from four to
nearly twenty viewed as necessary to the functioning of the nation.
These are the systems, networks and assets that are essential to
the functioning of a society [21].

Box 2. Critical Infrastructure Sectors.

Discussions between those involved in research on cybersecurity
maturity and risk assessments identified ways to improve approach-
es to each area of research, also explored the potential efficiencies
and synergies of integrating these two heretofore separate activities.
The idea of an integrated cybersecurity maturity and risk assessment
(Cyber-MRA) is attractive, creating one unified assessment to give
insights and guide policy decisions. However, given the different
organizations, traditions, and methods tied to each, their integration
is challenging. Assessments that rely on qualitative analysis, focus
groups, and interviews often produce deep insights, but these are
not always quantifiable and comparable across sessions of data gath-
ering. On the other hand, field surveys with strict “fill in the bubble”
type approaches yield problematic data even though they allow
quantitative analysis and comparison across data sets. A potentially
strategic innovation for improving on and integrating these two
approaches involves the use of what we have called “structured field
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coding”. The next section describes this approach and then moves
to a discussion of how it can enhance and potentially integrate both
maturity and risk assessments.

—— 1.2. Structured Field Coding (sFc)

Structured field coding (SFc) can potentially advance the
study of national cybersecurity maturity and national risk assess-
ments as well as provide a means for better integrating multiple
methods and indicators involved in both qualitative and quantitative
approaches. The following is the history of the method, its growth
and how it has been utilized in national cybersecurity assessments
to provide rich insights and actionable items for building cybersecu-
rity capacity.

—— 1.2.1. The Origins of srFc

SFC was invented to solve a set of problems that arose in
the study of the early use of computing in forty us cities in the late
1970s [22]. The study, entitled An Evaluation of Urban Information
Systems (URBIS), was one of the first systematic studies of the use
and implications of computer systems in American local govern-
ments. It was funded by the us National Science Foundation and
based on what was then the Public Policy Research Organization
(PPRO) at the University of California, Irvine. The principal investigator
was Professor Kenneth Kraemer, who led the team of co-principal
investigators, including James Danziger, William Dutton, Rob Kling,
and Alex Mood. The study began with a survey of all 403 us cities
with populations over 50,000. In 1975, circa the time of this study,
this was about the size at which a city might have had one or more
computers and associated applications, although nearly a quarter
(23% or 93) of the cities over 50,000 inhabitants had such a negligible
level of computing that they were dropped from the study.

The uRBIS team devised a means for stratifying all us cities on key
policy variables, which involved using standard demographic data
to estimate scores on indicators of computer use for those cities
for which data was not available. The team then randomly sampled
cities such as to maximize variation on the major variables of interest
to the study, such as the centralization or decentralization of com-
puter facilities. This approach was called the “future cities research
design” [23].

This analysis led to the selection of a stratified random sample of
40 us cities that were then studied more intensively. The research
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formed the basis of numerous publications across all the investiga-
tors including two major academic books [22, 24], which together
provide considerable evidence of the academic merit and acceptance
of the study’'s methodology.

—— 1.2.2.The Invention of sFc

It was in the pilot stages of this in-depth comparative study
of the 40 sampled cities that methodological challenges began to
arise. First, there were multiple teams going into the field, most
composed of two researchers spending about two weeks in each
city conducting interviews, visiting departments, and observing
work around several foci of the study, such as in the use of com-
puter-based data in policy analysis, detective investigative support,
and other applications representative of different “information
processing tasks”. In pretesting our approach through a small set
of “mini-cases”, it was apparent that different investigators tended
to confirm their preconceived notions, demonstrating the issue of
researcher bias. This is a long known issue, even de Tocqueville is
said to have had preconceived views on America, as one French critic
said: “He had thought it all out before he learned anything about it
[America]” [25]. This led to developing ways to make the research
more objective versus relying too heavily on any one person'’s pre-
conception, or other subjective or judgmental rating, and also to
ensure multiple points of view and greater accountability - creating
an ability to double-check the conclusions of those who did the
field work.

Reducing researcher bias was accomplished using src. Essentially,
each of the two or more researchers in the field would answer the
same questions the entire team had considered critical to the study.
They could use in-depth interviews, observations in the field, desk
research, and informal discussions with staff and politicians, for ex-
ample, to arrive at their answers. The team would then compare and
contrast their answers and resolve differences of opinion across the
members and explain in notes why the city was coded in the way it
was finally determined. This method reduced the impact of bias from
any particular researcher, while providing a means for integrating
multiple observations into a single code. It also made every code
more credible since it was the product of multiple observations and
explanations for why a city was coded as it was, provided by those
individuals who were observers in the field. Thus, it was a structured
way to establish “inter-coder reliability” across data that was collect-
ed through multiple methods.
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—— 2. Methods: sFc in action

Structured field coding (sFc) refers to the development of
predetermined questions and potential responses that are answered
by the researchers while they are in the field. This is similar to
a survey, but different in that the researcher completes the items
based on evidence from the field while the data is being collected.
Responses can be refined but are initially coded while fresh from
interviews and observations in the field context. Using desk research,
discussion group transcripts, and interviews with those informed
about particular topics, the researchers in the field aim to be in
a position to answer each question. The answers to each question
are then used to operationally define each indicator. Supporting
data is then available to others in the research team to test items for
reliability and objectivity.

—— 2.1. The urBIs Example

In the URBIS study, for example, a key question concerned
whether the use of computing in cities would shift influence or power
to one or another kind of actor [23]. One item asked about the use
of data in the city: “In general, has the use or design of data banks
[a term of the 1970s], their analysis or the distribution of findings
tended to shift relatively more influence away from or to any of the
following: [Manager or chief administrative officer; Mayor and staff;
Council and staff; Departments; and Data bank custodians], with the
following response categories: “Given less influence to; No discern-
able shift; Given more influence to” [23, p. 200]. Researchers were
asked to provide notes to defend their response. A related question
was: “Are various computer-based reports and special analyses
generated from operational data used in responding to individual or
citizen group requests or complaints?”. Coding was provided for the
manager, mayor, and council, with each coded separately with the
following response categories: Cases cited that it could have been
but was not used; Believe it is not used; Undecided, mixed; Believe it
is used, Cases cited that it is used [23, p. 201]. This exact question was
addressed in an interview one researcher had with the city manager
of a large city with a city manager form of government. The manager
said such analyses were never used, but the researcher went with
him to the council meeting that followed, when the manager’s office
presented the results of systematic modeling where the data in fact
were being used. In such ways, multiple sources are reconciled to
arrive at a researcher’s coding from observations and data collected
in the field based on a pre-designed set of codes.
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Another innovation tied to the use of SFc in URBIS was the identifi-
cation of a set of information processing tasks (1pTs) that not only
indicated the levels of data use, but also flagged areas that could
be studied in more depth. In the late - 1970s, the application of
computing in governments ranged across at least six IPTs (Box 3).
For example, by looking at a specific task, such as record searching
in supporting detective investigations, or record-keeping in traffic
ticket processing, it was possible to have a more concrete empir-
ical basis for assessing the impact of computing. Looking across
these 1pTs within one city provided an overall picture that was more
grounded in the government’s use of computing [22]. It is possible
that risk assessments might identify a set of comparable cis that
could be a focus for more concrete and detailed analysis in an anal-
ogous way.

Record-keeping, such as in traffic ticket processing
Calculating/printing, such as in budget control
Record-searching, such as in detective investigative support
Record restructuring, such as in policy analysis

Sophisticated analytics, such as in police patrol manpower
allocation

6.  Process control, such as in budget monitoring and control

oA WN

Box 3. Information Processing Tasks Defined by URBIS.

—— 2.2. The cMM Example

In the context of the cMM assessment, for example, there
is a question with responses for whether a nation has a cybersecu-
rity strategy (Box 3). Focus groups often have responses much like
the URBIS experience of several decades ago. Many are unaware of
efforts going on in other departments. Additionally, even experts
seeking to find evidence of operationalizations in action might not
find all the same evidence. If two or more researchers go to a coun-
try, they would code responses to this question, and together, they
would reconcile any differences in order that they agree on the best
code for the country, based on what they have learned. They assign
a quantitative number to their qualitative judgements. In instances
when they have fundamental differences, which cannot be easily re-
solved, they would go back into the field via an email, conference call,
or use desk research to resolve the differences. For example, they
might have been told a strategy was in development, but discover
a published report online, and switch their coding to “4" for “yes, and
it has been published”.
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The advantage of the src method is its ability to capture data that is
not obvious, as well as items across domains, which might be missed
from relying solely on a survey of participants. Cybersecurity capac-
ity building is a multi-faceted, multi-disciplinary effort that requires
advanced application of expert knowledge. Measuring progress to
evaluate efficacies is a complex, yet critical effort. Just as the example
of the URBIS application, the sFc allows stakeholders to see where
they are not utilizing resources available to them to improve policies
and processes.

Q1. Does the country have a national cybersecurity strategy?
(Circle Response)

.. Yes, the country’s strategy has been cited as “world leading”

.. Yes, and it has been published

.. Yes, but not published

.. No, but it is in development with a draft or outline

. No, but the processes for strategy development have been
initiated

0... No, strategy does not exist

2N WA

Evidence, Examples:

Box 4. A Question from the cmm

—— 2.3. ACritical Perspective on the Approach

SFC is a relatively simple idea that provides a flexible ap-
proach that increases research validity and reliability when dealing
with a complex array of methodological approaches. This is especially
important when researching cybersecurity capacity building efforts
as it touches on technological, educational, legal, communications,
and societal domains.

—— 2.3.1.Strengths of sFc

1. Reliability of Multiple Observations and Codes: SFC embeds the
use of multiple observers, and coders for each question. This
is designed to enhance the reliability of the code agreed across
researchers. As differences that emerge across coders will lead
to notes and explanations of how the code was resolved, the

notes also enhance the reliability attributed to the resulting data.
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2. Areas of Uncertainty or Lack of Awareness. Capturing multiple
(independent) observations at the indicator level also enables
the researchers to identify the specific indicators on which
there was uncertainty (on which two or more observers
significantly disagreed, for example), and which therefore
need continued attention, such as in follow-up calls to the
field work, in order to resolve. In many online or remote
collection of data these discrepancies would not be known.
Discrepancies across coders might also be interesting evidence
of conflicting viewpoints in the country or differences in the
knowledge base of the participants interviewed. In the example
of the cmMm, this method helps paint an even richer picture of
cybersecurity maturity in the country and identify problematic
or uncertain areas of capacity building.

3. Capturing Detail at the Indicator Level. For the cMm, as one ex-
ample, each question represents an indicator of one or more
aspects of maturity. Having an agreed coding for each indicator
provides more variation and evidence at the indicator level for
each nation. Individual indicators can then be used alone or in
some descriptive and comparative analyses, as well in calculating
maturity levels of their respective aspects.

4. Evolvability of Operational Definitions. Coding at the indicator level
makes it possible to refine and revise any operational definition
of any variable including each respective question. In the case
of the cMm, the model can be evolved simply by revising the
operational definition of aspects, such as moving an indicator
to be grouped or combined with a different aspect. In addition,
the team can operationally define why a country is given a par-
ticular maturity code on any given aspect. Since each indicator
related to a maturity code for any given aspect is recorded, any
change in the definition of an aspect can be accommodated by
changing the operational definition - how different indicators are
combined. In defining an aspect in a new way, using the existing
indicators, the new aspect can be quickly recalculated to obtain
a new maturity score defined by the model. Researchers can draw
from the existing indicators. That is, the model can evolve, and
the existing indicators can be used to recalibrate maturity levels.

5. Precision of Comparisons Over Time and Cross-Nationally. The
operational definition of indicators and maturity or risk levels will
enable more reliable and operationally defined variance across
countries, and more reliable and valid measurements of maturity
or risk over time and cross-nationally. For instance, by relying
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primarily or only on modified focus groups, the researchers make
judgmental ratings of the maturity levels of each aspect given the
observation of particular ,indications” of their level. But this does
not capture variation on the actual indicator - only that it might
have been observed. More precise, operational indicators would
enable less dependence on judgmental ratings and better able
to capture minor differences cross-nationally and longitudinally.
For instance, in the example question above, you might find that
a country had published its strategic plan, another which has not.
So small variations would be more visible and subject to analysis.

6.  Transparency and Accountability. SFC leads to national ratings that
are more transparent and accountable as anyone could see and
question the operational definitions of ratings, and the indica-
tors used. So src would enhance transparency of the data and
analyses based on cross - national or over-time comparisons.

7.  Integration of Data from Multiple Sources. One of the most valuable
advantages is that by enabling the use of multiple data sources in
coding, it is possible to draw not only from multiple data on the
same nation but also multiple studies, if conducted concurrently
by the same or even different research teams, if they used the
same SFC. A later section of this paper will illustrate its potential for
integrating the study of national cybersecurity capacity building
with the study of national cyber risks.

8.  Integration across Sectors or Infrastructures. Finally, many studies
of governments or nations cannot study all activities, sectors, or
infrastructures. A pragmatic but also a valid approach is to identify
a sample of individuals, departments, sectors, or infrastructures
to study in more depth, but in ways that can be compared and/or
aggregated to a higher level of analysis. sFc could be developed to
ask similar questions about different objects of analysis in ways
that the answers are more comparable and less problematic to
aggregate.

—— 2.3.2. Limitations of src

There are weaknesses or limitations of SFc - it is not a silver
bullet for resolving major challenges in national and cross-national
comparative research. These include:

1. Limits on Independence of Coders. Each indicator defined by a ma-

turity model or risk assessment should be coded by two or more
independent observers. With at least two individual researchers
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going into the field there is nevertheless the likelihood of some
bias of individuals to confirm their preconceptions - a confirm-
atory bias - but also the potential for interpersonal influence to
undermine the independence of the coding. Of course, at the
end of the day, researchers need to compare codes and resolve
differences of opinion, which demands some role of interperson-
al influence and compromise. However, these sessions can be
conducted in light of concerns over avoiding any confirmatory
and group think biases, and most other research approaches
face the same threats, such as how different individuals code
group discussions

The potential for any lack of independence is addressed in
several ways. First, desk research is likely to involve researchers
beyond the field team. Secondly, the explanations of codes could
indicate a lack of independence, which would be apparent to
those beyond the field team drafting the report. Finally, the
codes and the report based on them will be reviewed by experts
outside the field team, including experts within the respective
nations. Judgmental ratings and src will be sufficiently transpar-
ent that they will be subject to several stages of accountability.

2. Time Demands of Coding. In some respects, the use of two
independent coders might be viewed as doubling the workload
on the research team, but this is a compromise that will lead to
more reliable and valid indicators (Box 1). As discussed in the
section on the origins of sFc, the risks of a single coder appear
greater than threats that two coders, but one more coder will
not eliminate such a risk. Nevertheless, clarifications of codes
by two coders will add more texture to the meaning of the code
and the evidence behind it.

3. Pressure to Reduce the Number of Indicators. Time demands do
exert pressure on the study team to minimize the number of
questions or indicators included in the study. It is a natural
expectation that subject matter experts in cybersecurity or
cyber risk will want to be as comprehensive as possible and
include every conceivably important question. However, there
reaches a point when the time required in the field surpasses
that allotted, which threatens the care and precision of the
coding process. The research team needs to include enough
indicators to get a reliable estimate of aspects related to those
indicators but avoid temptations to be comprehensive. It is
easy to write questions but difficult to answer and code them.
This creates an inherent problem with the team creating too
many questions in ways that inadvertently reduce the quality
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of the research. A survey has limits imposed by the time that
respondents are willing to spend answering questions. This
places severe constraints on the number of questions asked
in surveys, for example. Likewise, a specified time in the field
places similar constraints on the number of interviews, dis-
cussion groups, and participant - observation that is possible
in a single nation. The research team must therefore exercise
considerable discipline in reducing redundancy, tangential
questions, and exceedingly complex coding issues to ensure
that the field research is completed. Just as a set of survey
questions does not need to be comprehensive to provide an
indication of a behavioural or attitudinal propensity, neither do
the indicators included for src need to be comprehensive. What
indicators are necessary to make a judgement on the relative
maturity of a nation in a particular area of cybersecurity?

4. Risk of Failing to Gain Multiple Codes. It is possible a researcher
might fail to get evidence about all indicators, so two observers
will enhance the likelihood of at least one researcher collecting
evidence from interviews or observations that can be used for
coding the indicator. This is a pragmatic reality of field research.
It is not ideal, but the effort would strive to obtain evidence
from each researcher on each question, recognizing that this
will not always be possible in the time allotted to field research,
and the strategies for gathering data in the field, such as in
dividing in-depth expert interviews up between the two or
more researchers. Desk research and post-field research in-
terviews, such a via video conferencing, can be used to address
any doubts raised by the lack of double coding.

5. Limits to the Detail and Precision of Rapid Field Research. Surveys
are bluntinstruments, seldom capable of capturing the precise
level of detail many journalists, public officials, and other sub-
ject matter experts expect from them. Likewise, any research
based on multi-methods conducted over a very short period
of time - such as a few days - cannot be expected to be as
precise as one would wish. For example, any data collected
today, might be different tomorrow. Any evidence uncovered
by two researchers over 2-3 days might miss additional evi-
dence that could have affected the coding of indicators. Any
period of time chosen for the research might be influenced by
events in the national context or even the personal situation
of the person interviewed that would bias the observations,
such as a change in administration. These limitations need
to be recognized and efforts should be made to identify any
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problematic data, but the team also needs to realize that they
cannot be totally overcome.

6.  Unknown Knowns. By having a pre-defined “structure”, or sets of
questions and codes, the study could fail to capture information
that is pertinent to cybersecurity maturity assessment that
was not already identified and added to the src’s codes. In
the case of the cmM study, this is addressed in part by con-
tinuing revisions of the underlying model, based on lessons
learned from past assessments and new technical and legal
approaches. But src does lean heavily on the research team
having the right pre - conceived notions of what are the best
indicators of cybersecurity maturity, and not missing any
key developments. However, discussions gained in in-depth
interviews and modified-focus groups are recorded and can
inform each case but would be less likely to be valuable for
comparative study. Employing a more “grounded theory"” ap-
proach, where the participant-observation and related data are
collected in a more open-ended manner [26], would focus more
attention on researchers reviewing the interviews, notes and
discussions in an iterative manner to identify the codes to be
applied to it. That said, this approach is still framed by the less
structured ideas that frame the questions and observations of
the researchers and tend to develop more unique frameworks
for each case study that could be compared cross-nationally
but in different, broader, and more thematic ways. Moreover,
the use of src adds numbers to qualitative data. It does not
erase or substitute for qualitative and other quantitative data
and observations. What it does do is insist that the researchers
cover areas defined by the sFc and in this respect it steers data
and observations in ways that might not be incorporated in
a more open - ended approach to following the evidence.

—— 2.4. sFc Enhanced by Modified Focus Groups

The use of structured field coding (sFc) could complement
and augment the use of modified-focus groups for field research
on cybersecurity capacity building, or the use of discussion groups
focused on cyber risks. Past cMM reviews relied greatly on what the
GCsccC team has called modified - focus groups, which have several
limitations that can be reduced using SFc.

The term “modified-focus groups” (MFG) is meant to convey the

divergence of this approach from traditional focus group methods
per se, a process invented by a famous sociologist, Robert Merton,
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in the 1950s to study opinion formation, such as study of why people
support a policy. Standard approaches to focus groups are gener-
ally used to surface a wide range of opinions, through open-ended
questions, such as seeking to understand what people understand
by the concept of cybersecurity or cyber risks. They are excellent
approaches for understanding how to design a questionnaire, for
example, a focus group discussion of how the government thinks
about cybersecurity capacity might help us design more structured
questions to which individuals could respond.

However, standard focus groups are not designed to reach a con-
sensus on a question or an issue, but to foster a range of opinions.
The exact opposite aim is the normal rationale for a MFG. MFGs are
designed to elicit a range of opinions that lead to some consensus,
such as whether a nation follows a particular practice. Moreover,
MFGs bringing together individuals from government, business
and industry, civil society, and academia violate some assumptions
that underpin the value of collective intelligence. MFGs can bring in
rich insights beyond the more objective src and even though it is
a challenge to combine the data, the process has led to success in the
CMM national evaluations based on such criteria as construct validity
- judged by empirical relationships with other indicators expected to
be associated with the indicator being measured.

One of the challenges of MFG it that they are also very difficult to val-
idly replicate. If a specific field researcher moderating the discussion
chose to kick off discussions with their own inspired prompts and
questions, based on the specific context and informal discussions,
it could skew the entire group. Each focus group could be primed
somewhat differently and would therefore possibly react to some-
what different sets of questions and prompts. They can be replicated
only in the broadest sense of doing multiple focus groups, with each
likely to be composed of different sets of individuals and with the
likelihood of being primed by the early statements and questions
raised by the participants and moderator. Thus, despite such chal-
lenges, MFGs work well enough, as reflected in the face validity and
construct validity of measurements, while also playing an important
role in awareness raising and networking. In addition, the MFGs pro-
vide important indications of the state of knowledge in the country
and where knowledge gaps might be, which can be important to
influencing practices. It can be important to gain a sense of wheth-
er people from a range of sectors are generally aware of various
strategies, legislation, activities (e.g., awareness-raising activities, to
understand whether they have a good reach) - and not just to know
whether these things exist by asking the experts. For example, if
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awareness-raising activities exist, but very few people know about
them, this could explain any lack of success.

—— Results

Structured field coding is supported by multi-method,
multi-sourced data collection, thus seeks to increase validity and
reliability in critical research. Figure 1 illustrates how multiple data
sources can feed into judgements made on the coding of a nation
on any number of criteria. src would be used to code each indicator
of both studies and in doing so, it would convert data from any
source into a comparable national indicator. That said, some data
would not need src, such as the population of the nation and other
demographic indicators that would directly fall into the data set if
they are at the national level of analysis. Since major approaches to
cybersecurity capacity assessments and cyber risk assessments use
many of the same data sources, it is feasible to integrate the conduct
of both assessments to create an integrated national data file (IND).

An example of how operationalization measures of indicators would
work is given in the following examples. Firstly, an analysis of an
indicator of the quality of cybersecurity education in a nation. This
might be feasible to gauge through desk research using existing
reports, news, and the web and related social media. On the other
hand, an indicator of Internet use in each respective nation could be
measured through existing surveys [6], or bespoke surveys created
by the study team. Rating the indicator of the risk of cyber-attacks,
along with their likelihood and severity, could be gained through
NCRA surveys, governmental, business and industry reports, and all
followed up with expert interviews. The multiple sources, collected
through multiple methods pool together and strengthen insights.
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Figure 1. Data Points from Multiple Sources Including Structured Field Coding

—— 3. Discussion

The development of quantitative data from qualitative re-
search is a challenge in the best of circumstances. However, using SFC
as part of a holistic data collection process, is a challenging process
as it takes funding of trained researchers and a long term commit-
ment to support the required levels of data collection and analysis.

Structured field coding, even though it has been foundational in
measuring cybersecurity capacity maturity across many nations
through various programs, has to potential to do even more as it is
scalable and comparable. A complete assessment relies on multiple
methods of data collection. Additionally, this technique could also
be used to integrate the data collection process in ways that reduce
duplication (each assessment has some common indicators, such
as demographics) and create an integrated national data (IND) file
that would facilitate analysis of the relationships between aspects of
cybersecurity and capacity building. Policy measures that encourage
the use of robust measures such as src allow nations to measure
progress in their capacity building efforts. It is possible to maximize
reliable variance across nations in ways that would better support
cross-national and longitudinal analysis. These types of analysis are
essential to better understand the impacts of less direct measures of
capacity building (e.g., legal changes or educational efforts) impact
long term outcomes.
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4. Conclusions

Structured field coding (SFc) provides a robust technique for
reducing redundancy while enhancing the efficiency and effective-
ness of cross-national comparative studies. It provides a structured
way to enhance inter-coder reliability across data collected through
multiple methods. At the same time, does not lose any of the virtues
of multiple methods, such as focus groups or in-depth interviews.
And it allows the research to amalgamate data in a documented
and transparent way across multiple methods to move into a simple
structured frame. A promising potential application is the integra-
tion of cybersecurity maturity assessments done in conjunction
with cyber risk assessments. The resulting integrated national data
file would be more powerful than either one data file on its own in
supporting a nation'’s self-assessment and help bring together a wide
range of analytical approaches to key questions.
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