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Abstract

The main aim of the paper is to use algorithms pachmeters of graph theory as tool to analyze the
transpiration systems. To realize this goal thel-wmbwn information about graph theory algorithmsda
parameters will be introduced and described. Thssipte application of graph theory algorithms and
parameters to analyze the critical infrastructafessxemplary transportation system will be shown.

1. Introduction protection programmes. The main aims of all of them

i are:
Nowadays people are dependent on critical systems _ . indentify important assets
such as transportation, electricity, water supply, {5 analyze a risk based on major threat scenarios
sewage, ICT. It is important thing to keep these and the vulnerability of each asset
complex systems in good condition. Thus risk and 4 jndentify, select and make prioritisation of
reliability analyses are needed to understand the

X t of threat 4 h ds. H th counter-measures and procedures.
Impact of threals and hazards. HOWEVer, NeS€rpage goals are common for all facilities presented

problems become more and more complex, becausgy,, e In the paper, we take into account only the
of existing strong interdependencies both withid an transportation systems. However, the presented

between infrastructure systems. approach can be applied to any of listed facilities

2. Critical infrastructures

Generally, according to the official definition,eth
critical infrastructure is a term used to descabsets
that are essential for the functioning of a socaaty
economy. The following facilities are related st

3. Review of graph theory topics

Bellow chapter is showing general definitions,
parameters and algorithms of the domination in
graph theory and other related topics. It will lzed

in further part of the paper to analyze critical

subject [1]: infrastructures of exemplary transportation systems

- electricity and heating generation,

transmission and distribution; 3.1. Domination in graphs
- gas and oil production, transport and _

distribution: Let G=(V,E) be a connected simple graph where
- telecommunication; V - set ofn vertices ,E - set ofm edges. The set of
- water supply; neighbors of vertex in G is denoted byN; (V).
- agriculture, food production and distribution; | the following definitions the different type of
- public health (hospitals, ambulances); domination sets and numbers will be introduced, i.e

- transportation systems (fuel supply, railway general, connected and independent [4], [5].
network, airports, harbours, inland shipping);

- financial services (banking); Definition 1
~ security services (police, military). A set D OV(G) is the dominating set of if for

There are several regional critical-infrastructure @1y VOV either v@iD or Ng(v)n D # L. The
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domination numbery(G) of a graph G is the  Definition 5

minimum cardinality of a dominating set 6f. A vertex-weighted graph(G,w,) is defined as a
graph G together with a positive weight-function on
Definition 2 its vertex sew, : V(G) - R>0.

A set D, V(G) is a connected dominating set of According to above definiton we get next
G if every vertex ofV \ D, is adjacent to a vertex in definitions.
D. and the subgraph induced Iy, is connected.

. o .. Definition 6
The minimum cardinality of a connected dominating h ihted  dominati b G ;
set of G is the connected domination number 1"€ Weighted domination numbery, (G) o

v.(G). G,w,) is the minimum weight
w(D) =) w(v)of a setD OV(G) such that

Definition 3 , _ L every vertexx[1V (D) — D has a neighbor iD .

A set D, OV(G)is an independent dominating set of

Gif no two vertices of D, are connected by any pefinition 7

edge of G. The minimum cardinality of an The weighted connected domination numpgy(G)
independent dominating set & is the independent (G,w,) is the minimum  weight

domination numbeyw, (G).
D.)= of a set D. OV(G) such that
The concept related to domination in graphs is als W(De) ZvﬂDc W) ¢ ©)

the bondage number. The definition is as follows [3 every vertex oV \ D, is adjacent to a vertex D

o and the subgraph induced By is connected.
Definition 4

The bondage numbeb(G) of graph G is the Definition 8
cardinality of a smallest seE of edges for which  The weighted independent domination number
y(G-E)>y(G). V., (G) of (G,w,) is the minimum weight

. w(D,) :va w(v) of a setD, OV(G) such that if

no two vertices ofD, are connected by any edge of
(G,w).

Let us assume, that labels on graph (Figure 1)
represents the weight-function. The domination
numbers defined in Definitions 6 — 8, for this drap
are equals to:

Vu(G)=3,

5 wa(G) =3
Figure 1.The exemplary undirected grajgh.
In general, finding a minimum dominating set is NP-
hard problem, but efficient approximation
algorithms do exist. It can be done under assumptio
that any dominating set problem can be formulated
_ A as a set covering problem. Thus, the greedy
D={125}, y(6)=2 algorithm for finding domination set is an analdg o
D. ={246}, y.(G)=2 one that has been presented in [7]. This algoritisms
D, ={23}, y,(G)=2. formulated as follows [7]:

For the exemplary grap8 presented in Figure 1 the
particular domination sets and numbers (Definitions
1 — 3) are as follows:

The above definitions refer to the general conagpt Algorithm 1: ,

undirected graphs. There are topics related tohweig 1+ LtV ={L...,n}, and defineD=¢.

functions. Thus, the vertex-weighted graph is aafin 2. Greedy add a new node t® in each iteration,
(4], [5)). until D forms a dominating set.
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3. Anode j, is said to be covered ifOD or if G is a tree composed of all the vertices and some (o
any neighbor ofj is in D.A node that is not Perhaps all) of the edges Gf

covered is said to be uncovered.

4. In each iteration, put intd the least indexed
node that covers the maximum number o
uncovered nodes.

5. Stop when all the nodes are covered.

Informally, a spanning tree dB is a selection of

fedges ofG that form a trespanningevery vertex. It
means, that every vertex lies in the tree, butyutes
(or loops) are formed.

According to Definition 5, the edge-weighted graph

For graph in Figure 1, Greedy will retutdh={12}. i< introduced

In case of the minimum connected domination Set'Definition 10

the Greedy algorithm is also used. However, to . . .
define ther%/sor%e preliminaries are necessary|[8]. An edge-weighted grapG, w,) is defined as a
We consider graplG and subseC of vertices in  graph graph G together with a positive weight-
G . We can divided all vertices into three classes:  function on its edge set,: E(G) - R>0.

- belong toC are called blacky, ;

- not belong toC but adjacent tcC are called Furthermore, for edge-weighted graphs it is possibl
to find minimum spanning tree, which is defined as

gray v, ;
e _ follows.
- not in C and not adjacent t&€ are called
white v, . Definition 11

Under assumption thaf is connected dominating A Minimum spanning tree (MST9f an edge-
set if and only if there is no white vertex and the Weighted graph is a spanning tree whose weight (the
subgraph induced by black vertices is connected. Thsum of the weights of its edges) is no greater than
sum of the number of white vertices and the numbetVeight of any other spanning tree.

of connected components of the subgraph induced bif can be done according to two well-known
black vertices (black components) equals 1. Thedlgorithms: Kruskal's and Prim's. They can be
greedy algorithm with potential function equal ket Shown as follows [2]:

number of white vertices plus number of black Algortihm 3 (Kruskal’s)

components is as follows [8]. 1. Find the cheapest edge in the graph (if there is
Algorithm 2: more .than one, pick one at random). Mark it with
Setw:=1: ' any given colour, say red.

o 2. Find the cheapest unmarked (uncoloured) edge in
while w=1 do the graph that doesn't close a coloured or red

If there exists a white or gray vertex such that  ircuit. Mark this edge red.

coloring it in black and its adjacent white 3 RepeatStep 2until you reach out to every vertex
vertices in gray would reduce the value of  fine graph (or you have1 coloured edges).

potential function The red edges form the desired minimum spanning
then choose such a vertex to make the value of ge

potential function reduce in a maximum

amount._ _ Algortihm 4 (Prim’s)
elsesetw:=0; 1. Pick any vertex as a starting vertex, . Mark

it with any given colour (red).
2. Find the nearest neighbor of,, (call it P).

The issues discussed in Subsection 3.1. and 322. wa Mark both R and the edger,. . P; red. Cheapest

start

related to the analysis of nodes of the transportat unmarked (uncoloured) edge in the graph that
system. However, the edges between the nodes are yoeqnt close a coloured circuit. Mark this edge

also important. As an appropriate tool for the | .t <ame colour of Step 2
transportation system analysis in terms of its '

infrastructure connecting each node the spannegy tr 3- Find the nearest uncoloured neighbor to the red
is proposed. subgraph (i.e., the closest vertex to any red

vertex). Mark it and the edge connecting the
Definition 9 vertex to the red subgraph in red.

The spanning tre€ of a connected, undirected graph 4. Repeat Step 3 until all vertices are marked red.

3.2. Spanning trees
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The red subgraph is a minimum spanning tree. ey {10}

4. Application of graph theory algorithmsto
analyze transportation systems

The knowledge presented in Section 3 can be applied
to analyze transportation system, particularly its
infrastructure. For instance it can be used to ahoi
of routes and nodes classified as critical
infrastructure [6]. Using these tools in this wiyis
possible to improve the safety and reliability
considered systems. Unfortunately, it is possilolg o
during designing and selection of critical
infrastructures. In these stages using the number
failures parameter should be sufficient for safatyl ) . . .
reliability analysis. In the other hand, the Our maingoalis to choose the minimal spanning tre
maintenance cost parameter allows us to cost-optimg"d minimal independent domination set, i.e. figdin
design of the critical infrastructure. Thereforeet an independent domination number.

possibility of improving the safety and reliabilitf _ _ .

the system corresponds to select the optimal afitic According the Kruskal's Algorithm, the minimal
infrastructures  of the transportation systemsSPanning ftree is given ifrigure 4 as the set of
according to mentioned parameters. To showdouble edges. In this way, the minimal number of
possibility of application discussed methods, thefailures is equal to 153 [units].

academic example is shown bellow.

Example

Let us consider the PKP EIC map of connections
(Figure 2. We choose twelve nodes and describe
them the number and the maintenance costs. The
edges between the nodes are described by the
number of failures. Under these assumption, we get
the exemplary schema presenteéigure 3

S
7(312)

(1 80)

Figure 3.The exemplary scheme of railway
dnfrastructure
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Figure 4.Minimal spanning tree (Kruskal’s
X Algortihm)
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Furthermore, according to Algorithm 1, we can find
minimal dominating set. It is marked kigure 5

T with black nodes (vertices). For resulting domioati

set, the maintenance costs are equaled to 43@]Junit
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Figure 2.The map of PKP EIC connections,
http://intercity.pl
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Figure 5.Minimal weighted independent domination
set.
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5. Conclusion

In the paper, the concept of critical infrastruesur
has been presented. Furthermore, the selected
definitions, parameters and algorithms of graph
theory have been introduced and applied to system
transportation analysis. As the example of possible
application, the critical infrastructure with thenlest
maintenance cost of nodes and the smallest number
of failure has been determined.

The example is only a presentation of the
possibilities of the methods in stationary case.

In future work, these methods will be expand to-non
stationary case.
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