JOURNAL OF MEDICAL INFORMATICS& TECHNOLOGIESVoal. 21/2012, | SSN 1642-6037

signature recognition,
fuzzy system,
fuzzy sets

Przemystaw KUDEACIK

IMPROVING A SIGNATURE RECOGNITION METHOD USING
THE FUZZY APPROACH

The paper introduces a significant improvementhaf signature recognition method based on charstiteri
preprocessing of an input data. The original apgitdeansforms an input data into a sorted set oftp@btained from
intersections of a signature with generated lirmagythrough it's center point. For further anasytie discrete Walsh
transform was used. The solution presented inpdper divides points obtained in the preprocessh&se into groups.
This step allows the method to preserve more urfigaikeires, which positively reflects on the resitieprocessed data
is used to build a fuzzy structure called the fugignature. The method considering a natural inipi@at makes the
verification system flexible.

1. INTRODUCTION

The problem of automatic signature verification vehsays very important for many researchers
[2, 3, 4]. The task is complex, because each digaats unique and even in case of one individual
a significant differences can be found. Dissimilacan be caused by natural processes like aging ol
disease and other like different positions duringtimg or even emotions. The fact reflects in many
solutions developed through all the years of bisimetystems applications. Each solution has it's
advantages and disadvantages, which always demendse environment of application and destined
purpose in general.

The approach presented in this paper extends thosointroduced in 2008 by Porwik and Wrobel
[10]. The characteristic preprocessing phase ofntleéhod was analyzed, improved and used to create
a fuzzy verification system [1, 6, 8, 9] (the authof [10] used the discrete Walsh transform father
processing).

The obtained results after some preliminary test @momising, but the method still needs to be
precisely examined in order to find the optimalues of parameters, the structure of the fuzzy sigea
and the method of signature assessment. Compugatiere performed using SVC database [11], which
is available online.

2. THE PREPROCESSING PHASE

A signature can be treated as a set of discretet¢,y;) laying on the CarthesiaX-Y plane,
wherej=1,2,...,N, which describes piecewise-linear graphical fofime numbelN can vary for different
signatures.

The solution's first step is calculating a signesicenter poir (X, Y) as so-called center of gravity,
by the following equations [10]:

o1 I
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In the next step a new set of pointg (k) is obtained, wher&=1,2,...,MandM << N. The new
points are calculated from an intersection of anatgre and lines generated at different angles and
passing through the center point. The phase isshoWwig. 1. The number of generated lines depends
an angle stega, which is a parameter of the method. Fig. 1 costaisualization foria = 30° and for
that reason 6 lines are drawrDat 30°, 60°, 90°, 1204nd150°.

For each point of intersectior( \) the distance from the center paiitis calculated [10]:

Fig. 1. Intersections of a sample signature withegated lines.

de =04 =% + (¥~ Y)° 0
and normalized [10] :
d
l, = 3 k. d,.. =max{d,.d,,....d,} 3)

max

The normalizedy values create thQg; set, obtained frong signature. The set is an output of the
preprocessing phase and a basis for further connuita

3. ANALYSIS AND IMPROVEMENTS OF THE PREPROCESSING PHRARS

Considering the introduced method of preprocesiirggobvious that the phase produiQg sets
differing in size. The fact can be observed in éasgale even for signatures of the same persocanlbe
caused by even small differences of shape andigodietween the input data. The Fig. 2 depicts such
situation, whereQg, sets (i=1,...,5) obtained for the first five signasi of SVC database [11] are
presented. The number of elements in this casefuamy 28 to 34. However, many local similaritiesica
be found. Particularly in the b) part of Fig. 2,ev all presented charts are normalized to the sadib.
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Fig. 2. SampleQSi sets: a) charts without modifications, b) chademalized to the same width.

Another approach analysed in [10] assumes thatesaithin Qg sets are sorted in decreasing
order. The situation is depicted in Fig. 3. foranple signatures.
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Fig. 3. Charts of sorte Q i Sets obtained from five first signatures of th&H ferson in SVC database.

It can be noticed that shapes of functions arelaimwhich makes the sets easier to compare. If the
charts were stretched, like in the example in Bly.the difference would be even smaller. Howeiwrer,
this case all local similarities existing in norsal version 0 Qg sets are lost. Assuming soft methods

of samples’ comparison for many cases the setsldmihard to distinguish. The problem can be ndtice
in Fig. 4, where average s¢Q'g are presented, representing ten different peogleh Bf the Q' sets,
i=1,...,10, consists of average values calculated freefirst signatures afth person.

87



BIOMETRIC SYSTEMS

) 16 32 48 64

Fig. 4. Charts o Q'Si sets, obtained from 5 signatures of 10 differemippe

After analysis of the problem it was assumed thatdesigned solution could use the effect of local
similarities observed very well for normalized versof not sortecQg sets. On the other hand, sorted
Qg sets are easier to compare even in cases wheyeathenot normalized. Therefore, it would be
convenient if the approach profited from both olsagons.

The main modification assumes dividiniQgsets into smaller Q% subsets, where
a=a,,aq,,,a; represents a particular angle for which the elémeha set were collected. Therefore,
for the case with Aa =30 depicted in Fig. 1,Qg will consist of six following subsets:
Q2,Q¥ QY Q¥ O QL° obtained foia =0, 30, 60, 90, 120 and 150 respectively.

Such modification gives an additional parametee: size of Q¢,. The parameter is crucial to the

method, because it provides a simple tool veryfaklp finding more and less important areas (asgle
of Qg for signatures taken from one individual. The w8t/ of adjustment makes the method flexible
and is a very good starting point for developirgphition based on soft computing.

The approach also assumes sorting elements witigh QF, subset in decreasing order. This

process is a form of generalization but only witbire small subset. Considering described partipoif
Qg, this solution does not loose precious informatoming from obtaining subsequent cross-points but

only prepares data for faster further analysis.

4. THE PROCESS OF BUILDING THE FUZZY SYSTEM

As it was mentioned in previous section, the partihg of Qg produces an additional parameter:
a size of each generatQ¢%, . Let it be described ¢L%,, which is obviously a natural number:

L4, =#QY ON @)

This information can be used by the recognitiontesysin preliminary phase of comparison. The idea
uses the fact of similar values of releviLg, in different samples obtained from one individuBhe

values are similar but obviously will differ in semrange, which should be considered as the unique
property of each person.

Let there be three seQg,,Q,,Q, calculated for the sanAa =30° from S, S,,S, samples of

signatures obtained from one person. Values oée are properly clustered irQg, subsets and sorted
as it was described earlier.
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For eachQg, set thelL?, numbers are calculated and grouped M “matrices for the sama in all
samples as shown in the following example:

0 30 60 90 120 150

LSl LSl LSl LSl LSl LSl

0 _ 0 30 30 60 _ 60 90 _ 90 120 _ 120 150 _ 150
M™ = LSZ ! M - LSZ ! M - LSZ ’ M - LSZ ’ M - LSZ ! M - LSZ ' (5)

0 30 60 90 120 150

LSS LSS LSS LSS LSS LSS

Therefore, eactM “ contains an information about change:Q¢; size for different samples of the same

individual. It is assumed that the smaller variaotealues withinM ¢, the more valuable it is and can be

considered as an important, unique property ofgresssignature.
Values within M “ can be used to create a fuzzy #g} describing a soft constraint fiL, numbers

differing for particulaia
Ay, ={(x 4, (%)) XD X} (6)

Let the membership functiop, is defined as follows

/Jsfz/(xi):ma){lc\l)xi '%j' x OM?, (7)

where O,; represents the number of occurrencexofalues withinM “ set ancN, =#M “. The equation

(7) promotes multiple occurrence of the same valassuming 0.5 as the possible minimum.

Unfortunately, it assigns membership levels only &izes encountered withiM“. However, an
important advantage of any fuzzy approach is camsid values that are near the analyzed area, igakin

the solution more flexibleLs; values in this case. Described solution takes autmount the mentioned
problem by accepting additional values consideréithinvthe defined S range from maximum and
minimum Lg, values, as it is shown in Fig. 5.
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Fig. 5. Sample membership functions A&, fuzzy sets assuming paramef2r= 2.5and :
aM°=[243]; hM>=[232].

The first phase of signature recognition for présémethod is based on the structurdgf fuzzy

sets. It is the most important element of the systBecause the sets carry unique information about
signatures, preserving local similarities. Therefothe first phase allows the recognition system to

decrease false acceptances significantly. Howesseng other information stored withQ, can further
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improve system parameters. That is why anothereplsaseeded, whelQ¢, values are used to obtain

a second group of fuzzy sets.
Let the three selQ¢,Q,,Q; again represent the output of the preprocessiaggbbtained for

the sameAa =30° from S, S,, S, samples of the same individual. Let K“ represent a matrix storing
values ol Q¢ sets for all samples, like presented in (8):

011,0:2 0;LO 301,302 30,L30 60:1 [, 60;2 60;,L60
k31 k31 "'k31 k31 k31 "'k31 k31 k51 "'k31
0 _|1,01y,02 0;LO 30 _| 1,301,302 30,L30 60 _ | 1,601,602 60;,L60
K™= kszksz"'ksz K™ = ksz ksz "'ksz K™ = ksz ksz "'ksz TR (8)
011,0:2 0;L0 301,302 30,L30 60:1 [, 60,2 60,L60
kss kss "'kss kss kss "'kss kss kss "'kss

where k&7 represent j-th value 0QZset (symbca: juniquely describes each column in K?

matrices).
It is important to emphasize, that Qf, sets are normalized to the same size within (K“hmatrix,

indicated in (7) byLa . The parameter is defined by the largest siz¢Qg, for particular a . All

remaining Q¢ sets inK“ matrix are extended, where 0 values are insettetissing positions. All sets

are in decreasing order and 0 is the smallest y@dssible.
Analogously to the process of obtainifg, , relevant values with K¢ matrix can be used to

calculate another group d¥,; fuzzy sets:

Ay =, (0):x0X,, - (9)
This time their membership functions are Gaussrahaae defined by the following equation

_(X_rrb:j )2

:Ua:j (X; ma:j ’Ua:j) =e 200" ,XO X (10)

aij "

Indexes suggest a direct connection betwégnsets anckZ’ values, because eady, ; setis based on

one column o K matrix (relevant values in all learning samplegatneters used in (10) are defined as
follows:

m,;, —arithmetic mean kg values ina : j column of K matrix
o,; —range betwee k& values ina : j column of K“ matrix obtained by (11)
ka:j _ krt;;i
Ja:j _ y max 5 in ;Ja:j = O in , (11)
amin ;Ja:j < Jmin

where k%! and k%!

max min

column of K?). The fuzzyfication ratioy is a global parameter of the system and allowsuder to
influence all fuzzy sets by increasing or decregasheir width (forO< y < 1or y > 1 respectively). The

minimum width o, is another global parameter and limits calculatedyes from below in case they are

too small.
Two groups of fuzzy sets, defined by (6) and (@present the fuzzy model of individual's
signature. The model is used in recognition phaseribed in the following section.

are respectively maximum and minimum values olk?’ for given a:j (one
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5. RECOGNITION PHASE

The database of the fuzzy system stores the fuzmels based on signatures collected during the
enrolment phase. Obviously, each fuzzy model, dadlefuzzy signature, corresponds with only one
individual. Number of samples collected during #@reolment phase is not constant. It is assumed, tha
number of samples should equal at least 3 and dhiblde greater then 10. Small number of samples
usually makes fuzzy models too precise. On theroki@nd, large size of a learning set can have
a negative impact on generalization of the modektd for described approach considered 5 samples i
each learning set.

The main idea of implemented recognition is basedatching input signatures with fuzzy models
stored within the database. During the procesveal & conformity is calculated for each fuzzy mbde
and tested signature, which is denotedSyy. If the obtained level exceeds configured trigggue, the
signature is considered as matched with this paatiduzzy signature and therefore, it is matcheith w
particular person enrolled in the database.

The recognition process itself also consists ofesdvphases. The first one confronts sizes of

Q¢ subsets of tested sample with relevag} fuzzy sets within the model. At this phase partésiults
Ry, are obtained for each fuzzy set

Reo = Hsa (#QS ) - (12)

Next, values of eac Q‘;esl subset are matched with relevafyt; fuzzy set, which produces groups of
R,; results

Ra:i = lua:i (kg[elst) ' (13)

The last phase aggregates partial results of caosgparObtained value represents the output level of
conformity R. Assuming any triangular norm} as an aggregation operator, the final regultan be
obtained by the following equation

R= Df{R&, g {Dr R, }} , (14)

where a,,,, represents maximum degree existing within the maodaile n, represents smaller number

X

of either kg" values orA,; fuzzy sets for particular , because the numbers obviously don’t have to be

equal.
Assuming an operation of multiplication appliedTasorm in (14), the equation will take the followgin

simple form
R= fﬁlﬁ{& E{ﬂ Rg}} (15)

Accepting or rejecting the tested sample as madchkine analyzed fuzzy signature is based on
calculated level of conformityr , which can be described by simple equation

R>Tr. (16)

The trigger levelTr is fixed in presented approach during analysisalbfmodels stored within the
database. However, future research will consideolation with dynamic trigger, which is adjusted
separately for each fuzzy signature. The problefresxaminations and obtained results are described i
detail in subsequent section.
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6. RESULTS OBTAINED

Presented solution was implemented in Java prograghtanguage using the FUZZLIB library
[5,6]. Like for the referenced work [10], tests warerformed on SVC [11] database. A great advantage
of this project is open online access. Researctansuse the same source of data and, what is very
important, compare their results. The databaseacot0 signatures of 40 different individuals sER20
signatures of each person are original and remgi2inare professionally forged.

The main goal of this work was to improve resullgamed by [10] using the same interesting
preprocessing phase. That is why the tests manglysied on verification if the system based on piteske
method can be practically applied. However, mor¢éeresive examinations are planned for future
research, which consider influence of all presemgathmeters of the systerAa, type of T-norms,
B,y , dynamic trigger leveTr and number of learning samples.
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Fig. 6. FAR and FRR coefficients depending on they&idevelTr.

Fig. 6 depicts dependence of FAR (False Accept&atm) and FRR (False Rejection Ratio) ratios
on the trigger level. Other parameters were atiigraet to the following valuesAa =30°, =25,
y=15. Number of learning samples was set to 5 and imcminimum was chosen as T-norm
operation.

7. CONCLUSION

Results of performed examinations show that thegmied fuzzy approach is characterized by
a relatively high level of FRR ratio. This revedlsat the fuzzy model and proposed method of
verification makes the solution too precise. Newelgss, it shows that the original preprocessirgseh
makes the samples distinguishable enough.

Fortunately, the approach is very flexible. Seveahmeters can be adjusted to influence fuzziness
of the model. Moreover, other methods can be useatiification phase. This methods can be based on
operators like S-norms and means.

The objectives established for the project weraeaeld. The method certainly shows the potential
of the approach with described preprocessing ptaseh solution has several important advantages lik
lower computational complexity and safety of sigmatdata stored within the database. However, éarth
research are needed to make the designed appromgettive with the best methods available.
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