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ON ENHANCING DIAGNOSTIC EFFECTIVENESS OF AUTONOMOUSTEST
STRUCTURESFOR DIGITAL CIRCUITSOF MEDICAL DEVICES

The problem of reliability of medical electronicssgms (EMD) controlled by a digital subsystem iscdssed.
The environmental security of EMD results from amnfiance to standards applying to design, manufactesting and
implementation (in the USA, Department of Heath &mn Services, Food and Drug Administration andli§ua
System Regulation QSR [6]). These standards desthid whole life cycle of a device and apply batihardware and
software. However, it is impossible to eliminatengdetely all failures, faults and defects; sometafm could have
catastrophic effects to the environment. This iy digital circuit tests are of utmost importancesttsure reliability of
digital systems, thus also proper diagnostics ame of the patient's health and life.

The researches on design of more effective digitaluit self-testing and minimizing them are of fi@arlar
significance in such important applications as malddrocedures that use EMD.

1. INTRODUCTION

The Electronic Medical Devices (EMD) such as camionitoring, defibrillators,
electrocardiographs, measuring server and othelthgeaystems, should provide dependabildly
rendered services in the terms of service avaitglaind reliability, safety, environmental impaactca
protection against unauthorized use. NowadaysEMB, besides its specific analog parts are equipped
with an appropriate controlling digital system. Tigital system is responsible for data acquisition
processing, collecting, availability and transtemd is achieved with boards of integrated circagsvell
as appropriate software; quite often there are apracessor systems. As regards to analog part, the
security of EMD results from the required standatolsbe met to allow implementation in medical
practice. These standards predict not only proesdfor implementation but even servicing procedures
[5]. The safe EMD excludes the occurrence of caipkic failures to the environment, thus also to
human health and life.

The diagnostics if microprocessor systems inclugdeser on self-test (POST), in particular of
CPU, interrupts and threads, EEPROM and its checkslDRAM in the terms of proper writing and
reading, DMA controllers and other peripheral desi@and rendered services, also those of interfaces
loop back test as well transient and link error iayimg. The software testing, besides single tests
applies also to problems of deadlock, software nmgatibility within the middleware layer or data ferf
overflow, especially in embedded systems [7].

Currently, the programmable systems of FPGA type ammonly used. These systems allow
implementation of combinational and sequential witsc as well as application specific circuits, e.g.
encoders/decoders, communication systems, micrepsocs. Nowadays, the FPGA circuits often replace
even Medium Scale Integration (MSI) circuits dudtschigh programming capability. The FPGA circuits
are also used in small lot production of applicat&pecific circuits of ASIC type. To achieve good
operating parameters and to reduce manufacturiets ¢bhe complete digital systems in one integrated
circuit — system-on-chip (SOC) - are often usedS@C the virtual Intellectual Property modules (IP
CORE) are employed to perform different modularctions. The SOCs eliminate the problem of
distribution of many circuits on a printed circlbbard (PCB) and facilitate keeping of operating
parameters of such integrated circuits.

Failures, faults and defects break reliability abithl circuits. Failures arise mainly from
imperfection of the manufacturing processes, anelyaesult from improper use or design. Failurés o
integrated circuits are of various nature and ae distinguish stuck at 0O or stuck at 1, synchration
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and delay failures, bridging faults, open faultsgd @n the case of MOS failures may consist in titos
stuck on or stuck off in a logical gate. Some faudlave no logical representation. In the case @i hi
timing frequency, faults related to connection iclgrece parameters may occur.

The stimulated faulmay manifest itself as an error, and the detectedr endicates a fault
understood as a breach of the digital circuit fiomzl specification. The useful information on taal the
form of error can be achieved due to its propagaimo circuit output, thus requiring adequate
propagation conditions for error signal. This is tomain of digital circuit testing.

There are known methods for keeping reliabilitydagital circuits, including fault prevention, fault
tolerance, fault removal and fault forecasting,eofredundant with the use of error detection and
correction codes. The application of signal encgdmeduces data susceptibility to noises and
interferences, that often could not be eliminatedngletely. Some data redundancy in encoding is
commonly used, for example, in data transmissiahcampression in general purpose applications.

Testing and self-testing can be assigned to rébalproviding means, particularly for validation,
understood in general as fault prevention and reioVhe fault elimination in turn is related to
verification, diagnostics and correction, while tieg and self-testing of digital circuits provide
verification and enable diagnostics [3].

Testing and self-testing of digital circuits arepirinciple the off-line diagnostics domain as refgar
to recognition of circuit operational abnormali§uch diagnostics is performed when the circuitlle,i
thus faults should not be localized but only sezatality or unserviceability of the tested circoitst be
decided. Embedding the whole or major part of teetr into the circuit is considered as Built-IitSe
Test (BIST), that can be implemented with the Imegchnique — independent Test Pattern Generator
(TPG) and Test Response Compactor (TRC) (with ife@dback Shift Registers LFSR and Multi Input
Signature Registers MISR), or by employing nonlineeghnique with Self-Test Path (STP) or circular
STP (CSTP). Some modifications of these self-tgstathniques are also known. Contrary to linear
technique, the tested digital circuit in nonlinéachnique is a feedback of STP or CSTP, thus pasing
problem with parameter selection for these strestuNevertheless, simulations presented in thigrpap
show that it is possible to design such Autonomdiest Structures (ATS) that achieve higher
effectiveness than those of solutions reportethénliterature and often are minimized. The minimaa
consists in the concept of external self-testingese internal memory module (MM) of the circuit is
disconnected during test, thus no additional combtare imposed on its operation. It should bechot
that both in linear and nonlinear testing techngjuke circuit MM is typically included into sekting
structure registers, as results from ability to iaye testability and application of Design for Tedslity
(DFT).

In this paper an effect of implementation of MM sats of the tested circuit on diagnostic
effectiveness of ATS is also presented. The meastireffectiveness is Fault Coverage (FC). The
structures discussed here pass over implementaarrements into FPGA systems, but as mentioned
above, sequential circuits can be implemented soith systems by employing various techniques [4].
The enhancement of testing effectiveness is a takited to reliability of digital circuits, and its
minimization results from limited number of FPGAsym components that affect self-testing.

2. AUTONOMOUS TEST STRUCTURE

The block diagram of STP and CSTP structure fanlboational system [1], valid also for a
sequential system in external self-test as defoedow is presented in Fig. 1.

Definition 1. External Salf-Test.

External Self-Test to be understood as a selfeteatsequential system in which the memory block
MM is not included into the register of STP or C§inot disconnected during test).
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Fig. 1. Autonomous Test Structure (a) Self-TeshPg) Circular Self-Test Path.

The functioning of STP/CSTP structure can be dbeedrby equation (1).

v+l =[Tldvm]o[Fv @) (1)

where:
[V(t)] — state of the register at moment t,
[V(t+1)] — state of the register at next moment t+1,
[F(V(1))] — system response matrix,
T — connection matrix.

The model of ATS presented in Fig. 1 can be extérmeadditional components to allow linear
feedback selection and also responsible for cordigan of the STP or CSTP register connections with
the tested sequential circuit [2]. The connectiatrioes distinguished with the suffix FREE enablere
the XOR matrix structure to be created, while ncagidenoted with the suffix LONG may lead de facto
to condensed STP or CSTP registers.

By including matrix [OM], allowing configuration emges of output connections of the tested
circuit with STP/CSTP register, into equation (& obtain (2):

Ve +p]=[r]dv®)]o[om]dF v @) ®)

The product of matriceEOM ] [ﬂF (V(t))] can be expressed more precisely in the form (3).
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Depending on the contents of the minor (markedrey gn formula (3)) the three types of output
connection matrices can be distinguished:
— OUTPUT MATRIX E, unit matrix that remains the nawf connections unchanged,
— OUTPUT MATRIX 1, a matrix that contains single laach row and each column,
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- OUTPUT MATRIX FREE, a matrix that may contain mdahan single 1 in each row and
each column.
The same notation can be applied to input conneatiatrices of INPUT MATRIX type.
The following linear feedback types can be chosbamconfiguring the ATS model:
1. AIJ TOP-BOTTOM LFSR (1-1500), additional externaldainternal linear feedbacks are
possible,
BOTTOM LFSR (1500-3000), additional internal lindaedback is possible,
SHIFT REGISTER (3000-4500), no additional lineaedkack,
TOP LFSR (4500-6000), additional external lineadieack is possible,
TOP-BOTTOM LFSR (6000-7500), additional externatl anternal linear feedbacks (other
than AlJ TOP-BOTTOM LFSR) are possible.

abrwn

To configure the STP/CSTP register connections withtested circuit, the following connection
diagram types were distinguished:

1. for circuit inputs:

— INPUT MATRIX 1 (1-300), complex connections avaiklo the part of the STP/CSTP
register that controls inputs of the tested citcuit

— INPUT MATRIX 1 LONG (300-600), complex connectiowmhile allowing connections
with any component of the STP/CSTP register,

— INPUT MATRIX E (600-900), simple connections (a®waim in Fig. 1),

— INPUT MATRIX FREE (900-1200), connections througfOR matrices, but only with
those STP/CSTP register components that contratsngf the tested circuit,

— INPUT MATRIX FREE LONG (1200-1500), connection tgh XOR matrices with any
STP/CSTP register components.

2. for circuit outputs:

- OUTPUT MATRIX 1 (1-100), complex connections, awabile for those components of
STP/CSTP register that are responsible circuitaese.

- OUTPUT MATRIX E (100-200), simple connections (&®wn in Fig. 1),

- OUTPUT MATRIX FREE (200-300), connections througl®RX matrices, but only with
those STP/CSTP components that are responsibééréoiit response receiving.

The matrix names listed above contain the typeiredar feedback and connection matrix. In
brackets there are identifiers being useful in yialof simulation graphs presented in Figures @ &n
For example, the ATS identifier equals 5100 — iathe an ATS with additional linear feedback of TOP
LFSR type and the input connection matrix INPUT MRAX 1 LONG enabling connection of the tested
circuit input with any STP or CSTP register compunand the output connection matrix OUTPUT
MATRIX FREE, allowing an additional XOR matrix stitwre containing logic functors of the exclusive
sum ExOR to be generated.

To determine a relationship between the specifid® Aonfiguration and the sequence length
generated by such structure as well as the gaia&de\of FC, numerous simulations were made for
various ATS examples. These relationships obtafned5 different ATS configurations, each of 100
statistical tests with randomly chosen ATS inifiarameters are presented in Fig. 2. This includeb s
parameters as the form of connection matrix, aoieétli linear feedback and the initial state of égister.
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Fig. 2. 7500 different ATS for s298 without conriegtMM components of the circuit (a) — Length ofijsence vs. STP, (a’) — CSTP, (b) -
Probability of FC vs. STP, (b’) — CSTP (c) — Ovemlbbability of FC vs. length of sequence for 750edént ATS — STP, (¢’) — CSTP.

It follows from Fig. 2, that although the simple 83 based on STP and CSTP (Fig. 2.a and 2.&’
Identifier of ATS: 3000-4500) generate relativehos sequences, they enable relatively high FCeslu
to be obtained (Fig. 2.b, 2.b’ Identifier of ATSO@-4500). Within the same area one may observe ar
increased correlation between the length of geedraéquence and the FC value for STP compared tc
that of CSTP. Fig. 2c and 2c’ presents an aggrdgattaph of the relationship between FC and the test
sequence length.

Including 7 randomly chosen MM components of tretdd circuit to ATS significantly increases
the length of generated sequence and the valu€ ofAfhen comparing graphs presented in Fig. 3a and
3a’ it should be noted that CSTP generates stalbtilarger number of longer sequences than STP,
while the values of FC remain comparable (Fig. 3t 3b’). It should be noted that the tested cirs@R28
to which the graphs presented in Fig. 2 and 3 apgpg 14 MM components. For various ATS with
included 7 MM components of this test circuit, ttedues of FC reach unity, as indicated in Table the
row assigned to the circuit s298 (*FC=0.997). Sualue of FC declassifies the solutions availabléha
literature referenced also in Table 1. There ase aiore concentrated cluster areas visible in3hgand
3b’ which should be interpreted as a stronger tative relationship between ATS and FC values,
particularly the area shown in Fig. 3b’, for ATSeidified with 4900, indicates a low diagnostic
effectiveness of such structure type (FC<0,5). $tnacture 4900, as described above, encodes CST
with allowable additional EXOR logical gates ofexternal linear feedback by employing a configumati
of INPUT MATRIX 1 LONG and OUTPUT MATRIX E; such afiguration may take a condensed form
due to influence of input connection matrix of thype, and in consequence — could reduce the lasfgth
CSTP register, thus also reduce the FC values.
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Fig. 3. 7500 different ATS (s298) with connectellliVl components of the circuit (a) — Length of sequeems. STP, (a’) — CSTP,
(b) — Probability of FC vs. STP, (b") — CSTP.

3. SET OF TEST CIRCUITS AND RESULTS

In Table 1 the FC values obtained for a subseS6AS’'89 sequential test systems are presented by
employing different design methods, often with tise of genetic algorithms (GATTO, GATTO+,
GATTO*, SELFISH GENE GA) and deterministic systemsdshs@among other things, on Automatic
Test Pattern Generation (ATPG), Cellular Automata)@®&d Finite State Machines (FSM), and Binary

(BDD) [8].

Table 1. Comparison of design methods and FC testtstes.

Decision Diagrams
Test
Structure/
Used
Algorithm S208.1
In this 0.995
paper
GATTO 0.679
CA2 0.673
ATPG 0.677
GATTO 0.679
ATPG-LP  1.000
GATTO+  0.697
CSTP 0.748
FSM-
ATPG 0.976
CA-GA 1.000
HITEC NA

Test Circuits (subset of ISCAS'89 Benchmark)

S298 S349 S382
0.889
0997 0991 0.882
*
0.886 NA 0.917
0.876 0973 0.877
0.876 0.978 0.949
0.886 NA 0.917
0.877 0984 0.927
0.886 0.978 0.947
0.886 0.833 0.883
0.913 0.954 0.286
0.893 0.959 0.943
0.860 0.954 0.754

S444

0.875

0.890

0.863

0.926

0.890

0.924

0.924

0.831

0.317

0.924

0.787

S641 S713 S820 S953 6 S13%9238

Fault Coverage

0921 0862 0.493 0987 0.891 0.836
0.873 0.826 0.918NA 0.995 0.946
0.873 0.826 0.598.983 0.832 0.812
0.873 0.826 90.940.990 0.997 0.945
0.873 0.826 0.918NA 0.992 0.946
0.874 0.877.52® 0.991 0.995 0.960
0.873 0.826 94D. 0.991 0.995 0.944
0.834 0.841 NA A N 0.641 0.622
0.887 0.848 0.965 950.9 0.999 0.971
0.886 0.846 2®.5 0.993 0.894 0.954
NA NA 0.956 NA AN NA

S1423

0.530

0.963

0.882

0.896

0.963

0.973

0.967

NA

0.445

0.445

0.518

S149

0.714

0.847

0.87)7

0.964

0.847

0.97

0.94

NA

0.98:

0.96

NA
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HITEC-

BDD NA 0.860 0957 0.779 0.820 NA NA 0.956 NA NA NA .564 NA

CCPS 1.000 0.893 0.968 0.943 0924 0.886 0.846 80.5D0.993 0.894 0.854 0.866 0.960

CA
0.948 0.238 0.610 0.165 0.138 0.886 0.847 0.456 940.9 0.942 0915 0.635 0.559
90/150
SELFISH
GENE 1.000 0.895 0.806 0942 0923 0.887 0.847 0.479 940.9 0953 0.919 0.876 0.929
GA

The external self-test technique despite of itselovestability, has reached evidently higher
advantage over less complicated test circuits (426298, s349, s641, s713). For some test cirofits
medium degree of complexity (s382, s444, s953ptitained FC values are comparable to those of othel
test design methods or test pattern generatingtates. The largest disadvantageous differences for
external self-testing are visible in simulationscatuits s1196, s1238 and s1494. Some test crcuit
(s820, s1423) are so specific that rather detestininiest techniques (ATPG) than pseudorandom tests
shall be used. It should be emphasized the tegtigmarameter was reduced to 1000 test vectors, an
while such length seems to be sufficient for lesmglicated circuits, it is significantly too low rfo
circuits of medium degree of complexity (typicalhe length of test for such circuits is countedeinths
thousands of test excitation vectors). Surely dimhation of test length led to increased advastad
FC valuation for other structures compared to @serself-test technique presented in this paper.
However, this limitation is justified by examinatiap to 75 different ATS types, each with 100 statal
tests with randomly chosen parameters affectingrtistic effectiveness of STP and CSTP.

4. CONCLUSIONS

An effect of implementation of some MM subsets iIABS on increasing testability of sequential
digital circuits is demonstrated. The positive teswof experiments indicate that external selfgest
sequential circuits are possible without any ind@tion in its operational specification; in conselce
ATS may be significantly simpler, while no spediafuirements related to memory module design are
imposed. However, ATS is not always sufficientljeetfive in external self-tests and then even a lsmal
subset of MM of the tested circuit should be ineddnto its structure to improve significantly the
obtained lengths of generated sequence and F@jdeneed by simulations. It seems that it is pdedi
reduce significantly an effect of AO on built intanomous test structure ATS and hierarchical tekts
digital circuits, boards and systems of electranedical devices.
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