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REMOTE ACCESSINTO VIRTUAL WEB LABORATORY - APPLICATION IN MEDICINE

The paper introduces the need of improving skélisel of students using Internet network. The sotutias been discussed
on an example with remarks for the medical diagonalvices. The laboratory, which is not large agiguor performing all needed
training courses, can be provided the trainee #fiter main work hours. The elaborated solutiosupported by various training
interfaces, provided by standard Learning ManagérBgatem (LMS) and the applications controlling mae called Multimedia
Applications Management Shell (MAMS). The examplatfporms were supported by networking Debian Liraetvices and an
open-source technology that is used freely, by ntwelopers.

1. INTRODUCTION

The laboratory experiments usually require veryesmgive equipment that should be incorporated aéffelgt for every
student separately, into its training process. [H®ratory experiments, being a part of the coucseer very demanding
qualifications needed in future work - practicaillskand theories principles. The engineering coinfroblems and medical
diagnosis are very similar in theories and prastice

The laboratory classes, guided by a teacher, ammom practice in majority of schools. The studeirsmajority
cases, suffer from shortage of time to recogniseldmentals — especially vital in case of medicatlst They also need
reminding of any details doing projects or diplowarks.

In our everyday work, with the students, many lgdte noticed. The student needs an access intakthetory, in an
unpredictable moment, often when the Universityslate already closed. On the other hand the desigetoo expensive to
be provided for every student individually durirdpbratory classes.

The computer and e-learning technologies with ndtimg (Internet) facilities, provide us with intetéeng abilities of
multiplying the number of users working on virtuimaéchine, pipelining the users’ access, via comnation server.

The paper presents the solution incorporated indgyrartment. The multiple access into one contrdtie several
remote terminals was introduced. A second paragdgstribes several problems of common remote-adeesmiques.
The competitive authors’ solution, using the depelb LMS interface, was introduced in next paragsafpihe paragraph four
shows the implementation details for the system ¢ha be incorporated into the medical devicesgiatiéon, illustrated by
some empirical data. Finally, the further workshivitthis area were also discussed.

2. THE SOLUTION’S ENVIRONMENT AND ASSUMPTIONS

The easiest way for more effective training orgatiis goes through the laboratory equipment siz#h many work
stations available at any time, for every studéfdany reasons one can find that this idea cannatdmsidered as a proper
solution. A critical conditions concern tremendaosts and large space of the laboratory.

The remote access into the laboratory equipmerdirbecavailable thanks to wide area computer netwerkices.
This virtual laboratory idea needs specific, desidaequipment and software packages, fulfillingséheexpectations.
The remote training methods are found very encamgadl, 7, 8, 9], not only because of remarkableurtion
of the equipment costs but also by easy and coatfleriaccess into the laboratory units.

The professional equipment and its software is lhsymotected by a hardware key, anyhow the samehima is
offered many users that are able working on th#ostparallel; the machine is used in a right time.

The experiments on the machine will be providedhwimulation packages, usually used along the stgdgourses.
The simulation packages are guiding the user throtlge application, with many comments for underditaon
the programming details (to reach the mastery,fasmhgoal).

The discussed laboratory organisation was introdiuceFig. 1. It consists of two parts. Part A, wittaditional
laboratory units, for locally used training stasoand programming interface. Part B, provided witirkstations joined into
the laboratory server via remote access commuaitaiistems, with IP interfaces.
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Fig. 1. The laboratory services organisation [4]

The laboratory network works under control of amaiachine (running 24 hours a day), where the aligiontroller,
with its software units is installed. The acceseriiaces were developed for the MAMS managemernit ghe Computer
Aided Learning solution) [2, 3, 5, 6]. The platfopnovides the application with communication fdk for local servers,

performing the users knowledge evaluation.

The sub-servers are responsible for communicatiim thre controller, available on the main machifibe network
extensions of the MAMS platform were discusseddvellThe sub-server structure with its units aresenéed in Fig. 2.
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Fig. 2. The sub-server units for a remote appraatchthe laboratory

The communication processes were supported by @uwsions making unit, installed in sub-servers. yitvere wider
discussed in works [5] and [6]. Although the cosabms concern the user’'s knowledge, the resultaalysis are collected by
the main machine, where complete evidences ofréieing users are kept. The remote users apprsaotnirolled, protected
and monitored by the communication unit as it tsoduced in Fig. 3.

The controlling engine of MAMS [3] allows runninge supervisions and interactions flags, illustigitthe user’s
training progress. These various services werewailder discussed in several works as: [4], [5] f61d
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Fig. 3. The virtual laboratory components

3. SOME IMPLEMENTATION DETAILS AND COMMENTS

All software components of the laboratory, werealeped in a professional software environment, gigin open-
source or freeware technologies, as: Apache 2.@ PH, Tomcat 5.5 and JAVA 1.5 EE. The server degalis under control
of the Postgresql solution - version 8.

The access management services were developedigrDieinux operating system, version for multipteth usage
that is movable into other operating systems. Tdrelusion making units were elaborated in JAVA telease, due to its rich
libraries, supporting the conclusions and netwagKarcilities.

The communication interface for virtual laboratasypowered by PHP technology that also supportsLesrning
Management Systems (LMS) as MOODLE - the most aofteed recently. These above units are were sugpbsteeach
libraries and services, as:

— XML document manipulation units [10]; SUN JAVA (SAXA0], DOM [10]) for the transmission manifestsiication,
— the training units graphs description — by Jgralptaty and multiple weighted graph structures -apgit library,

— fuzzy decisions making engine,

— linux debian environment, for the laboratory netking access management: crontab, iptables, roaté&@nfig,

— the Real VNC for the application control.

The laboratory resources are part of the coursdafinental unit (called frame). It requires many afiens analysis,
with additional markers illustrating the coursepedies. In Fig.4 the units’ database with thelatiens are indicated.
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Fig. 4. Additional description of the LS frames

The application basic units, called frames, arégassl by their characteristic features (indicatgddashed lines), as:
“type” determining the application content, functioand controlling facilities of the frame. The URIniform Resource
Identifier) specifies the data-frame, executedhgydpplication controlling mechanisms (Fig.5).

The communication system supports four executioohaeisms (co-operating with the MAMS interface), by

AAM — collecting and evaluating the users’ intrans results,
HTM (HTML) — for html formats recognition and coension,
SWF — for Flash simulation units recognition,
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Fig. 5. The training process controlling functions

For the CF unit additional communication featur@ss{gned by the dotted line) were defined. Theufeatidentify the
devices by their port-codes with IP numbers. Moegdiiey provide the machine / equipment with itgent status, as:
— the application status, if the machine is readyforking (the machine on-line / off-line),
— the state of the system, if the machine is curyesttupied by a user, (free / occupied),
— no_c/ no — variables describing the current numinegximal number of users,
— restrictions, defining a time when the system w@ilable for the course execution,
— time window given the user, defining a maximal tifoea student’s training,
— the access mode; defining the number of users wgrki the same laboratory resources (LR):
o 0, means the multi-users mode, acting at the samneg t
o 1, for a single user access,
o 2, for combination (a combined mode), where one issactive (tutor) and remaining users of the grou
observe his activities.

The CF works according to an algorithm introduaeéig. 6.
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Fig. 6. The LS sharing procedure

The laboratory resources’ sharing process is peedrby several services. The first one provideuber with the
dedicated communication link. This service uses PP script for the network routing operations amanmunication
management. The PHP script occupies the laboratprijppment for a defined period of time, using Bé&burne-Again Shell)
Linux Layer; the script for “iptables” service.

For a multi-access mode the IP service and its aomigations ports are used many times; not more ttaupredefined
users’ limit. In case the combined mode was defirtled first user address is mapped into a primBryart that is set and
the remaining users are redirected into a passoden(at an alternative IP / port set). The IP askitd the user is read during
the authorisation process (available thanks to Betipts).
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When many users are entering the training platfemulti-access at the same time), they have to bénpa a queue.
The script.php closes the communication channeth®igiven remote LR.

If the user's work exceeds the dedicated time tfiergiven frame), he is automatically disconnechsda background
script.

The described above settings allow us insolatirgldboratory equipment from unauthorised users. programmes:
masquerade and firewall services, secure the syat@imst a scanning process of the laboratory |ftsmiffers”) and against
other scanning attacks.

The above solutions allow the user a safe accessetpboratory equipment from a remote work stetivia Internet
interfaces. For these training purposes the MSRjitaticontrollers were used.

4. IMPLEMENTATION

The implemented networking service was evaluatedursystudents and medical school participantstuaidaboratory
users. The first two course we did with severabidtictions that were given for handling with theantraining technologies —
the devices and resources presentation.

The next training units were used for evaluationthef users’ skills, to analyse if the users’ skibefore and after the
training sessions) are remarkable different.

The laboratory device was provided with the “RNCaRgava applet, for communication services runnpingth the
laboratory resources. The laboratory stations,tdukeir pioneer implementation, were set intodbmbined training mode.

What is more the user was able to work a defingtgef time (per example ten minutes) at the aalgr from his
remote workstation.

The most troublesome problem concerning medicalicdeintegration is its interoperability that is listunder
investigations [11]. The technological standardsenmot defined till the time. Moreover, there amragulatory issues and
adaptation standards defined for these purposes.

Analising the MD-ADAPT solution [12], using SOAPasidard or Zigbee solution [13], one can find a dewi
interfaces that allow to put into the courses vaimedical devices. The discussed above systerhea@asily used without
any modifications under the one condition - theickeis plugged into the system via IP protocol.

In Fig. 7 the users’ knowledge increase, for balseories of the controller structure with the defintask solving,
was presented.
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Fig. 7. Students’ separate results and their maarev

The given opportunities of studying at home (vidual laboratory) were checked by 93,3% of the fabwry students.
The remaining part was studying in traditional wajie students’ training sessions completed thevdikced experiments
within 4 days (including weekend). A medium time hding in virtual laboratory room is equal to 8,6utrs. The users’
feedback and willingness of working at the virtleddoratory illustrate the references given in Big.

It seems to be very encouraging statistics, asttidents were not enough familiar (beginners) tith new services.
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Fig. 8. The users’ feedback for multiple aspecthefsystem in a scale from 0 to 6
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The students’ score rate was above good. The oabkwpoint of this solution concerns a not demandiogdition;
JAVA plug-in installation available on the work stas. The indicated restrictions are relativelyngie in comparison
to a feedback with training abilities, with an M$Reess and very valuable training quality measures.

5. CONCLUSIONS

The developed training platform is able to solvenynmitations of training, using a real industreuipment at home
(e-training) as well as working by diploma stud@tvork) any time they need the machine.

The solution uses the existing laboratory infrasttite giving the students additional opportunifi@simproving their
skills. Additional advantage of this solution conteremarkably lower implementation costs.

Moreover, the idea illustrates changes that wilsben observed in everyday didactic processeslaifwratory can be
used continuously any time it is needed. The ga@fuj6 users is able to work in the same time acthdroller plugged - into
the virtual laboratory. For bigger groups the comination line reservation mode has to be usechasnly efficient solution.

The given solution can combine together any e-lagrdedicated courses, provided by Internet sesyiaesuming that
the device will not disturbed its main functionsnyhow it is providing the user with very fruitfutaining platform.
The training facilities are defined as a feedbadplof the training complex process analysis.

The next step will concern the laboratory reseoraystem improvement. Additionally, the simplesiféices for the
laboratory medical equipment integration is undaredopment.
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