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signature recognition, dynamic features,
Levenshtein distances

Rafat DOROZ, Krzysztof WROBEL, Piotr PORWIK

SIGNATURESRECOGNITION METHOD BY USING THE NORMALIZED LEVENSHTEIN
DISTANCES

This study examines the effectiveness of normalizedenshtein metrics in the process of recognittdérhandwritten
signatures. Three methods of normalization of teeelnshtein metric were taken into consideratioraddition, it was determined,
which signature features are most important dutir@r comparisons with the use of the aforementionetric. The following
signature features were examined: coordinateggobsire points, pen pressure in successive paintsdifferent types of pen speed.
The influence of individual parameters of the Leskgein algorithm on the obtained results was alserchined, and the best
method of hormalization was selected.

1. INTRODUCTION

The methods of verifying people’s identity basedbiometric features are becoming some of the safeshods of
authentication [4,11]. This results to a large akfieom the fact that biometric data cannot beestadr lost. Among various
methods of verifying people’s identity, the methHmabed on recognition of handwritten signaturesis af the most popular.
The use of a handwritten signature for confirminmgdetermining people’s identity has been practit@da long time.
The signature features such as shape, size ofsleipacing between letters, angle of writing, amhners of connecting
characters characterize the signature and writihgash man. A reliable system of signature recagmitind verification
allows avoiding forgeries that cause material lsss® well as a loss of confidence in a companyndnstitution. Signatures
are also used in time and attendance systems hasnelthe systems verifying whether a given peisas an adequate access
level for the data requiring special protectior8]2,

This study presents a method of comparing signatwith the use of the normalized Levenshtein meti6;7,10,12].
The effectiveness of these metrics in the procésgnature recognition has not been examinedrso fa

2. FEATURE PREPARATION

A specialized device — a tablet, can be used fyistration of signatures (fig. 1).

Fig. 1. Tablet SigLite LCD 4x3

Thanks to it, a signature can be recorded in tha fof ann-point set [1,3]. Values of individual features determined
in each point. Up to now, about 40 different sigmatfeatures have been identified [5]. Some of tlaeenobtained directly
from the tablet. The second group includes theufeat the values of which are calculated on theésbafsthe features

registered by a tablet in individual momefits={t,,t,,...t,} .
The following signature features were used in tles@nted study:
1. X={x,%,...x,} —xcoordinates of signature points,
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Y ={¥,,¥,.-...¥,} —Y coordinates of signature points,
P ={ p. pz,...,pn} — pen pressure on the tablet surface in succesigjmature points,
Vh ={vhl,vh2,...,vm]} — horizontal speed of the pen in successive digagtoints, where:
vh =M, i=1,..n-1
i

5. Vv:{wl,wz, ...,Wn_l} — vertical speed of the pen in successive sigagiaints, where:

Yia ~ Vi i=1
t, —t ' ,

6. Mt :{vtl,vtz, ...,vtn_l} — general speed of the pen in successive signptungs, where:

vt = V¥ +wW?, i=1,..n-1

7. Pch ={ pch,, pch,, ...,pchn_l} — change in the pen pressure in successive signaoints:

..n=1

_Bua"PB ;_
ch =——=—,1=1..n-1
-l G —f

The number of elements in the speed set and isghef pen pressure changes is always lower byt@arethe number
of signature points. This results from the fact thetweem points,n-1 speeds can be determined.

3. LEVENSHTEIN DISTANCE

The Levenshtein distance is defined as a metriorfeasuring the similarity of two character strijgk It is used
mainly for error correction, speech recognitiond dar detection of plagiarisms. It has been desctiin detail in many
studies.

As the final value of the Levenshtein distance walied for two character strings is included in [go) interval, it is

not possible on this basis to determine the peagensimilarity of the strings being compared. Tdussiderably hinders the
evaluation of similarity of the strings being comga

In this study, there was used tiNedl (Normalized Edit Distance)Ned2, dygp distance metrics, which are
modifications of the standard Levenshtein distgc#0,12]. The values of similarity of two characttrings obtained with
the use of these metrics are included in the [@i&}val.

4. NORMALIZATION OF THE LEVENSHTEIN DISTANCE

The Levenshtein distance is the number of certparations, called elementary operations, which rhagierformed to
transform one character string into another ont([7,

Let's define an alphabet of characte})s and a set containing all character sub-stringsnfithis alphabet. .
Then, let's define two character strings={a,,a,,....a,} and B={b,b,,...b,} belonging toX', wheren andm are the
lengths of these strings. L& ; =T,,T,,...,T, mean the transformation of thecharacter string into thg character string with
the use of the finite numbef elementary operations.

Elementary operations are performed on the paihafacters(a, b) , wherea,b # 1, described more often e(a - b) .
/. represents here an empty character, which doesbeloing to the alphabet. Three elementary opemstican be
distinguished:

- D -deleting a charactda - 1), (b - 1),

- | —inserting a charactdi — a), (4 - b),

- R-replacing a charactda - b),(b - a).

Each elementary operation has a specific costsopérformance, which is called a weight of a gieementary
operation. The weighting functiod assigns a non-negative real number ta-tieelementary operatiofa - b) :

4(T)=0(a - b) @

The weight of theT, ; transformation can be calculated from the follojiarmula:

J(TA,B) = gd(t ) (2
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The T, transformation can be defined for a specific ptiransition from theA character string into thig character

string. Let the P, ={P§B, PjB,...,P,':,B} set contain all possible paths of transitions frih@ A character string into thB
character string, wheieis the number of all possible transition paths.
Let W(P,,) be a function calculating weights of individuatipafrom theP, ; set:

W (Pae) = 0(Tae) ®)
The General Levenshtein Distance (GLD) for the tharacter string8, B being compared can be defined as follows:
GLD(AB)= min{J(TA‘B)} = min{W(PAYB)} ()

Nedl metric is defined by the formula:
W(P
Ned1(A,B) = min{ﬁ} (5)

where:
Ld (P,s) =|P.s|— the number of elementary operations in an indiaighath.

Another measure is thided2 metric described by the following formula:

Ned2(A,B) = min{W(PA,B)} _GLD(AB)

= (6)
[A+[Bl]  |A+g

where:
|Al +|B| - is the sum of lengths of tifeandB strings.

Another modification of the Levenshtein distanceediin this study, is théy.g p distance. This distance is expressed
by the formula:

_ 2[GLD(A,B)
max(D I ) [{| A +|B|) + GLD (A B)

dy_c0 (A B) (7)

where:
D — the cost of deleting a character,
| — the cost of inserting a character.

All presented metricaNedl, Ned2, dy.g.p return results from the [0,1] interval. If two isfys being compared are the
same, the metrics return the 0 value. For furtlisessment of their effectiveness with the use &,BERe metrics (5), (6) and
(7) were adequately modified so that the resuthefcomparison of two identical strings was theugal:

NED1(A,B) =1- Ned 1(A,B) ®)
NED2(A,B) =1-Ned 2(A B) )
NGLD (A B) =1-d,_ g, (AB) (10)

THE USE OF NORMALIZED LEVENSHTEIN METRICS IN THE RBRCESS OF RECOGNITION OF
HANDWRITTEN SIGNATURES

The values of signature features were normalizettheéd0,1] interval, so they can take indefinitetany values from
this interval. So the probability of occurrencetab identical feature values in two strings beimampared is near zero.
In order to eliminate this situation, th2 parameter was introduced. It determines, to whestimum extent the two values
being compared can differ from each other in otddye treated as equal. Th@umber is deemed to be equal torthmimber,
if it fulfils the following condition:

gO(r=3,r+9)
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where:
g — the maximum difference between the values of tbatures that allows recognizing them as equal,
O<r-Jd<sr+J<1.

6. THE COURSE AND RESULTS OF THE STUDIES

The evaluation of the similarity of individual sagures was performed on the basis of an analysiew#n signature
features. Thus, seven different values were olda@sethe result of the comparison, and each of hesaribed the similarity
of a different signature feature. Then tReweight was assigned to eabh value that determines the similarity of thth
feature in two signatures being compared. Thisagdtb determining, which of the analysed featuresewaost important, and
how considerable influence on the effectivenesthefsignature recognition process they have. Thadta for determining
the Sm similarity value of two signatures andS,, taking into account seven features, is as follows

7

(M, ), for k0o d Y F =1 (a1)

i=1

Sm(s;,s,)

It has been assumed that the weights of individigalature features will change within the rangenfi@.0 to 1.0 with
the 0.2 increment and, that the sum of the weigh&dl features must equal 1.0.

In the course of the studies, the weights of eld¢argroperations used in the Levenshtein algorithenevalso changed.
In the standard Levenshtein algorithm, all weighdse the value 1. The studies allowed determiriigginfluence of using
non-standard values of weights of elementary ofersiton the signature recognition process. It wssumed thatw,

corresponded to the weight of a character replanemmgerationR, w, corresponded to the weight of a character deletion
operationD while w; corresponded to the weight of a character insexjperationl. It was also assumed that the weight of

each elementary operatiom,, w,,w, 0{0.5,0.751.

The tests were carried out on a set of 200 sigeatput by 40 different people. The signatures beomgpared come
from the SVC2004 database. Four original signataresone professionally forged signature were aealyfor each person.
The signatures were compared using the “round-fabiethod, however the forged signatures were natpared with each
other. After generating all results, EER was deteech for each of them.

The Table 1 presents 5 best results for individualtrics together with the values of the parametfms,which
the results were obtained.

All the best results presented in Table 1 wereinbthfor the parametef =0.05. The analysis of the results shows that
the least EER=0.80% was obtained for N&LD metric. It can be also noticed that non-zero valoetheY weight indicate
a considerable significance of this feature in slgnature recognition process with the use of tlrios being examined.
The X andP features show only a little lower significance. &#mas, thd>ch, W, Vt features, the weights of which were 0
nearly in each analysed case, show the least signife.

Table 1. The best 5 results in individual metrics

The weight of . dT.h% W(T'g.hts (t)f
elementary operation in |V|fua signature | peg
eatures %]
W | Wy W X Y P | Vh
1 1 0,75| 02| 04 04 0 1,14
0,75 | 0,75| 0,75 0| 06 04 0 1,3
NED1 | 0,75 1 0,75| 0,21 0/4 0 0,2 1,40
1 1 0,75| 04| 0,2 04 0 14
0,5 1 0,5 0,4 04 0 0,2 1,48
1 0,75 | 0,75 0| 08 04 0 1,16
1 1 05| 02| 04 04 0 1,19
NED2 0,5 0,75 0,5 0 04 0, 0,4 1,2b
0,75 | 0,75 05| 02 04 04 0 1,2
1 0,75 0,5 02 04 04 0 1,2y
1 0,75 05| 02 04 04 0| 0,80
1 1 0,5 0,2 04 04 0| 0,80
NGLD 1 0,5 0,5 0,2 04 04 0 0,98
1 0,75 | 0,75 0| 08 04 0 1,16
0,75 0,5 0,5 02 04 04 0 1,18

The studies demonstrated also that adequate sslaxftiveights of elementary operations affectedetfectiveness of
the method. Adequate selection of values for weiglittlementary operations can reduce EER as cethpeth the standard

Levenshtein method, where thé;, W, ,W, values are the same.
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7. CONCLUSIONS

This paper presents a method of comparing sigratwith the use of the normalized Levenshtein metric

The conducted studies confirm the usability of phesented metrics in the signature recognitiongsecThe studies allowed
determining the influence of the parameters of tiethod, such as weights of individual signaturduies and weights of
elementary operations, on the result of signatecegnition.

Next stages of the research will aim at comparirgresults obtained from the tests with the resabitained with the

use of other coefficients and methods known froenliierature. In the course of the research woakious types of signature
forgery will also be taken into consideration.

(1]
(2]
(3]
(4]
(5]
(6]
(7]
(8]
(9]
(10]

(11]

BIBLIOGRAPHY

AL-SHOSHAN A.l., Handwritten Signature Verificatioblsing Image Invariants and Dynamic Features, CoempGraphics,
Imaging and Visualisation, International Conferenoévolume, pp. 173 — 176, 2006.

CHA S., Comprehensive Survey on Distance/SimilarigaBures between Probability Density Functionssiatéeonal Journal of
Mathematical Models and Methods in Applied Scienges 1(4), pp. 300 — 307, 2007.

DOROZ R., PORWIK P., PARA T., WROBEL K., Dynamic signauecognition based on velocity changes of someifes,

International Journal of Biometrics, Vol. 1, No.ph. 47-62, 2008.

IMPEDOVO S., PIRLO G., Verification of HandwrittenigBatures: an Overview, 14th International Confeeeioni Image
Analysis and Processing (ICIAP’07), pp. 191-196,2200

KHAN M. K., KHAN M. A, KHAN M.A.U., AHMAD I., On-Line Signature Verification by Exploiting Inter-Faed

Dependencies, 18th International Conference onfa®ecognition (ICPR’06), vol. 2, pp. 796 — 799, 2006

LEVENSHTEIN V.1, Binary codes capable of correctidgletions, insertions, and reversals, Soviet RkyBiokl., pp. 707-710,
1966.

MARZAL A., VIDAL E., Computation of Normalized Edit Btance and Applications, IEEE Trans. Pattern Asialgand Machine
Intelligence, vol. 15, no. 9, pp. 926-932, 1993.

PORWIK P., The Compact Three Stages Method of tigaabure Recognition, Proceeding of 6th Internatidbahference on
Computer Information Systems and Industrial Managemeplications (CISIM'07), pp. 282-287, 2007.

WEIGEL A., FEIN F., Normalizing the Weighted Editidlance, Proc. 12th IAPR Int'l Conf. Pattern Recagnit vol.2,

Conf. B: Computer Vision and Image Processing, pp-8%9 1994.

WROBEL K., DOROZ R., The new method of signature red¢g@gnbased on least squares contour alignmergriational Multi-

Conference on Biometrics and Kansei Engineering (ICBARE pp. 80-83, 2009.

YUJIAN L., BO L., A Normalized Levenshtein Distanddetric, IEEE Trans. on Pattern Analysis and Machinglligence,

vol. 26, no. 6, pp. 1091-1095, 2007.

77



BIOMETRICS

78



