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Abstract. In this note we show how to use some simple algebraic concepts in symmetric
cryptography. For a given number n > 2 let M C Z™ be a free submodule of rank n of
prime index [Z™ : M] = p. To code the information we use the algebraic structure of the
quotient module Z"™/M. The (private) key is composed from the prime number p and
some vectors vy, ...vp;w € Z™.
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1. Introduction

The aim of this note is to sketch the idea of a new symmetric cryp-
tosystem, which is intend for fast code of information. There are several
well-known such cryptosystems as AES, DES — see [2]. However, math-
ematicians still try to find some new systems — see e.g. [1]. In this note
we use properties of torsion modules and linear algebra to sketch a quite
new cryptosystem. The main property of this system is that each time we
code the same information in a different way. We begin with the following
well-known fact:

Theorem 1.1. Let M = Z" be a free Z— modul of rank n. Let W be
a subdmodule of M such that, the modul M /W is torsion. Then, W = Z"
and if vectors wy = (W1, ..., Win ), @ = 1,...,n generate W then,
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This theorem suggests how we can construct a large cyclic group G of
a prime order. Indeed, for a given n ( we can take e.g., n = 10) it is enough
to find a n x n matrix A with integral coefficients, whose discriminant is
a large prime number and then to take as a submodule W the Z™ module
generated by columns of the matrix A. Now put

G =7"|W.

The following Lemma explains how to find such a matrix A:

Lemma 1.2. Let p=1+>"_ a;b;. Then

1+ aiby a1by ... a1b,
asby 14+ asby ... asb,
det . . . . =D
anby anboy ... 1+a,b,
Proof Note, that [a;b;] = [a1,...,an][b1,-..,b,]T. In particular, the matrix

[a;b;] has a rank less or equal to one. Hence

A+ aby a1by a1by,
asb A+ asby ... asby, n
det 2‘ 1 ‘ 202 . 2‘ — )\n + )\71—1(Zaibi)’
. . . : i=1
anb1 anba ... A+ anb,

because all other coefficients of this polynomial disappear as sums of higher
minors. Now, it is enough to put above A = 1. O

Assume now, that we have a matrix A with determinant p. Let W be
a subspace of Z" generated by columns wy, ..., w, of the matrix A. Take
G = 7"/W. The elements of G are equivalence classes of vectors from Z".
The following algorithm checks whether two given vectors are in the same
class:

INPUT: vectors a,b € Z", wq,...,w,
1) solve a linear system

n
a—b= E Tr;w;,
i=1

2) if all x; € Z then q := true, else q := false.
OUTPUT: ¢ := {a = b}
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The next algorithm is the algorithm to find a special generator of G,

namely such a vector w = (wy,...,w,), that
1) w generates G,
2)
w1 w21 e Wn,1
w2 w3, 2 Wnp,,2
det | . . ) . # 0 mod p. *)
Wy Wog, ... Whp

INPUT: vectors wy,...,w,

1) choose randomly w = (wy, ..., w,), where |w;| < p.
2) if w = 0 in G, then go back to 1)
3) if
w1 w21 e W, 1
w29 w2 ... W, 2
det . . ) . =0 mod p
Wy, Wy, ... Wy

)

then, change vectors w; in a cyclic way:
Wi — W, W2 — Wa,..., W, — W

and go back to 3).

OUTPUT: vector w which generates the group G and satisfies the con-
dition %) and (maybe) a new (renumbered) system of vectors wy, ..., w,.

To build a new cryptosystem we need also the algorithm of masking.
In the sequel we need a following notation:

Definition 1.3. For a vector w = (w1, ..., w,) € Z™ we denote

w mod p = (wy; mod p,...,w, mod p) € Z".

Remark 1.4. Note, that the vector w is in the same equivalence class as
the vector w mod p.

Now, we show how to mask a given vector without changing the equi-
valence class of this vector:
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INPUT: vectors w,wq,...,w,

1) for i = 1,...,n choose randomly integers z;: 0 < |z;| < p
2) wy = w+ > Tw;

3) w' = w; mod p

OUTPUT: vector w’ — the masked vector w.

2. Cryptosystem

Our cryptosystem is symmetric with private key. Assume a situation,
where two people called Y and X want to communicate via an insecure
channel in a secure manner.

Their private key are the number p and the vectors w; =
= (wi1,...,w;n) and vector w = (wy,...,w,) constructed above. These
data we have to send to Y in a some secure way (for example we can use
the method based on elliptic curves). Assume now that X and also Y have
the group G constructed as in section one. We can send a secret message
g (we assume that this message is a natural number ¢ € (0,p)) in the
following way:

INPUT: vector w — a special generator of G, vectors w1, ..., w,

1) Y computes Q = qw

2) Y masks vector @ and send the masked vector Q" = (qi,...,q,)
to X

OUTPUT: the coded message Q’

To recover the message ¢ we use the following algorithm:

INPUT: the coded message Q'
1) X computes determinants

w1 Wa,1 PN Wn, 1
w2 w22 ... Wn,,2
o = det
Wn W2 n O Wn,n
and ,
qq U)Q,l e U}n71
!
qs W3y 2 . Wn,,2
0 := det

qn W2 n e Wn.n

)
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2) Now X recovers ¢ using formula:
q:= a3 mod p.

OUTPUT: the original message q.

To see that indeed ¢ = a~!$ mod p, note that we have a system of
equation:

n
Q —qw = Zmiwi, x; € 7.
=1

Using the Cramer rules we get that

(5-q0[)/p=$1 GZ,

ie.;
0 = qa mod p

and finally since a # 0 mod p we have:

¢ :=a ' mod p.

Remark 2.1. The optimal number n (the dimension of Z) we should
determine using tests of our system.

3. Implementation for n = 2

Here, we give a more detailed implementation of our algorithm in the
special case n = 2.

1) Construction of the private key
a) choose the prime number p,
b) choose the number a € (0,p) (the base of M are vectors (0, p) and
(1,a)),
¢) choose numbers (wy,ws) € (0,p)% until w; — wya # 0 mod p (the
vector (wq,ws) is a generator of the group Z2?/M),
d) put a = wy; — wea mod p.
2) Coding of the message ¢ € (0,p) by vector s = (s, $9):
a) choose x € (0,p),
b) put (s1,s2) := (q(w1,w2) + x(a,1)) mod p.
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3) Recovering ¢
a) put § = s, — sea mod p,
b) then ¢ = Ba~! mod p.
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Nowy kryptosystem symetryczny

Streszczenie. W tej pracy stosujemy pewne proste algebraiczne koncepcje, by zbu-
dowaé¢ nowy kryptosystem symetryczny. Dla danej liczby naturalnej n > 2 niech
M C Z™ bedzie podmodutem wolnym rzedu n i indeksu pierwszego [Z™ : M] = p.
Informacje kodujemy, wykorzystujac algebraiczna strukture modutu ilorazowego
Z"/M. Klucz (prywatny) sktada sie z liczby pierwszej p i pewnych wektoréow
V1, .. Un) w E ZM.

Stowa kluczowe: wzorzec biometryczny, bezpieczenstwo danych, tozsamo$é
cyfrowa, kryptologia, podpis cyfrowy, informatyka kryminalistyczna



