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Abstract

In this paper an idea of a layered, hierarchical policy-supervised diagnostic
/ fault detection component and middleware supporting humans' decision-
making will be presented. This system will be based on Open Decision
Point architecture and as such the system will offer an ease of
reconfiguration via policies replacement in the decision making
component. For the diagnostic / decision making support purposes AGILE
policies will be used. In order to present practical implementation of the
subject architecture, a proof of concept application to the distillation
column is described. Selected simulation results are used to show
advantages of the proposed approach.

Keywords: computer control systems, autonomic systems, policy-based
computing.

Architektura Hierarchicznego Zarzadzanego
Politykami Komponentu / Oprogramowania
Posredniczagcego Systemu Detekcji Bledow

Streszczenie

W niniejszym artykule zaprezentowana zostanie architektura warstwowej,
hierarchicznej  zarzadzanej  politykami  architektury = komponentu
i oprogramowania posredniczacego dla systemu diagnostycznego. W ramach
proponowanych rozwiazan wyrdéznione zostaty trzy funkcjonalne warstwy,
ktore pozwalaja na zwigkszenie efektywnos$ci procesu decyzyjnego poprzez
filtrowanie 1 preselekcje zdarzen sygnalizowanych w systemie
diagnostycznym / monitorujacym. Oba zaproponowane rozwiagzania
(zaréwno implementacja w obrgbie jednego komponentu jak implementacja
w systemie rozproszonym) wykorzystuja architektur¢ Otwartego Punktu
Decyzyjnego i jako takie oferuja tatwos¢ rekonfiguracji poprzez zamiang
aktualnych polityk odpowiedzialnych za podejmowanie decyzji. Wsparcie
dla systemu diagnostyki / podejmowania decyzji zapewniaja polityki
w jezyku AGILE. Aby zaprezentowa¢ praktyczng implementacj¢ tytutowych
architektur opisane rozwigzania zostang zastosowane w systemie sterowania
kolumny destylacyjnej. Wybrane wyniki symulacji pokaza zalety
Zaproponowanego rozwiazania.

Stowa kluczowe: komputerowe systemy sterowania, systemy autonomiczne,
przetwarzanie z wykorzystaniem polityk.

1. Introduction

Nowadays one can see very rapidly increasing interest in
diagnostic systems of all kinds. On one side, this phenomenon is
a result of versatility of today's application domains where the
diagnostic system becomes very often the main component
preventing some more or less complex systems from failure. On
the other side, in the age of ubiquitous embedded / computerized
control systems there is a need of existence of a coherent
diagnostic mechanism in order to guarantee its optimal and fault-
free behaviour.

The main requirements which can be set for the modern
diagnostic systems include:

o flexibility; this requirement gives the systems ability to be
easily adjustable to environmental / application domain changes
(context-awareness / application-awareness),

e case of re-configuration; this requirement allows these systems
to alter their own behaviour / sensitivity / precision via post-
deployment replacement (in the run-time) of the decision
making logic only without the need to update the diagnostic
system component as whole,

e autonomicity; this would allow these systems to operate and
making decisions without or with limited human intervention.
The above requirements as such are non-trivial and greatly

affect the diagnostic system complexity. For example, in order to

equip the diagnostic system with a degree of flexibility, a level of
fuzziness is required from its logic so that the diagnostic system
would behave similarly for a certain range of input parameters.

But at the same time, in order to support this kind of feature, the

diagnostic system has to implement a mechanism which would

rely on fuzzy diagnostic rules. As a result, the diagnostic system
complexity increases, which ultimately negatively affects the
system reliability as a whole.

Even more potential problems may be caused by embedding the
run-time re-configuration feature. Normally each (diagnostic)
system operates based on its core decision-making logic. This
logic is usually hard-coded and does not change in run-time. The
only way to change its behaviour is actually to re-compile the
whole component code and re-deploy such a component into the
target system. This approach, however, suffers from many
inconveniences, because re-deployment is usually time consuming
and very often requiring switching off the whole system or at least
transient disabling of its selected features. Much better and much
less invasive approach would be based on replacement the
decision making logic. This approach, however, requires usually
sophisticated component architecture and quite often it requires
existence of some supporting services (the decision-making logic
has to be somehow delivered to the right diagnostic component,
some versioning or compatibility issues have to be also resolved).
But the main advantage of the second approach is that the
diagnostic component itself does not have to be re-deployed
saving in this way many difficulties.

But the most desired feature of each sophisticated diagnostic
system is the ability to operate with no or at least with limited
human intervention during the decision making process. This
feature is especially important in case of very complex systems
where the amount of incoming diagnostic information may be
beyond human's comprehension. In this situation any diagnostic
system which is (at least to a level) autonomic may be of great
help if not in making final decisions, then at least in filtering the
most important information and simplifying in this way the
decision making process. The key element of such an autonomic
diagnostic system is a way of transforming (usually) expert
knowledge about a diagnosed system into certain behaviours.
Typically, the knowledge can be represented as a set of fuzzy rules
or can be acquired during learning process (in case of Artificial

Neural Networks - ANNs) or evolution process (genetic
algorithms — GA). Both technologies support autonomic behaviour
of systems.

However, if the diagnostic system is located / spread on / over
an embedded platform, the additional requirement accompanying
its flexibility, re-configurability and autonomicity should be
compactness as embedded systems are typically the systems of
constrained resources. In this situation fuzzy logic, ANNs or GAs
may appear to be too heavyweight and some other technologies
where an expert knowledge can be incorporated as to process the
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diagnostic information is sought. One of the technologies which
support flexibility, re-configurability and autonomicity is policy-
based computing. In case of this technology, an especially
designed (diagnostic / control / decision-making) policy is used.
This policy may (and mostly does) incorporate expert knowledge
and describes usually in a programmatic form the way of using it
in order to make decisions regarding further strategy (control,
diagnostic, etc.).

2. Related work

There are numerous works where the diagnostic systems are of
a hybrid structure where the core diagnostic / reasoning / decision-
making logic is implemented with support of the artificial
intelligence methods (these include mainly fuzzy logic / ANN,
but also GA). As a result, these systems become flexible and
autonomic / adaptable.

In [22] the design and implementation of a fault diagnostic
system is presented. The diagnostic system uses the heuristic
knowledge base for a fuzzy logic-based technical diagnostic
problem solving strategy. The dynamic fuzzy reasoning system
uses expert knowledge in a form of a fuzzy model reflecting the
mapping symptoms-faults. This diagnostic method was verified
experimentally during simulations. Another application of fuzzy
systems can be found in [21] where a method called fuzzy
possibilistic diagnostic is presented. This method is based on
certain associations between disorders and symptoms (called
alternatively — manifestations based on expert knowledge.
Uncertainty of knowledge is incorporated by adopting fuzzy logic
methodology. A set of use cases and examples presents how this
method can be implemented in practice.

In [19] an adaptive approach to designing diagnostic systems is
proposed. For this purpose a special neuro-fuzzy network was
constructed and trained. As such it allows solving fuzzy logic
equations and designing and adjusting fuzzy relations using either,
expert and / or experimental information. The proposed system
architecture was verified using formal apparatus as well as by
some computational experiments. Similarly, in [20]. In this system
the diagnosis method is based on inverse logical reference by
using consequences to restore causes (based on some fuzzy
relational matrices). The diagnostic decisions are obtained as
a result of solution of fuzzy logical equations. The genetic
algorithm using typical operations (crossover, mutation and
selection) is core of the logical equations solving system. To
verify the proposed solution, a computer-based simulations were
carried out. The same problem is addressed in [19].

Applications of fuzzy logic techniques to diagnostic of
industrial processes can also be found [10]. The same technique
was used in the industrial application to a sugar factory evaporator
(more to be found in [9]).

Atrtificial Neural Networks were used [6] as the core
methodology implemented for diagnostic purposes of a technical
system. For the diagnostics purpose functional and diagnostic
models were developed. This model constituted the basis for
initial diagnostic information provided by the sets of information
concerning the elements of the basic modules and their output
signals. The specific task set for Artificial Neural Networks was to
recognise the states of reparable technical objects. A proof of
concept installation was built using a car engine (as the example
of the technical system) and a specialized diagnostic software.

An application of expert systems and Artificial Neural
Networks to solve a problem of fault diagnosis in the aircraft fuel
system is described in [13]. For the diagnosis purposes
a multilayer neural network model for fault detection was built.
The fault diagnostic results are presented accordingly to the fault
deterministic rules reflecting an expert knowledge linking typical
symptoms with possible causes. Another application of ANNs is
presented in [15]. In this solution a diagnostic system with
Artificial Neural Networks trained to detect, isolate and assess
faults in some of the components of a single spool gas turbine is
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used. The diagnostic system is of hierarchical structure where
a number of decentralized and specifically trained networks is
used to handle specialised diagnostic tasks. The information from
the monitored system is represented as measurement patterns.
Depending on whether the pattern contains a fault detected, an
appropriate action is taken.

Another application of Artificial Neural Networks in the task of
process monitoring in fault detection and isolation systems was
described in [8]. This solution is based on a design bank of neural
networks with dynamic neurons that model a system diagnosed at
normal and faulty operating points. An approach to the diagnosis
of non-linear dynamic systems was also presented in [14]. In this
paper a modified genetic programming approach for model
structure selection combined with a classical technique for
parameter estimation is presented. A possibility of employing
such a model in a fault scheme was indicated.

In diagnostic systems, state reconstruction techniques are used
for system failure detection. State observers are systems which
perform the task of task reconstruction for diagnostic / monitoring
/ control purposes. They typically use a system model in order to
reconstruct (usually inaccessible) state variables. These state
variables in case of control systems enable implementation of
optimal state-based control algorithms (for example LQR / LQG
control) and in case of diagnostic systems they enable tracking of
system state variables in order to take an appropriate action in case
of any deviation detected. This kind of approach together with
application examples was described in [11] and [12].

3. AGILE policy definition language

As the solution which can be an alternative for typical
approaches exploring Fuzzy Logic, Artificial Neural Networks
and Genetic Algorithms for the purpose of widely understood
diagnosis, in this paper the AGILE Policy Definition Language is
used for defining various fault detection / monitoring policies.
This language specification was widely described in numerous
works [1, 2, 3]. However, for this paper purposes the most
important elements of AGILE have to be recalled, so that it was
entirely clear how the AGILE PDL may fit the typical diagnosis-
related problems. This language is based on XML structure and
defines the following policy objects:

e PolicySuite contains all other policy objects. Policy defines
decision making policy (one source policy file may contain zero
or more policies). Policies can load Templates or execute
Actions.

o Template is used to configure policies (for example, to assign
some values to InternalVariabies).

o Action gathers policy decision-makind logic (it evaluates Rules,
TRCs, UFs, it can also set local variables or yield Policies) and
finaly returns a policy decision.

e Rule is used to compare variables (ExternalVariables or
InternalVariables), values, etc. Depending on the comparison
result an appropriate Action is executed.

o ToleranceRangeCheck (TRC) is an implementation of deadzone
which is especially useful in case of tracking of a dynamic goal;
the deadzone is specified as one of the TRC parameters.
Depending on the value of the tracked parameter an appropriate
action is executed.

o UtilityFunction (UF) is used to indicate goal-attainment or
want-satisfaction. Depending on the utility level an appropriate
Action is taken.

4. Architecture of the policy-supervised
diagnostic system

As mentioned before, there are numerous applications of
diagnostic ~ systems implementing artificial intelligence,
evolutionary algorithms and formal methods. The novelty of the
solution presented in this paper will be purely based on the
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features of AGILE policies. AGILE policies can be used for
diagnosis task by using:

o structural features of AGILE policies,

e dynamic decision making feature of AGILE policies.

The structural features are meant by existence of policy objects
which would be the most convenient for some specific diagnostic
task. One of these objects are ToleranceRangeChecks described in
Section 3. TRCs are ideal for tracing whether some selected
diagnostic parameters are sufficiently close (with respect to
Tolerance) to the reference value. Depending on relation between
them a specific action may be taken.

The dynamic decision making features of AGILE policies are
their most powerful feature. Usually the policy logic is defined by
a system who can incorporate decision making rules based on his
experience and expertise. Based on the logic policies can make an
appropriate decisions in the given situation.

For the diagnostic purposes a policy-supervised diagnostic /
fault detection component was designed. This component
comprises of key elements which make it structure very flexible
whilst remaining very robust. The system architecture is shown in
Fig. 1.
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Fig. 1.  Fault detection component architecture
Rys. 1. Architektura komponentu dla systemu detekcji bledow

4.1. Sensing Layer

The Sensing Layer is responsible for delivery of information
about the system. This information can be delivered directly via
set of sensors or it can be delivered from state observers, which
will use a fractional information about a complex system provided
by sensors and will estimate the other, missing parameters. This
task will be performed by state observers.

However, usually the observers parameters are chosen so that
they should provide the best possible state estimate. For example,
in case of Kalman State Estimators (KSE) [7] the filter parameters
are selected with respect to the assumed / known disturbances
characteristics. In case of Exact State Observers (ESOs) [5] the
observers parameters (filtration functionals) are selected for the
assumed worst disturbances from unit ball (the norm of
disturbances is assumed to be equal 1). In both cases though the
optimal filtration / estimation characteristic is possible only if the
real disturbances characteristics match those assumed. Otherwise,
the state estimate may contain an estimation error.

One of the solutions which can be applied in the situation where
an observer is to be used in the system of unpredictable or wide
spectrum of disturbances characteristics is to use a set of observers
and design a system which would select the observer of the
parameters guaranteeing the best state estimation quality in the
given circumstances. This solution (partially described in [16])
was chosen for the Fault Detection Component where a set of

three ESOs was designed with different observation windows (2s,
4s and 6s). Well known feature of these observers is that the wider
the observation window is the better state estimation quality is and
the less sensitive the observer becomes on the disturbances. The
negative side is that widening the observation window results in
lengthening the state reconstruction process. In Fig. 2 one can see
in details how the solution works.
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The policy selects the most appropriate observer in order to
deliver the most exact information about the monitored system.
The information provided by the state observers together with the
information from sensors constitute the whole diagnostic
information used for making decisions regarding whether there is
any failure at all and if yes, then how to handle this situation at
best.

4.2. Filter layer

The existence of the Filter Layer is a consequence of tendency
to keep policies as simple as possible. Obviously, there is no
physical limitation regarding what is the maximum level of policy
complexity, but the fact is that the more complex the policy is the
longer it takes to evaluate it and thus make a decision. Following
this principle, in case of the proposed layered hierarchical
structure / architecture of the Fault Detection Component it was
decided that the direct analysis of the diagnostic information
(signals) will be structurally decoupled from the higher level logic
analysing the system state as whole. Thus, the policies used within
the Filter Layer can be of relatively simple logic processing some
selected diagnostic information in order to detect some deviations
from expected / normal situation. If any failure will be detected,
the Filter Layer will provide the Diagnostic Layer with ready
information about where some problems were detected.

4.3. Decision Layer

Thanks to decoupling the Filter Layer from the Decision Layer,
the Decision Layer would contain very sophisticated and
specialised policies dealing with higher level handling of the
monitoring information. These policies should contains a very
specialised descriptions regarding what to do when certain system
parameters will indicate a failure of a part of the system. The logic
cannot be oversensitive in order to avoid false alarms and on the
other side it shouldn't miss any failure in order react respectively
and in this way limit potential damage done to the whole system.

The Decision Layer in the proposed solution is very lightweight
in comparison to the other artificial intelligence methods. On the
other side, if it is needed, the variety of AGILE policies blocks
enables the policy designers to optimise policies so that they
guaranteed a balance between policy complexity and its
efficiency. Besides, integration of policies with the Open Decision
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Point architecture (more to be found in [23]) enables the fault
detection system easy and fast reconfiguration via policies
updates. The updates can be done in run-time so that the Fault
Detection Component would not be re-deployed to the target
monitored system.

5. Middleware approach

The fault detection component architecture shown in Fig. 1. can
also have a middleware implementation. In this case the sensing,
filter and diagnostic functions would be spread across different
components, that would logically and functionally constitute the
three layers. In order to reflect this logical and functional division
of the components roles, they would need to be appropriately tied
via provider-subscriber dependencies, where providers would
provide their policies outcomes as context information and the
subscribers would subscribe only to the appropriate context items.
The idea of fault detection middleware is shown in Fig. 3.
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Rys. 3. Architektura oprogramowania posredniczacego systemu detekcji btgdow

As shown in Fig. 3., the components from Sensing Layer (SL)
provide context for the components from Filter Layer (FL) and
these components from FL provide context for the components
from Decision Layer (DL). In this way the logical and functional
separation between functionalities of these components is kept.
All the provide-subscribe dependencies are handled by specialised
service called Context Manager whereas the Repository Manager
Service (RM) is responsible for policies management (an example
implementation of these services was described in [17]).

In Fig. 3 one can also see the advantage of the middleware-
based approach over the single component one which is its higher
robustness. This is due to the fact that this encapsulation of one
functionality per component protects the diagnostic system as
whole from the failure in case of one of the components failure (if
a single component breaks, it may be re-initialised, whereas the
rest of the diagnostic system will be still operational). The
component-based approach integrates all the functionalities within
one component which means that the whole Fault Detection
Component would need to be re-initialised in case of any of its
elements broke. However, the component-based approach is much
less resource hungry and can be applied in the constrained
systems.

6. Simplified model of a distillation column

The architecture of Fault Detection Component described in
Section 4 was then applied to the task of monitoring the
distillation column parameters. The distillation column installation
is a physical installation existing at the AGH University of
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Science and Technology. A mathematical model of the column
(see Fig. 4) will be used to prove concept simulations.
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Fig. 4. Technological scheme of the distillation installation
Rys. 4. Schemat technologiczny kolumny destylacyjnej

A binary mixture F of composition xz is delivered to
a distillation column of N shelves. The control system task is to
guarantee the requested composition of the distillation process
remainder xp via calculation of optimal control signals u based on
the distillate xp condensation. The product of the distillation
process is the alcohol condensate which is stored in a tank [5].

To the distillation column control system a diagnostic /
monitoring system was deployed. One of its parts is the Exact
State Observer (ESO). However, as the ESOs theory is not a core
part of this paper, the Reader is referred to [4, 5] for more
information.

For the state estimation purposes a model of the distillation
column is required. This is obtained using a linearization process,
resulting in the following state-space model [5].

i() = Ax(t)+ Bulr)+ D{ﬂ (1)

where 4, B, C are system matrices of an LTI system. Here D is an
additional system-specific matrix that provides fine-tuning for the
specific physical configuration. The form of these matrices for the
distillation column are shown below and originate from [5].

a h 0 0

L, a, h, .. 0
A4=|0 L, .. .. 0 2

ol

0 0 I, a,

To define matrix A the following notation is introduced for the
upper diagonal ( H ), diagonal (4 ) and lower diagonal (L ).

[-0.1514] L - L _
“ Lenn) n ] [0.0985 17 [0.9838
a -1.
: L5210 h, 0.7884 A 0.8537
1'4236 0.7884 0.7326
1'3543 0.7884 0.6352
_ : _ 0.7884 | _ 0.5659
A= =|-1.3088 |,H = = L= =
0.8540 0.3884 0.5204
0'7961 0.3884 0.4656
0'7432 0.3884 0.4077
0’7007 . 0.3884 . 0.3548
' ‘ hy | ]0.3884 Iy, 0.0781
lay | [-0.1403 | Lo L - SR -




PAK vol. 57, nr 9/2011

The remaining system matrices are defined as follows:

[0.00000 0.00034
0.00000 0.00319
0.00000 0.00320

[-0.00048 0.00034]
-0.00048 0.00319
-0.00048 0.00320
-0.00389  0.00277 0.00000 0.00277
-0.00296 0.00210 0.00000 0.00210
B ==[-0.00204 0.00294 |, D =|0.00000 0.00000 |,
-0.00258 0.00373 0.00000  0.00000
-0.00289 0.00418 0.00000  0.00000
-0.00283  0.00409 0.00000  0.00000
-0.00243  0.00351 0.00000  0.00000
| 0.00000 0.00000| | 0.00000 0.00000 |

e[t 0000000000
“lo o o0 000O0O0OT 01

[ -143.5 5.723 ]
-11.38  0.00744
-7302  -0.193
-4719  -0.210
-3.0399 -0.0099

K=| -1.942  0.4583 |
-1.287  1.355
-1.654 235
-3.181  3.647
-6.558  5.501

|-49.8075 3.1879 |

If one denotes by N the number of shelves in the distillation
column, the state x(¢) is given by

x(t):[xl’

The control signal is of structure

R xN+|];x| =Xp> Xy = Xp-

ult)=[y D]

where V' is a flow of vapour heating the column and V is flow of
reflux. The control signal is generated by the LQR of form of the
matrix K shown above. The system output is

J’(t): [st xD]‘
7. Simulations

In this section some proof of concept simulations will be carried
on. The main purpose of these simulation is to show applicability
of policy-based computing to the task of a system diagnostic.

7.1. Simulation scenario

For the simulations purposes the Fault Detection Component
was practically implemented in C/C++ programming language.
AGILE Lite library (for more details see [17]) was used to
process policies. In order to show how the three layers of Fault
Detection Component work together, the following simulation
scenario was designed:

e within the Sensing Layer there was designed a policy
monitoring current level of disturbances (noise) in the system.
The policy decision was to select the most appropriate Exact
State Observer out of three pre-designed (one with observation
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window 2s, second with the observation window 4s and the last
with the observation window 6s) in order to guarantee the best
possible sensing quality. Utility Functions are used for the
purpose of observer selection.

o within the Filter Layer a policy was designed in order to trace
one of the system state variables (state variable x;) and in case
of the state variable value Check) was out of the reference value
(Compare - set to be equal 0.1) with respect to the safety
margin (Tolerance set to be 0.1), the policy decision was to
report an error. Otherwise the policy was taking no action.

o within the Decision Layer there was a policy designed as to
signal the error occurrence to the operator in case of any filter
reported such a situation. This policy could be of much more
complex structure, however, the main reason here was to show
the interactions between the three layers of Fault Detection
Component rather than prove how sophisticated AGILE
policies can be.

7.2. Simulation results

In each simulation step the three policies described in
Subsection 7.1. were evaluated sequentially. In Fig.5. there is
presented a simulation trace recorded at the time instant /=0.04s,
showing evaluation of the observers selection policy.

noise norm=[0.001029] : simulation time=[0.040000]

~~~~~ DP:<"dpl"> evaluation ~~~~~

~~~~~ DP:<"dpl"> context range check ~~~~~

~~~~~ DP:<"dpl"> policy evaluation ~~~~~
-->Evaluate Policy: "Policyl"<--
-->Execute Action: "Start"<--
-->Evaluate UtilityFunction: "UF1"<--
-->Execute Action: "ChooseWindow2"<--
-->Evaluate ReturnValue: "Window2"<--

DP:<dpl> return value -->1

Fig. 5.  Simulation trace for the Observer Selection Policy
Rys. 5. Przebieg symulacji dla polityki wybierajacej obserwator

As one can see in Fig. 5, this policy chooses the Exact State
Observer with the observation window T7=4s. Once the best
observer was selected for the current noise norm (norm value was
0.001029 whereas the reference norm was 0.01), as the next the
state variable x; tracking policy was evaluated.

In Fig. 5 one can see two succeeding evaluations of the policy.
Between the time instants /=0.16s and =0.20 the value of x; state
variable entered the allowed margin and the policy returned OK
instead of ERROR. This means that the fault was no longer
existing and the policy notified the Decision Layer about this fact.

x1=[0.002796] <ref=-0.1(+/-)0.1> :

simulation time=[0.160000]

~~~~~ DP:<"dp2"> evaluation ~~~~~

~~~~~ DP:<"dp2"> context range check ~~~~~

~~~~~ DP:<"dp2"> policy evaluation ~~~~~
-->Evaluate Policy: "Policyl"<--
-->Execute Action: "Start"<--
-->Evaluate TRC: "CheckStateVariable"<--
-->Execute Action: "ReturnERROR"<--
-->Evaluate ReturnValue: "ERROR"<--

DP:<dp2> return value -->1

x1=[-0.026878] <ref=-0.1(+/-)0.1> :

simulation time=[0.200000]

~~~~~ DP:<"dp2"> evaluation ~~~~~

~~~~~ DP:<"dp2"> context range check ~~~~~

~~~~~ DP:<"dp2"> policy evaluation ~~~~~
-->Evaluate Policy: "Policyl"<--
-->Execute Action: "Start"<--
-->Evaluate TRC: "CheckStateVariable"<--
-->Execute Action: "ReturnOK"<--
-->Evaluate ReturnValue: "OK"<--

DP:<dp2> return value -->0

Fig. 6.  Simulation trace for the State Variable Tracking Policy
Rys. 6. Przebieg symulacji dla polityki $ledzenia zmiennej stanu

In the same time the policy evaluated in the Decision Layer
returned the results shown in Fig. 7.
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Status=[1] : simulation time=[0.160000]

~~~~~ DP:<"dp3"> evaluation ~~~~~

~~~~~ DP:<"dp3"> context range check ~~~~~

~~~~~ DP:<"dp3"> policy evaluation ~~~~~
-->Evaluate Policy: "Policyl"<--
-->Execute Action: "Start"<--
—-->Evaluate Rule: "CheckIfStatusOK"<--
-->Evaluate Rule: "CheckIfStatusERROR"<--
-->Execute Action: "ReturnSignal"<--
-->Evaluate ReturnValue: "Signal"<--

DP:<dp3> return value -->1

Status=[0] : simulation time=[0.200000]

~~~~~ DP:<"dp3"> evaluation ~~~~~

~~~~~ DP:<"dp3"> context range check ~~~~~

~~~~~ DP:<"dp3"> policy evaluation ~~~~~
-->Evaluate Policy: "Policyl"<--
-->Execute Action: "Start"<--
-->Evaluate Rule: "CheckIfStatusOK"<--
-->Execute Action: "ReturnDoNothing"<--
-->Evaluate ReturnValue: "DoNothing"<--

DP:<dp3> return value -->0

Fig. 7. Simulation trace for the Decision Policy
Rys. 7. Przebieg symulacji dla polityki decyzyjnej

As one can see, the Status environment variable changes value
from O (this corresponds to the ERROR value returned by the State
Variable Tracking Policy) to 1 (and this corresponds to the OK
value returned by the State Variable Tracking Policy). As a result
the decision is changed from signalling the fault to the operator to
indicating that there is no failure in the system.

8. Conclusions

In this paper a new approach to the problem of diagnostic of
systems is presented. The use of Open Decision Point architecture
together with the policy-based computing is described. Some of
the solutions shown in this paper were part of other works carried
out by the author in cooperation with the Autonomic Research
Group at the University of Greenwich. However, for this paper
purposes a completely new architecture of software component for
diagnostic systems was designed.

The proposed architecture for the Fault Detection Component
was proven to satisfy all the requirements set for the ideal
diagnostic systems: it is flexible and context-aware, is easily re-
configurable (via policy replacement) and enables the components
to operate with no or with limited human intervention
(autonomicity). Besides, as the AGILE PDL is XML-kind
language, it actually allows the policy designer to design policies
of any complexity and usability. It is worth stressing that thought
the example AGILE policies were used here in the application to
the task of fault detection, in general AGILE policies are not
application specific and can be used for any purpose.

An alternative middleware-based approach with using
specialised components performing respectively, sensing, filtering
and diagnostic tasks is also presented. This solution may be
applied to more complex, multi-agent diagnostic systems. This
approach is discussed against the component-based approach and
some pros and cons of both solutions are given.
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