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Abstract

Concurrent Error Detection (CED) techniques based on hardware or time
redundancy are widely used to enhance system dependability and to detect
fault injection attacks, where faults are injected into chip to break the
cryptographic key. In this paper we proposed hardware redundancy CED
technique to detection errors in S-boxes of the PP-1 block cipher.
Simulation results for single and multiple as well transient and permanent
faults are presented and compared against another parity based method and
to one of time redundancy method.

Keywords: Concurrent Error Detection, S-box, fault detection, parity
based CED, involutional function.

Wspoétbiezne wykrywanie bledéw w S-blokach
symetrycznych szyfratoréw blokowych

Streszczenie

Techniki wspotbieznego wykrywania bledéw (CED) sa szczegélnie
szeroko stosowane w celu wykrywania btedow w uktadach kryptogra-
ficznych. Zwigzane jest to nie z wigkszym prawdopodobienstwem
wystapienia uszkodzen lecz z atakami na uklady kryptograficzne,
polegajacymi na celowym wprowadzaniu btedow (side channel attacks).
Juz w 1997 roku [1, 3, 4] pokazano, ze wprowadzone bledy ulatwiaja
ztamanie kryptosystemow zaréwno symetrycznych jak i asymetrycznych.
Wspotbiezne wykrywanie bledow zwiazane jest z wprowadzeniem do
uktadu redundancji sprzg¢towej lub czasowej ewentualnie jednej i drugie;j.
W  prezentowanym artykule przedstawiono metod¢ wspolbieznego
wykrywania btedéw w S-blokach symetrycznych szyfratorow blokowych.
W metodzie tej wykorzystana zostala redundancja sprzetowa. S-bloki to
istotne elementy szyfratorow, ktérych zadaniem jest ukrycie zaleznosci
migdzy tekstem jawnym a kryptogramem i utrudnienie kryptoanalizy
liniowej 1 rdéznicowej. Do badan wykorzystany zostal S-blok
zaprojektowany dla szyfratora PP-1. Badania symulacyjne pokazaly
skuteczno$¢ wprowadzonych zabezpieczen. Badano prawdopodobienstwo
wykrycia btedéw pojedynczych i wielokrotnych a takze bledow trwatych
i przemijajacych. Uzyskane wyniki zostaly pordwnane z wynikami
uzyskanymi innymi metodami wspétbieznego wykrywania btedow,
przedstawionymi w [8] i [9].

Stowa kluczowe: wspotbiezne wykrywanie btedow, S-blok, wykrywanie
btedow, wspodtbiezne wykrywanie btgdow, bity parzystosci, inwolucja.

1. Introduction

Fault detection schemes for various implementations of
cryptographic algorithm have recently been especially important.
Several motivations led to increase the reliability of these circuits.
From one side the circuit implementation of cryptographic
algorithms can be quite complex and the probability of device
failures is growing, but cryptographic chips are a consumer
product produced in large quantities, therefore cheap solutions for
concurrent fault detection are needed. From the other side,
intentional intrusions and attacks based on the malicious injection
of faults into the device are very efficient in order to extract the
secret key [1, 3, 4]. Such attacks are based on the observation that

faults deliberately introduced into a cryptodevice leak information
about the implemented algorithms. First fault injection attack is
presented in [5].

There are different types of faults and methods of fault injection
in encryption algorithms. The faults can be transient or permanent.
Several transient and permanent faults and methods of fault
injection such as varying supply voltage, external clocks,
temperature or inducing faults using white light, laser and X-rays
methods of fault injection are discussed in detail in [2]. Even
a single fault like change a flip-flop state or corruption of data
values transferred from one digest operation to another can result
in multiple errors in the end of a digest round.

Concurrent Error Detection (CED) techniques are widely used
to enhance system dependability. All CED techniques introduce
some form of redundancy. It may be noted that the general
architecture of a CED relies on the use of hardware redundancy
for error detection, but time redundancy techniques can also be
used for concurrent error detection. The hardware cost of time
redundancy techniques is generally smaller than that of hardware
redundancy.

In this paper we focus on CED techniques targeting involutional
functions. We will analyze the detection of errors in S-boxes of
PP-1 block cipher implementation [6]. PP-1 is considered for use
in essential security services and concurrent error detection (CED)
is very important. The design goal is to achieve 100% error
detection with minimal penalty.

In the paper a new parity based CED approach to protect the
S-box core is presented. Conversely to the other computational
blocks of the PP-1 algorithm, the S-box performs an operation that
is not linear and is not invariant with respect to the parity of the
processed data, i.e., the parity bit is not preserved after the
transformation. We provide simulation results related to the fault
coverage of the proposed approach and we compare these results
with the results for architectures proposed in [8] and [9].

This paper is organized as follows. Sec. 2 and 3 present the
PP-1 symmetric block cipher and S-box, respectively. Possible
faults and faults models in S-boxes of PP-1 are described in Sec.
4. In Sec. 5 and 6 we present CED schemes for function S.
Simulation results are presented in Sec. 7. Sec. 8 concludes the

paper.
2. The PP-1 cipher

The scalable PP-1 cipher is a symmetric block cipher that in r
rounds processes data blocks of n bits, using cipher keys with
lengths of n or 2n bits. It is described in detail in [6]. The PP-1
was designed for platforms with very limited resources. Therefore
it can be implemented for example in simple smart cards. The
PP-1 algorithm is an SP-network. One round of the algorithm is
presented in Fig. 1. It consists of #=n/64 parallel processing
paths. A 64-bit nonlinear operation NL (Fig. 2) is performed in
each path.

The 64-bit block is processed as eight 8-bit subblocks by four
types of transformations: 8x8 S-boxes S, XOR (@), addition (3),
subtraction (&). These are modulo 256 transformations of integers
represented by respective bytes. Additionally an n-bit permutation
P is used. In the output transformation the permutation P is not
performed.

Two round keys are in use in each round. The same algorithm is
used for encryption and decryption because two components,
substitution S and permutation P are involutions, i.e. S~ =5 and
P'=P. However, if round keys ki, kp,...,kp, are used in the
encryption process then they must be used in the reverse order, i.e.
ks ko1,...,k1 in the decryption process.
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Fig. 1. Oneroundof PP-1(i=1,2,..,r1)[6]
Rys. 1. Jedna runda pracy szyfratora PP-1 (i = 1, 2, ..., r-1) [6]

Fig. 2. Nonlinear element NL (j =1, 2, ..., 7) [6]
Rys. 2. Nieliniowy element NL (=1, 2, ..., £) [6]

3. Substitution function S

S-box is a substitution function taking 8 inputs and producing 8
outputs. It is a basic component of block ciphers and is used to
obscure the relationship between the plaintext and the ciphertext.
It is an important element of cryptographic algorithm and it should
posses some properties, which make linear and differential
cryptanalysis as difficult as possible. Concurrent error detection in
S-boxes of cryptographic hardware is very important.

The S-box in PP-1 is selected in such a way that it is its own
inverse, i.e. ' = S. This S-box has been generated using
multiplicative inverse procedure with randomly chosen primitive
polynomial defining Galois Field. Nonlinearity of this S-box is
110 and its nonlinear degree is 7. Eight Boolean functions that
constitute this S-box have the nonlinearities equal to 110 or 112
and all are of degree 7 [6].

4. Faults models
Fault attack tries to modify the functioning of the computing

device in order to retrieve the secret key. The attacker induces
a fault during cryptographic computations. The feasibility of
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a fault attack or at least its efficiency depends on the exact
capabilities of the attacker and the type of faults he can induce.

In our considerations we use a realistic fault model wherein
either transient or permanent faults are induced randomly into the
device. We consider single and multiple faults. In this paper we
will analyse the possibilities of errors detection in S-boxes of the
PP-1 block cipher implementation.

Faults are modelled as an 8-bit error vector E={e,...,e;...,e1,€y},
where e;€{0,1} and e; = 1 indicates that bit i is faulty. The number
of ones in this vector is equal the number of inserted faults. Fault
simulations were performed for two kind of fault models. In one
model the fault flips the bit, and the other model introduces bit
stuck-at faults (both stuck-at-1 and stuck-at-0).

Let X={x7,...,x1,X0} be an S-box input, error-free vector of bits,
and Y={ys,...,y1,00} be an S-box output vector [7]. Vector
Xe={xer,...,xe1,xe,} 1s an erroneous input vector:

- if the fault flips the bit — xe;= x; D ¢;,
- for stuck-at-1 fault — xe;= x;+ e;,
- for stuck-at-0 fault — xe;= x; x (not ¢,),
where: @ - xor,+ - or, x - and.
The error is observable on the S-box output [7].

5. Parity—Based CED

Most of CED techniques function according to the principle,
that system under consideration realizes a function F, and
produces output F(i) in response to an input sequence i. They
assume that there is a unit, which independently predicts some
special characteristic of the systems output F(7) for every input
sequence i. There is also a checker unit, which checks if the
special characteristic of the output actually produced by the
system in response to input sequence i is the same as the predicted
one. The checker produces an error signal when difference is
detected. One of the characteristics of F(i) is its parity.

Concurrent checking for S-boxes of PP-1 by parity prediction
was presented in [8]. In this paper [8] different schemes of parity-
based CED techniques are proposed and compared on their area
overhead and their possibility of the detection of single and
multiple failures. One of these schemes is shown in Fig. 3. In this
approach one parity bit for each outgoing data is generated and
this bit is compared against S-box output parity.
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Fig. 3.  Parity based CED with 1 parity bit [8]
Rys. 3. Wspotbiezne wykrywanie blgdéw w oparciu o 1 bit parzystosci [8]

Now we present a new, hardware redundancy, parity based
concurrent error detection approach. The S-box is usually
implemented as a 256x8 bits memory, consisting of a data storage
section and an address decoding circuit. To increase the
dependability and detect input, output and internal memory errors
of the S-box we propose replacing the 256x8 bits memory that
stores the S-box values with 256 x10 bits memory. One of these
two additional bits is parity bit generated for incoming data bytes,
the other one is parity bit generated for outgoing data (Fig. 4).
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Thus solution demands only 512 additional bits memory
(redundancy is equal to 25%) and simple combinational circuit,
and guarantees quite good fault coverage. Capability of single and
multiple, transient and permanent fault detection using this
scheme of parity prediction is presented in the Sec. 7.
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Fig. 4. Parity based CED with 2 parity bits
Rys. 4. Wspolbiezne wykrywanie blgdéw w oparciu o 2 bity parzystosci

6. Time redundancy CED

In the majority of time redundancy CED methods the same
hardware is used to perform both the normal computation and
recomputation of the same input data. The advantage of this
technique is that it uses minimum hardware, the drawbacks are
that it entails >100% time overhead and it can only detect transient
faults. The CED technique proposed in [9] exploits involution
property of S-box to detect not only permanent but also transient
faults. Function S is an involution, it means that S(S(x))=x.
A scheme for time redundancy fault detection in involutional
S-box is shown in Fig. 5. Simulation results on the vulnerability of
this CED technique to single and multiple, permanent and
temporary failures are presented in the next section and compared
against results of parity bits CED methods.

X S(x)

X involutional S-box

SEx)

S(x)

error

Fig. 5. CED for involution S [9]
Rys. 5.  Wspotbiezne wykrywanie btedow w involucji S [9]

7. Simulation results

In this section, we provide simulation results related to the fault
coverage of the proposed approach and we compare these results
against the results for architecture proposed in [8] and [9]. We
present simulation results on the vulnerability of these techniques
for fault models from Section 3. The faults were injected into
inputs, outputs and internal memory of the S-box.

We consider random faults, in the sense that the faulty value is
assumed to be random and uniformly distributed.

In order to measure the detection capability of the proposed
architecture (Fig. 4) we used VHDL hardware description
language and the VHDL simulator provided by Aldec,
Active-HDL. The VHDL model of the S-box has been modified
with the faults. In our considerations we use a realistic fault model
wherein faults are induced randomly into the device. The output
signals have been compared to correct signals. In this way, the
obtained fault coverage gives a measure of the detection capability
when errors affect the circuit. In this experiment we focused on
transient and permanent, single and multiple stuck-at faults and bit
flips faults. The obtained faults coverage is shown in Fig. 6. Fig.
7, 8, 9 and 10 summarize some comparison between proposed 2
parity bit solution and the architectures proposed in [8] and [9].
Dependence of error detection probability on the number of
injected faults for analyzed CED is shown in Fig. 8 and 9.
Probabilities of stuck-at-0/1 and bit flip errors detection for S-box
are shown in Fig. 10. Single, transient stuck-at-0/1 errors are
detected by proposed 2 bit parity CED in 50% and in 76% by
involutional CED, but permanent errors are detected in 100%.
Detection percentage for single bit flip errors is close to 100% for
both methods. The same is observable for permanent and transient
faults.
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Fig. 6.  Probability of error detection using proposed 2 parity
bits CED

Rys. 6. Prawdopodobienstwo wykrycia bledéw przy uzyciu
2 bitow parzystosci
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Fig. 7.  Probability of single error detection using different
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Rys. 7. Prawdopodobienstwo wykrycia pojedynczych bledéw
réznymi metodami
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In most cases involutional CED solution guarantees the highest
fault coverage, but this solution is designed only for block ciphers
with involutional functions.

The solution proposed in this paper is better as the 1 parity bit
solution proposed in [8] and can be used for all S-boxes. For
example single transient faults are detected in 75% using 2 parity
bits solution and only 37% faults are detected by 1 parity bit
solution (Fig. 7). Single permanent faults are detected respectively
in 99.5% and 97.6% (Fig. 9).

8. Concluding remarks

Fault injection attacks on cryptographic chips are based on the
observation that faults deliberately introduced into a crypto-device
leak information about the implemented algorithms. These
injected faults affect the memory as well as the combinational
parts of a circuit. To detect them different concurrent error
detection techniques are proposed. In this paper new parity based
CED method for S-boxes of symmetric block ciphers was
proposed. This method can provide high coverage for permanent
bit errors, which are the most common in fault attacks. Solution
proposed in this paper can be useful for concurrent checking
cryptographic chips, especially designed for platforms with very
limited resources.

The work was supported by finances of West Pomeranian Provincial Administration.

This research was partially supported by the Polish Ministry of Education and
Science as a 2010-2013 research project.

9. References

[1] Akkar M., Giraud C.: An Implementation of DES and AES, Secure
against some Attacks. Proc. of CHES’01, pp. 315-325, 2001.

[2] Bar-El H., Choukri H., Naccache D., Tunstall M., Whelan C.: The
Sorcerer’s Apprentice Guide to Fault Attacks. Proc. IEEE, vol. 94,
pp. 370-382, Feb. 2006.

[3] Biham E., Shamir A.: Differential fault analysis of secret key
cryptosystems. Proc of Crypto, 1997.

[4] Boneh D., DeMillo R., Lipton R.: On the Importance of Eliminating
Errors in Cryptographic Computations, Journal of Cryptology, vol. 14,
pp. 101-119, 2001.

[5] Boneh D., DeMillo R., Lipton R.: On the importance of checking
cryptographic protocols for faults, Proceedings of Eurocrypt,
Springer-Verlag LNCS 1233, pp. 37-51, 1997.

[6] Bucholc K., Chmiel K., Grocholewska-Czurylo A., Stoktosa J.: PP-1
block cipher. Polish Journal of Environmental Studies, vol. 16, No.
5B, 2007, 315-320.

[7] ldzikowska E., Bucholc K.: Concurrent Error Detection in S-boxes,
International Journal of Computer Science & Applications, Vol. 4,
No. 1, 2007, pp. 27 - 32.

[8] Idzikowska E., Bucholc K.: Error detection schemes for CED in block
ciphers. Proc. of the 5th IEEE/IFIP Int. Conference on Embedded and
Ubiquitous Computing EUC 2008, Shanghai 2008, pp. 22-27.

[9] Idzikowska E.: CED for involutional functions of PP-1 cipher,
Proceedings of the 5th International Conference on Future Information
Technology, Busan 2010.

otrzymano / received: 10.07.2010
przyjeto do druku / accepted: 01.09.2010 artykut recenzowany




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


