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Abstract

Approximation algorithms based on definitions of differential and linear
equations, developed for computation of single element of the
approximation tables, are of exponential time complexity. Fast general
algorithms, for computation the best nonzero approximations in at worst
linear time for a single element, without memory needed for storage of the
whole table are presented in the paper. To frequently used components of
block ciphers belong arithmetic sum and subtraction functions. For these
functions are presented fast specialized algorithms computing a single
element of the approximation tables in linear time.

Keywords: block cipher, cryptanalysis, differential approximation, linear
approximation.

Algorytmy obliczania tablic aproksymacji
w kryptoanalizie szyfrow blokowych

Streszczenie

Do najwazniejszych ogoélnych metod analizy kryptograficznej szyfrow
blokowych nalezg kryptoanaliza réznicowa i kryptoanaliza liniowa. W obu
metodach wykorzystywane sa réwnania, ktore w sposob przyblizony,
z pewnym prawdopodobienstwem, opisuja dziatanie szyfru. Rownania te
nazywane sa aproksymacjami réznicowymi lub liniowymi. Dla dowolnej
funkcji f o n binarnych wejsciach i m binarnych wyjsciach zbior
wszystkich —aproksymacji réznicowych lub liniowych moze by¢
reprezentowany w postaci tablicy aproksymacji o rozmiarze O(2"").
W artykule przedstawiono algorytmy obliczania tych tablic. Oparte na
definicji aproksymacji roznicowej lub liniowej algorytmy obliczaja
pojedyncza warto$¢ tablicy aproksymacji w czasie wyktadniczym.
Ogranicza to zastosowanie tych podstawowych algorytméw do funkcji
sktadowych szyfru o niewielkiej liczbie binarnych wejs¢ i wyjsc.
Przedstawione w artykule szybkie ogélne algorytmy obliczaja najlepsza
niezerowa aproksymacj¢ roznicowa i liniowa w co najwyzej liniowym
czasie O(n+m) dla pojedynczego elementu bez angazowania pamigci
potrzebnej do przechowania catych tablic. Do czgsto stosowanych
elementow sktadowych szyfrow blokowych naleza funkcje sumy i roznicy
arytmetycznej. Dla tych funkcji przedstawiono w artykule szybkie
specjalizowane algorytmy obliczajace pojedynczy element tablic
aproksymacji w czasie liniowym.

Stowa kluczowe: szyfr blokowy, kryptoanaliza, aproksymacja réznicowa,
aproksymacja liniowa.

1. Introduction

Differential and linear cryptanalysis belong to main topics in
cryptology since they were introduced and successfully applied to
the Data Encryption Standard. Unlike the differential
cryptanalysis, which is essentially a chosen-plaintext attack [2, 17,
18, 21], the linear cryptanalysis is essentially a known-plaintext
attack and moreover is applicable to an only-ciphertext attack
under some circumstances [12-20, 22, 23, 38, 39].

Various improvements and extensions of the two methods have
been proposed, such as: differential-linear cryptanalysis [6, 35],
truncated differential cryptanalysis [33, 40], higher order
differential cryptanalysis [29, 33], related key cryptanalysis [3, 7,
8, 10, 11, 26, 32], boomerang attack [7, 41], inside-out attack [41],
impossible differential cryptanalysis [4, 27, 37], slide attack [9,
25], rectangle attack [5, 7, 26, 32], multiple-linear cryptanalysis
[1, 30, 36], bi-linear cryptanalysis [24, 42], non-linear cryptanalysis
[34], partitioning cryptanalysis [28], mod » cryptanalysis [31].

In the case of iterative block ciphers, the calculation of the most
effective differential or linear approximations is carried out
typically in two main steps. First, as a result of composition of
approximations of component functions, the effective
approximations of a single iteration are calculated. Next, as
a result of composition of approximations of consecutive
iterations, the approximation of the entire algorithm is obtained.

The basic idea of differential cryptanalysis is to analyze the
effect of particular differences in plaintext pairs on the differences
of the resultant ciphertext pairs. The differences are usually
calculated as a result of XOR operation. Input XOR of a cipher
algorithm causes a specified output XOR with some probability.
The appropriate, approximate expression will be called the
differential approximation.

By the differential approximation of function y = f(x): {0,1}" —
{0,1}™ we mean an arbitrary equation of the form:

Jo) @ flx ®x) =, ()

for x' € {0,1}", y' € {0,1}", which is fulfilled with approximation
probability

p=Nxy)/2", 2
where

N, ) =[x € {0,1}": flx) © flx © x') = y'} . ©)

The sequences x', )' are called input and output difference
respectively, and the function N(x')') is called the counting
function of the approximation. The magnitude of p represents the
effectiveness of the approximation. Among approximations we
distinguish the zero differential approximation, with x' = 0" € {0}"
and y' = 0" e {0}", which probability p is equal to 1 for arbitrary
function f. Differences x', y' are equivalently denoted by numbers
xe{0,1,..,2-1}and )y € {0, 1, ..., 2"-1}.

The basic idea of linear cryptanalysis is to describe a given
cipher algorithm by a linear approximate expression, so-called
linear approximation. In general, the linear approximation of
function y = f(x): {0, 1}" — {0, 1} is defined as an arbitrary
equation of the form:

Dy =D, @)

iey' Jjex'
or in the simplified notation:
y'T=x[x1], (5)

for X' {1,2,..,n}, y<{l,2,..,m}, which is fulfilled with
approximation probability

p =Ny /2", (6)
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where

N, ) =[x € {0,1}3": )y = x[x']}. 0

The sets of indexes x', )’ are called input and output mask
respectively, and the function N(x')') is called the counting
function of the approximation. The effectiveness of the
approximation is represented by magnitude of

[Ap | =|p—172|. ®)

By the zero linear approximation we mean approximation with
x'=y'= @, which probability p is equal to 1 for arbitrary function
/- Masks x', y' are often denoted by numbers x' € {0, 1, ..., 2"-1}
and ' e {0,1,..,2"-1}, corresponding to the zero-one
representation of sets.

2. Approximation tables

The set of all differential approximations of function f can be
described in the form of the approximation table TDf, called in [2]
the difference distribution table. The element TDf[x', y'] of the
table, is defined as follows:

TDfI¥', y'] = N(x', ). &)

The maximum value of 7TDf, that corresponds to the best, i.e.

most effective, nonzero differential approximation, is denoted by

maxTD, and is defined by formula:

maxTD = max{TDf[x',y'] : x' #0" v y' = 0" }. (10)

Similarly, the set of all linear approximations of function f is

represented in the form of the approximation table TAf. The
element TAf[x', y'] of the table, is defined as follows:

TAf[x', y'] = AN(X', ') = N(x', V') — 2n (11)

The maximum absolute value of TAf, that corresponds to the

best nonzero linear approximation, is denoted by maxTA and is

defined in the following way:

maxTA = max{ |TAf[x", y']] : x' # D v ' = O}. (12)

Tab. 1. An example function f'and its approximation tables 7Df and

TAf (n=4, m=2)
Tab. 1. Przyktadowa funkcja /1 jej tablice aproksymacji 7Df oraz
TAf (n=4, m=2)
' ' ] y'

x || | ¥ o] [P o1l 2] 3
0 3 016 | 0] 0] O 0 (8 |2 -1 1
1 3 1(10| 0] 2| 4 10 |2 1 |-

2 3 2 61 0] 2 8 2 (0 0 1 1
3 0 3/ 6|0 2 8 310 0 3 |-
4 1 4| 2| 8 6] 0 410 0 [-1 7
5 3 5| 2 8 6|0 510 0 (-3 1
6 1 6| 0| 2|12] 2 6 [0 2 1 ]-1
7 1 7/24]10]0 710 2 |1 1
8 0 8| 4|2 0|10 8 |0 |4 1 1
9 0 9| 2 0] 2|12 90 0 |-1|-1
10 3 10| 8| 2| 0] 6 10/0 [-2 |-5 1
11 3 11| 8] 2] 0] 6 11(0 2 1 ]-1
12 1 12| 0| 6 | 8] 2 12]0 2 |-3 |-1
13 2 13| 0| 6 | 8 | 2 13]0 |2 |-1 1
14 2 14| 2 | 8 610 140 |4 |-1 |-1
15 2 15| 2 (12| 2] 0 15]0 0 1 1

0] (TDf) (T45)
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The approximation tables of an example function f are
presented in table 1. There exist many effective approximations of
the function, identified by nonzero values of the tables. The best
nonzero differential approximations have max7D = 12 and
probability p = 12/16, while the best nonzero linear approximation
has maxTA =7, and effectiveness |Ap| = 7/16.

3. Basic algorithms

The basic algorithm, computing a single element of the
approximation table 7Df, is presented in Fig. 1. Function N(...) is
the counting function of the approximation. The main function
TD-F(...) returns the value of this function. The time complexity
of the algorithm is O(2").

TD-F(x', ', f, n, m)
1. N&', ', f, n, m)
2. w«0
3 forx < 0to2"—1do
4. if (x) D fixDx)=)
5 thenw <« w+1
6 return w

7. return N(x', y', f, n, m)

Fig. 1. Basic algorithm computing a single element of the approximation
table 7Df
Rys. 1. Podstawowy algorytm obliczania pojedynczego elementu tablicy

aproksymacji 7Df

In Fig. 2 the basic algorithm computing a single element of the
approximation table TAf is presented. Auxiliary function BIT-
XOR(...) computes the XOR of the n least significant bits of
parameter x. Function N(...) is the counting function of the
approximation. The main function TA-F(...) returns the value of
AN. The time complexity of the algorithm is O((n+m)-2").

TA-F(x', ', f, n, m)
1. BIT-XOR(x, n)
w<« 0
fori< Oton—1dow<« w®yx;
return w
NG, ¥, f; 0, m)
w<«0
forx < 0to2"—1do
y < f(x)
if BIT-XOR(x and x', n) = BIT-XOR(y and y', m)
10. thenw«—w+1
11.  returnw
12. return N(x', /', f; n, m) — 2"

e AT ol

Fig. 2.  Basic algorithm computing a single element of the approximation
table TAf

Rys. 2. Podstawowy algorytm obliczania pojedynczego elementu tablicy
aproksymacji TAf'

The size of the approximation tables 7Df and TAf of function f
is equal to 2"™, and the basic algorithms compute a single element
of the tables in exponential time. The presented in the next chapter
fast algorithms compute the approximation tables in at worst
linear time for a single element.

4. Fast general algorithms

The fast general computation of approximation table 7Df, for an
arbitrary function y = f{x): {0,1}" — {0,1}", where n, m > 1, is
suggested in [2]. Each row of 7Df contains in fact the distribution
of output differences y' for all input pairs with difference x'. By
examination of all input pairs (x, x @ x'), the whole row of 7Df can
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be computed instead of a single element. The appropriate
procedure is presented in Fig. 3.

CALC-TDR(TDR, x', f, n, m)
1. fory' < 0to2"-1do TDR[)'] < 0
for x <~ 0 to 2"-1 do
Y ) @ fix ®x)
TDR[)'] < TDR[}'] +1
return

nhk W

Computing procedure of the row of the approximation table
TDf for x'

Rys. 3. Procedura obliczania wiersza tablicy aproksymacji 7Df'
dlax'

Fig. 3.

Procedure CALC-TDR(...) computes the row of 7Df for x' in
time O(2"™) for a single element. If n — m is limited by a constant,
in particular for n = m, then the computation time is O(1) for
a single element.

maxTD(f, n, m)
1. max <0
2. forx' < 0to2"-1do
3. CALC-TDR(TDR, x', f, n, m)
4.  fory' < 0to2"-1do
5 if X' # 0 or y' # 0 then
6 if max < TDR[y'] then max <~ TDR[']
7. return max

Fig. 4.  Fast algorithm computing the value of maxTD for function f
Rys. 4. Szybki algorytm obliczania wartosci maxTD dla funkcji f*

The fast algorithm maxTD(...) presented in Fig. 4, computes the
value of maxTD, that corresponds to the best nonzero differential
approximation of function f. The computation is carried out row
by row of TDf, in time O(1) for a single element if n — m is limited
by a constant.

The fast general algorithm computing approximation table TAf,
first described in [16], is composed of two main steps. In the first
step the initial value of 74f is computed. The initial 74f contains
elementary approximation tables of all residual functions of f,
dependent on one variable x. In the second step the final value of
TAf is computed, as a result of addition and subtraction of these
elementary tables for consecutive variables. An important feature
of the fast algorithm is, that the computation of 7Af can be carried
out column by column, without keeping the whole TAf in memory.

INI-TAC(TAC, y', f, n, m, TP)
1. forx' < 0to2"-1do
2.  TAC[x'] < BIT-XOR(f(x") and y', m)
3. forx' < 0to2"-2step 2 do
4. (TAC[¥'], TAC[x'+1]) « TP[TAC[x'], TAC[x'+1]]
5. return

Fig. 5. Procedure computing the initial value of 74f column for '
Rys. 5. Procedura obliczania poczatkowej wartosci kolumny 741 dla y'

The initial value of 7Af column for y' is computed by procedure
INI-TAC(...) presented in Fig. 5. First, in steps 1-2, for each mask
x', is calculated the value y[)'] with use of the auxiliary function
BIT-XOR(...) from Fig. 2. Then, in steps 3-4, each pair of adjacent
values, corresponding to the value 0 and 1 of variable x, is
replaced by a pair stored in so called table of pairs TP.

Table TP of pairs is presented in table 2. For each function of
one variable, defined by the values of vy and vy, it contains a pair
of values from the right column of the appropriate elementary
approximation table.

Tab. 2. Table TP of pairs
Tab. 2. Tablica par 7P

Vo | V1 TP[Vo, V]]
0lo]| (L0
0o[1] (0,
10| (o-D
1[1] Lo

CALC-TAC(TAC, i,j)
1. ifj—i>2then
k<« (i+))div 2
CALC-TAC(TAC, i, k)
CALC-TAC(TAC, k+1,j)
SUMSUB-TAC(TAC, i, k, k+1, j)
return

Sk

Procedure computing the final value of 74/ column for y",
first call: CALC-TAC(TAC, 0, 2"-1)

Rys. 6. Procedura obliczania koncowej wartosci kolumny 74f dla y',
pierwsze wywolanie: CALC-TAC(TAC, 0, 2"-1)

Fig. 6.

The final value of TAf column for )' is computed by the
recursive procedure CALC-TAC(...) presented in Fig. 6. In the
first call of the procedure the initial value of 74f column must be
used and the range of rows is from i = 0 to j = 2"—1. For the range
greater than 2, the problem is solved by solution of two
half-subproblems. Having solved the subproblems, the
approximation table column of the problem is computed by the
auxiliary procedure SUMSUB-TAC(...) from Fig. 7.

SUMSUB-TAC(TAC, iy, ji, i3, j2)
1. fori<0toj, —i do
2. (TAC[i+i], TAC[iyti]) < (TAC[i+i] + TAC[ir+i],
3. TACTi +i] — TAC[iy+i])
4. return

Fig. 7. Procedure SUMSUB-TAC(...)
Rys. 7. Procedura SUMSUB-TAC(...)

Procedure SUMSUB-TAC(...), for two parts of TAf column that
correspond to the subproblems, replaces first of them by their sum
and the second by their difference. It can be shown, that
procedures INI-TAC(...) and CALC-TAC(...) compute the column
of TAf for )" in linear time O(n + m) for a single element [16].

maxTA(f, n, m)

1. max <0
for y' < 0 to 2"-1 do

INI-TAC(TAC, y', f, n, m, TP)

CALC-TAC(TAC, 0, 2"-1)

for x' < 0 to 2"-1 do

if x' # 0 or y' # 0 then
if max <| TAC[x'] | then max < | TAC[x"] |

return max

PN AW

Fig. 8.  Fast algorithm computing the value of maxTA for function /'
Rys. 8. Szybki algorytm obliczania wartosci maxTA dla funkcji f

The fast algorithm maxTA(...) presented in Fig. 8, computes the
value of maxTA, that corresponds to the best nonzero linear
approximation of function f. The computation is carried out
column by column of 74f;, in time O(n + m) for a single element.

5. Fast specialized algorithms

For some functions like n-bit arithmetic sum function
z=8SUMn(x, y) = (x + y) mod 2", there exist specialized
algorithms that compute a single element of the approximation
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tables TDSUMn and TASUMRn, in linear time. The approximation
tables of 2-bit function SUM2 are presented in table 3. In
TDSUM?2 there exist four approximations with probability p = 1
and twenty four approximations with probability p = 1/2. In
TASUM? there exist two approximations with Ap = 1/2 and eight
approximations with effectiveness |Ap| = 1/ 4.

Tab. 3. Function SUM2 and its approximation tables TDSUM?2 and TASUM?2
Tab. 3. Funkcja SUM2 i jej tablice aproksymacji TDSUM? oraz TASUM2

ol 4 N 4
V151 Tofa [ 203 [P0t ]2]3
0lojo| [oJo]16 0] oo | [ofols|o|o0]o
ol1|1|[of1] ols|ols|foftjololo]o
0l2]2] [o]2] oo 16 o] [ol2]o]lolo0]o0
0l3/3|[ol3] ols]ols|[ol3]o]lofo]o
1jo1] [1]o] o[s | ols|[1fojolo[o]o0
112 (a1 s (o] 8o | [1[1]o[8]0]0
123 [1]2] o(s | os|[1l2]ofo[0]o0
1/3]o| [1]3] 8o 8o ]| [1[3[0o]loo0]o0
200/2| [2]0] oo 16 [o| [2]ofo]o]o0]o0
2013 [2]1] o[s o s | [2f1lololo]o0
202]0| [2[2]16 [0 ] 0o | [2[2[0]0]| 4 |-
2031 [2]3] o8| o8| [2][3]0]0]4]4
3(0/3| [3]0o] ols|ols|[3[oflo]lofo]o
3[1jo| [3[1] 8lo[s8lo|[3[1]o]lolo]o0
3[2/1| 32 o(s | o8| [3[2]o]0]4]4
3(3(2| [3[3] s]o| 8o [3[3[0]0|=4]a4
(SUM2) (TDSUM?) (TASUM2)

Function SUMn is treated as composed of » identical 1-bit cells,
containing the carry function f. The approximation tables 7DC and
TAC of carry function f are shown in table 4. In 7DC there exist
two approximations with probability p; 1 and twelve
approximations with probability p; = 1/2. In TAC, besides the
zero-approximation with Ap =1/2, there exist four approximations
with effectiveness |Ap| =1/4.

Tab. 4. Carry function f'and its approximation tables 7DC and TAC
Tab. 4. Funkcja przeniesienia /i jej tablice aproksymacji TDC oraz TAC

Ci Xia' | yia' | cid' Ci

Xia | Yia | Ci | € | | Xia" | yia' | €ia o l1 @' @v G)' 0 |1
Zi-1 | Zi1 | Zia

0j]0]0]O 0100 [8]0 010 0 4]0

0j0]|1]o0 001 ]4]4 0]0 1 (02

0|1]0]0 0 [1]0]4|4 0 [1]0]0]2

01|11 0 1 144 0 1 1 /0]0

1/0]0]0 1 0|0 4|4 1 0 0 |[0]2

1(0[1]1 1 0|1 (4[4 1 0 1 (00

1]1]0]1 1 1 044 1 1 0 |0]0

1|1 ]1]1 1 1 1/0]|8 1 1 1 [0(-2
) (TDC) (TAC)

The algorithm computing the value of the approximation table
TDSUMn for differences x', y', z' is presented in Fig. 9.

TD-SUMn(TDC, x', ', z', n)
1. TD-SUMnR(TDC, x',y', 2, i, c")

2. ci' < xi' @y Dz

3. w; <= IDC[ xit', yid' 5 ¢’ i

4. ifi>1

5. then return w; - TD-SUMnR(7DC, x', ', ', i-1, ')

6. else if ¢;.;' = 0 then return w; else return 0

7. Cn-l' (*-xn»ll (—Byn-1' (-Dzn-lv

8. ifn>1

9. then return (1/2”‘3)-TD-SUMnR(T DC, x',y', 2, n-1,c")
10. else if ¢,.;' = 0 then return 4 else return 0

Fig. 9. Fast specialized algorithm computing a value of TDSUMn
Rys. 9. Szybki specjalizowany algorytm obliczania wartosci TDSUMn

Argument TDC denotes the approximation table of carry
function f. In the recursive function TD-SUMnR(...), argument i
denotes the current cell number and argument ¢' is used to store
successively computed bits of carry difference. The time
complexity of the algorithm is O(n), which is much better in
comparison to complexity O(2*") of the basic algorithm for
function SUMn.

In Fig. 10 a recursive algorithm, computing the values of the
linear approximation table of function SUMn for masks x', ', z' is
presented. Argument 7AC denotes the approximation table of
carry function f and argument i denotes the current cell number.
Argument ¢', in which additionally successively computed bits of
carry mask are stored, is used to input the value of output carry
mask ¢;' of cell i. In the first call of the function, TA-SUMn(TAC,
x', ', 2", n, 0), it is necessary to fulfil the condition ¢,' = 0.

TA-SUMn(TAC, x', ', 2, i, ¢')

Lo« ¢/ ®x/' @y, ' @z
Wi« TAC[ xi./' @zt , yid' @z, ¢ @z, ¢
ifi>1
then return w; - TA-SUMn(TAC, x', ', Z', i-1, ¢)
else return w; - 1/2

woh e

Fig. 10. Fast specialized algorithm computing a value of TASUMn
Rys. 10. Szybki specjalizowany algorytm obliczania warto$ci TASUMn

The complexity of the algorithm from Fig. 10 is O(n) which is
much better in comparison to the complexity O(-2*") of the basic
algorithm for function SUMn.

6. Conclusion

The basic algorithms computing a single element of the
approximation tables 7Df and TAf are of exponential time
complexity. The presented in the paper fast general algorithms
compute the values of maxTD and maxTA in at worst linear time
for a single element, without memory needed for storage of the
whole table. For some functions like n-bit arithmetic sum function
or subtraction function, there exist specialized fast algorithms, that
compute a single value of the approximation tables in linear time.
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INFORMACJE

Nowy dziat ,,Niepewnos¢ wynikéw pomiaréw”
na stronie internetowej Wydawnictwa PAK

Uprzejmie informuje, ze na stronie internetowej Wydawnictwa PAK (WWW.pak.info.pl) zostal utworzony dziat ,,Niepewnos$¢ wynikow
pomiarow”. Na p.o. redaktora dziatu zostat powotany dr inz. Pawel Fotowicz.

Dr P. Fotowicz jest ekspertem w zakresie problematyki niepewnosci, autorem szeregu wartoSciowych publikacji w czasopismach
krajowych i zagranicznych. Prezentowat swoje prace na licznych konferencjach i warsztatach szkoleniowych.

W dziale ,, Niepewno$¢ wynikéw pomiaréw”, obok dostepu do aktualnych wybranych opracowan dotyczacych niepewnosci jest
mozliwo$¢ zadawania ,,Pytan do eksperta”. Pytania powinny by¢ konkretne i szczegétowo sprecyzowane.

Pytania i odpowiedzi o istotnym znaczeniu dla szerszego grona metrologéw bedg archiwizowane i dostepne dla uzytkownikow strony

internetowej Wydawnictwa PAK.

Zapraszam do odwiedzania dziatu ,,Niepewno$¢ wynikow pomiaréw” i do udziatu w jego rozwoju.

Tadeusz SKUBIS
Redaktor naczelny Wydawnictwa PAK
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