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A b s t r a c t  
 

I n  t h e paper  a r oug h  ev al uat ion  of  b l oc k c iph er s  met h od  is  pr es en t ed . As   
a c r it er ion  of  q ual it y,  ef f ec t iv en es s  of  t h e b es t  n on zer o l in ear  appr ox imat ion  
is  t aken . T h e main  id ea of  t h e met h od  is  t o ev al uat e t h e b es t  n on zer o l in ear  
appr ox imat ion  of  a c iph er  b y a c ompos it ion  of  t h e b es t  n on zer o l in ear  
appr ox imat ion  of  a s in g l e it er at ion . A b l oc k c iph er  q ual it y is  c ompar ed  t o 
q ual it y of  a c ompar at iv e al g or it h m,  wit h  t h e s ame b l oc k l en g t h . T h e 
met h od  is  appl ied  t o a DES-l ike c iph er  an d  t o t h e PP-1  c iph er  wh ic h  is   
a s c al ab l e S PN . 
 
K e y w o r d s :  c r ypt an al ys is ,  l in ear  appr ox imat ion ,  b l oc k c iph er . 
 
Z g ru b n a  oc e n a  szyfró w  b l ok ow yc h  

 
S t r e s z c z e n i e  

 
W  ar t ykul e pr zed s t awion o zg r ub n ą  met od ę  oc en y s zyf r ó w b l okowyc h . 
J ako kr yt er ium j akoś c i pr zyj ę t o ef ekt ywn oś ć  n aj l eps zej  n iezer owej  
l in iowej  apr oks ymac j i. G ł ó wn a id ea pr ezen t owan ej  met od y pol eg a n a 
oc en ie n aj l eps zej  n iezer owej  l in iowej  apr oks ymac j i s zyf r u pr zez zł oż en ie 
n aj l eps zej  n iezer owej  l in iowej  apr oks ymac j i poj ed yn c zej  it er ac j i. J akoś ć  
s zyf r u por ó wn ywan a j es t  z j akoś c ią  al g or yt mu por ó wn awc zeg o o t ej  s amej  
d ł ug oś c i b l oku. R ozpat r zon o wł as n oś c i apr oks ymac j i s zyf r u b l okoweg o 
is t ot n e d l a oc en y. M et od a zg r ub n a zapewn ia g ó r n e og r an ic zen ie 
ef ekt ywn oś c i n aj l eps zej  n iezer owej  apr oks ymac j i s zyf r u o wł aś c iwie 
s kon s t r uowan ej  f un kc j i it er ac j i h. D l a f un kc j i h wpr owad zon o S -b l ok 
zas t ę pc zy kl as y qa o s b it ac h  wej ś c iowyc h . S f or muł owan o n as t ę pn ie 
t wier d zen ie,  kt ó r e d l a zn an yc h  par amet r ó w S -b l oku zas t ę pc zeg o okr eś l a 
l ic zb ę  it er ac j i r,  wymag an yc h  d l a s zyf r u b l okoweg o b y d or ó wn ał  j akoś c ią  
al g or yt mowi por ó wn awc zemu. Z  t wier d zen ia t eg o wyn ika mię d zy in n ymi,  
ż e r eal izac j a s zyf r u o b l oku 2 5 6 -b it owym i wię ks zyc h  d l a qa =  4 n awet  
pr zy s =  1 6  wymag a wię ks zej  l ic zb y it er ac j i n iż  1 6 . M et od ę  zg r ub n ą  
zas t os owan o d o s zyf r u t ypu DES r ozumian eg o j ako s zyf r  o s t r ukt ur ze 
F eis t el a z d owol n ą  f un kc j ą  f i d o s zyf r u PP-1 ,  kt ó r y j es t  s kal owal n ą  s iec ią  
pod s t awien iowo-per mut ac yj n ą  ( S PN ) . W  s zc zeg ó l n oś c i pokazan o,  ż e 
zg od n ie z met od ą  zg r ub n ą  6 4-b it owy war ian t  s zyf r u PP-1  o 1 1  r un d ac h  ma 
zn ac zn ie l eps zą  j akoś ć  n iż  6 4-r un d owy al g or yt m DES,  kt ó r y os ią g a j akoś ć  
al g or yt mu por ó wn awc zeg o d opier o po popr awien iu S -b l okó w S1 ,  S5  i S7  
d o kl as y j akoś c i 4. 
 
S ł o w a  k l u c z o w e :  kr ypt oan al iza,  l in iowa apr oks ymac j a,  s zyf r  b l okowy. 
 
1 .  In trod u c ti on  
 
W el l  co nst ru ct ed  b l o ck  cip h er sh o u l d  b e resist ant  t o  any  k ind s 

o f  cry p t o g rap h ic at t ack s. T o  t h e m o st  im p o rt ant  g eneral  m et h o d s 
o f  cry p t anal y sis b el o ng  t o  d if f erent ial  cry p t anal y sis [1 , 2]  and  
l inear cry p t anal y sis [2, 5 , 6 ] . B o t h  m et h o d s w ere su ccessf u l l y  
ap p l ied  t o  t h e D at a E ncry p t io n S t and ard , w h ere S -b o x es w it h  six  
inp u t  b it s are u sed . I n p ap er [2]  it  is sh o w n, t h at  w it h  increase o f  
t h e nu m b er o f  b it s, t h e l inear ap p ro x im at io n b eco m es m o re 
ef f ect iv e t h an t h e d if f erent ial  o ne. T h eref o re, t h e p resent ed  
ev al u at io n o f  b l o ck  cip h ers is rest rict ed  t o  t h e l inear 
ap p ro x im at io n. 
W e d ist ing u ish  t h e f o l l o w ing  t h ree m et h o d s o f  b l o ck  cip h er 

ev al u at io n. I n t h e f irst , exact m et h o d , t h e b est  no nz ero  l inear 
ap p ro x im at io n o f  a cip h er is d et erm ined  [6 ] . I n t h e seco nd , r o u g h  

m et h o d , t h e b est  no nz ero  l inear ap p ro x im at io n o f  a cip h er is 
assu m ed  t o  b e a co m p o sit io n o f  t h e b est  no nz ero  l inear 
ap p ro x im at io n o f  a sing l e it erat io n. I n t h e t h ird , i nter med i ate 
m et h o d , w e f ind  t h e b est  z ero -no nz ero  ap p ro x im at io n o f  a cip h er, 
t h at  f u l f il s ap p ro x im at io n co nd it io ns [3 , 4 ] . T h e f irst  m et h o d  
sh o u l d  b e ap p l ied  t o  ex ist ing  cip h ers. T h e rem aining  m et h o d s, t h at  
o m it  t h e d et ail s o f  a cip h er, are u sef u l  at  t h e st ag e o f  co nst ru ct io n. 
T h e b asic id ea o f  l inear cry p t anal y sis is t o  d escrib e a g iv en 

cip h er al g o rit h m  b y  a l inear ap p ro x im at e ex p ressio n, so -cal l ed  
l inear ap p ro x im at io n. I n g eneral , t h e l i near  appr o xi mati o n o f  
f u nct io n y = f(x): { 0 , 1 }n → { 0 , 1 }m is d ef ined  as an arb it rary  
eq u at io n o f  t h e f o rm : 
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w h ich  is f u l f il l ed  w it h  ap p ro x im at io n p ro b ab il it y  p = N(x', y') / 2n, 
w h ere x' ⊆ { 1 , 2, ..., n}, y' ⊆ { 1 , 2, ..., m} and  N(x', y') d eno t es t h e 
nu m b er o f  p airs (x, y) w it h  y = f(x) f o r w h ich  t h e eq u at io n h o l d s. 
F o r sim p l icit y  t h e ab o v e eq u at io n is w rit t en in t h e f o l l o w ing  f o rm : 
 

 y[y']  = x[x'] .  (2) 
 
T h e set s o f  ind ex es x', y' are cal l ed  inp u t  and  o u t p u t  mas k 

resp ect iv el y  and  t h e f u nct io n N(x', y') is cal l ed  t h e co u nti ng  
fu ncti o n o f  t h e ap p ro x im at io n. M ask s x', y' are o f t en d eno t ed  b y  
nu m b ers, co rresp o nd ing  t o  t h e z ero -o ne rep resent at io n o f  set s. 
A m o ng  ap p ro x im at io ns w e d ist ing u ish  t h e z er o -appr o xi mati o n, 
f o r w h ich  x' = y' = Φ. P ro b ab il it y  p o f  t h e z ero -ap p ro x im at io n is 
eq u al  t o  1  f o r arb it rary  f u nct io n f. 
T h e effecti v enes s  o f  t h e l inear ap p ro x im at io n o f  f u nct io n f is 

rep resent ed  b y  m ag nit u d e o f  |∆p| =  |p − 1 / 2|. A p p ro x im at io ns 
w it h  p o sit iv e v al u e o f  t h e ef f ect iv eness m easu re are said  t o  b e 
ef f ect iv e. E f f ect iv eness o f  t h e z ero -ap p ro x im at io n |∆p0| = 1 / 2. F o r 
ef f ect iv eness o f  no nz ero  ap p ro x im at io n it  h o l d s |∆p+| ≤ 1 / 2. 
B y  co mpo s i ti o n o f  ap p ro x im at io ns y1[y1']  = x1[x1']  and  y2[y2']  = 

x2[x2']  w e m ean ap p ro x im at io n y1[y1']  ⊕ y2[y2']  = x1[x1']  ⊕ x2[x2'] . 
 

D e f i n i t i o n  1  
 
W e say , t h at  a g iv en S -b o x  is o f  qu al i ty cl as s  q, if  f o r 

ef f ect iv eness o f  no nz ero  ap p ro x im at io n o f  it s f u nct io n f t h e 
f o l l o w ing  h o l d s: 
 

 |∆p+| ≤ q/ 2 n/ 2 +1.  (3 ) 
 
 

2 .  Com p a ra ti v e  a l g ori th m  
 
T h e co m p arat iv e al g o rit h m  (F ig . 1 ) is a b l o ck  cip h er w it h   

a sing l e ro u nd , w h ich  encry p t s n- b it  p l aint ex t  m int o  n-b it  
cip h ert ex t  c u nd er n-b it  k ey  k, in t h e f o l l o w ing  w ay : 
 

 c =  Sp(m ⊕ k ) .   (4 ) 
 

D ecry p t io n p erf o rm ed  b y  co m p arat iv e al g o rit h m  is as f o l l o w s: 
 

 m = Sp− 1(c) ⊕ k.  (5 ) 
 

Q u al it y  o f  t h e co m p arat iv e al g o rit h m  d ep end s o n q u al it y  o f  S -b o x  
Sp. A ssu m ing  t h at  S -b o x  Sp is o f  q u al it y  cl ass qp, w e h av e: 
 

 |∆pp+| ≤ qp/ 2 n/ 2 +1.  (6 ) 
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F i g .  1 .   E n c r y p t i o n  a n d  d e c r y p t i o n  p e r f o r m e d  b y  c o m p a r a t i v e  a l g o r i t h m  
R y s .  1 .   S z y f r o w a n i e  i  d e s z y f r o w a n i e  a l g o r y t m e m  p o r ó w n a w c z y m  
 
 

3. P r o p e r t i e s  o f  a  b l o c k  c i p h e r   
a p p r o x i m a t i o n  

 
L et  u s  co n s id er ,  im po r t an t  fo r  t h e ev al u at io n  m et h o d ,  pr o per t ies  

o f t h e l in ear  appr o x im at io n  A o f a b l o ck  ciph er  w it h  r it er at io n s  
s h o w n  in  F ig u r e 2 .  
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F i g .  2 .   G e n e r a l  s t r u c t u r e  o f  a  b l o c k  c i p h e r  
R y s .  2 .   O g ó l n a  s t r u k t u r a  s z y f r u  b l o k o w e g o  
 
A ppr o x im at io n  A is  a co m po s it io n  o f appr o x im at io n s  Aj o f 

it er at io n  fu n ct io n  h w h er e j =  1 ,  2 ,  ...,  r. P r o b ab il it y  pa o f A 
appr o x im at io n  can  b e cal cu l at ed  b y  fo r m u l a:  
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w h er e pj is  t h e pr o b ab il it y  o f Aj appr o x im at io n . 
I n  t h e fo l l o w in g ,  t h e z er o  appr o x im at io n  o f a ciph er  is  d en o t ed  

b y  A0,  a n o n z er o  appr o x im at io n  b y  A+ an d  n o n z er o  appr o x im at io n  
w it h  t h e z er o  in pu t  m as k  is  d en o t ed  b y  A+0. S im il ar  n o t at io n  is  
u s ed  t o  o t h er  appr o x im at io n s  in  par t icu l ar  t o  Aj appr o x im at io n s . 

 
P r o p e r t y  1  
 
C iph er  appr o x im at io n  A is  effect iv e if an d  o n l y  if al l  it er at io n  

appr o x im at io n s  Aj ar e effect iv e,  i.e. it  h o l d s :  
 

 ∆pa ≠ 0  ⇔ ∆pj ≠ 0  fo r  al l  1 ≤ j ≤ r.  (8 ) 
 
P r o p e r t y  2  
 
C iph er  appr o x im at io n  A is  t h e z er o  appr o x im at io n  if an d  o n l y  if 

al l  it er at io n  appr o x im at io n s  Aj ar e t h e z er o  appr o x im at io n s ,  i.e. it  
h o l d s :  
 

 A =  A0 ⇔ Aj =  Aj0 fo r  al l  1 ≤ j ≤ r.  (9 ) 
 

P r o p e r t y  3  
 
T h e o n l y  effect iv e ciph er  appr o x im at io n  A w it h  t h e z er o  o u t pu t  

m as k  is  t h e z er o  appr o x im at io n  A0,  m o r eo v er  it  h o l d s :  
 

 ∆pa ≠ 0  an d  c '  =  Φ ⇔ A =  A0.  (1 0 ) 
 

D e f i n i t i o n  2  
 
F u n ct io n  y =  h(x ,  k):  { 0 , 1 } n× { 0 , 1 } n → { 0 , 1 } n is  s aid  t o  b e 

pro pe rl y co n st ru ct e d ,  if t h e o n l y  effect iv e appr o x im at io n  o f 
fu n ct io n  h w it h  t h e z er o  in pu t  m as k  x '  is  t h e z er o  appr o x im at io n . 
 

P r o p e r t y  4  
 
T h e o n l y  effect iv e ciph er  appr o x im at io n  A w it h  t h e z er o  in pu t  

m as k  is  t h e z er o  appr o x im at io n  A0 if an d  o n l y  if t h e it er at io n  
fu n ct io n  h is  pr o per l y  co n s t r u ct ed ,  m o r eo v er  it  h o l d s :  
 

   (∆pa ≠ 0  an d  m '  =  Φ ⇔ A =  A0) ⇔   
   ⇔ h is  pr o per l y  co n s t r u ct ed .  (1 1 ) 
 
I f fu n ct io n  h is  n o t  pr o per l y  co n s t r u ct ed  t h en  t h er e ex is t s  an  

effect iv e n o n z er o  ciph er  appr o x im at io n  w it h  t h e z er o  in pu t  m as k  
A+0 w h ich  is  a co m po s it io n  o f t h e z er o  appr o x im at io n s  Aj0 o f al l  
it er at io n s  apar t  fr o m  t h e l as t  o n e an d  a n o n z er o  appr o x im at io n  o f 
t h e l as t  it er at io n  w it h  t h e z er o  in pu t  m as k  Ar+0. T h en ,  fr o m  
fo r m u l a (4 ),  w e o b t ain :  
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E ffect iv en es s  o f s u ch  an  appr o x im at io n  A+0 is  n o t  d epen d en t  o n  

t h e n u m b er  r o f r o u n d s  an d  is  eq u al  t o  t h e effect iv en es s  o f t h e l as t  
it er at io n  appr o x im at io n  Ar+0. 
F o r  pr o per l y  co n s t r u ct ed  it er at io n  fu n ct io n  h ,  each  effect iv e 

n o n z er o  ciph er  appr o x im at io n  A+ is  a co m po s it io n  o f r n o n z er o  
it er at io n  appr o x im at io n s  Aj+. T h en ,  it  h o l d s :  
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T ak in g  in t o  acco u n t  fo r m u l a (1 3 ),  t h e r o u g h  m et h o d  as s u r es  t h e 

u pper  b o u n d  o n  effect iv en es s  o f t h e b es t  n o n z er o  appr o x im at io n  
o f a ciph er  w it h  pr o per l y  co n s t r u ct ed  it er at io n  fu n ct io n  h. 
 

4. T h e  r o u g h  m e t h o d  
 
A  b l o ck  ciph er  q u al it y  s h o u l d  n o t  b e w o r s e t h an  q u al it y  o f t h e 

co m par at iv e al g o r it h m ,  w it h  t h e s am e b l o ck  l en g t h . F o r  a g iv en  
q u al it y  o f t h e r o u n d  fu n ct io n  h o f a ciph er ,  ev al u at io n  o f t h e ciph er  
q u al it y  r ed u ces  in  fact  t o  v er ificat io n ,  w h et h er  s u fficien t  n u m b er  r 
o f r o u n d s  is  appl ied . 
 

D e f i n i t i o n  3  
 
B y  t h e s u b s t it u t e S -b o x  fo r  fu n ct io n  h w e m ean  an  S -b o x  o f 

q u al it y  cl as s  qa w it h  s in pu t  b it s ,  s u ch  t h at :  
 

 |∆ph+| ≤ qa / 2  s/ 2  +1 .  (1 4 ) 
 
A s s u m e t h at  fo r  al l  n o n z er o  appr o x im at io n s  Aj+ o f it er at io n  

fu n ct io n  h,  w h er e j =  1 ,  2 ,  ...,  r,  fo r m u l a (1 4 ) h o l d s . T h is  
as s u m pt io n  m ean s ,  t h at  effect iv en es s  |∆pj+| o f appr o x im at io n  Aj+ is  
n o t  g r eat er  t h an  effect iv en es s  o f t h e b es t  n o n z er o  appr o x im at io n  
o f t h e s u b s t it u t e S -b o x . T h en ,  fr o m  fo r m u l a (1 3 ),  w e o b t ain :  
 

 |∆pa+| ≤ (1 / 2 )⋅(qa / 2  s/ 2  )r.  (1 5 ) 
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In Table 1 is shown maximum effectiveness |∆pa+|,  calculated  
by  for mula (15 ) for  some chosen values of s and  r,  assuming  
qa = 4 . F or  the substitute S -box with the number  of inp ut bits  
s = 4 ,  we obtain |∆pa+| = 1/ 2  for  any  number  r of iter ations. 
F unction h is too weak  to constr uct a cip her . B y  comp ar ison with 
for mula (6 ) assuming qp = 1,  we obtain that q uality  of the 
comp ar ative algor ithm with block  length n eq ual to 3 2  and  6 4  bits 
is r eached  for  s = 6  in the case of r = 16  and  r = 3 2  r esp ectively  . 
F or  s = 8 ,  r ealiz ation of a cip her  with block  length of 3 2 ,  6 4  and  
12 8  bits r eq uir es r esp ectively  of 8 ,  16  and  3 2  iter ations. 
 

Tab. 1.  M ax i m u m  e f f e c t i v e n e s s  | ∆pa+ |  o f  a c i p h e r  ap p r o x i m at i o n  ( qa =  4)  
Tab. 1.  M ak s y m al n a e f e k t y w n o ś ć  | ∆pa+ |  ap r o k s y m ac j i  s z y f r u  ( qa =  4)  
 

r 

s 
8 1 6 2 4 3 2  40  48 

4 1/ 2  1/ 2  1/ 2  1/ 2  1/ 2  1/ 2  

6 1/ 2 9 1/ 2 1 7  1/ 2 25  1/ 2 33 1/ 2 4 1  1/ 2 4 9 

8 1/ 2 1 7  1/ 2 33 1/ 2 4 9 1/ 2 6 5  1/ 2 8 1  1/ 2 97  

1 0  1/ 2 25  1/ 2 4 9 1/ 2 7 3 1/ 2 97  1/ 2 1 21  1/ 2 1 4 5  

1 2  1/ 2 33 1/ 2 6 5  1/ 2 97  1/ 2 1 29 1/ 2 1 6 1  1/ 2 1 93 

1 4 1/ 2 4 1  1/ 2 8 1  1/ 2 1 21  1/ 2 1 6 1  1/ 2 20 1  1/ 2 24 1  

1 6 1/ 2 4 9 1/ 2 97  1/ 2 1 4 5  1/ 2 1 93 1/ 2 24 1  1/ 2 28 9 

 
 
T h e o r e m  1  
 
The number  r of iter ations,  r eq uir ed  by  a block  cip her  to r each 

the q uality  of the comp ar ative algor ithm is exp r essed  by  the 
following for mula:  
 

 r ≥ ( n/ 2  – lg qp) /  ( s/ 2  – lg qa),   (16 ) 
 
wher e n and  qp ar e p ar ameter s of the comp ar ative algor ithm,  s and  
qa ar e p ar ameter s of the substitute S -box for  iter ation function h 
and  lg d enotes the binar y  logar ithm. 
 
P r o o f  
 
A  block  cip her  r eaches q uality  of the comp ar ative algor ithm if 

for  the best nonz er o ap p r oximations of the cip her  and  the 
algor ithm hold s:  
 

 |∆pa+| ≤ |∆pp+|.  (17 ) 
 

F or  the up p er  bound s on effectiveness,  |∆pa+| fr om for mula (15 ) 
and  |∆pp+| fr om for mula (6 ),  of the best nonz er o ap p r oximations of 
the cip her  and  algor ithm we have:  
 

 (qa / 2  s/ 2 )r ≤ qp / 2  n/ 2 .  (18 ) 
 

A fter  calculation of r we obtain for mula (16 ). 
 � 

 
The minimal values of r,  assuming qa = 4  and  qp = 1,  ar e 

p r esented  in Table 2 . It follows fr om the table that r ealiz ation of a 
cip her  with block  length of 2 5 6  bits or  gr eater ,  even for  s = 16 ,  
r eq uir es mor e than 16  iter ations. To r ealiz e a cip her  with 16  
iter ations and  block  length at least of 2 5 6  bits,  it is necessar y  to 
str engthen the iter ation function h so that the number  of the inp ut 
bits of the substitute S -box was gr eater  than 16 . 
 

Tab. 2 .  Th e  m i n i m al  n u m be r  r o f  i t e r at i o n s  f o r  a bl o c k  c i p h e r  ( qa =  4,   qp =  1)  
Tab. 2 .  M i n i m al n a l i c z ba r i t e r ac j i  d l a s z y f r u  bl o k o w e g o  ( qa =  4,   qp =  1)  
 

n 

s 
3 2  64 1 2 8 2 5 6 5 1 2  1 0 2 4 

4 ∞ ∞ ∞ ∞ ∞ ∞ 

6 16  3 2  6 4 12 8 2 5 6  5 12  

8 8 16  3 2  6 4 12 8 2 5 6  

1 0  5 .3  10 .7  2 1.3  42 .7  85 .3  17 0 .6  

1 2  4 8 16  3 2  6 4 12 8 

1 4 3 .2  6 .4 12 .8 2 5 .6  5 1.2  10 2 .4 

1 6 2 .7  5 .3  10 .7  2 1.3  42 .7  85 .3  

 
 
5. R o u g h  e v a l u a t i o n  o f  a  DES-l i k e  c i p h e r  
 
B y  a D E S -lik e cip her  we mean the F eistel str uctur e with r 

r ound s and  an ar bitr ar y  function f. L et h1 be the r ound  function. It 
can easily  be shown that for  the best ap p r oximation Ah1+ it hold s 
∆ph1+ = ∆pf  0 = 1/ 2 . F or  comp osition of r best ap p r oximations Ah1+ 
we obtain:  
 

 .2/1)2/1(2
1

1 ==∆ ∏
=

−+
r

j

r
ap   (19 ) 

 
The r ough method  ap p lied  to a D E S -lik e cip her  lead s to the 

tr ivial evaluation of the cip her  q uality . L et us extend  the method  to 
function h2 comp osed  of two r ound s,  shown in F igur e 3 . 
 

 

c1 c2 

m1 m2 

y2 f x2 
k2 

y1 f x1 
k1 

h2 

n/2 n/2 

  
F i g . 3 .  I t e r at i o n  f u n c t i o n  h2 o f  a D E S -l i k e  c i p h e r  
R y s . 3 .  F u n k c j a i t e r ac j i  h2 s z y f r u  t y p u  D E S  
 
The gener al for m of the linear  ap p r oximation of function  

c1||c2 = h2(m1||m2,  k1,  k2) is:  
 

 c1[c1' ]  ⊕ c2[c2' ]  =  m1[m1' ]  ⊕ m2[m2' ]  ⊕ k1[k1' ]  ⊕ k2[k2' ] .  (2 0 ) 
 

T h e o r e m  2  
 
F or  mask s of the gener al for m (2 0 ) of the linear  ap p r oximation 

of function h2 it hold s:  
 

 m1'  = y1' ,  m2'  = y2'  ⊕ x1' ,   (2 1) 
 
 c1'  = y1'  ⊕ x2' ,  c2 '  = y2' ,   (2 2 ) 
 
wher e x1' ,  y1' ,  x2' ,  y2'  ar e mask s of the fir st and  second  function f 
ap p r oximations. 
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Proof 
 
T o c om p u t e  t h e  li n e ar  ap p r ox i m at i on  of  f u n c t i on  h2,  f or  g i v e n  

li n e ar  ap p r ox i m at i on s  of  b ot h  f u n c t i on s  f ,  t h e  f ollow i n g  s e t  of  
e q u at i on s  c an  b e  w r i t t e n ,  t h at  d e s c r i b e  t h e  li n e ar  ap p r ox i m at i on s  
of  f u n c t i on s  f an d  X O R  of  c on s e c u t i v e  r ou n d s :  
 

 y1[y1' ]  =   x1[x1' ]  ⊕ k1[k1' ] ,   ( 23 )  
 
 x2[y1' ]  =  y1[y1' ]  ⊕ m1[y1' ] ,   ( 24 )  
 
 y2[y2' ]  =   x2[x2' ]  ⊕ k2[k2' ] ,   ( 25)  
 
 c2[y2' ]  =  y2[y2' ]  ⊕ x1[y2' ] .  ( 26 )  
 
A f t e r  ad d i t i on  of  t h e  ab ov e  e q u at i on s  m od u lo 2,  w e  ob t ai n :  
 

 x2[y1' ]  ⊕ x2[x2' ]  ⊕ c2[y2' ]  =  m1[y1' ]  ⊕   
 

 ⊕ x1[y2' ]  ⊕ x1[x1' ] ⊕ k1[k1' ]  ⊕ k2[k2' ] .  ( 27)  
 

C on s i d e r i n g  t h at  x2 =  c1 an d  x1 =  m2,  w e  h av e :  
 

 c1[y1'  ⊕ x2' ]  ⊕ c2[y2' ]  =  m1[y1' ]  ⊕   
 
 ⊕ m2[y2'  ⊕ x1' ]  ⊕ k1[k1' ]  ⊕ k2[k2' ] .  ( 28 )  

 � 
 
F r om  t h e or e m  2 i t  f ollow s  t h at  f or  t h e  z e r o ap p r ox i m at i on  of  

b ot h  f u n c t i on s  f i s  ob t ai n e d  t h e  z e r o ap p r ox i m at i on  of  f u n c t i on  h2. 
F or  t h e  b e s t  ap p r ox i m at i on  Ah2+ i t  h old s :  ∆ph2+ =   
2∆pf  0∆pf  + =  ∆pf  +. F or  c om p os i t i on  of  r / 2 b e s t  ap p r ox i m at i on s  
Ah2+ w e  ob t ai n :  
 .2

2/

1

12/ ∏
=

+−+ ∆=∆
r

j
f

r
a pp   ( 29 )  

 
T h e  e x t e n d e d  r ou g h  m e t h od  ap p li e d  t o a D E S-li k e  c i p h e r  w i t h  

an  e v e n  n u m b e r  r of  r ou n d s  le ad s  t o e v alu at i on  of  t h e  c i p h e r  
q u ali t y  b as e d  on  c om p os i t i on  of  r/ 2 b e s t  n on z e r o ap p r ox i m at i on s  
of  f u n c t i on  f. 
A s s u m e  t h at  t h e  w or s t  S-b ox  S5  of  D E S i s  t h e  s u b s t i t u t e  S-b ox  

f or  p r op e r ly  c on s t r u c t e d  i t e r at i on  f u n c t i on  h2 of  t h e  c i p h e r ,  i .e .  
qa =  5 an d  s =  6 . I n  T ab le  3  i s  s h ow n  c om p ar i s on  of  a D E S-li k e  
c i p h e r  w i t h  t h e  c om p ar at i v e  alg or i t h m . T h e  b loc k  le n g t h  n i s   
a m u lt i p le  of  6 4  b i t s . T h e  n u m b e r  r of  i t e r at i on s  w as  d e t e r m i n e d  
b y  f or m u la ( 16 )  f or  qa =  4  an d  qp =  1. 
 

Tab. 3.  Q u al i t y  o f  a DES-l i k e  c i p h e r  an d  o f  t h e  c o m p ar at i v e  al g o r i t h m  ( s =  6 )  
Tab. 3.  J ak o ś ć  s z y f r u  t y p u  DES i  al g o r y t m u  p o r ó w n aw c z e g o  ( s =  6 )  

 
n 6 4  1 2 8  1 9 2  2 5 6  

r 6 4  1 2 8  1 9 2  2 5 6  

|∆pa+| f o r  qa =  5  1 .2 3/ 2  2 3  1 .5 2 / 2  4 5  1 .8 7 / 2  6 7  1 .1 5 / 2  8 8  

|∆pp+| f o r  qp =  1  1 / 2  3 3  1 / 2  6 5  1 / 2  9 7  1 / 2  1 2 9  

|∆pa+| f o r  qa =  4  1 / 2  3 3  1 / 2  6 5  1 / 2  9 7  1 / 2  1 2 9  

 
F r om  T ab le  3  i t  f ollow s  t h at  t h e  q u ali t y  of  a D E S-li k e  c i p h e r  

w i t h  b loc k  le n g t h  n i s  s i g n i f i c an t ly  w or s e  t h an  t h e  q u ali t y  of  t h e  
c om p ar at i v e  alg or i t h m . T h e  c i p h e r  i s  n ot  w or s e  t h an  t h e  
c om p ar at i v e  alg or i t h m  i n  t h e  c as e  of  i m p r ov e m e n t  of  t h e  
s u b s t i t u t e  S-b ox  t o q u ali t y  c las s  qa =  4 . I n  p ar t i c u lar ,  t h e  6 4 -b i t  
D E S c i p h e r  r e ac h e s  t h e  q u ali t y  of  t h e  c om p ar at i v e  alg or i t h m  f or  
t h e  n u m b e r  of  r ou n d s  r =  6 4  af t e r  i m p r ov e m e n t  of  S-b ox e s  S1 ,  S5  
an d  S7  t o q u ali t y  c las s  q =  4 . 
 

6. R o u g h  e v a l u a t i o n  o f  P P -1  c i p h e r  
 
B loc k  le n g t h  n of  t h e  P P -1 c i p h e r  i s  a m u lt i p le  of  6 4  b i t s  an d   

S-b ox  S of  d i m e n s i on  8 × 8  b i t s  i s  of  q u ali t y  c las s  q =  2.25. A s s u m e  
t h at  S-b ox  S i s  t h e  s u b s t i t u t e  S-b ox  f or  p r op e r ly  c on s t r u c t e d  
i t e r at i on  f u n c t i on  h of  t h e  c i p h e r ,  i .e . qa =  q an d  s =  8 . I n  T ab le  4  i s  
s h ow n  c om p ar i s on  of  t h e  P P -1 c i p h e r  w i t h  t h e  c om p ar at i v e  
alg or i t h m . T h e  n u m b e r  r of  i t e r at i on s  w as  d e t e r m i n e d  b y  f or m u la 
( 16 )  f or  qa =  q ≈ 2 an d  qp =  1. 
 

Tab. 4 .  Q u al i t y  o f  t h e  P P -1  c i p h e r  an d  o f  t h e  c o m p ar at i v e  al g o r i t h m  ( s =  8 )  
Tab. 4 .  J ak o ś ć  s z y f r u  P P -1  i  al g o r y t m u  p o r ó w n aw c z e g o  ( s =  8 )  

 
n 6 4  1 2 8  1 9 2  2 5 6  

r 1 1  2 2  3 2  4 3  

|∆pa+| f o r  qa =  2 . 2 5  1 .8 3/ 2  3 3  1 .6 7 / 2  6 4  1 .35 / 2  9 2  1 .2 4 / 2  1 2 3  

|∆pp+| f o r  qp =  1  1 / 2  3 3  1 / 2  6 5  1 / 2  9 7  1 / 2  1 2 9  

|∆pa+| f o r  qa =  2  1 / 2  3 4  1 / 2  6 7  1 / 2  9 7  1 / 2  1 3 0  

 
F r om  T ab le  4  i t  f ollow s  t h at  t h e  q u ali t y  of  t h e  P P -1 c i p h e r  w i t h  

b loc k  le n g t h  n i s  s li g h t ly  w or s e  t h an  t h e  q u ali t y  of  t h e  c om p ar at i v e  
alg or i t h m . T h e  P P -1 c i p h e r  i s  n ot  w or s e  t h an  t h e  c om p ar at i v e  
alg or i t h m  i n  t h e  c as e  of  i m p r ov e m e n t  of  S-b ox  S t o q u ali t y  c las s  
q =  2. 
 
7 . C o n c l u s i o n  
 
T h e  p r e s e n t e d  i n  t h e  p ap e r  r ou g h  e v alu at i on  m e t h od  of  b loc k  

c i p h e r s  g i v e s  an  u p p e r  b ou n d  t o e f f e c t i v e n e s s  of  t h e  b e s t ,  i .e . m os t  
e f f e c t i v e ,  n on z e r o li n e ar  ap p r ox i m at i on  of  t h e  c i p h e r . T h e  u p p e r  
b ou n d  s h ou ld  n ot  b e  g r e at e r  t h an  u p p e r  b ou n d  ob t ai n e d  f or  t h e  
c om p ar at i v e  alg or i t h m  w i t h  t h e  s am e  b loc k  le n g t h . F or  a g i v e n  
q u ali t y  of  t h e  r ou n d  f u n c t i on ,  e v alu at i on  of  t h e  c i p h e r  q u ali t y  
r e d u c e s  i n  f ac t  t o v e r i f i c at i on ,  w h e t h e r  s u f f i c i e n t  n u m b e r  of  
r ou n d s  i s  ap p li e d . A c c or d i n g  t o t h e  r ou g h  m e t h od ,  t h e  6 4 -b i t  
v ar i an t  of  t h e  P P -1 c i p h e r  w i t h  11 r ou n d s  i s  of  m u c h  b e t t e r  q u ali t y  
t h an  6 4 -r ou n d  D E S,  w h i c h  r e ac h e s  t h e  q u ali t y  of  t h e  c om p ar at i v e  
alg or i t h m  on ly  af t e r  i m p r ov e m e n t  of  S-b ox e s  S1,  S5 an d  S7 t o 
q u ali t y  c las s  4 . 
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