
PAK v ol .  5 5 ,  n r 1 0 / 2 0 0 9     831 
 
Krzysztof BUCHOLC 
POZNAN UNIVERSIT Y  OF  T EC H NOL OG Y  
 

Fault Attack Technique Against Software Implementation  
of a B lock C ipher 
 
Dr inż. Krzysztof B U C H O L C  
 
I s  a  s e n i o r  l e c t u r e r  i n  P o z n a ń  U n i v e r s i t y  o f  T e c h n o l o g y .  
H e  r e c e i v e d  a  P h . D .  f r o m  P o z n a ń  U n i v e r s i t y  o f  
T e c h n o l o g y  i n  19 8 9 .  H i s  m a i n  r e s e a r c h  a r e a s  a r e :  
c o m p u t e r  a r c h i t e c t u r e ,  e m b e d d e d  s y s t e m s ,  r e l i a b i l i t y  
a n d  d i a g n o s i s  o f  c o m p u t e r  h a r d w a r e .  H e  i s  t h e  a u t h o r  
o r  c o a u t h o r  o f  m o r e  t h a n  5 0  p u b l i s h e d  p a p e r s ,  2  
p a t e n t s  a n d  1 t e x t b o o k .  
 
 
 
 
e-m a i l :  K r z y s z t o f . B u c h o l c @ . p u t . p o z n a n . p l   

 
 

A b s t r a c t  
 

I n  th is  p ap er a f au l t attac k tec h n iq u e ag ain s t s of tw are im p l em en tation  of   
a b l oc k c ip h er is  d es c rib ed .  I m p l em en tation  f or 8 -b it p roc es s or ( s im il ar to 
th os e u s ed  in  em b ed d ed  ap p l ic ation s  e. g .  s m art c ard s )  w as  ex am in ed .  
T h ere is  s h ow n  th at 2  s p ec if ic  p airs  p l ain tex t – f au l ty  c ip h ertex t s u f f ic e to 
b reak th e c ip h er.  T h e m eth od  w as  il l u s trated  in  PP-1  c ip h er,  b u t it is  
ap p l ic ab l e to an y  s of tw are im p l em en tation s  of  th e S u b s titu tion -
Perm u tation  N etw orks  s u c h  th at th e m ain  key ,  or al l  th e rou n d  key s .  I t c an  
b e d ed u c ed  f rom  rou n d  key  f or th e f irs t rou n d .  
 
K e y w o r d s :  b l oc k c ip h er,  s of tw are im p l em en tation ,  f au l t attac k.  
 
T e c h n i k i  a ta k u  p ol e g a j ą c e  n a  w p row a d za n i u  
d e fe k tó w  d o p rog ra m ow e j  i m p l e m e n ta c j i   
szyfru  b l ok ow e g o 

 
S t r e s z c z e n i e  

 
W  arty ku l e p rz ed s taw ion o atak n a s z y f r b l okow y  p rz y  u ż y c iu  c el ow o 
w p row ad z an y c h  d ef ektó w .  T aka m etod a ataku  ( an g .  f au l t attac k)  n al eż y  d o 
n aj s ku tec z n iej s z y c h  m etod  ł am an ia s z y f ró w .  N aj c z ę ś c iej  w y korz y s ty w an a 
j es t d o atakow an ia im p l em en tac j i s p rz ę tow y c h  s z y f ru .  W  p rez en tow an ej  
p rac y  z a p rz ed m iot b ad ań  w y b ran o im p l em en tac j ę  p rog ram ow ą ,  p rz y  c z y m  
p roc es or w raz  z  p rog ram em  w  p am ię c i traktow an y  b y ł  j ak u kł ad  
s p rz ę tow y .  W y b ran o 8 -b itow y  p roc es or ( p od ob n y  d o w y korz y s ty w an eg o  
w  kartac h  p roc es orow y c h  ( an g .  s m art c ard s ) ) .  E ks p ery m en ty  p rz ep row ad z on o 
p os ł u g u j ą c  s ię  s p ec j al n ie op rac ow an ą  m as z y n ą  w irtu al n ą  roz s z erz on ą   
o m od u ł  d o w s taw ian ia u s z kod z eń .  W y korz y s tan o n as tę p u j ą c e m od el e 
u s z kod z eń :  s kl ej en ie z  z erem ,  s kl ej en ie z  j ed y n ką  i od w ró c en ie w artoś c i 
b itu .  Prz ed m iotem  eks p ery m en tó w  b y ł  s z y f r b l okow y  o n az w ie PP-1 .   
W  p rac y  kró tko p rz ed s taw ion o z as ad ę  d z iał an ia al g ory tm u  s z y f ru j ą c eg o.  
N as tę p n ie p rz ean al iz ow an o w p ł y w  d ef ektó w  n a w y n iki s z y f row an ia.  
R oz w aż on o d ef ekty  p oj ed y n c z e i w iel okrotn e.  S z c z eg ó l n ą  u w ag ę  
z w ró c on o n a p oj aw ian ie s ię  w y n ikó w  od p ow iad aj ą c y c h  w ers j i s z y f ru  
z red u kow an ej  d o j ed n ej  ru n d y .  ( N orm al n ie s z y f r w y korz y s tu j e 1 1  ru n d ) .  
J ed n oru n d ow e w ers j e s z y f ró w  b l okow y c h  s ą  b ard z o ł atw e d o z ł am an ia.   
B ad an ia w y kaz ał y ,  ż e p raw d op od ob ień s tw o w y s tą p ien ia w y n iku  
od p ow iad aj ą c eg o j ed n oru n d ow ej  w ers j i s z y f ru  j es t w y s tarc z aj ą c o d u ż e,  ab y  
m oż n a b y ł o z as tos ow ać  tę  tec h n ikę  ataku  w  p rakty c e.  S tw ierd z on o takż e,  
ż e p ew n e ob s z ary  p am ię c i p rog ram u  s ą  b ard z iej  w raż l iw e n a d ef ekty  n iż  
in n e.  Kon c en tru j ą c  s ię  n a ob s z arac h  w raż l iw y c h  m oż n a z n ac z ą c o 
z w ię ks z y ć  p raw d op od ob ień s tw o s u kc es u .  
 
S ł o w a  k l u c z o w e :  s z y f r b l okow y ,  im p l em en tac j a p rog ram ow a,  atak  
z  w y korz y s tan iem  d ef ektó w .  
 
1 .  I n trod u c ti on  
 
E r r o r s  in an encr y pt io n cir cu it  no t  o nl y  dis t u r b co mmu nicat io n 

bu t  al s o  cau s e h az ar d f o r  t h e ciph er  s af et y .  E ncr y pt io n cir cu it s  ar e 
o f t en o bj ect s  o f  del iber at e er r o r  inj ect io n,  w h il e it  is  r at h er  r ar e t h e 
cas e in o t h er  s o r t  o f  dig it al  cir cu it s .  B l o ck  ciph er s  can be 
impl ement ed bo t h  in h ar dw ar e and in s o f t w ar e.   

T h e inf l u ence o f  er r o r s  o n h ar dw ar e impl ement at io n o f  bl o ck  
ciph er s  w as  an o bj ect  o f  s u bs t ant ial  r es ear ch  ef f o r t  in l as t  f ew  
y ear s  [ 1 ,  2 ,  3 ] .   
E r r o r s  ins er t ed o n pu r po s e cau s e h az ar d f o r  t h e ciph er  s ecu r it y .  

F o r  ex ampl e er r o r  can r edu ce t h e nu mber  o f  r o u nds  o r  af f ect s  t h e 
r o u nd k ey  s ch edu l e pr o cedu r e in s u ch  a w ay  t h at  al l  t h e r o u nd 
k ey s  w il l  be t h e s ame.  I n s u ch  cas e t h e ciph er  can be eas il y  br o k en 
[ 5 ,  6 ] .  
F o r  ex ampl e t h e o nl y  s u cces s f u l  at t ack s  ag ains t  A E S  [ 7 ]  

impl ement at io ns  h av e been s ide ch annel  at t ack s ,  ex pl o it ing  
inf o r mat io n f r o m a ph y s ical  impl ement at io n o f  t h e ciph er ,  s u ch  as  
t iming  inf o r mat io n,  po w er  co ns u mpt io n,  el ect r o mag net ic l eak s  
et c.  o r  f au l t  at t ack s .  T h e al g o r it h m it s el f  is  co ns ider ed as  s ecu r e.  
I n o u r  r es ear ch  w e co ns ider  t h e s o f t w ar e impl ement at io n o f  t h e 

P P -1  ciph er  t r eat ed as  a piece o f  h ar dw ar e.  I t  means  t h at  t h e 
pr o ces s o r  and t h e pr o g r am ar e t r eat ed l ik e t h e encr y pt io n cir cu it .  
T h e main o bj ect iv e w as  t o  es t abl is h  t o  w h at  ex t end t h e s o f t w ar e 
impl ement at io n o f  t h e P P -1  is  v u l ner abl e t o  f au l t  at t ack s .  I t  is  
int ended as  an int r o du ct o r y  s t ep t o  impl ement  t amper  r es is t ant  
impl ement at io n o f  t h e P P -1 .  
T h er e ar e many  w o r k s  des cr ibing  h o w  t o  ins er t  f au l t s  int o  

cr y pt o g r aph ic cir cu it  [ 8 ] .  I n t h is  paper  w e s impl y  as s u me t h at  t h is  
is  po s s ibl e and f o cu s  o n t h e r es u l t s .  
T o  br eak  t h e ciph er  means  t o  f ind t h e s ecr et  k ey .  I n t h is  paper  

t h is  t er m is  u s ed f o r  f inding  t h e s ecr et  k ey  o r  f inding  al l  t h e r o u nd 
k ey s .  
T h e paper  is  o r g aniz ed as  f o l l o w s :  S ect io n 2  co nt ains  s h o r t  

des cr ipt io n o f  t h e P P -1  ciph er .  I n s ect io n 3  w e des cr ibe 
ex per iment  w it h  f au l t  ins er t io n t o  s o f t w ar e impl ement at io n o f  t h e 
P P -1  bl o ck  ciph er .  S ect io n 4  co nt ains  br ief  anal y s is  o f  t h e 
inf l u ence o f  er r o r s  o n t h e P P -1  s af et y .  S ect io n 5  co nt ains  s o me 
co ncl u ding  r emar k s .  
 

2 .  Ov e rv i e w  of th e  P P -1  stru c tu re  
 
T h e P P -1  [ 4 ]  is  an n-bit  ( n =  6 4 ,  1 2 8 ,  1 9 2 ,  . . . )  s cal abl e bl o ck  

ciph er .  T h e k ey  l eng t h  is  n o r  2 n.  T h e P P -1  is  an inv o l u t io nal  
S u bs t it u t io n-P er mu t at io n N et w o r k .  I t  u s es  o ne S -bo x ,  w h ich  is  an 
inv o l u t io n and a bit  per mu t at io n,  w h ich  al s o  is  an inv o l u t io n.  A s  a 
r es u l t  t h e s ame al g o r it h m can be u s ed bo t h  f o r  encr y pt io n and 
decr y pt io n.  T h e P P -1  s t r u ct u r e is  s h o w n in F ig . 1  and F ig . 2 .  
 

  
F i g .  1.   T h e  P P -1 c i p h e r   
R y s .  1.   S z y f r  P P -1 
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F i g .  2.   Th e  st r u c t u r e  o f  N L  e l e m e n t  
R y s.  2.   S t r u k t u r a e l e m e n t u  N L  
 
S y mb o l s ⊕ ,  + , − stan d  f o r x o r,  ad d itio n ,  an d  su b trac tio n ,  o n   

8-b it arg u men ts.  T h e S  el emen t is an  8×8 S -b o x .  T h e P b l o c k  is an  
n-b it permu tatio n .  T h e n u mb er o f  ro u n d s d epen d s o n  n.  T h ere are 
1 1 ,  2 2 ,  3 2  an d  4 3  ro u n d s f o r n= 6 4 ,  1 2 8,  1 9 2 ,  2 5 6  respec tiv el y .  I n  
eac h  ro u n d  tw o  n-b it ro u n d  k ey s are u sed .  
R esu l ts presen ted  in  th is paper are o b tain ed  f o r th e 6 4 -b it d ata 

b l o c k  1 2 8-b it k ey  v ersio n  o f  P P -1 .   
 

3. A n a l y s i s  o f  f a u l t s  i n f l u e n c e  o n  e n c r y p t i o n  
p r o c e s s  

 
3.1 . I n v e s t i g a t e d  i m p l e m e n t a t i o n  
 
F o r simu l atio n  o f  th e f au l ty  en c ry ptio n  d ev ic e an  assemb l er 

impl emen tatio n  o f  P P -1  f o r 8-b it pro c esso r ( 80 80 )  in stal l ed  o n  
v irtu al  mac h in e w as u sed .  T h e v irtu al  mac h in e w as spec ial l y  
w ritten  f o r th is pu rpo se an d  au g men ted  w ith  pro g ram f o r f au l t 
in sertio n ,  an d  resu l ts c o l l ec tio n .   
T h e 80 80  arc h itec tu re w as c h o sen  as a mo d el  o f  8-b it pro c esso r.  

I t is c l o se to  arc h itec tu res u sed  in  8-b it emb ed d ed  sy stems,  b u t it is 
simpl er.  O n l y  main  d ata pro c essin g  path  o f  th e c iph er w as 
impl emen ted .  R o u n d  k ey s w ere c o mpu ted  separatel y .  T h e 
pro g ram en c ry pts o n e 6 4 -b it d ata b l o c k  u sin g  1 2 8-b it k ey .  I ts siz e 
is 81 4  b y tes.  
 
3.2 . T h e  f a u l t  m o d e l  
 
F au l t c an  b e eith er a h ard w are d ef ec t o r a so f tw are mistak e.  

F au l t may  o r may  n o t c au se an  erro r.  I t mean s th at an  erro r is  
a man if estatio n  o f  a f au l t.  I n  o u r ex perimen t w e f o c u s o n  f au l ts in  
memo ry  c o n tain in g  th e en c ry ptio n / d ec ry ptio n  pro g ram.  
T h ree ty pes o f  f au l ts w ere c o n sid ered :  stac k  b it at z ero  ( s-a-0 ) ,  

stac k  b it at o n e ( s-a-1 ) ,  an d  in v ert b it ( b it-f l o p) .  S in g l e an d  
mu l tipl e f au l ts w ere in v estig ated .  F o r sin g l e an d  d o u b l e f au l ts al l  
po ssib il ities w ere c h ec k ed .  F o r 3  f au l ts an d  mo re ( u p to  3 0 ) ,  f au l ts 
w ere c h o sen  in  ran d o m.  W e f o c u sed  o n  th e c ase w h ere o n e o r 
sev eral  f au l ts w ere in serted .  I n  real  sy stems it is o f ten  d if f ic u l t to  
in sert prec isel y  o n e f au l t.  O n e to  sev eral  is mo re pro b ab l e.  
 
3.3. R e s u l t s  o f  t h e  e x p e r i m e n t s  
 
E ac h  ex perimen t c o n sists o f  f o u r stag es:  l o ad in g  th e pro g ram in to  

v irtu al  mac h in e,  f au l t in sertio n ,  perf o rmin g  o f  en c ry ptio n  an d  
rec o rd in g  resu l ts.  F iv e ty pes o f  resu l ts w ere c o n sid ered :  pro per,  
impro per c o rrespo n d in g  to  1  ro u n d  v ersio n  o f  P P -1 ,  o th er impro per,  
n o  resu l t,  an d  in f in ite l o o p.  T h e mo st in terestin g  is impro per 
c o rrespo n d in g  to  1  ro u n d  v ersio n  resu l t,  b ec au se it is mo st u sef u l  f o r 
b reak in g  th e c iph er.  D etail s are d esc rib ed  in  th e n ex t sec tio n .  

F o r eac h  f au l t mo d el  an d  f o r eac h  n u mb er o f  f au l ts th e 
ex perimen t w as repeated  1 0  0 0 0  times.  S u mmariz ed  resu l ts f o r 
sin g l e f au l t an d  mu l tipl e f au l ts are sh o w n  in  T ab l e 1  an d  T ab l e 2 .  
 

Tab .  1.   S i n g l e  f au l t s  
Tab .  1.   P o j e d y n c z e  d e f e k t y  

 
F au l t  m o d e l  P r o p e r  N o  r e su l t  R o u n d  1 D i f f e r e n t  r e su l t s I n f i n i t e  l o o p  

s-a-0 7791 305 48 727 114 
s-a-1 6528 588 125 1137 216 

B i t  f l o p  4519 893 173 1759 330 
 
 

Tab .  2.   M u l t i p l e  f au l t s ( b i t  f l o p  m o d e l )  
Tab .  2.   D e f e k t y  w i e l o k r o t n e  ( m o d e l :  o d w r ó c e n i e  b i t u )  

 
N u m b e r  o f  

f au l t s P r o p e r  N o  r e su l t  R o u n d  1 D i f f e r e n t  f au l t y  
r e su l t s I n f i n i t e  l o o p  

1 4519 893 173 1759 330 
2 2016 1738 212 3111 591 
3 891 2430 203 4012 799 
4 447 3050 184 4333 967 
5 183 3604 157 4293 1107 
6 93 4152 126 4069 1205 
7 46 4599 99 3819 1336 
8 22 4927 67 3590 1374 
9 6 5259 48 3342 1404 

 
A s w e c an  se in  T ab l es 1  an d  2 ,  f o r sin g l e f au l t an d  f o r 2  to  8 

f au l ts,  sig n if ic an t perc en tag e o f  th e resu l ts c o rrespo n d  to  th o se f o r 
1  ro u n d  v ersio n  o f  P P -1  ( w ith  th e same k ey ) .  I n  sec tio n  4  w e w il l  
ex pl o it th is f o r attac k  o n  th e c iph er.   
S o me parts o f  th e c iph er impl emen tatio n  may  b e mo re 

v u l n erab l e to  f au l ts th an  o th er.  T o  c h ec k  th is,  th e w h o l e memo ry  
spac e o c c u pied  b y  th e appl ic atio n  w as d iv id ed  in to  1 0  in terv al s.  
F o r eac h  in terv al  ro u n d  1  resu l ts to  d if f eren t f au l ty  resu l ts ratio  
w as c al c u l ated .  R esu l ts f o r sin g l e f au l t b it f l o p mo d el  are sh o w n  in  
F ig .  3 .  
 

  
F i g .  3.   D i st r i b u t i o n  o f  r o u n d  1 r e su l t s t o  t h e  n u m b e r  o f  al l  e r r o n e o u s r e su l t s r at i o   
R y s.  3.   U d z i ał  w y n i k ó w  d l a p i e r w sz e j  r u n d y  w  z al e ż n o ś c i  o d  o b sz ar u  p am i ę c i  
 
A s w as ex pec ted ,  so me areas are mo re v u l n erab l e.  I t w o u l d  b e 

pro f itab l e to  l o c ate th em w h en  b reak in g  real  c irc u it.  B u t th e 
av erag e ratio  – ab o u t 2 %  is al so  v ery  in terestin g .   
 
4 . T h e  a t t a c k  
 
4 .1 . G e n e r a l  c o n c e p t  
 
L et u s assu me th at th ere is an  en c ry ptio n  d ev ic e w ith   

a pro c esso r.  W e c an  u se it f o r th e en c ry ptio n  an y  d ata b u t th e k ey  
is sec ret.  W e h av e ac c ess to  th e d ev ic e an d  w e c an  in sert ran d o ml y  
f au l ts in to  its memo ry .  O u r g o al  is to  f in d  th e sec ret k ey .  
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Let us assume that we can perform a series of experiments with 
our encry ption d ev ice inserting  faul ts d uring  the encry ption 
process.  W e g et a series of resul ts.  S ome of these resul ts are 
proper,  and  some are erroneous.  A mong  erroneous resul ts some 
are the same as resul ts for faul t-free one-round  v ersion of the 
cipher with the same k ey .   
I t is wel l  k nown that one round  bl ock  cipher can be easil y  

brok en ( e. g .  onl y  2 pairs pl aintext-ciphertext are req uired  to brak e 
one round  A E S  [ 5 ] ) .  
W e d o not k now which resul t correspond s to those prod uced  by  

the one round  v ersion of the cipher.  B ut we can check  ev ery  
obtained  resul t.  I n this way  we g et round  k ey  ( in P P -1 two round  
k ey s)  for round  1.  K nowing  the first round  k ey  ( k ey s) ,  we can find  
the main k ey  or find  al l  the next round s k ey s we wil l  break  the 
whol e cipher.  F or P P -1 this is q uite simpl e as the first round  k ey s 
( d enoted  as # 0  round  in al g orithm d escription [ 4 ] )  consist of two 
hal v es of the main k ey .  
T wo interesting  probl ems arise:   

- W hat is the compl exity  of restoring  the k ey ?  
- H ow many  experiments with faul t insertion are req uired  to 
obtain “ g ood ”  ( useful  for cipher break ing )  faul ty  ciphertexts 
with g iv en probabil ity ?  
W e wil l  ad d ress these probl ems bel ow.  

 
4.2. A t t a c k  w i t h  o n e  f a u l t y  c i p h e r t e x t  
 
I n this section we wil l  focus on the P P -1 cipher shown in F ig .  1 

and  F ig .  2.  O nl y  one N L el ement is used .  Let us assume that we 
obtained  one faul ty  ciphertext,  which correspond s to round  1.  Let 
us consid er the rig ht-most 8 -bit section in F ig . 2.  
W e d enote the 8 -bit rig ht-most parts of k0’  and  k0” by  k1,  k2,  

the 8 -bit rig ht-most part of the pl aintext by  m ,  and  the 8 -bit rig ht-
most part of ciphertext by  c .   
I n this case 

2)1( kkmSc ⊕⊕=                    ( 1)  
 

ckmSk ⊕⊕= )1(2                    ( 2)  
 

S imil arl y  for 8 -bit section with operations pl us and  minus 
( F ig . 2)  we hav e 

2)1( kkmSc −+=        ( 3 )  
 

ckmSk −+= )1(2        ( 4 )  
  

T here are 28 ( 25 6 )  pairs of k1,  k2 that satisfy  ( 2) .  T he same is 
true for ( 4 ) .  I t means that 128 -bit k ey  can be brok en using  2 6 4  pairs 
pl aintext ciphertext instead  of 21 2 8 req uired  in brute-force method .   
 
4.3 . A t t a c k  w i t h  t w o  f a u l t y  c i p h e r t e x t s  
 
Let us assume that we hav e two d ifferent pairs pl aintext 

ciphertext ( m1, c1)  ( m2, c2)  for round  1.  F or x o r  x o r  section  
( F ig .  2)  we hav e the sy stem of eq uations:  
 

2)11(1 kkmSc ⊕⊕=           ( 5 )  
2)12(2 kkmSc ⊕⊕=  

 
S imil arl y ,  for p l u s mi nu s section we hav e:  
 

    2)11(1 kkmSc −+=              ( 6 )  
2)12(2 kkmSc −+=  

 
W e k now m1,  c1,  m2,  c2 and  we want to find  k1 ,  k2.  T he 

probl em is:  how many  sol utions there exist for sy stems of 
eq uations ( 5 ) ,  and  ( 6 ) ?  
T he answer is not obv ious because of the nonl inear el ement S.  

S ol utions were found  by  check ing  al l  possibl e m1,  m2,  c1,  c2 such 
that m1≠m2 and  c1≠c2.  R esul ts are shown in T abl es 3  and  4 .   

Tab. 3.  S o l u t i o n s  d i s t r i bu t i o n  f o r  xor xor  
Tab. 3.  R o z k ł ad  r o z w i ą z ań  d l a xor xor 
 

S o l u t i o n s  c o u n t  F o u n d  t i m e s  % 
0 10769 20320 50, 54 
1 0 0 
2 1038 09 0240 48 , 72 
3 0 0 
4 15728 640 0, 74 

To t al  2130739 200 100 
 
 
Tab. 4.  S o l u t i o n s  d i s t r i bu t i o n  f o r  p l u s  m i n u s  
Tab. 4.  R o z k ł ad  r o z w i ą z ań  d l a p l u s  m i n u s  
 

S o l u t i o n s  c o u n t  F o u n d  t i m e s  % 
0 779 8 128 64 36, 59 8 2 
1 78 4203776 36, 8 043 
2 39 29 8 6624 18 , 4437 
3 1354629 12 6, 3576 
4 309 9 8 528  1, 4548  
5 5505024 0, 258 4 
6 1376256 0, 0646 
7 39 3216 0, 018 5 

To t al  2130739 200 100 
 
A s we can see in T abl e 3 ,  if a sol ution for x o r  x o r  exists,  there 

are 2 uneq ual l y  d istributed  possibil ities:  in about 9 8 . 5 %  we g et 
two pairs of k1,  k2 whereas in about 1. 5 %  cases we hav e 4  
d ifferent pairs of k1,  k2.  F or p l u s mi nu s section there exist from 1 
to 7  sol utions ( T abl e 4 ) .  
W e wil l  use these resul ts to estimate the number of pairs 

pl aintext ciphertext req uired  to break  the cipher.  A s we can see in 
F ig . 2 there are four x o r  x o r  sections and  for p l u s mi nu s sections 
( the ord er of operations +  – is of no importance) .  T he smal l est 
possibl e numbers of sol utions are 2 for x o r  x o r  and  1 for p l u s 
mi nu s .  T he total  number of pairs pl aintext ciphertext req uired  to 
break  the cipher is:  

1612 44 =×=Lmin                                   ( 7 )  
 
T he big g est  possibl e numbers of sol utions are 4  for x o r  x o r  and  

7  for p l u s mi nu s .  I n this case the total  number of pairs pl aintext 
ciphertext req uired  to break  the cipher is:  
 

61465674 44 =×=Lmax                 ( 8 )  
 

W eig hted  av erag e is:   
 

00215.466=Laverage                   ( 9 )  
 

G eneral l y  for P P -1 with n-bit d ata bl ock  and  2n-bit k ey  we hav e 
 

16/16/ 74_ nnnLmax ×=                            ( 10 )  
 
R esul ts ( 7 ) ,  ( 8 ) ,  ( 9 )  and  ( 10 )  show that attack  with two faul ty  

ciphertexts is much more practical  than the attack  with one faul ty  
ciphertext.  T he main probl em is to find  two d ifferent pairs 
pl aintext faul ty  ciphertext such that m1≠m2  and  c1≠c2 are proper 
resul ts for round  1.  W e wil l  ad d ress this probl em in the next 
section.  
 
4.4. O b t a i n i n g  f a u l t y  c i p h e r t e x t s  
 
I n section 3  we presented  resul ts of the experiments with faul ts 

insertion.  N ow we use these resul ts to estimate the number of 
experiments need ed  to obtain the req uired  two faul ty  ciphertexts.  



834    PAK v o l .  5 5 ,  n r  1 0 / 2 0 0 9  
 

We need to perform two series of experiments with fault insertion 
– one series for eac h plaintext.  T he probabilities of finding  the 
req uired faulty  c iphertext are shown in T able 5 .  We c onsidered 2  
c ases:   
-  faults eq ually  distributed,  
-  faults foc used on sensitiv e area ( see F ig .  3 ) .  
A s it c an be seen in T able 5 ,  to find faulty  c iphertext with 

probability  9 0 %  req uires 1 4 5  experiments,  when faults are eq ually  
distributed,  whereas 2 6  experiments suffic e when faults are 
foc used on sensitiv e area.  T wo series of experiments are req uired 
to obtain 2  faulty  c iphertexts. 
 
Tab. 5.  P ro babi l i t y  o f  f i n d i n g  t h e f au l t y  c i p h ert ext  u sef u l  f o r break i n g  t h e c i p h er 
Tab. 5.  P raw d o p o d o bi eń st w o  z n al ez i en i a bł ę d n eg o  k ry p t o g ram u  p rz y d at n eg o  d o  

z ł am an i a sz y f ru  
 

P ro babi l i t y  o f  f i n d i n g  ro u n d  1  c i p h ert ext  N u m ber o f  
exp eri m en t s E q u al l y  d i st ri bu t ed  S en si t i v e area 

1 0 0, 1 6 01 3 5 0, 59 6 2 01  
2 0 0, 2 9 4 6 2 7  0, 8 3 6 9 4 6  
2 6  0, 3 6 4 7 50 0, 9 053 7 0 
50 0, 58 2 1 2 4  0, 9 8 9 2 6 4  
6 0 0, 6 4 9 04 0 0, 9 9 56 6 5 
7 0 0, 7 052 4 1  0, 9 9 8 2 50 
8 0 0, 7 52 4 4 2  0, 9 9 9 2 9 3  
9 0 0, 7 9 2 08 5 0, 9 9 9 7 1 5 
1 00 0, 8 2 53 7 9  0, 9 9 9 8 8 5 
1 4 5 0, 9 01 8 2 8  0, 9 9 9 9 9 4  
1 50 0, 9 2 7 03 0 0, 9 9 9 9 9 9  
2 00 0, 9 6 9 508  0, 9 9 9 9 9 9 9 9  

 
 5. C o n c l u s i o n  
 
T he basic  idea of the proposed attac k  is to g et erroneous result 

of the enc ry ption by  inserting  fault ( faults) .  We c onsidered two 
c ases.  A ttac k  with one faulty  c iphertext and attac k  with two faulty  
c iphertext.  We assume that erroneous result is those produc ed by  1  
round and v erify  this hy pothesis.   
T he attac k  with two faulty  c iphertexts is more prac tic al,  despite 

the fac t that more experiments with fault insertion are req uired to 

obtain 2  faulty  c iphertext,  bec ause it req uires less proc essing  to 
v erify  found solutions.  F or example expec ted time of all 
c omputations needed to find the k ey  with probability  0 . 9 9  is less 
than half sec ond on notebook  with 2  G H z  C eleron M  proc essor.  
We foc used on P P -1 ,  but this approac h is applic able to any  

software implementations of S ubstitution-P ermutation N etwork s 
suc h that the main k ey  or all the round k ey s c an be deduc ed from 
round k ey  for the first round.   
T his researc h also prov ed that c onsidered implementation of 

P P -1  is v ery  v ulnerable to fault attac k .  F urther work  is req uired to 
obtain more tamper resistant implementation of the P P -1 .  
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