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A b s t r a c t  
 

An E lec t r oni c  H ealt h R ec or d ( E H R )  i s  a v i r t ual c ont ai ner  c om p os ed of  
healt hc ar e r elat ed doc um ent at i on li nk ed t o one p at i ent .  An E H R  s y s t em  
m anag es  and allow  ac c es s  t o t he E H R ’ s .  A f ew  ar c hi t ec t ur es  of  nat i onw i de 
E H R  s y s t em s  w er e r ev i ew ed and c las s i f i ed b y  E H R  doc um ent s ’  s t or ag e 
loc at i on.  An i nt er -jur i s di c t i on g ener al m odel of  an E H R  s y s t em  w as  
c r eat ed us i ng  t hi s  c las s i f i c at i on and i nt er nat i onal s t andar ds .  T he s ec ur i t y  of  
s uc h c om p lex  s y s t em ,  w hi c h m us t  p r oc es s  dat a f r om  hundr eds  of  m i lli ons  
p eop le,  i s  a m ajor  c onc er n.  S ec ur i t y  r eq ui r em ent s  f or  s uc h s y s t em  t og et her  
w i t h and p r op os i t i on of  s ec ur i t y  s ub s y s t em s ,  w hi c h ar e nec es s ar y  t o 
p r ot ec t  E H R  s y s t em  ar e p r es ent ed.  
 
K e y w o r d s :  elec t r oni c  healt h r ec or d ( E H R ) ,  E H R  s y s t em ,  s ec ur i t y ,  
r eg i s t r y ,  i nt er  jur i s di c t i on s y s t em .  
 Arc h i t ek t u ra b ezp i ec zeń st w a  mi ę d zyj u rysd yk c yj n eg o syst emu  EHR  

 
S t r e s z c z e n i e  

 
E lek t r oni c z ny  dok um ent  z dr ow ot ny  ( E H R )  jes t  w i r t ualny m  k ont ener em  
z ł oż ony m  z  dok um ent ac ji  z dr ow ot nej p ow i ą z anej z  jedny m  p ac jent em .  
S y s t em  E H R  z ar z ą dz a i  um oż li w i a dos t ęp  do elek t r oni c z ny c h 
dok um ent ó w  z dr ow ot ny c h.  R oz w ó j s y s t em ó w  E H R  jes t  p r i or y t et em   
w  p ańs t w ac h należ ą c y c h do U ni i  E ur op ejs k i ej.  W  ar t y k ule p r z eds t aw i ono  
i  s k las y f i k ow ano k i lk a ar c hi t ek t ur  k r ajow y c h s y s t em ó w  E H R  z  p unk t u 
w i dz eni a lok ali z ac ji  p r z ec how y w any c h dok um ent ó w  E H R .  D ok um ent y  
w c hodz ą c e w  s k ł ad E H R  m og ą  b y ć  p r z ec how y w ane w  c ent r alny c h 
r ep oz y t or i ac h k r ajow eg o s y s t em u E H R  lub  m og ą  z najdow ać  s i ę  
w  r ep oz y t or i ac h lok alny c h s y s t em ó w  i ns t y t uc ji  oc hr ony  z dr ow i a,  a i c h 
m et adane um i es z c z one s ą  w  c ent r alny m  r ejes t r z e.  Każ de z  t y c h r oz w i ą z ań 
m a s w oje w ady  i  z alet y .  N as t ęp ni e w  op ar c i u o t ę k las y f i k ac ję or az  nor m y  
m i ędz y nar odow e z ap r op onow ano og ó lny  m i ędz y jur y s dy k c y jny  m odel 
s y s t em u E H R .  M odel p os i ada b udow ę m oduł ow ą  i  uk r y w a s w oją  
w ew nęt r z ną  s t r uk t ur ę p r z ed uż y t k ow ni k am i .  S y s t em  m i ędz y jur y s dy k c y jny  
m oż e ł ą c z y ć  w i ele p ańs t w  o odr ęb ny c h p r z ep i s ac h p r aw ny c h,  k t ó r e us t alą  
s p os ob y  w z ajem neg o dos t ęp u do dany c h m edy c z ny c h.  G ł ó w ny m  
w y z w ani em  t ak  z ł oż oneg o s y s t em u,  w  k t ó r y m  m us z ą  b y ć  p r z et w ar z ane 
dane s et ek  m i li onó w  p ac jent ó w  jes t  jeg o b ez p i ec z eńs t w o.  Pr ob lem y  
b ez p i ec z eńs t w a t r y w i alne w  m ał y c h lok alny c h s y s t em ac h s ą  b ar dz o 
s k om p li k ow ane.  W  ar t y k ule z ap r ez ent ow ano w y m ag ani a b ez p i ec z eńs t w a 
nak ł adane na t ak i e s y s t em y  z najdują c e s i ę w  I S O  T S  1 8 3 0 8  w r az   
z  p r op oz y c ją  p ods y s t em ó w  b ez p i ec z eńs t w a,  ni ez b ędny m i  do oc hr ony  
s y s t em u E H R .  
 
S ł o w a  k l u c z o w e :  elek t r oni c z ny  dok um ent  z dr ow ot ny  ( E H R ) ,  s y s t em  
E H R ,  b ez p i ec z eńs t w o,  r ejes t r y ,  s y s t em  m i ędz y jur y s dy k c y jny .  
 1 .  I n t rod u c t i on  
 
N ow ad ay s, th e d ev elop m ent of  nationw id e h ealth care sy stem s 

is a p riority  of  m any  countries around  th e w orld .  I n th e E urop ean 
U nion, d ue to th e E urop ean C om m ission d irectiv es and  p lans f or 
d ev elop m ent of  an inf orm ation society , a p an-E urop ean E H R  
sy stem  is a long term  goal.  A n E H R  sy stem  m anages and  allow  
access to an E H R  ( E lectronic H ealth  R ecord ) .  
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A n E H R  is a v irtual container com p osed  of  h ealth care related  

d ocum entation link ed  to one p atient.  C linical d ocum ents, w h ich  
are a p art of  an E H R , are sp read  am ong m any  d if f erent 
rep ositories and  registries.  T h e arch itecture of  nationw id e E H R  
sy stem s, d ep end ing on a local p olicies and  cond itions, can b e 
d esigned  in a f ew  d if f erent w ay s.  T h e nex t step , is d ev elop m ent of  
an international E H R  sy stem , e. g.  f uture E U  E H R  sy stem , w h ich  
w ill connect all m em b er countries.  T h e security  of  such  com p lex  
sy stem , w h ich  m ust p rocess d ata f rom  h und red s of  m illions 
p eop le, is a m aj or concern.  A lso, international sy stem s m ust h av e 
b uilt in solutions f or solv ing security  p rob lem s related  to d if f erent 
national legislations.   
T h is p ap er p resents security  m easures f or a general m od el of  an 

international E H R  sy stem .  T h e section 2  p resents arch itecture of   
a f ew  ch osen nationw id e sy stem s and  a general m od el of  an E H R  
sy stem  b ased  on th ese sy stem s and  on international stand ard s.  
S ection 3  p rop oses security  m easures f or such  general sy stem  and  
section 4  contains sum m ary  and  d iscussion.  
 2 .  I n t er-j u ri sd i c t i on  EHR  syst em arc h i t ec t u re 

 2 . 1 .  N at i on al  EHR  syst ems 
 
E H R  sy stem s are d ev elop ed  in m any  countries in th e w orld , as 

th ey  im p rov e th e q uality  of  h ealth care [ 1 -4 ]  and  red uce costs.  A n 
ad op tion rate and  f unctionality  of  E H R  sy stem s v aries [ 5 -8 ] .  
D if f erent local cond itions, p olicies and  req uirem ents result in 
d if f erent ap p roach es to th e d esign of  E H R  sy stem s.  H ow ev er, 
arch itectures of  th ese sy stem s can b e classif ied  into a f ew  b asic 
categories accord ing to clinical d ocum ents’  storage location.  
 
2.1.1. C a n a d a  
 
C anad ian nationw id e E lectronic H ealth  R ecord  sy stem  is b eing 

d ev elop ed  b y  non-p rof it organiz ation called  I nf ow ay  [ 9 ] .  B y  th e 
2 0 1 0  5 0 %  of  C anad ians sh ould  h av e th eir E H R  av ailab le and  b y  
th e end  of  th e 2 0 1 6 , 1 0 0 %  [ 1 0 ] .  T h e p an-C anad ian E H R  sy stem  is 
d iv id ed  into a lot of  ( ev en up  to 4 0 )  regional inf ostructures.  S ingle 
E H R  inf ostructure consists of  f iv e general rep ositories of  clinical 
inf orm ation (  S h ared  H ealth  R ecord  R ep ository , L ab oratory  T ests 
R esults R ep ository , D rug I nf orm ation R ep ository , D iagnostic 
I m ages R ep ository , I m m uniz ation R ep ository )  [ 1 1 ]  and  consists of  
sev eral registries ( client registry , p rov id er registry , user registry , 
location registry ) , w h ich  stores inf orm ation ab out sub j ects of  care, 
h ealth care p rof essionals and  h ealth care sites.  T h ere are also som e 
aux iliary  registries, e. g.  rep ository  of  tech nology , d atab ase of  
m essage structures.  I n total, in th e E H R  inf ostructure m ay  b e up  to 
1 5  d if f erent rep ositories and  registries.  T h e internal sy stem  
d atab ase structure is h id d en f rom  th e users and  sy stem  can b e 
accessed  only  b y  H I A L  ( H ealth  I nf orm ation A ccess L ay er) .  A ll 
clinical inf orm ation stored  in th e sy stem  is ind ex ed  in an ind ex ing 
registry ;  also th ere is an E H R  locator serv ice th at h as inf orm ation 
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about patients registered in other infostructures. After a clinical 
data is entered to the P oS  ( P oint of S erv ice)  sy stem ( e.g. a hospital 
information sy stem ( H I S ) ,  a pharmacy  sy stem or a phy sician' s 
office E M R  sy stem) ,  the P oS  sy stem sends the message to H I AL . 
T he H I AL  parses the message,  extracts all relev ant information 
and inserts new  records to appropriate repositories and registries. 
 

2.1.2. U n i t e d  K i n g d o m  a n d  E s t o n i a  
 
Another approach to an E H R  sy stem structure is used in the 

U nited K ingdom in E stonia and in G ermany . I n the U nited 
K ingdom [ 1 2 ]  one nationw ide medical registry  w as created,  w hich 
stores basic information about patients e.g. name,  surname,  blood 
ty pe,  allergies and performed surgeries. T he registry  is called  
a S ummary  C are R ecord ( S C R )  and enables access to basic 
healthcare data from ev ery  part of the country ,  e.g. in emergency  
situations. H ow ev er,  it w as recogniz ed that sy stem,  w hich stores 
more detailed clinical information is needed,  and D C R  ( D etailed 
C are R ecords)  registry  sy stem w as introduced. T he D C R  sy stem 
does not hav e a nationw ide registry . I nstead of that,  the sy stem is 
composed of regional D C R  registries and composed of main 
registry  w hich contains link s to regional registries. H ealthcare 
sites ( e.g. hospitals,  G eneral P ractitioners ( G P s) )  can still stores 
information in their local registries. T he registries must conform to 
recogniz ed standards and must enable communication and transfer 
of clinical data to registries in other healthcare sites.  
T he idea of E stonian E H R  sy stem is similar [ 1 3 ,  1 4 ] . E stonian 

central E H R  database contains three ty pes of clinical data patient’ s 
basic information,  link  directory  w hich contains link s to other 
registries in local healthcare sites and centrally  stored medical 
records. I n E stonian E H R  sy stem is possible to connect existing 
local registries,  similarly  to the U K ,  it is only  req uired that the 
local registry  must hav e abilities to connect to a nationw ide E H R  
registry . 
I n G ermany  most of healthcare prov iders hav e dev eloped local 

E M R  sy stems [ 1 5 ] . C urrently ,  there is no single I T -sy stem that 
connects all healthcare prov iders. T he plan is to build eH ealth 
infrastructure,  w hich w ill enable nationw ide communication 
betw een existing sy stems using standardiz ed interfaces. 
 

2.1.3 . T u r k e y  
 
T urk ey  E H R  sy stem has a centraliz ed architecture. T urk ey ’ s 

N ational H ealth I nformation S y stem ( N H I S )  [ 1 6 ]  prov ides  
a nationw ide infrastructure for an E H R  sharing. T he aim of the 
sy stem is to store all healthcare data from healthcare sites,  
scattered ov er the country ,  in repositories of T urk ey  M inistry  of 
H ealth. I t means that patient documents are stored mainly  in local 
registries and their copy  is send to a central registry . T he N H I S  
built on the eH ealth netw ork ,  w hich connects basic components 
( N ational H ealth D ata D ictionary  ( N H D D )  and the M inimum 
H ealth D ata S ets S erv er,  H ealth C oding R eference S erv er,  the 
digital security  mechanisms) . T he H L 7  v 3  protocol is used for 
messaging purposes and w eb serv ices for communication 
purposes. T he N H D D  is used to determine the format and 
definition of the data and thus enables semantic interoperability  
betw een different applications. T he data flow  is not only  
unidirectional,  but also authoriz ed persons hav e right to q uery  and 
retriev e information from the central registry . I n future,  w hen 
necessary  legislation w ill be passed,  it w ill be possible to share 
clinical documents betw een healthcare prov iders.  
 
2.2. I H E  X D S  
 
Almost all current E H R  sy stems are built from many  

repositories and registries. I H E  C ross-E nterprise D ocument 
S haring ( X D S )  [ 1 7 ]  profile prov ides specification based on 
established standards for managing the sharing of documents 
betw een any  healthcare enterprises. T he patient E H R  is built from 
document repositories and from a document registry ,  w here the 

document repository  is responsible for storing documents and the 
document registry  is responsible for storing metadata about those 
documents. C linical documents are added to such sy stem in a few  
steps. F irstly ,  the document is send to the repository  ( the 
repository  can belong to document’  sender sy stem or to the third 
party ) . S ubseq uently ,  the metadata is extracted from the 
document. F inally ,  the document identifier in the repository  
together w ith metadata is send to the registry . T he healthcare 
professional can q uery  the registry  for patient’ s clinical documents 
w ithout the need of direct look up to the clinical documents in one 
or more repositories. 
 
2.3 . D a t a  s t o r a g e  l o c a t i o n  i n  n a t i o n a l  s y s t e m s  
 
I nternational E H R  sy stem can span many  national sy stems to 

prov ide better access to patient medical data. T he main q uestion in 
design of such sy stem is w here to store the E H R ’ s. T here are three 
basic possibilities to store data:  locally ,  centraliz ed or hy brid. I n 
local data storage all documents w hich belong to one patient are 
stored in many  different local sy stems ( hospital,  laboratory ,  G P  
sy stems)  and the documents are only  registered in a central E H R  
sy stems registry ,  w hich stores only  those documents metadata. I n 
central data storage all medical documents are copied to a central 
E H R  sy stem repository . T he hy brid data storage is a combination 
of both local and central data storage. F rom these sy stems,  the 
most univ ersal is a hy brid data storage sy stem,  because it prov ides 
more option to sy stem dev elopers. S ecurity  measures for such 
sy stem,  ( presented further in this paper)  can be also applied to  
a local or a central sy stem. 
E H R  sy stems may  hav e tw o ty pes of registries:  activ e and 

passiv e [ 1 9 ] . A passiv e registry  acts lik e a telephone directory .  
A q uery  to the registry  returns the information about location of 
actual documents. An activ e registry  acts lik e an information 
brok er. T he registry  receiv es a q uery  and propagates it to other 
registries or to other sy stems,  w hich only  registered the 
information in a central registry . T he registry  then collects the 
information and returns it to a q uery  originator.  
 
2.4 . G e n e r a l  m o d e l  o f  a n  i n t e r -j u r i s d i c t i o n  

E H R  s y s t e m  
 
2.4 .1. D o c u m e n t s ’  s o u r c e s   
 
C linical documents w hich are placed in an E H R  comes from 

G P ,  laboratories,  specialists,  hospitals and any  other healthcare 
sites and professionals participating in healthcare process. I n an 
example scenario of allergy  treatment,  the patient v isits his G P  
w ith allergy  sy mptoms ( the information about G P  encounter is 
send to the E H R ) . T hen patient is send to allergy  specialist,  before 
that patient v isited laboratory  for blood tests ( laboratory  specialist 
sends test results to the E H R ) . T he specialist reads patient E H R ,  
mak e some additional tests,  diagnoses patient and giv e some 
prescription to the patient ( test results,  diagnoses and prescriptions 
are send to the E H R ) . E v en a simple healthcare process inv olv es 
many  healthcare professionals,  w ho place clinical documents in to 
the E H R . T he professionals might w ork  in different organiz ations 
and patients might go to them in different countries or regions,  
w hich might hav e different legal j urisdictions. 
 

2.4 .2. M o d e l  
 
A proposed general ( hy brid)  model of an inter-j urisdiction E H R  

sy stem is presented in a figure 1 . H ealthcare professionals and 
subj ects of care connect to the sy stem by  user access bus. T he 
internal structure of the sy stem is hidden from users. An 
I ntegrated C are E H R  serv ice stores information about all patients 
E H R ’ s. T he serv ice manages E H R ’ s in a long time period. I t is 
able to prov ide to a q uery  originator a v iew  of an E H R  in current 
or any  prev ious points of time. I t contains E H R  index registry ,  
w hich contains link s to documents in repositories and to other 
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registries and it contains location registry, which stores 
information ab out p atients’  records in other j urisdictions.  
T he clinical documents included in the E H R  might b e stored in:  

• internal rep ositories and registries of the system – documents 
together with metadata are stored inside the E H R  system;  

• ex ternal rep ositories – the documents are stored in local H I S  
systems and are only registered in the E H R  index  registry;  the 
ex ternal data b us with ex ternal information p rov ider serv ice 
mediate b etween the E H R  system and a local H I S  system;  

• other E H R  systems – documents with metadata are stored in 
other systems;  the location registry stores only information if 
p atients’  records ex ists in that systems;  the inter-j urisdiction b us 
mediate b etween E H R  systems.  
T he A ux iliary systems b us mediate b etween the E H R  system 

and systems indirectly inv olv ed in healthcare p rocess e. g.  v isits 
registration system, ep idemiological decision sup p ort systems or  
a P K I  infrastructure for electronic signature sup p ort.  T hose 
systems are connected through sp ecializ ed interfaces.   
 
3. S e c u r i t y  o f  p r o p o s e d  m o d e l  
 
3.1 . S e c u r i t y  r e q u i r e m e n t s  
 
T he general E H R  system, which can b e scalab le up  to any 

numb er of regions/ countries hav e to deal with many security 
req uirements.  I mp lementation of those req uirements for local 
systems, managed b y a single organiz ation, is usually triv ial, b ut 
for an inter-organiz ational E H R  system it b ecomes ex tremely 
comp lex .  I S O  T S  1 8 3 0 8  [ 1 7 ]  contains req uirements for electronic 
health records architecture.   
 

 
F i g .  1 .   A  g e n e r a l  E H R  s y s t e m  
R y s .  1 .   O g ó l n y  s y s t e m  E H R   
 
A ccording to I S O  T S  1 8 3 0 8  k ey issues related to the security of 

E H R  architecture ( E H R  system)  include authentication, data 
integrity, confidentiality, non-rep udiation and auditab lility.  T he 
req uirements also include [ 1 7 ] :   
• consent mechanism for access to p arts or whole E H R ;   
• access control, which will sup p ort measures to define, attach, 
modify and remov e access rights to the whole and/ or sections of 
an E H R  for classes of an E H R  users;  

• audit trail – access to and modifications of data within an E H R  
together with its nature should b e recorded;  

• v ersion management – it should b e p ossib le to recreate an E H R  
rep resentation in any p rev ious p oint of time;  documents should 
not b e deleted;  

• identification – the users who attest and commit information to 
an E H R  should b e uniq uely identified, ev en if they change 
name, p rofession, address, etc.  

• non-rep udiation – ev ery record entry should b e dated and author 
should b e identified.  

A  good rev iew, b ased on a generic scenario q uestions, of the 
mentioned ab ov e E H R  security issues were done b y H .  v an 
der L inden et al.  and is p resented in [ 1 9 ] .  
 
3.2 . S e c u r i t y  m e a s u r e s  
 
S ecurity measures used in the E H R  system can b e div ided into 

sev eral sep arate mechanisms.  A  Figure 2  illustrates p rop osed 
security mechanisms.  A ll communication with the system must go 
through ap p rop riate b uses, which hav e b uilt-in security measures.  
A ll b uses hav e auditing, secure transp ort and access control 
mechanisms.  T he user access b uss has also consent mechanism.  
T he inter-j urisdiction b us in addition has inter-j urisdiction security 
p olicy manager, which is resp onsib le for security related p rob lems 
connected to records ex change b etween different systems in 
different j urisdiction.  L ong-term security manager is inside the 
I ntegrated C are E H R  serv ice E H R  and p rov ides rep ository, 
registry security systems and also v ersion manager.  
 

 
F i g .  2 .   S e c u r i t y  m e a s u r e s  f o r  t h e  E H R  s y s t e m   
R y s .  2 .   Ś r o d k i  z a b e z p i e c z e ń  d l a  s y s t e m u  E H R  
 
T he access control system is resp onsib le for user authentication 

and authoriz ation.  T he system is connected to consent mechanism, 
which manages p atients consent to access to their E H R ’ s.  A lso the 
system is resp onsib le for emergency ov erride op tion.  T he 
confidentiality is p rov ided through that system.  A uditing 
mechanism stores information ab out access to the E H R .  B esides 
the need of check ing who and when access some asset, it is 
sometimes necessary to check  if someone did not look  to the 
p atient E H R  during healthcare p rocess.  T he secure network  
connections to ex ternal data sources and to other E H R  systems are 
p rov ided b y secure transp ort mechanisms.   
A ll clinical documents sub mitted to the p atients E H R  are 

digitally signed to ensure their integrity, authenticity and non-
rep udiation.  A  rep ository security system is resp onsib le for 
maintaining digital signatures v alidity ( the v alidity of digital 
signature is usually 2  years) .  T he rep ository security system 
maintains documents without look ing to their content.  T he 
function of maintaining the integrity of the E H R  has a registry 
security system.  T he system allows check ing if any document was 
added, changed or deleted from a p atient E H R .  A  v ersion manger 
collects information ab out v ersion of documents and can restore 
the v iew of the E H R  in any p rev ious p oint of time, it is also 
resp onsib le for notifying healthcare p rofessionals if they seen 
incorrect v ersion of clinical documents.   
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4. S u m m a r y  a n d  d i s c u s s i o n  
 
I n t h i s  p ap er  w e h av e r ev i ew ed  ar c h i t ec t ur es  o f  a f ew  

nat i o nw i d e E H R  s y s t em s .  B as ed  o n t h at  r ev i ew ,  w e h av e 
c l as s i f i ed  t h e s y s t em s  b y  E H R  d o c um ent s ’  s t o r ag e l o c at i o n: l o c al ,  
c ent r al  o r  h y b r i d .  T h e g ener al  m o d el  o f  t h e E H R  s y s t em  w as  
c r eat ed  us i ng  t h i s  c l as s i f i c at i o n.  T h e next  s t ep  w as  t o  i d ent i f y  
s ec ur i t y  r eq ui r em ent s .  E H R  s y s t em s  d ue t o  t h ei r  c o m p l exi t y  h av e 
m any  s ec ur i t y  r eq ui r em ent s ,  w h i c h  d es i g n and  i m p l em ent at i o n i s  
d i f f i c ul t  i n c o nt r as t  t o  m any  m o d er n i nf o r m at i o n s y s t em s .  W e 
h av e p r es ent ed  s ec ur i t y  m ec h ani s m s  f o r  p r o t ec t i o n o f  t h e g ener al  
E H R  s y s t em ,  w h i c h  w i l l  f ul f i l  I S O / T S  1 8 3 0 8 :2 0 0 4  r eq ui r em ent s  [ 1 8 ] .  
T h i s  p ap er  d o es  no t  d es c r i b e d et ai l s  o f  s ec ur i t y  m ec h ani s m  no r  

i t  s h o w  w h i c h  s o l ut i o ns  s h o ul d  b e us ed  t o  d es i g n t h em .  W e h av e 
p r o p o s ed  g ener al  b ui l d i ng  b l o c k s  o f  s ec ur i t y  m ec h ani s m  and  
d es c r i b ed  t h ei r  m ai n p ur p o s es .  T h e f ur t h er  w o r k  w i l l  b e t o  d es i g n 
d et ai l s  o f  t h es e s ec ur i t y  s y s t em s  and  t es t  t h em  ag ai ns t  
r eq ui r em ent s .   
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