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A b s t r a c t  
 

A p aralle liz at ion p roce s s  of  t h e  C am e llia e ncryp t ion alg orit h m  along  w it h  
t h e  d e s crip t ion of  e x p loit e d  p aralle liz at ion t ools  is  p re s e nt e d . T h e  d at a 
d e p e nd e ncy analys is  of  loop s  and  t h e  loop  t rans f orm at ions  w e re  ap p lie d  in 
ord e r t o p aralle liz e  t h e  s e q u e nt ial alg orit h m . T h e  O p e nM P s t and ard  w as  
ch os e n f or re p re s e nt ing  p aralle lis m  of  t h e  cip h e r. S p e e d -u p  m e as u re m e nt s  
f or a p aralle l p rog ram  are  p re s e nt e d . 
 
K e y w o r d s :  C am e llia e ncryp t ion alg orit h m , p aralle liz at ion, d at a d e p e nd e ncy 
analys is , O p e nM P. 
 Z ró w n o l e g l e n ie  al g o ry t m u szy f ro w an ia  C am e l l ia 

 
S t r e s z c z e n i e  

 
W  art yk u le  p rz e d s t aw iono p roce s  z ró w nole g le nia jap oń s k ie g o s t and ard u  
s z yf row ania d anych  - b lok ow e g o alg oryt m u  s z yf row ania C am e llia, 
b az u jące g o na s ie ci F e is t e la, p racu jące g o w  t ryb ie  p racy E C B . Kró t k o 
op is ano w yk orz ys t ane  d o t e g o ce lu  narz ę d z ia p rog ram ow e :  p rog ram  Pe t it , 
k t ó ry s łu ż y d o analiz y is t nie jących  z ale ż noś ci d anych  w  p ę t lach  
p rog ram ow ych  oraz  O p e nM P API. W  ce lu  z ró w nole g le nia alg oryt m u  
s e k w e ncyjne g o z as t os ow ano analiz ę  z ale ż noś ci d anych  oraz  d ok onano 
p rz e k s z t ałce ń  p ę t li p rog ram ow ych  w  ce lu  w ye lim inow ania is t nie jących  
z ale ż noś ci p ę t li b lok u jących  p roce s  ich  z ró w nole g le nia. D o p re z e nt acji 
ró w nole g łoś ci s z yf ru  w yb rano ję z yk  C  oraz  s t and ard  O p e nM P. Z ałącz ono 
ró w nie ż  w ynik i p om iaró w  p rz ys p ie s z e nia p racy p rog ram u  ró w nole g łe g o 
oraz  najb ard z ie j cz as och łonnych  p ę t li, k t ó re  s ą od p ow ie d z ialne  z a p roce s  
s z yf row ania oraz  d e s z yf row ania d anych  d la d w ó ch , cz t e re ch , oś m iu  oraz  
s z e s nas t u  p roce s oró w  oraz  d la d w ó ch , cz t e re ch , oś m iu  oraz  s z e s nas t u  
w ąt k ó w  u t w orz onych  z  z as t os ow anie m  k om p ilat ora Int e l®  C + +   
w  w e rs ji.11.0 z aw ie rające g o O p e nM P API w  w e rs ji 3 .0. N ajb ard z ie j 
cz as och łonne  p ę t le  z os t ały w  p e łni z ró w nole g lone , nat om ias t  
p rz ys p ie s z e nie  p racy całe g o p rog ram u , z g od nie  z  p raw e m  Am d ah la je s t  
z re d u k ow ane  z  u w ag i na w ys t ę p ow anie  w  k od z ie  p rog ram u  cz ę ś ci 
s e k w e ncyjne j, z aw ie rające j s e k w e ncyjne  op e racje  w e jś cia- w yjś cia s łu ż ące  
d o od cz yt u  d anych  z  p lik u , oraz  z ap is u  d anych  d o p lik u . W ynik i 
z ró w nole g le nia op is ane  w  art yk u le  m og ą b yć  p om ocne  d o im p le m e nt acji 
s p rz ę t ow ych  alg oryt m u  C am e llia. 
 
S ł o w a  k l u c z o w e :  alg oryt m  s z yf row ania C am e llia, z ró w nole g le nie , analiz a 
z ale ż noś ci d anych , O p e nM P. 
 1 .  I n t ro d uc t io n  
 
O ne o f  t h e m o s t  im po rt ant  f unct io nal f eat ures  o f  cry pt o g raph ic 

alg o rit h m s  is  a ciph er s peed ,  and  t h us  ev en a lit t le d if f erence o f  
s peed  m ay  caus e t h e ch o ice o f  t h e f as t er ciph er by  t h e us er.  
T h eref o re,  it  is  s o  im po rt ant  t o  enable t h e us e o f  Sh ared  M em o ry  
P arallel Co m put ers  f o r cry pt o g raph ic alg o rit h m s  pro ces s ing .  T h e 
paper d es cribes  a s o f t w are appro ach  bas ed  o n t h e t rans f o rm at io ns  
o f  a s o urce co d e w rit t en in C lang uag e repres ent ing  t h e s eq uent ial 
Cam ellia encry pt io n alg o rit h m .  H o w ev er,  t h e creat io n o f  parallel 
alg o rit h m s  is  co nnect ed  w it h  t h e current  w o rld  t end ency  t o w ard s  
t h e h ard w are im plem ent at io n o f  cry pt o g raph ic alg o rit h m s ,  
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becaus e w e als o  need  parallel alg o rit h m s  in t h is  cas e.  T h e m aj o r 
purpo s e o f  t h is  paper is  t o  pres ent  a paralleliz at io n pro ces s  o f  t h e 
Cam ellia encry pt io n alg o rit h m  alo ng  w it h  t h e d es cript io n o f  
explo it ed  paralleliz at io n t o o ls .  T h e paper is  o rg aniz ed  as  f o llo w s .  
I n s ect io n 2 ,  t h e Cam ellia encry pt io n alg o rit h m  is  brief ly  
d es cribed .  Sect io n 3  co nt ains  a brief  d es cript io n o f  d at a 
d epend ency  analy s is  and  t h e P et it  pro g ram .  Sect io n 4  d is cus s es  
paralleliz at io n pro ces s  o f  t h e Cam ellia encry pt io n alg o rit h m .  
Sect io n 5  s h o w s  experim ent al res ult s  reg ard ing  t h e applicat io n 
ef f iciency  o f  t h e paralleliz ed  Cam ellia alg o rit h m .  Co nclus io n 
rem ark s  are g iv en in Sect io n 6 .  
 2 .  T h e  C am e l l ia e n c ry p t io n  al g o rit h m  

 
Cam ellia is  a blo ck  ciph er d ev elo ped  by  N ippo n T eleg raph  &  

T eleph o ne Co rpo rat io n and  M it s ubis h i E lect ric Co rpo rat io n in 
2 0 0 0  [ 1 ] .  Cam ellia w as  ch o s en as  a reco m m end ed  alg o rit h m  by  
t h e N E SSI E  ( N ew  E uro pean Sch em es  f o r Sig nat ures ,  I nt eg rit y  and  
E ncry pt io n)  pro j ect  in 2 0 0 3  [ 2 ]  and  als o  w as  cert if ied  as  t h e I E T F  
( I nt ernet  E ng ineering  T as k  F o rce)  s t and ard  ciph er f o r X M L  
s ecurit y  U R I s  [ 3 ] ,  SSL / T L S ciph er s uit es  [ 4 ]  and  I P s ec in 2 0 0 5  [ 5 ] .   
Cam ellia is  bas ed  o n t h e F eis t el net w o rk  t h at  o perat es  o n  

1 2 8-bit  d at a blo ck s  w it h  a 1 2 8-bit ,  1 9 2 -bit  o r 2 5 6 -bit  k ey  and  w it h  
2 2 -ro und s  ( 2 8-ro und s  f o r 1 9 2 -bit  and  2 5 6 -bit  k ey )  d at a pro ces s ing  
co m po s ed  o f  t h ree m ain part s :  an 1 8-ro und s  F eis t el s t ruct ure  
( 2 4 -ro und s  F eis t el s t ruct ure f o r 1 9 2 -bit  and  2 5 6 -bit  k ey ) ,  t w o  F L  
and  F L -1  f unct io ns  and  t w o  input / o ut put  w h it ening s .  
I n Cam ellia,  f o ur t y pes  o f  S-bo xes  are applied  and  each  o ne 

co ns is t s  o f  a m ult iplicat iv e inv ers io n and  af f ine t rans f o rm at io ns .   
A  linear 6 4 -bit  perm ut at io n f o llo w s  t h e no nlinear s ubs t it ut io n o f  
S-bo xes .  T h e F L  and  F L -1  f unct io ns  ins ert ed  ev ery  6  ro und s  are 
us ed  t o  pro v id e no n-reg ularit y  bet w een t h e ro und s .  T h es e t w o  
f unct io ns  are s im ilarly  co ns t ruct ed  by  lo g ical o perat io ns  includ ing  
A N D ,  O R ,  X O R ,  and  ro t at io ns .  
T h e d ecry pt io n pro ces s  is  perf o rm ed  in t h e s am e w ay  as  

encry pt io n o ne except  t h e s ubk ey s  s h o uld  be us ed  in a rev ers e 
o rd er.  T h e k ey  s ch ed uler s h ares  part  o f  t h e pro ces s  w it h  
encry pt io n and  h as  ad d it io nal ro t at io ns  o f  t h e s ubk ey s .  
Cam ellia encry pt io n alg o rit h m  is  t h e int ernat io nal s t and ard  

ciph er-alt ernat iv e t o  t h e A d v anced  E ncry pt io n St and ard  ( A E S) .  
Cam ellia es s ent ial pat ent s  can be us ed  at  no  ch arg e by  any  

Cam ellia us er [ 6 ] .   
N T T  publis h es  N T T ’ s  o pen s o urce co d es  o f  Cam ellia f ree o f  

ch arg e t h ro ug h  m ult iple o pen s o urce s o f t w are licences  ( G P L ,  
L G P L ,  B SD ,  M P L ,  and  O penSSL )  [ 7 ] .  
 3 .  Dat a De p e n d e n c y  A n al y sis 
 
I n o rd er t o  paralleliz e lo o ps  co nt ained  in t h e Cam ellia 

encry pt io n alg o rit h m  d at a d epend ency  analy s is  us ing  P et it  
pro g ram  w as  perf o rm ed .   
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Developed at the University of Maryland under the Omega 
P roj ect and freely availab le for b oth DOS  and UN I X  systems,  
P etit program is a research tool for analyz ing array data 
dependences [ 8 ] .  P etit operates on programs in a simple F ortran-
like language and provides indispensab le information ab out the 
follow ing data dependences that occur in the analyz ing loop:  
value- b ased dependences,  memory- b ased dependences,  loop 
carried dependences,  data flow  dependences,  antidependences and 
output dependences.  
T here are the follow ing three types of data dependences 

b locking parallelism in ” for”  loops [ 9 ,  1 0 ] :   
1 .  Data flow  dependence indicates that a w rite-b efore-read 
ordering must b e satisfied for parallel computing.   

2 .  A ntidependence indicates that a read-b efore-w rite ordering 
should not b e violated for parallel computing.   

3 .  Output dependence indicates a w rite-b efore-w rite ordering for 
parallel processing.  .  
T here is also another type of dependence called control 

dependence.  I n this case,  value of variab le ( in S 2 )  depends on the 
flow  of control ( in S 1 )  like in the follow ing ex ample:   
 
for( int i= 0 ;  i< n;  i+ + )  { 
S 1 :  if( x ! = 0 )  
S 2 :  y =  1 . 0 / x ;  
}.  
 
A ll of the ab ove loops cannot b e ex ecuted in parallel in such  

a form,  b ecause results generated b y the loops w ould b e not the 
same as w hose yielded w ith seq uential loops.  T hus,  it is necessary 
to transform these loops so as to eliminate such dependences.  
 
4. P a r a l l e l i z a t i o n  p r o c e s s  o f  t h e  C a m e l l i a   

e n c r y p t i o n  a l g o r i t h m  
 
I n order to present paralleliz ed source code of the C amellia 

encryption algorithm the OpenMP  A P I  w as applied.   
T he OpenMP  A pplication P rogram I nterface ( A P I )  supports 

multi-platform shared memory parallel programming in C / C + +  
and F ortran on all architectures including Unix  and W indow s N T  
platforms.  OpenMP  is a collection of compiler directives,  lib rary 
routines and environment variab les that can b e used to specify 
shared memory parallelism.  OpenMP  directives ex tend a seq uential 
programming language w ith S ingle P rogram Multiple Data 
( S P MD)  constructs,  w ork-sharing constructs and synchroniz ation 
constructs and enab le to operate on private data.  A n OpenMP  
program b egins ex ecution as a single task called the master thread.  
W hen parallel construct is encountered,  the master thread creates  
a team of threads.  T he statements w ithin parallel construct are 
ex ecuted in parallel b y each thread in the team.  A t the end of the 
parallel construct,  all threads in the team are synchroniz ed.  T hen 
only the master thread continues ex ecution until the nex t parallel 
construct w ill b e encountered [ 1 1 ] .  
I n order to paralleliz e the C amellia encryption algorithm in the 

E C B  mode,  it w as used seq uential C amellia algorithm module 
w ritten in A N S I  C  language- version M1 . 0 2  derived from the 
original code furnished in open source b y N T T  and Mitsub ishi 
E lectric C orporation [ 7 ] .  T his choice makes possib le to perform 
efficient paralleliz ation in view  of some advantageous features of 
that source code ( a high clarity,  enclosing the most of 
computations in iterative loops,  a little numb er of used functions) .  
I n order to enab le enciphering and deciphering the w hichever 
numb er of data b locks,  w e have created tw o new  functions,   
the C amellia_ enc( )  for the encryption process ( b ased on 
C amellia_ E ncrypt( ) )  and the C amellia_ dec( )  for the decryption 
process ( b ased on C amellia_ Decrypt( ) ) ,  b y analogy w ith similar 
functions included in the C  source code of the cryptographic 
algorithms ( DE S - the des_ enc( ) ,  the des_ dec( ) ,  L OK I 9 1 - the 
loki_ enc( ) ,  the loki_ dec,  I DE A - the idea_ enc( ) ,  the idea_ dec( ) ,  
etc. )  presented in [ 1 2 ] .  

T he process of the C amellia encryption algorithm 
paralleliz ation can b e divided into the follow ing stages:  
1 .  F inding the most time-consuming functions of the C amellia 
encryption algorithm;  

2 .  Making preliminary transformations of the most time-
consuming loops;  

3 .  Data dependency analysis of the most time-consuming loops 
using P etit program;  

4 .  R emoval of data and control dependences ( w hen it is possib le) ;  
5 .  C onstructing parallel loops ( in accordance w ith the OpenMP  
standard) ;  

6 .  V erification of a paralleliz ed source code.  
I t has b een carried out ex periments w ith the seq uential C amellia 

encryption algorithm that encrypts and then decrypts 3  megab ytes 
plaintex t in order to find the most time-consuming functions 
including no I / O functions.  I t has b een discovered that such 
functions are included in the C amellia_ enc( )  and in the 
C amellia_ dec( )  thus their paralleliz ation is critical for reducing the 
total time of the algorithm ex ecution. .  T aking into account the 
strong similarity of b oth loops w e show  only C amellia_ enc( )  
function:  
 
void C amellia_ enc(  const int n,  const B yte * p,  const B yte * e,  
B yte * c,  int b locks)  { 
int i,  ii;  
for ( ii= 0 ;  ii< b locks;  ii+ + )  { 
X orB lock(  p+ 1 6 * ii,  e+ 0 ,  c+ 1 6 * ii) ;  
for(  i= 0 ;  i< 3 ;  i+ +  ) { 
C amellia_ F eistel(  c+ 0 + 1 6 * ii,  e+ 1 6 + ( i< < 4 ) ,  c+ 8 + 1 6 * ii) ;  
C amellia_ F eistel(  c+ 8 + 1 6 * ii,  e+ 2 4 + ( i< < 4 ) ,  c+ 0 + 1 6 * ii) ;  
   } 
C amellia_ F L layer(  c+ 1 6 * ii,  e+ 6 4 ,  e+ 7 2 ) ;  
for(  i= 0 ;  i< 3 ;  i+ +  ) { 
C amellia_ F eistel(  c+ 0 + 1 6 * ii,  e+ 8 0 + ( i< < 4 ) ,  c+ 8 + 1 6 * ii) ;  
C amellia_ F eistel(  c+ 8 + 1 6 * ii,  e+ 8 8 + ( i< < 4 ) ,  c+ 0 + 1 6 * ii) ;  
} 
C amellia_ F L layer(  c+ 1 6 * ii,  e+ 1 2 8 ,  e+ 1 3 6 ) ;  
for(  i= 0 ;  i< 3 ;  i+ +  ) { 
C amellia_ F eistel(  c+ 0 + 1 6 * ii,  e+ 1 4 4 + ( i< < 4 ) ,  c+ 8 + 1 6 * ii) ;  
C amellia_ F eistel(  c+ 8 + 1 6 * ii,  e+ 1 5 2 + ( i< < 4 ) ,  c+ 0 + 1 6 * ii) ;  
} 
if(  n = =  1 2 8  ) { 
S w apH alf(  c+ 1 6 * ii) ;  
X orB lock(  c+ 1 6 * ii,  e+ 1 9 2 ,  c+ 1 6 * ii) ;  
} 
else { 
C amellia_ F L layer(  c+ 1 6 * ii,  e+ 1 9 2 ,  e+ 2 0 0  ) ;  
for(  i= 0 ;  i< 3 ;  i+ +  ) { 
C amellia_ F eistel(  c+ 0 + 1 6 * ii,  e+ 2 0 8 + ( i< < 4 ) ,  c+ 8 + 1 6 * ii) ;  
C amellia_ F eistel(  c+ 8 + 1 6 * ii,  e+ 2 1 6 + ( i< < 4 ) ,  c+ 0 + 1 6 * ii) ;  
} 
S w apH alf(  c+ 1 6 * ii) ;  
X orB lock(  c+ 1 6 * ii,  e+ 2 5 6 ,  c+ 1 6 * ii) ;  
} 
} 
}.  
 
T he paralleliz ation process is presented only for the loops 

included in function C amellia_ enc( )  ( how ever,  this analysis is 
valid also for the second one) .  
W e have chosen to make paralleliz ation of the outer loop 

( index ed b y the variab le ii)  in order to paralleliz e the source code 
included in this function and ex ploit the coarse- grained data 
parallelism availab le at the loop level.  A mong others,  four not 
perfectly nested loops ( index ed b y the variab le i)  are included in 
the outer loop.  T herefore,  w e ex ploit the coarse- grained data 
parallelism availab le at the outer loop level.  
T o remove data dependences ex isting in the source code w e 

have to make the privatiz ation of the follow ing variab les:  i,  ii.  
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The source code of the outer loop is suitable to apply the 
follow ing  O penM P  A P I  constructs [ 1 3 ,  1 4 ] :   
- parallel reg ion construct ( “ parallel”  directiv e)  
- w ork -sharing  construct ( “ for”  directiv e) - all the iterations of the 
associated loop can be ex ecuted in parallel in this case.   
Thus the C amellia_ enc( )  function w ith the paralleliz ed most 

time-consuming  loop has the follow ing  form ( in accordance w ith 
the O penM P  A P I ) :  
 
v oid C amellia_ enc(  const int n,  const B yte * p,  const B yte * e,  
B yte * c,  int block s)  {  
int i,  ii;  
# prag ma omp parallel priv ate( i, ii)  
# prag ma omp for 
for ( ii= 0 ;  ii< block s;  ii+ + )  {  
… / / body of the loop 
} .  
 

 
5. S p e e d -u p  m e a s u r e m e n t s  
 
I n order to study the efficiency of the parallel code the 

computer w ith the follow ing  features w as used:   
- 8  x  Q uad C ore I ntel X eon P rocessor M odel E 7 3 1 0 ,   
- the openS use 1 1 . 1  operating  system,  
- the I ntel®  C + +  C ompiler v er. 1 1 . 0  ( that supports the O penM P  3 . 0 ) .   
The results receiv ed for the plaintex t of the siz e about 1 0  

meg abytes are show n in Table 1 .  
The total running  time of the C amellia encryption alg orithm 

consists of the follow ing  time-consuming  operations:  
1 .  D ata reading  from an input file;  
2 .  D ata encryption;  
3 .  D ata decryption;  
4 .  D ata w riting  to an output file ( both encrypted and decrypted 
tex t) .  
 

Tab .  1.   S p e e d -u p  m e as u r e m e n t s  o f  t h e  C am e l l i a e n c r y p t i o n  al g o r i t h m  i n  t h e   
E C B  m o d e  

Tab .  1.   W y n i k i  p o m i ar o ó w  p r z y s p i e s z e n i a p r ac y  al g o r y t m u  s z y f r o w an i a  
C am e l l i a w  t r y b i e  p r ac y  E C B  

 
S p e e d -u p  N o .  o f  

p r o c e s s o r s  
N o .  o f  
t h r e ad s  E n c r y p t i o n  D e c r y p t i o n  To t al  

1 1 1. 0  1. 0  1. 0  
2 2 1. 8 2. 0  1. 4 
4 4 3 . 2 3 . 7  1. 8 
8 8 3 . 8 4. 2 2. 1 
16  16  3 . 7  4. 1 2 

 
 
The total speed-up of the paralleliz ed C amellia encryption 

alg orithm depends considerably on the tw o maj or factors:   
- w hether the most time-consuming  loops are paralleliz able  
- the method of data reading  and data w riting .  
The results confirm that the paralleled codes of the most time-

consuming  loops ( placed in the C amellia_ enc( )  and the 
C amellia_ dec( )  functions)  hav e sufficient efficiencies.  The block  
method of reading  data from an input file and w riting  data to an 
output file w as used.  The follow ing  C  lang uag e functions and 
block  siz es w ere applied:   
- the fread( )  function ( w ith the 3 2 -bytes block  for data reading ) ,  
- the fw rite( )  function ( w ith the 5 1 2 -bytes block  for data w riting ) ,   
( the optimal siz es of the block s w ere chosen v ia the appropriate 
number of tests w ith v arious block  siz es) .  
I n accordance w ith A mdahl’ s L aw  [ 1 5 ,  1 6 ]  the max imum 

speed-up of the w hole C amellia alg orithm is limited to 5 . 5 5 ,  
because the fraction of the code that cannot be paralleliz ed is 
0 . 1 8 0 .  This fraction is calculated as the q uotient of the sum of the 

ex ecution time of all unparalleliz able operations div ided by the 
ex ecution time of the w hole alg orithm.  
 
6 . C o n c l u s i o n s  
 
I n this paper,  the paralleliz ation process of the C amellia 

encryption alg orithm w as described.  This alg orithm could be 
div ided into paralleliz able and unparalleliz able parts.  I t w as show n 
that the most time-consuming  iterativ e loops ( responsible for the 
data block s encryption and the data block s decryption)  are fully 
paralleliz able.  I n order to paralleliz e these loops it is necessary to 
mak e appropriate transformations of the source code of these 
loops ( as w as described in S ection 4 ) .  The ex periments carried out 
on the multiprocessor computer ( w ith four- core processors)  w ith 
one,  tw o,  four,  eig ht and six teen threads show  that the application 
of the parallel C amellia encryption alg orithm considerably boost 
the time of the data encryption and decryption processes.  The rest 
of the time-consuming  parts of code,  contains I / O  functions that 
are unparalleliz able because the access to memory is,  by its v ery 
nature,  seq uential.  H ence,  the total speed-up is less than that for 
the paralleliz able part.  The parallel C amellia encryption alg orithm 
presented in this paper can be also helpful for hardw are 
implementations.  The hardw are synthesis of the C amellia 
encryption alg orithm w ill depend on the appropriate adj ustment of 
the data transmission capacity and the computational pow er of 
hardw are.   
 
7 . R e f e r e n c e s  
 
[ 1 ]  Ao k i  K.,  I c h i k a w a  T .,  Ka n d a  M .,  M a t s u i  M .,  M o r i a i  S .,  N a k a j i m a  J .,  

a n d  T o k i t a ,  T .:  C a m e l l i a :  A 1 2 8 -B i t  B l o c k  C i p h e r  S u i t a b l e  f o r   
M u l t i p l e  Pl a t f o r m s  - D e s i g n  a n d  An a l y s i s  -,  I n  S e l e c t e d  Ar e a s  i n  
C r y p t o g r a p h y ,  7 t h  An n u a l  I n t e r n a t i o n a l  W o r k s h o p ,  S AC  2 0 0 0 ,  
Au g u s t  2 0 0 0 ,  Pr o c e e d i n g s ,  L e c t u r e  N o t e s  i n  C o m p u t e r  S c i e n c e  2 0 1 2 ,  
p p .3 9 -5 6 ,  S p r i n g e r -V e r l a g ,  2 0 0 1 . 

[ 2 ]  T h e  N E S S I E  p r o j e c t  ( N e w  E u r o p e a n  S c h e m e s  f o r  S i g n a t u r e s ,  
I n t e g r i t y  a n d  E n c r y p t i o n ) ,  h t t p : / / w w w .c r y p t o n e s s i e .o r g   

[ 3 ]  I E T F  R F C  4 0 5 1  Ad d i t i o n a l  X M L  S e c u r i t y  U R I s ,  Ap r i l  2 0 0 5 ,  
h t t p : / / w w w .i e t f .o r g / r f c / r f c 4 0 5 1 .t x t  

[ 4 ]  I E T F  R F C  4 1 3 2  Ad d i t i o n  o f  C a m e l l i a  C i p h e r  S u i t e s  t o  T r a n s p o r t  
L a y e r  S e c u r i t y  ( T L S ) ,  J u l y  2 0 0 5 ,  h t t p : / / w w w .i e t f .o r g / r f c / r f c 4 1 3 2 .t x t  

[ 5 ]  I E T F  R F C  4 3 1 2  T h e  C a m e l l i a  C i p h e r  Al g o r i t h m  a n d  I t s  U s e  W i t h  
I Ps e c ,  D e c e m b e r  2 0 0 5 ,  h t t p : / / w w w .i e t f .o r g / r f c / r f c 4 3 1 2 .t x t  

[ 6 ]  h t t p : / / i n f o .i s l .n t t .c o .j p / c r y p t / e n g / c a m e l l i a / i n t r o .h t m l  
[ 7 ]  h t t p : / / i n f o .i s l .n t t .c o .j p / c r y p t / e n g / c a m e l l i a / s o u r c e .h t m l  
[ 8 ]  Ke l l y  W .,  M a s l o v  V .,  Pu g h  W .,  R o s s e r  E .,  S h p e i s m a n  T .,  W o n n a c o t t  

D .:  N e w  U s e r  I n t e r f a c e  f o r  Pe t i t  a n d  O t h e r  E x t e n s i o n s . U s e r  G u i d e ,  
1 9 9 6 . 

[ 9 ]  M o l d o v a n  D .I .:  Pa r a l l e l  Pr o c e s s i n g . F r o m  Ap p l i c a t i o n s  t o  S y s t e m s ,  
M o r g a n  Ka u f m a n n  Pu b l i s h e r s ,  I n c .,  1 9 9 3 . 

[ 1 0 ]  Al l e n  R .,  Ke n n e d y  K.:  O p t i m i z i n g  c o m p i l e r s  f o r  m o d e r n  
a r c h i t e c t u r e s :  A D e p e n d e n c e -b a s e d  Ap p r o a c h ,  M o r g a n  Ka u f m a n n  
Pu b l i s h e r s ,  I n c .,  2 0 0 1 . 

[ 1 1 ]  C h a n d r a  R .,   D a g u m  L .,  Ko h r  D .,  M a y d a n  D .,  M c D o n a l d  J .,  M e n o n  
R .:  Pa r a l l e l  Pr o g r a m m i n g  i n  O p e n M P,  M o r g a n  Ka u f m a n n  Pu b l i s h e r s ,  
I n c .,  2 0 0 1 . 

[ 1 2 ]  S c h n e i e r  B .:  Ap p l i e d  C r y p t o g r a p h y :  Pr o t o c o l s ,  Al g o r i t h m s ,  a n d  
S o u r c e  C o d e  i n  C ,  S e c o n d  E d i t i o n ,  J o h n  W i l e y  &  S o n s ,  1 9 9 5 . 

[ 1 3 ]  Q u i n n  M .J .:  Pa r a l l e l  Pr o g r a m m i n g  i n  C  w i t h  M PI  a n d  O p e n M P,  
M c G r a w -H i l l ,  2 0 0 4 .   

[ 1 4 ]  O p e n M P Ap p l i c a t i o n  Pr o g r a m  I n t e r f a c e ,  V e r s i o n  3 .0 ,  M a y  2 0 0 8 . 
[ 1 5 ]  Am d a h l  G .M .:  V a l i d i t y  o f  t h e  S i n g l e -Pr o c e s s o r  Ap p r o a c h  t o   

Ac h i e v i n g  L a r g e  S c a l e  C o m p u t i n g  C a p a b i l i t i e s ,  I n  AF I PS  C o n f e r e n c e  
Pr o c e e d i n g s ,  1 9 6 7 . 

[ 1 6 ]  B i e l e c k i  W .:  E s s e n t i a l s  o f  p a r a l l e l  a n d  d i s t r i b u t e d  c o m p u t i n g ,  
I n f o r m a ,  2 0 0 2 . 

 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
Artykuł recenzowany 

 


