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A b s t r a c t  
 

M ode rn op e rat i ng  s ys t e m s  are  e x p e c t e d t o p rovi de  one  of  t h e  k e y f e at u re s :  
p e rf orm anc e , m e e t i ng  t i m e  c ons t rai nt s  or re li ab i li t y. S om e t i m e s , t h e  
op e rat i ng  s ys t e m s  de s i g ne rs  m ay e m b e d a m i x  of  t h e  li s t e d f e at u re s , b u t  
ve ry f e w  of  t h e m  are  aw are  of  t h e  adve rs e  i nf lu e nc e  of  t h e  e nvi ronm e nt . I n 
t h i s  p ap e r, ne u t ron radi at i on and c os m i c  rays  are  c ons i de re d as  t h e  e x t e rnal 
f ac t ors . A s of t w are  m e t h od of  c ou nt e ri ng  t h e  e nvi ronm e nt  i ndu c e d e rrors  
i s  p re s e nt e d, t og e t h e r w i t h  a di s c u s s i on of  t h e  i m p le m e nt at i on p os s i b i li t i e s  
b as e d on t h e  L i nu x  k e rne l. 
 
K e y w o r d s :  S E U , f au lt  t ole ranc e , op e rat i ng  s ys t e m , m e m ory m anag e m e nt . 
 SEU  – zjaw is k o p omijane p rzez w s p ó łczes ne s y s temy  op eracy jne 

 
S t r e s z c z e n i e  

 
W  z ale żnoś c i  od p rz e z nac z e ni a s ys t e m u  op e rac yj ne g o, p roj e k t anc i  
s k u p i aj ą  s i ę  na j e dne j  z  k lu c z ow yc h  c e c h :  w ydaj noś c i , de t e rm i ni z m i e  
c z as ow ym  lu b  ni e z aw odnoś c i . C z ę s t o p roj e k t anc i  s ys t e m ó w  op e rac yj nyc h  
u w z g lę dni aj ą  k i lk a z  p rz yt oc z onyc h  c e c h  j e dnoc z e ś ni e , le c z  z az w yc z aj  
z ap om i naj ą  o ni e k orz ys t nym  w p ł yw i e  ot oc z e ni a na s p rz ę t  e le k t roni c z ny. 
C e le m  art yk u ł u  j e s t  om ó w i e ni e  w p ł yw u  j e dne g o z  c z ynni k ó w  
z e w nę t rz nyc h , j ak i m i  s ą  p rom i e ni ow ani e  ne u t ronow e  lu b  k os m i c z ne , na 
p rac ę  s ys t e m ó w  op e rac yj nyc h . Z am i are m  au t oró w  art yk u ł u  j e s t  
p rz e ds t aw i e ni e  p rog ram ow e g o alg oryt m u  oc h rony s ys t e m ó w  p rz e d 
b ł ę dam i  oraz  om ó w i e ni e  m ożli w oś c i  i m p le m e nt ac j i  alg oryt m u  na 
p rz yk ł adz i e  j ą dra s ys t e m u  L i nu x . 
 
S ł o w a  k l u c z o w e :  S E U , odp ornoś ć  na b ł ę dy, s ys t e m y op e rac yj ne , 
z arz ą dz ani e  p am i ę c i ą . 
 1 .  Introdu ction 
 

I nter ac tion of  neutr on r ad iation on th e el ec tr onic s sy stem s h as 
b een k now n sinc e 1 9 5 4  w h en atom ic  w eapon tests w er e 
per f or m ed . T h e sam e inf l uenc e on el ec tr onic s is ob ser v ed  in 
c osm ic  spac e d ue to c osm ic  r ad iation. M or eov er ,  c osm ic  r ay s ar e 
ab l e to af f ec t el ec tr onic  d ev ic es on th e g r ound  l ev el ,  w h at is th e 
k ey  of  g iv en paper . T h e inter ac tion ph enom ena,  c al l ed  S ing l e 
E v ent U p-set ( S E U ) [ 1 ]  is sh ow n on th e F ig . 1 . A  neutr on c r ossing  
th r oug h  M etal -O x id e-S em ic ond uc tor  ( M O S ) tr ansistor  g ener ates 
pair s of  el ec tr on-h ol es d ue to ind ir ec t ioniz ation pr oc ess [ 2 ] . I f  th e 
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neutr on l ooses enoug h  ener g y ,  suc h  th at c r itic al  c h ar g e c an b e 
ac c um ul ated  in pr ox im ity   to d r ain,  tr ansistor  is sw itc h ed  on and  
as c onseq uenc e,  el em ent suc h  as m em or y  c el l  b ased  on M O S  
tr ansistor s c h ang es its state to r ev er se one. 

D esc r ib ed  oc c ur r enc e is ob ser v ed  l og ic al l y ,  as a b it-f l ip in 
m em or y  and  d epend ing  on th e m em or y  c el l  ad d r ess,  th e ef f ec ts 
c an b e num er ous:  er r oneous c al c ul ation r esul t,  inc or r ec t j um p 
oper ation or  ev en a c r itic al  er r or  w h ic h  m ay  r end er  th e sy stem  
unusab l e. 

 
 

  
R y s .  1 .   S t r u k t u r a  t r a n z y s t o r a  M O S  z  z a z n a c z o n y m  w p ł y w e m  p r o m i e n i o w a n i a  

n e u t r o n o w e g o  
F i g .  1 .   T h e  s t r u c t u r e  o f  M O S  t r a n s i s t o r  a f f e c t e d  b y  t h e  n e u t r o n  r a d i a t i o n  
 
R ad iation sensitiv ity  of  th e sem ic ond uc tor s d ev ic es ( suc h  as 

M O S  tr ansistor s) is inc r easing  as a r esul t of  tec h nol og y  pr og r ess 
m easur ed  b y  ph y sic al  tr ansistor  d im ension. T h e inc r eased  
susc eptib il ity  of  m od er n integ r ated  c ir c uits to r ad iation ef f ec ts h as 
b een notic ed  b y  ind ustr y  l ead er s suc h  as C isc o,  w h o c l aim :   

“All future designs that require highest availab ility  m ust 
c o unter unavo idab le S E U s. ” 

T h e paper  is d iv id ed  as f ol l ow s. S ec tion 2  pr ov id es intr od uc tion 
to S E U  tol er anc e al g or ith m  im pl em ented  in sof tw ar e at th e l ev el  
of  oper ating  sy stem . S ec tion 3 ,  d ue to th e natur e of  d esc r ib ed  
m eth od ,  d isc usses th e m em or y  m anag em ent sub sy stem  of  th e 
L inux  k er nel . T h e sub seq uent sec tions d esc r ib e f utur e w or k  and  
h ig h l ig h t m ain c onc l usions. 

 2 .  SEU  T ol erant Op erating  Sy s tem 
 
R ad iation h ar d ening  at h ar d w ar e l ev el  is th e m ost intuitiv e w ay  

to pr otec t sensitiv e el ec tr onic  eq uipm ent ag ainst S ing l e E v ent 
U pset. G iv en th e use of  spec ial iz ed  h ar d w ar e,  l ittl e c ar e need s to 
b e tak en at th e sof tw ar e l ev el . H ow ev er  suc h  l ev el  of  c onv enienc e 
is v er y  c ostl y . H ar d w ar e b ased  m eth od s ar e used  c om m onl y  in 
spac e sy stem s b ut,  d ue to th e ov er al l  c osts,  th is appr oac h  c an not 
b e d ir ec tl y  used  in g ener al  pur pose appl ic ations suc h  as e-b usiness 
ser v er s or  in d ata c enter s. S h oul d  one w ant to use c om m er c ial -of -
th e-sh el f  ( C O T S ) c om ponents,  sof tw ar e b ased  m eth od s ar e th e 
m ost v iab l e sol ution [ 3 ] . Y et ag ain,  m od if ic ation of  eac h  
appl ic ation to suppor t d etec tion and  c or r ec tion in c ase of  m em or y  
c or r uption m ay  inc ur  a h ig h  c ost. T h er e is one ex c eption h ow ev er . 
S h oul d  th e oper ating  sy stem ,  as b eing  c l oser  to th e h ar d w ar e and  
h av ing  a c om pl ete v iew  of  th e m em or y ,  b e m od if ied  to d etec t th is 
c l ass of  er r or s,  oth er  sof tw ar e suc h  as r eg ul ar  appl ic ations,  w oul d  
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instantly gain a seamless and virtually cost-free p rotection. 
Research  conducted by auth ors demonstrated th at it is p ossible to 
design op erating system cap able of detecting and correcting S E U s 
in transp arent w ay to th e running ap p lications, w ith  little runtime 
overh ead. A  novel algorith m, called I nterrup t D riven I mmunity 
( I D I ) , w as derived. I t is op eration is briefly sh ow n in F ig. 2 . T h e 
initial imp lementation w as done in th e sC ore k ernel and p ositively 
verified in accelerator tunnels located in D E S Y  research  center in 
H amburg [4], w h ere h igh ly successful results w ere obtained. I n 
final ex p eriment, th e test board ( D evice U nder T est – D U T )  w as 
left for 1 4 days and 8  h ours. D uring th at ex p eriment 1 2 1 8 6  S E U s 
w are observed and any one of noticed S E U s h ad an infl uence on 
running ap p lications. 
T h e S E U  tolerant algorith m utiliz es th e memory p aging 

mech anism p rovided by M emory M anagement U nit ( M M U )  – 
insep arable p art of modern p rocessors. T h e p aging mech anism 
allow s th e op erating system to imp lements virtual memory, 
resulting in better, overall memory utiliz ation [5 ]. T h e I D I  is based 
on th e idea of memory redundancy. H ow ever, a number of ex tra 
step s are req uired during op erating system startup . T h e memory 
p ages used by th e op erating system are cop ied into tw o redundant 
memory regions. E ach  time, a new  task  or a new  memory req uest 
is serviced a cop y needs to be done as w ell. E ach  p age h as  
a number of status bits, ' p resent'  bit being one of th em. Z ero value 
means th at th e p age migh t h ave sw ap p ed out ( p ossibly to 
secondary storage) . P rogram trying to access th e contents of such  
p age w ill cause th e M M U  to generate a p age fault ( h ardw are 
interrup t) . I D I  utiliz es th is beh avior for p roviding S E U  memory 
p rotection as sh ow  in F ig. 2 . 
 
 

  
R y s .  2 .   S c h e m a t  b l o k o w y  a l g o r y t m u  I D I  
F i g .  2 .   T h e  b l o c k  s c h e m e  o f  I D I  a l g o r i t h m  

 
E ach  p age, up on being released is mark ed as ' not p resent' . T h e 

nex t access w ill cause a p age fault, w h at triggers I D I  to p erform 
memory comp arison w ith  both  redundant cop ies. I n case of no 
errors, th e p age is mark ed as p resent and th e p rogram may 
continue. S h ould errors occur, th e trip le voting mech anism w ould 
determine w h at is th e p age contains th e correct data and correct 
th e error by means of cop y op eration. W h en p rogram is p reemp ted 
by system sch eduler, ‘ p resent’  bit of all p ages used during one 
system ep och  is cleared and set as ‘ not p resent’ . T h e total 
overh ead of I D I  algorith m is less th an 2 0 %  in comp aring to th e 
analogues system w ith out I D I  and S E U  p rotection.  
T h e use if I D I  algorith m adds very little runtime overh ead, th us 

no significant degradation of p erformance is observed. T h e 
faulting memory p age is ch eck ed only once during given 

sch eduler p eriod, w h ich  can usually be controlled at th e level of 
configuration of given op erating system.  

 
3. O v e r v i e w  o f  L i n u x  m e m o r y  m a n a g e m e n t  
 
T h is section briefly describes th e top ic of memory management 

in th e L inux  k ernel referring to th e I A -3 2  arch itecture [6 ].  
G iven th e contex t of th is p ap er, th e p articular meth od of 

realiz ation of memory p rotection as described in p revious section, 
th e main goal of analysis p resented h ere, is to evaluate th e 
suitability of L inux  k ernel as a target p latform for p orting th e 
aforementioned meth od to.  

F or th is p urp ose, th e most recent ( as of th e time th is p ap er is 
w ritten)  release of L inux  k ernel is used, namely 2 .6 .2 8  available 
from [7 ]. T h e L inux  k ernel sup p orts a significant number of 
different arch itectures, th us for simp lification, I A -3 2  arch itecture 
is furth er assumed to be used. A lth ough  only one p rocessor 
arch itecture is considered, th e k ernel code is h igh ly flex ible, and 
only arch itecture sp ecific ch anges w ill be req uired w h en moving 
to a new  p latform. 

K eep ing in mind th e relatively scarce documentation, th e great 
deal of information can be ex tracted by directly brow sing th e code 
of th e k ernel. 

I A -3 2  p rovides tw o main mech anisms for memory 
management:  p aging and segmentation [8 ]. T h e L inux  k ernel 
mak es very limited use of segmentation, mainly due to p ortability 
reasons. T h e p aging mech anism, being w idely available among 
different p rocessor arch itectures, is th e p revalent mech anism to 
deliver virtual memory and sw ap p ing functionality   

T h e L inux  k ernel needs to sup p ort arch itectures of varying 
address w idth . F or th e best comp romise betw een p ortability and 
efficiency, th e internal p aging mech anism can h ave up  to 4 levels. 
T h e address structure is sp lit into p arts as sh ow  in F ig. 3 . 

 
 

  
R y s .  3 .   P r e z e n t a c j a  a d r e s u  p a m i ę c i  w  j ą d r z e  L i n u x  
F i g .  3 .   M e m o r y  a d d r e s s  r e p r e s e n t a t i o n  i n  t h e  L i n u x  k e r n e l  

 
T h e simp lest case, th at th e k ernel can be configured to use is  

a 2 -level p aging, w h ich  mirrors th e I A -3 2  address rep resentation. 
T h is case is p resented in F ig. 4. 

 
 

  
R y s .  4 .   N a j p r o s t s z y  p r z y p a d e k  r e p r e z e n t a c j i  a d r e s u  n a  a r c h i t e k t u r z e  I A -3 2  
F i g .  4 .   S i m p l e s t  c a s e  o f  a d d r e s s  r e p r e s e n t a t i o n  o n  I A -3 2  a r c h i t e c t u r e  
 
T h e k ernel does not directly use th e p rocessor' s data structures, 

but rath er th rough  a number of convenience macros, req uired 
manip ulation is p erformed.  

E ach  p age is rep resented by corresp onding data structure named 
struct page. I t' s siz e, alth ough  in general arch itecture 
dep endent, on I A -3 2  is often 4 k B  but also could be 2  and  
4 M B  [8 ]. 
T h e L inux  memory manager sp lits th e available p h ysical 

memory into z ones. E ach  z one acts as a memory p ool, out of 
w h ich  new  p ages can be retrieved w h en needed. Z one contains  
a p er-C P U  memory map  w ith  a link ed list of p age descrip tors, 
each  corresp onding to a ch unk  of memory. T h e top  level structure, 
pg_ d ata_ t, and z one descrip tors are alw ays resident in memory 
at a w ell k now n address, th us th ey can be easily localiz ed from 
w ith in th e k ernel. 
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The general relation between physical memory descriptor 
structures is shown in F ig.  5 .  
 
 

  
R y s .  5 .   P o d z i a l  p a m i ę c i  f i z y c z n e j  w  j ą d r z e  L i n u x  
F i g .  5 .   T h e  f r a g m e n t a t i o n  o f  p h y s i c a l  m e m o r y  i n  t h e  L i n u x  k e r n e l  

 
The I D I  assumes that there are a number of  redundant copies of  

particular page.  L ayered approach to memory management in the 
L inux  k ernel and the isolation of  z ones f rom the page management 
code ex ecuted in memory handling routines during the regular 
f low,  may giv e an adv antage when implementing redundant 
memory area mappings as hook s to z one handling code.  
The memory of  each task  needs to be protected f rom S E U ,  thus 

the mechanism of  correlating v irtual memory mapping with giv en 
process needs to be inv estigated.  The k ernel assigns and track s the 
memory of  a running process by use of  mm_struct data structure,  
ref erenced f rom ta sk _struct .  The mm_stuct contains  
a ref erence to a link ed list of  v irtual memory areas,  named 
v m_a re a _struct ,  that are used by giv en process.  The relations 
between these structures are shown in F ig 6 .  
L inux ,  similar to other U nix -lik e k ernels,  prov ides the user with 

ability to map a f ile into task ' s address space,  thus v irtual memory 
mapping area may correspond to the data present on a permanent 
storage.  
 
 

  
R y s .  6 .   S t r u k t u r y  p r z y p i s u j ą c e  o b s z a r y  p a m i ę c i  w i r t u a l n e j  d o  p r o c e s u  
F i g .  6 .   D a t a  s t r u c t u r e s  u s e d  f o r  a s s i g n m e n t  o f  v i r t u a l  m e m o r y  a r e a s   

t o  a  p r o c e s s  
 
D uring the lif etime of  a process,  at a giv en instant in time,  there 

may be more v irtual memory areas assigned to it than the number 
of  pages that are needed to cov er the complete memory range.  
This is caused by mechanisms such as delayed allocation or copy-
on-write [ 9 ],  which allow f or improv ements in operating system 
perf ormance.  I n case of  an access to the memory that would hav e 
been in such page,  a page f ault is generated by the host processor.  

R ecall,  that f or the successf ul implementation of  I D I ,  page f ault 
handling is essential.  Thus it is v ital to place the implementation 
hook s caref ully,  so that the portability is not lost,  j ust in case  
a need f or supporting more architecture appears and perf ormance 
of  L inux  k ernel is still suf f icient.  
The actual code that perf orms handling of  a page f ault ev ent is 

architecture independent and enclosed in two main f unctions:   
h a n d l e _mm_f a ul t and h a n d l e _p te _f a ul t .  The action pre-
f ormed by page f ault handling code is dependent on the contex t 
and the state of  v irtual memory mappings f or giv en task .  I D I  
protection hook s added in this code ( h a n d l e _p te _f a ul t in 
particular)  would bring the benef it of  memory protection of   
a signif icant number of  architectures.  

H av ing in mind the general idea behind the operation of  an I D I  
algorithm,  one needs to address the last problem,  ie.  mark ing the 
pages as not present upon switching the task  this can be easily 
addressed in the L inux  scheduler.  The relev ant data structures 
related to memory assigned to giv en process were described in 
prev ious paragraphs.  

 
4. F u t u r e  W o r k  
 
The authors plan to perf orm an initial implementation of  I D I  

algorithm in the L inux  k ernel,  with the idea of  concentrating on 
I A -3 2  architecture.  M oreov er it will be interesting to ev aluate the 
suit-ability of  other operating system k ernels such as K 4 2  [ 1 0 ].  
The modif ied L inux  k ernel is planed to be tested using sof tware 
emulator such as B ochs and using embedded P C  placed inside one 
of  accelerators tunnels located in D E S Y .   

The I D I  algorithm was designed to protect systems running on 
C O TS  computers with single processor.  A uthors would lik e to 
ev aluate the perf ormance of  I D I  in multiprocessor systems as well 
as f ocus on dev eloping algorithms that combine both memory and 
processor redundancy.  The main architectures to be ev aluated are 
S ymmetric M ultiprocessing ( S M P )  and M assiv ely P arallel 
P rocessors ( M P P ) .    
 
5 . C o n c l u s i o n  
 
A s presented in this paper,  the problem of  radiation induced 

errors becomes more signif icant with the ongoing race f or 
producing smaller,  low-v oltage processors.  I t appears that the 
easiest way to prov ide a transparent protection to user applications 
is to implement algorithms lik e I D I  at the lev el of  an operating 
system,  which in f act acts as a wrapper,  isolating the actual 
application f orm the hardware.  

A lgorithms lik e I D I  are a v iable solution to memory protection,  
their implementation cost may v ary depending on platf orm,  
howev er the only req uirement is that the M M U  is av ailable,  what 
is a common case f or contemporary processors.  B asing on the 
ex ample of  L inux  k ernel,  porting I D I  to other operating systems is 
not ov erly complicated,  thus it will be possible to deliv er a decent 
lev el of  radiation protection to a large user base.  
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