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H o l g e r  Z e l t w an g e r  ( b o r n  1 9 5 2 )  f i n i s h e d  h i s  s t u d i e s  at  
t h e  F ac h h o c h s c h u l e  B r au n s c h w e i g / W o l f e n b u e t t e l  
( G e r m an y )  i n  1 9 7 6  w i t h  a d i p l o m a i n  e l e c t r o n i c  
e n g i n e e r i n g .  H e  w o r k e d  at  S i e m e n s  as  a s y s t e m  
p r o g r am m e r  f o r  t w o  y e ar s .  A f t e r  t h at  h e  w as   
a t e c h n i c al  e d i t o r  f o r  G e r m an  an d  A m e r i c an  
m ag az i n e s  f o r  m o r e  t h an  1 4  y e ar s .  I n  1 9 9 2  h e  f o u n d e d  
t h e  i n t e r n at i o n al  u s e r s ’  an d  m an u f ac t u r e r s ’  g r o u p  
C A N  i n  A u t o m at i o n  ( C i A ) .  S i n c e  t h e n  h e  h as  w o r k e d  
as  M an ag i n g  D i r e c t o r  f o r  C i A .  
 
e-m a i l :  h ea d q u a r t er s @ c a n -c i a . o r g   

 
 

A b s t r a c t  
 

Al t h o u g h  t h e  CAN o p e n  a p p l i c a t i o n  l a y e r  i s  w e l l  s p e c i f i e d ,  t h e  s y s t e m  
d e s i g n e r  c o u l d  m a k e  f a i l u r e s  o r  m i s u s e  t h e  s e r v i c e s  a n d  p r o t o c o l s .  T h i s  i s  
n o t  o n l y  p o s s i b l e  f o r  t h e  a p p l i c a t i o n  l a y e r ,  b u t  a l s o  f o r  t h e  d a t a  l i n k  a n d  t h e  
p h y s i c a l  l a y e r .  T h i s  p a p e r  p r o v i d e s  s o m e  h i n t s  a n d  k i n k s  d e s i g n i n g   
CAN o p e n  n e t w o r k  s y s t e m .  
 
K e y w o r d s :  CAN o p e n ,  CAN ,  n e t w o r k  d e s i g n .  
 
P ora d y  i  os t rz eż en i a  d la  p roj ek t a n t a   
s y s t em u  C A N op en  

 
S t r e s z c z e n i e  

 
Ch o c i a ż  m a g i s t r a l a  CAN o p e n  i s  d o b r z e  w y s p e c y f i k o w a n a ,  t o  j e d n a k  
p r o j e k t a n t  s y s t e m u  m o ż e  p o p e ł n i ć  p o m y ł k i  l u b  b ł ę d n i e  z a s t o s o w a ć  u s ł u g i   
i  p r o t o k o ł y .  M o ż e  s i ę  t o  z d a r z y ć  n i e  t y l k o  w  w a r s t w i e   a p l i k a c j i ,  a l e  t a k ż e  
w  ł ą c z u  d a n y c h  i  w  w a r s t w i e  f i z y c z n e j .  W  a r t y k u l e  p r z e d s t a w i o n o  n i e k t ó r e  
p o r a d y  i  o s t r z e ż e n i a  p r z y d a t n e  w  p r o j e k t o w a n i u  s y s t e m u  s i e c i o w e g o  
CAN o p e n .  
 
S ł o w a  k l u c z o w e :  CAN o p e n ,  m a g i s t r a l a  CAN ,  p r o j e k t o w a n i e  s y s t e m ó w .  
 
1 .  P h y s i c a l la y er – d on ’ t  ex c eed  t h e li m i t s   

of  n ot  t erm i n a t ed  s t u b s  
 
T h e  d e s i g n  o f  t h e  C A N  p h y s i c a l  l a y e r  i s  t h e  m o s t  c r i t i c a l  p a r t  o f  

t h e  n e t w o r k  d e s i g n .  Y o u  h a v e  t o  s e l e c t  c a r e f u l l y  t h e  b u s -l i n e  
c a b l e ,  t h e  c o n n e c t o r ,  a n d  a l l  o t h e r  e l e c t r o -m e c h a n i c a l  c o m p o n e n t s  
i n c l u d i n g  t h e  t e r m i n a t i o n  r e s i s t o r s  a t  b o t h  e n d s  o f  t h e  b u s -l i n e s .  
T h e  C A N  s t a n d a r d s  ( I S O  1 1 8 9 8 -1  a n d  I S O  1 1 8 9 8 -2 )  d o  n o t  
s p e c i f y  i n  d e t a i l  t h e  p h y s i c a l  l a y e r .  F o r  C A N o p e n  n e t w o r k s  y o u  
f i n d  s o m e  r e c o m m e n d a t i o n s  i n  t h e  C i A  3 0 3 -1  s p e c i f i c a t i o n .  I n  
p a r t i c u l a r ,  c o n n e c t o r  p i n  a s s i g n m e n t s  a n d  s o m e  g e n e r a l  h i n t s  a r e  
g i v e n .  
 

T ab .  1 .   C A N o p e n  b i t -t i m i n g ,  n e t w o r k  an d  s t u b  l e n g t h  l i m i t s  
T ab .  1 .   P r ę d k o ś ć  t r an s m i s j i  b i t ó w  o r az  g r an i c z n e  d ł u g o ś c i  m ag i s t r al i   

i  d o p r o w ad z e ń  k o ń c o w y c h  m ag i s t r al i  C A N o p e n  
 

D a t a   
ra t e 

M a x  
b u s  

len gt h  

N om i n a l 
s a m p le 
p oi n t  

S a m p le 
p oi n t  

t olera n c e 

M a x i m a l 
s t u b  
len gt h  

M a x i m a l 
a c c u m u la t ed  
s t u b  len gt h  

1  M b i t / s  2 5  m  87 , 5 %  7 5 %  t o  9 0 %  1 , 5  m  7 , 5  m  
80 0  k b i t / s  5 0  m  87 , 5 %  7 5 %  t o  9 0 %  2 , 5  m  1 2 , 5  m  
5 0 0  k b i t / s  1 0 0  m  87 , 5 %  85 %  t o  9 0 %  5 , 5  m  2 7 , 5  m  
2 5 0  k b i t / s  2 5 0  m  87 , 5 %  85 %  t o  9 0 %  1 1  m  5 5  m  
1 2 5  k b i t / s  5 0 0  m  87 , 5 %  85 %  t o  9 0 %  2 2  m  1 1 0  m  
5 0  k b i t / s  1 0 0 0  m  87 , 5 %  85 %  t o  9 0 %  5 5  m  2 7 5  m  
2 0  k b i t / s  2 5 0 0  m  87 , 5 %  85 %  t o  9 0 %  1 3 7 , 5  m  6 87 , 5  m  
1 0  k b i t / s  5 0 0 0  m  87 , 5 %  85 %  t o  9 0 %  2 7 5  m  1 3 7 5  m  

 
 

I f  y o u  s e l e c t  a  b u s -l i n e  c a b l e  w i t h  a n  i m p e d a n c e  m a t c h i n g  t h e  
t e r m i n a t i o n  r e s i s t o r  v a l u e s ,  a n d  y o u  u s e  o n e  o f  t h e  d e f i n e d  s a m p l e  
p o i n t s  f o r  a  g i v e n  b i t -r a t e ,  t h a n  y o u  m a y  u s e  t h e  r e c o m m e n d a t i o n s  
r e g a r d i n g  t h e  m a x i m a l  l e n g t h  o f  n o t  t e r m i n a t e d  c a b l e  s t u b s .  T a b l e  
1  s h o w s  t h e  m a x i m a l  a l l o w e d  l e n g t h  f o r  d i f f e r e n t  b i t -r a t e s  f o r  
s i n g l e  s t u b s  a s  w e l l  a s  f o r  a l l  s t u b s  i n  t h e  n e t w o r k .  I t  i s  
r e c o m m e n d e d  t o  c o n s i d e r  a  s a f e t y -m a r g i n .  T h e  t a b l e  a l s o  p r o v i d e s  
t h e  s a m p l e -p o i n t s  f o r  t h e  b i t  e v a l u a t i o n  a t  d i f f e r e n t  b i t -r a t e s .  I f   
a  d e v i c e  i s  e x c e e d i n g  t h e  g i v e n  t o l e r a n c e  f o r  t h e  s a m p l e  p o i n t ,  i t  
m a y  h a p p e n  t h a t  t h e  f r a m e s  o n  t h e  C A N  n e t w o r k  a r e  d e s t r o y e d .  I n  
g e n e r a l ,  i t  i s  w i s e  n o t  t o  g o  t o  t h e  l i m i t s  o f  t h e  s p e c i f i e d  C A N  
p h y s i c a l  l a y e r  p a r a m e t e r s .  
T h e  m a x i m u m  l e n g t h  o f  t h e  t e r m i n a t e d  b u s -l i n e s  i s  d e t e r m i n e d  

b y  t h e  s e l e c t e d  b i t -r a t e  d u e  t o  t h e  i n  b i t -t i m e  d e t e c t i o n  o f  t h e  b i t  
v a l u e .  T h i s  r e q u i r e m e n t  i s  n e c e s s a r y  b e c a u s e  o f  t h e  a r b i t r a t i o n  
m e t h o d  u s e d  i n  d a t a  l i n k  l a y e r  p r o t o c o l s .  A s  r u l e  o f  t h u m b ,  y o u  
c a n  s a y :  T h e  h i g h e r  t h e  b i t -r a t e ,  t h e  l o w e r  t h e  n e t w o r k  l e n g t h .  I n  
o r d e r  t o  m a x i m i z e  s p e e d  a n d  l e n g t h ,  y o u  m a y  u s e  i n  l a r g e  s y s t e m s  
r e p e a t e r s ,  w h i c h  s h o r t e n  t h e  o v e r a l l  l e n g t h  o f  t h e  n e t w o r k  ( s e e  
F i g u r e  1 ) .  O f  c o u r s e ,  y o u  h a v e  t o  c o n s i d e r  i n  y o u r  n e t w o r k  
t o p o l o g y  t h e  r e p e a t e r  a s  a  d e l a y  e l e m e n t .  Y o u  c a n  r e g a r d   
a  r e p e a t e r  a s  a  p i e c e  o f  c a b l e :  E a c h  5  n s  r e p r e s e n t  a n  e q u i v a l e n t  o f  
a  1 -m  c a b l e  l e n g t h .  
 

a)  
Device 1

Device 2

Device 4

Device 6

Device 7

Device 8

Device 10

Device 11

Device 12

Device 5 Device 9 Device 13

max. 500 m

100 m

100 m   
b )  

Device 1

Device 2

Device 4

Device 6

Device 7

Device 8

Device 10

Device 11

Device 12

Device 5 Device 9 Device 13

100 m

100 m max. 300 m

Repeater 40 m

  
F i g .  1 .   N e t w o r k  t o p o l o g y  w i t h o u t  r e p e at e r  ( a)  an d  w i t h  r e p e at e r  ( b )  
R y s .  1 .   T o p o l o g i a s i e c i  b e z  w z m ac n i ak a ( a)  i  z e  w z m ac n i ak i e m  ( b )   
 
A n o t h e r  p o s s i b i l i t y  i s  t o  d i v i d e  t h e  e n t i r e  n e t w o r k  i n t o  d i f f e r e n t  

s e g m e n t s  i n t e r c o n n e c t e d  b y  m e a n s  o f  b r i d g e / r o u t e r  d e v i c e s .  T h e  
C i A  3 0 2 -7  s p e c i f i c a t i o n  d e s c r i b e s  R e m o t e  S D O s  ( s e r v i c e  d a t a  
o b j e c t )  a n d  R e m o t e  E m e r g e n c y  m e s s a g e s  a s  w e l l  a s  N M T  a n d  
H e a r t b e a t  r e q u e s t  s e r v i c e s  b y  m e a n s  o f  S D O .  A d d i t i o n a l l y  t h e  
s p e c i f i c a t i o n  d e f i n e s  t h e  f o r w a r d i n g  o f  P D O s  ( p r o c e s s  d a t a  o b j e c t )  
f r o m  o n e  s e g m e n t  t o  a n o t h e r  o n e .  B e c a u s e  o f  t i m i n g  c o n s t r a i n t s ,  i t  
i s  n o t  r e c o m m e n d e d  t o  u s e  h e a v i l y  t h e  f o r w a r d i n g  o f  P D O s .  
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2. D a t a  l i n k  l a y e r  – d o n ’ t  u s e  r e m o t e  f r a m e s  
 
T h e  C A N  d a t a  l in k  l a y e r ,  s o  t o  s a y  t h e  C A N  p r o t o c o l ,  is  w e l l  

d e f in e d  a n d  s t a b l e  f o r  a  v e r y  l o n g  t im e  – m o r e  t h a n  1 5  y e a r s .  
H o w e v e r ,  t h e r e  is  o n e  p r o t o c o l ,  w h ic h  m a k e s  a  l o t  o f  h e a d a c h e :  
T h e  r e m o t e  f r a m e  p r o t o c o l .  T h e  r e m o t e  a n d  t h e  r e q u e s t e d  d a t a  
f r a m e  u s e  t h e  v e r y  s a m e  C A N  id e n t if ie r .  R e m o t e  f r a m e s  h a v e  t h e  
s a m e  s t r u c t u r e  a s  d a t a  f r a m e s  w it h  t w o  e x c e p t io n s :  T h e  r e m o t e  
f r a m e  a s  n e v e r  a  d a t a  f ie l d  ( it  c o n s is t s  a l w a y s  o f  z e r o  b y t e ) ,  a n d  
t h e  D L C  ( d a t a  l e n g t h  c o d e )  h a s  t o  m a t c h  t h e  D L C  o f  t h e  r e q u e s t e d  
d a t a  f r a m e .  H o w e v e r ,  s o m e  d e v ic e  d e s ig n e r s  im p l e m e n t  a  D L C  o f  
0  ( b e c a u s e  t h e  d a t a  f ie l d  h a s  a  l e n g t h  o f  0 ) .  I f  t w o  d e v ic e s  s e n d  a t  
t h e  v e r y  s a m e  m o m e n t  t h e  s a m e  r e m o t e  f r a m e ,  a n d  o n e  
im p l e m e n t s  t h e  c o r r e c t  D L C  c o r r e s p o n d in g  t o  t h e  r e q u e s t e d  d a t a  
f r a m e  a n d  t h e  o t h e r  u s e  a  D L C  o f  0 ,  t h a n  o n e  d e v ic e  is  c a u s e d  t o  
s e n d  a n  e r r o r  f l a g .  B o t h  d e v ic e s  w il l  r e t r a n s m it  t h e  r e m o t e  f r a m e  
a u t o m a t ic a l l y .  O f  c o u r s e ,  t h e  o n e  d e v ic e  w il l  d e t e c t  a g a in  a  b it -
f a il u r e  a n d  s e n d s  a n o t h e r  e r r o r  f l a g .  E a c h  e r r o r  f l a g  t r a n s m is s io n  
c a u s e s  a n d  in c r e a s e  o f  t h e  t r a n s m it  e r r o r  c o u n t e r ,  w h ic h  l e a d s  a t  
t h e  e n d  t o  a  b u s -o f f  c o n d it io n .  
 
 

confirmation(s)
response

D ata frame

indication req u est(s)
Remote frame

7 bit2 bit16 bit0 to 64 bit6 Bit12 bit 1 bit
EOFACKCRC F.D ata F.Control  F.Arb itration F.SOF

7 bit2 bit16 bit6 Bit12 bit 1 bit
EOFACKCRC F.Control  F.Arb itration F.SOF

  
F i g .  2.   T h e  D L C  ( d a t a  l e n g t h  c o d e )  p r o v i d e d  i n  t h e  C o n t r o l  F i e l d  o f  a  R e m o t e  

F r a m e  m u s t  m a t c h  t h e  D L C  o f  t h e  r e q u e s t e d  D a t a  F r a m e  
R y s .  2.    K o d  d ł u g o ś c i  d a n y c h  D L C  p o d a n y  w  p o l u  k o n t r o l n y m  r a m k i  u r z ą d z e n i a  

o d l e g ł e g o  m u s i  b y ć  d o p a s o w a n y  d o  k o d u  D L C  w  p o l u  k o n t r o l n y m  
u r z ą d z e n i a  z a p y t y w a n e g o    

 
T h e r e  is  a n o t h e r  p r o b l e m  w it h  r e m o t e  f r a m e s :  T h e y  a r e  

d if f e r e n t l y  im p l e m e n t e d  r e g a r d in g  t h e  r e s p o n s e .  S o m e  C A N  
c o n t r o l l e r s  w it h  r e c e iv e  b u f f e r  o r  r e c e iv e  F I F O s  a n s w e r s  r e m o t e  
f r a m e s  o n l y  u n d e r  C P U  c o n t r o l .  T h is  m e a n s ,  t h e y  f o r w a r d  t h e  
r e q u e s t  t o  t h e  a p p l ic a t io n .  T h e r e  is  n o  d e t e r m in e d  t im e ,  w h e n  t h e  
r e q u e s t  w il l  b e  s e r v e d .  T h e r e f o r e ,  o t h e r  c h ip m a k e r s  h a v e  
d e v e l o p e d  C A N  c o n t r o l l e r ,  w h ic h  s e r v e s  r e m o t e  f r a m e s  w it h o u t  
C P U  c o n t r o l .  T h e y  s e n d  w h a t e v e r  is  in  t h e  c o r r e s p o n d in g  m e s s a g e  
b u f f e r .  I t  c o u l d  b e  h is t o r ic a l l y ,  in  t h e  c a s e  t h a t  t h e  C P U  w a s  n o t  
a b l e  t o  u p d a t e  t h e  m e s s a g e  b u f f e r .  M o r e  b a d l y  s o m e  C A N  
im p l e m e n t a t io n s  p r o v id e  a d v a n c e d  m e s s a g e  s t o r in g  c a p a b il it y  a n d  
a n s w e r  r e m o t e  f r a m e s  e it h e r  a u t o m a t ic a l l y  o r  o p t io n a l l y  u n d e r  
C P U  c o n t r o l .  D u e  t o  t h e  l im it e d  q u a l it y  o f  d e v ic e  d o c u m e n t a t io n ,  
in  m a n y  c a s e s  y o u  w il l  n o t  f in d  a  d e t a il e d  d e s c r ip t io n  o f  r e m o t e  
f r a m e  b e h a v io r .  T h e r e f o r e  C iA  d o e s  n o t  r e c o m m e n d  r e q u e s t in g  
P D O s  r e m o t e l y .  I n  a d d it io n ,  C iA  r e c o m m e n d s  t o  u s e  t h e  
H e a r t b e a t  s e r v ic e s  a n d  in s t e a d  o f  t h e  o l d -f a s h io n e d  n o d e / l if e -
g u a r d in g  s e r v ic e s .  
 
3 . A p p l i c a t i o n  l a y e r  – d o n ’ t  d o u b l e -u s e   

C A N -I D s  
 
T h e  C A N o p e n  c o m m u n ic a t io n  o b j e c t s  ( C O B )  h a v e  t o  b e  

a s s ig n e d  u n iq u e l y  w it h  C A N  id e n t if ie r s  ( C A N -I D ) .  I n  o r d e r  t o  
s im p l y  t h is  a s s ig n m e n t ,  t h e  C A N o p e n  s p e c if ic a t io n  d e f in e s  a  s e t  
o f  p r e -d e f in e d  C A N -I D s .  T h e  r e s u l t in g  C A N -I D s  a r e  d e r iv in g  
f r o m  f u n c t io n  c o d e s  a n d  n o d e -I D s .  T h e  s y s t e m  d e s ig n e r  is  
r e s p o n s ib l e  t o  a s s ig n  t h e  n o d e -I D s  u n iq u e l y ,  s o  t h a t  n o  C A N -I D  is  
u s e d  t w ic e .  T a b l e  2  s h o w s  t h e  p r e -d e f in e d  C A N -I D s .  
N e v e r t h e l e s s ,  t h e  s y s t e m  d e s ig n e r  m a y  r e c o n f ig u r e  a l l  C A N -I D s  
e x c e p t  t h o s e ,  w h ic h  a r e  d e f in e d  a s  f ix e d .  F ix e d  C A N -I D s  a r e  t h o s e  
f o r  t h e  N M T  m e s s a g e ,  t h e  H e a r t b e a t s ,  a n d  t h e  D e f a u l t  S D O  
s e r v e r s .  H o w e v e r ,  if  r e c o n f ig u r in g  t h e  C A N -I D s  t h e  s y s t e m  
d e s ig n e r  h a s  t o  e n s u r e  t h a t  n o  C A N -I D  is  t r a n s m it t e d  b y  t o  

d e v ic e s ;  o t h e r w is e  t h e r e  c o u l d  b e  a n  u n s o l v a b l e  b u s  a r b it r a t io n  
c o n f l ic t .  T h is  w o u l d  m a k e  o n e  d e v ic e  g o in g  in t o  b u s -o f f  m o d e .  
 

T a b .  2.   P r e -d e f i n e d  C A N -I D  s e t  f o r  C A N o p e n  c o m m u n i c a t i o n  o b j e c t s  ( C O B )  
T a b .  2.   P r e d e f i n i o w a n y  z e s t a w  i d e n t y f i k a t o r ó w  d l a  o b i e k t ó w  k o m u n i k a c y j n y c h  

( C O B )  m a g i s t r a l i  C A N o p e n   
 

COB F u n c t i o n  c o d e  N o d e -I D  R e s u l t i n g  CA N -I d s  
N M T  0 0 0 0 b 0 0 h 0 0 0 h 
S y n c  0 0 0 1b 0 0 h 0 8 0 h 
T i m e  0 0 10 b 0 0 h 10 0 h 

1 s t  T P D O  0 0 10 b 0 1h to 7 F h 18 1h to 1F F h 
1 s t  R P D O  0 10 0 b 0 1h to 7 F h 20 1h to 27 F h 
2 n d  T P D O  0 10 1b 0 1h to 7 F h 28 1h to 2F F h 
2 n d  R P D O  0 110 b 0 1h to 7 F h 30 1h to 37 F h 
3 r d  T P D O  0 111b 0 1h to 7 F h 38 1h to 3F F h 
3 r d  R P D O  10 0 0 b 0 1h to 7 F h 40 1h to 47 F h 
4 t h T P D O  10 0 1b 0 1h to 7 F h 48 1h to 4F F h 
4 t h R P D O  10 10 b 0 1h to 7 F h 5 0 1h to 5 7 F h 
S D O  ( t x )  10 11b 0 1h to 7 F h 5 8 1h to 5 F F h 
S D O  ( r x )  110 0 b 0 1h to 7 F h 6 0 1h to 6 7 F h 
H e a r t b e a t  1110 b 0 1h to 7 F h 7 0 1h to 7 7 F h 

 
 

T a b .  3.   P r e -d e f i n e d  C A N -I D  s e t  f o r  C A N o p e n  a p p l i c a t i o n  p r o f i l e s  
T a b .  3.   P r e d e f i n i o w a n y  z e s t a w  i d e n t y f i k a t o r ó w  d l a  p r o f i l i  a p l i k a c y j n y c h   

m a g i s t r a l i  C A N o p e n  
 

COB F u n c t i o n  c o d e  N o d e -I D  R e s u l t i n g  CA N -I d s  
N M T  0 0 0 0 b 0 0 h 0 0 0 h 
S y n c  0 0 0 1b 0 0 h 0 8 0 h 
T i m e  0 0 10 b 0 0 h 10 0 h 

1 s t  T P D O  to 
5 12 t h T P D O  - - P r o f i l e -s p e c i f i c  

1 s t  R P D O  to 
5 20 t h R P D O  - - P r o f i l e -s p e c i f i c  

S D O  ( t x )  10 11b 0 1h to 7 F h 5 8 1h to 5 F F h 
S D O  ( r x )  110 0 b 0 1h to 7 F h 6 0 1h to 6 7 F h 
H e a r t b e a t  1110 b 0 1h to 7 F h 7 0 1h to 7 7 F h 

 
 
I n  s o m e  C A N o p e n  a p p l ic a t io n  p r o f il e s ,  t h e  C A N -I D s  o f  P D O s  

a r e  n o t  d e r iv in g  f r o m  t h e  n o d e -I D s .  I n  t h e s e  s p e c if ic a t io n s  u p  t o  
5 1 2  P D O s  a r e  p r e -d e f in e d  r e g a r d in g  t h e  C A N -I D  ( s e e  T a b l e  3 ) .  
T h e  o t h e r  C O B s  u s e  t h e  C A N -I D s  a s  s p e c if ie d  in  t h e  p r e -d e f in e d  
c o n n e c t io n  s e t .  A n  a p p l ic a t io n  p r o f il e  is  a  s y s t e m  a n d  n o t  a  s in g l e  
d e v ic e  in t e r f a c e  s p e c if ic a t io n .  T h e  s y s t e m  d e s ig n e r  h a s  t o  e n s u r e  
t h a t  e a c h  P D O  is  p r o v id e d  o n l y  b y  o n e  s in g l e  d e v ic e .  
H o w  t h e  n o d e -I D s  a r e  a s s ig n e d  is  n o t  s p e c if ie d .  T h e  d e v ic e  

d e s ig n e r  h a v e  d if f e r e n t  o p t io n s :  D ip  s w it c h e s ,  s e p a r a t e  s e r ia l  
in t e r f a c e s ,  l o c a l  H M I  ( h u m a n  m a c h in e  in t e r f a c e s ) ,  e t c .  T h e r e  a r e  
a l s o  t w o  o p t io n s  t o  a s s ig n  t h e  n o d e -I D  v ia  t h e  C A N o p e n  in t e r f a c e .  
T h e  L a y e r  S e t t in g  S e r v ic e s  ( L S S )  a r e  s p e c if ie d  in  C iA  3 0 5 .  T h e y  
r e q u ir e  a d d r e s s in g  e a c h  C A N o p e n  d e v ic e  u n iq u e l y  in  t h e  w o r l d .  
F o r  t h is  p u r p o s e  t h e  C A N o p e n  a p p l ic a t io n  l a y e r  p r o v id e s  t h e  
m a n d a t o r y  id e n t it y  p a r a m e t e r  r e c o r d  ( in d e x  0 x 1 0 1 8 ) .  I t  c o m p r is e s  
t h e  m a n d a t o r y  s u b -in d e x  0 x 0 1  c o n t a in in g  t h e  u n iq u e l y  a s s ig n e d  
v e n d o r -I D  a s  w e l l  a s  t h e  p r o d u c t -c o d e  ( s u b -in d e x  0 x 0 2 ) ,  r e v is io n -
n u m b e r  ( s u b -in d e x  0 x 0 3 ) ,  a n d  s e r ia l -n u m b e r  ( 0 x 0 4 ) .  T h e  id e n t it y  
p a r a m e t e r  r e c o r d  is  a l s o  n e c e s s a r y  t o  c l a im  a  n o d e -I D  a s  s p e c if ie d  
in  C iA  4 1 6 .  T h is  n o d e -I D  c l a im in g  p r o c e d u r e  u s e s  a l s o  t h e  
C A N o p e n  in t e r f a c e .  
 

4 . P D O  – d o n ’ t  t r a n s m i t  r e l a t i v e  d a t a  
 
P D O s  a r e  u s e d  t o  t r a n s m it  in  r e a l -t im e  w it h in  o n e  d a t a  f r a m e  

m e a s u r e d  d a t a  o r  c o m m a n d s .  T h is  is  a n  u n c o n f ir m e d  
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communication service. Therefore it could happen that one PDO is 
accidentally  transmitted tw ice. This is b ecause of the seldom 
scenario that the last b it of end of frame is detected as dominant. 
The C A N  data link  lay er protocol specifies that the last b it of E nd 
of F rame ( E OF )  shall b e transmitted recessive. I f it is disturb ed – 
meaning  a dominant b it is detected – the receivers and the 
transmitter interpret this differently . The transmitting  node reg ards 
the dominant b it in the last E OF  b it as an error condition,  and 
retransmits automatically  the last data frame. A ll receiving  nodes 
reg ard the dominant 7 th E OF  b it as an overload condition,  b ecause 
they  have already  accepted the data frame as correctly  received 
after the 6 th E OF  b it ( if recessive) . 
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F i g .  3 .   I f  t h e  l a s t  b i t  o f  E O F  i s  d i s t u r b e d  d o m i n a n t l y ,  t h e  t r a n s m i t t i n g  n o d e  
a u t o m a t i c a l l y  r e t r a n s m i t s  t h e  c o r r u p t e d  d a t a  f r a m e ,  w h i l e  t h e  r e c e i v i n g  
n o d e s  h a v e  a l r e a d y  a c c e p t e d  t h e  f r a m e  a s  c o r r e c t  

R y s .  3 .   J e ż e l i  o s t a t n i  b i t  r a m k i  E O F  j e s t  i s t o t n i e  z a b u r z o n y ,  t o  w ę z e ł  t r a n s m i t u j ą c y  
a u t o m a t y c z n i e  r e t r a n s m i t u j e  z a b u r z o n ą  r a m k ę  d a n y c h ,  p o d c z a s  g d y  w ę z ł y  
o d b i o r c z e  j u ż  z a a k c e p t o w a ł y  r a m k ę  j a k o  p o p r a w n ą    

 
I f the receiving  nodes have accepted the data/ remote frame 

already ,  and the transmitting  node sends it automatically  ag ain,  
they  receive the frame tw ice. I n case of relative data this causes an 
unex pected b ehavior. F or ex ample:  I f the command is to increase 
the temperature b y  2 0  ° C  and the heating  sy stem receives this 
tw ice,  the temperature is increased b y  4 0  ° C . Therefore,  y ou 
should only  send ab solute information. I n this ex ample:  
C ommanding  to increase the temperature to + 2 5  ° C  w ill not lead 
to an undesired b ehavior,  b ecause the heating  sy stem w ill increase 
the temperature to + 2 5  ° C . This means don’ t send delta counts or 
any  other relative data. 

The same is w ith the dig ital commands. I f a motor receives 
tw ice the command to sw itch-on ( “ 1 ” )  or to sw itch-off ( “ 0 ” ) ,  there 
is no prob lem. B ut if the first “ 1 ”  w ill sw itch-on and the second 
“ 1 ”  sw itches-off ( so-called tog g le-commands) ,  y ou can’ t see 
motor running ,  b ecause the automatic retransmission is j ust 
delay ed b y  j ust 2 3  b it-times in w orst-case for error active nodes. 
I n error passive nodes it is in w orst-case 3 1  b it-times. 
The 7 th E OF  b it is necessary  that receiving  nodes can indicate  

a failure ( if dominant)  in the 6 th E OF  b it. This means to shorten 
the E OF  doesn’ t help to solve the prob lem. E ven it may  happen 
very  seldom,  that the last E OF  b it is dominantly  disturb ed,  y ou 
should consider this possib ility . Therefore,  do not transmit relative 
data in C A N -b ased netw ork s!  
 
5. C o n c l u s i o n  
 
The C A N open phy sical lay er g ives the sy stem desig ner some 

freedom. I n particular,  the netw ork  topolog y  has to b e carefully  
desig ned. I t is hig hly  recommended to assig n the node-I D and the 
C A N -I D uniq uely  to the C A N open devices. A ny  doub le 
assig nment may  cause severe prob lems and misb ehavior. The use 
of remote frames should b e avoided,  especially  if y ou b uy  off-the-
shelf products from different vendors. The sy stem desig ner also 
should not transmit in any  relative data. I f y ou consider these 
desig n hints and k ink s,  y ou avoid a lot of troub le during  netw ork  
operation. 
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