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ABSTRACT

The paper deals with functional and safety analysis of transmission in railway control systems, espe-
cially fail-safe applications (Line Block System, Dispatcher/Interlocking, Cross Level Protection and
monitoring remote control). An analysis of the data structure is presented with recommended protec-
tion mechanisms to determine the indexes of time used for safety proof. The typical standards used
in safety transmission systems are A0-Al (with additional data - e.g. time stamps and safety code-
-CRC), B0 (enciphered message containing user data, non-cryptographic safety code and additional
data) and B1 (with additional data, non-cryptographic safety code, and cryptographic code). These
methods correspond to the existing standards (EN-PN 50159-2, EN PN 50 129, EN PN 50126) and
are recommended for safety transmission analysis in new railway control systems with public wireless
transmission.
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.. transmission, both via wired and wireless links, shared in

1 . COhdIthhS Of Safe data the network with public access. This concerns all specia-

transm is sion lized radio networks (GSM) and the Internet. This means

that the information is transmitted by broadcasting sys-

The exchange of information in railway control sys-  tems available to unauthorized users. Thus the transmitted
tems (RCS) using an open transmission must guarantee  data can be exposed to attacks such as:

the safety of the transmission, in accordance with the re- o Intentional or unintentional masquerade of another
commendations for the required safety level SIL. In this system in the railway control system (RCS),

case it is necessary to use for transmission the appropriate o Attacks in order to access the transmitted information
cryptographic standards and mechanisms. Requirements or send processed packets to the system,

and recommendations are defined in the current stan- « Removing, modifying or redirecting the data tele-
dard EN 50159:2010 regulating such uses in the signa- grams,

ling systems. In an open transmission systems OTS, the  Changing the order or repeating telegrams,

data transmission between the systems participating in o Delay of telegrams.

railway control process can be conducted using an open
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Fig.1. Classification of types of telegrams to the open
transmission systems OTS according to EN 50159:2010
standard.

Therefore, the protection of transmitted data against
such risks is the condition to access an OTS based system.

1.1. Types of telegrams

Basic methods of protecting the transmitted informa-
tion in open transmission systems (OTS) in RCS systems
are shown in Figure 1. This Figure shows the classification
of groups of transmission telegrams and assigned to them
cryptographic methods. Meeting these requirements is
necessary in order to achieve the assumed level by an RCS
system, the safety inviolabilities SIL.

o AQ - authorized access only, the integrity code of data
is required, the cryptographic safety code is not re-
quired.

« Al - unauthorized access is not excluded, the use of
cryptographic safety code is required.

 BO - unauthorized access is not excluded, encryption
is required, the use of cryptographic safety code is not
required

Bl - unauthorized access is not excluded, the crypto-
graphic code is required, the cryptographic safety code
is not required [5].

1.2. Methods of protecting the
telegrams

The detailed structure of telegrams for the safe trans-
mission with recommended safe protection mechanisms
of data is shown in Figure 2. In the paper it was confined

to two telegram types — AO/A1 and BO.

Type A0/A1 has been used in closed transmission sys-
tems so far, implemented mostly in Profibus and Ethernet
standards. Type B0 is basically proposed by most manufac-
turers of RCS systems with an open transmission channel,
and it concerns both dedicated radio links and wireless In-
ternet. In the case of a closed transmission with protocols
of A0 and A1 type the number of devices in the system is
fixed and all participants in the transmission are known.
Devices can be identified by the network addressing, so it
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Fig.2. The structure of information in safe transmission systems
according to EN 50159:2010 standard



has the character of physically closed, which excludes the

threat of unauthorized access to the data, overhearing of
transmission or inserting the extraneous telegrams. Transformation

The cyclic redundancy code CRC used to detect ran- AddRoyndrer
dom errors is recommended to use as the data protecting
code in those systems. Open transmission systems insert
an additional threat to the system such as, for example,
masquerade another system into a system of railway con-

Does the loop
has already
been done
9 times 2

trol or intentional modification of sending telegrams. To T’as”jé"éﬂ:ﬁ“
avoid this, it is necessary to use methods protecting aga- ; 1
. . . X N Transformation
inst unauthorized access and which allow verification of SubBytes Transformation
data authenticity. In this field the standard recommends i SiftRows
the use of cryptographic techniques, encryption methods Transformation l

. . . . SiftRows Transformation
and authentication keys. Telegrams using these techniques I MixColumns
are identified as type B0, in which procedures of authori- ——— 1

ransformation

zation using hash MD5 (Message Digest) and SHA-1 (Se- AddRoundKey Transformation

cure Hash Algorithm) are recommended. For verification AddRoundiey
of the data integrity, the redundant coding technique CRC ‘
(Cyclic Redundancy Check) can be used, which protects @

against random errors and allows detecting single or series

of errors. However, the encryption of data using the block  Fig.4. Encryption algorithm AES-128.

ciphers encryption with 128-bit symmetric key such as

DES, 3DES (Data Encryption Standard) or AES (Advan- . R

ced Encryption Standard) that allow to reject erroneous 2. Tlme analyS|S Of

telegrams and protect against the decoding. i nfo rmat i on ﬂ ow

In order to determine the time and probabilistic in-
dicators of data transmission in OTS systems, the ana-
lysis of execution time for individual functions to deter-
mine the integrity code, the encryption and decryption
of data depending on the length of the telegram was
conducted (assuming that a typical length of telegrams
in the system is 16 Bytes) and for two bandwidths of
512 kb/s and 1Mbit /s. Most producers of RCS system
assume type BO of telegram, which uses cryptographic
techniques with the secret key. The data is encrypted in
its entirety including the integrity code. Such selection
of telegrams protection results mainly from the use of
wireless data transmission. During the encryption, the
ensured confidentiality and integrity of the data affect
the number of operations executed by individual algo-
rithms (Fig. 3 and 4). In the AES encryption with a 128-
bit key, the algorithm executes 10 rounds in order to
transform each byte. This algorithm operates on blocks
of data, which are 128 bits (16 bytes) long; therefore
there is no need to collect more data, because each such
block can be processed independently. However, for
code CRC-32 the algorithm executes eight operations
and protective properties of the CRC code depend on
the size of the protected data block and the degree and
|

form of the polynomial.

B[i] - the next byte of data fields in the amount of N Figure 5 shows a comparison of two basic algorithms

Fig.3. Example of CRC32 encoding algorithm. used in standard BO: CRC-32 and AES algorithms.

W =S$FFFF

W =W xor B[i]

| W =W shr 1 | | W =(W shr 1) xor $A001
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Fig.5. The value of the procedure relative time as a function of the
length of telegrams

For selected models of telegrams A0/A1 and BO, the
time of information protection has been analytically defi-
ned (see Table 1) for the typical lengths of telegrams in the
railway control systems.

The time of information exchange can be represented
as the sums of the delays, which are mainly based on par-
tial encryption / decryption and encryption and decryp-
tion of transmitted data:

T. =T, +T, +T, 0
where:
T - the time of a single cycle of information exchange
T - the time of data encryption

T - the time of data packet transmission
Tp - the time of data decryption

Examples of results of the time of a single cycle of in-
formation exchange Tc (telegram length 6 [B]) and the
rate of transmission 512kb/s and 1Mb/s for each telegrams
protecting feature are as follows:

Table 1. Average time of telegram protection

Type
of telegram A0, A1 BO, CRC-
Length CRC-32 32(DANE)+AES
of telegram
10 [B] 0.0812 [ms] 0.146 [ms]
20 [B] 0.305 [ms] 0.166[ms]

Table 2. The time of a single cycle of information exchange Tc

Capacity of link 512kb/s 1Mb/s
Functions protecting  The time of a single cycle of infor-
the telegrams mation exchange Tc
AES 0.103 [ms] 0.059 [ms]
CRC-32 0.092 [ms] 0.048 [ms]

In the analyzed model of BO telegram, the generating
of data integrity code does not make long delays; the big-
gest delays originate from the data encryption procedures.
However, the best method of encryption is the AES with
128-bit key encryption, which guarantees a high protec-
tion. Systems working in an open transmission system
significantly limit the number of supported devices; the
delays result from data encryption procedures and from
redundancy in the length of telegrams with encrypted
data. The number of devices depends on the time cycle
of a telegram and it can be defined from the equation of
time of a single cycle of information exchange Tc. A me-
thod for shortening the information exchange time in the
system can be the pre-grouping of data for a large number
of working devices, before coding process, integrity codes
and encryption. For the analyzed variant of the OTS trans-
mission system, the number of devices supported by the
system allows to save determination of time in the exchan-
ge of information. Errors of the data telegram in the case
of open transmission it rejection causes of telegram in its
entirety and a temporary loss of transmission. The data
is sent cyclically and the single error does not affect the
system work. Assuming the probability of bit error for
OTS transmission at the level of p = 10-4 (for the radio ne-
twork), the probability of undetected error, e.g. for CRC-
32 code, can be estimated based on equation (2), which
for the telegram length of 4 and 20 bytes is: P(4)=9,6 -34,
P(20)=3,2 -33, respectively.

P, =N, *p*2

np

2

where:

P,, - the probability of undetected error

N}, - the number of bits of information

p - the probability of bit error for radio network

3. Conclusion

Using the open transmission systems in RCS systems
cannot reduce the assumed level of SIL and the safety re-
quirements defined for this system (e.g., section block,
railway signalling system). In this analysis it has been as-
sumed that the time of executed procedures (i.e. the deter-
mination of code integrity, encryption) is the sum for tho-
se of individual devices of the system. The pre-grouping
of telegrams (with limited size) for more devices before
executing procedures related to coding, determination of
integrity code and encryption is the method that can ef-
fectively improve the efficiency of information exchange.
This analysis allowed for the evaluation of various me-
thods of increasing the safety of data transmission in the
used OTS railway control systems, including in particular



methods of ensuring the integrity and confidentiality of
information. Based on the received results, the least time
needed to execute the integrity code and CRC codes, these
times are comparable. However, for the hash function the
best algorithm was SHA-1. The fastest method of encryp-
tion is the AES and the most efficient is the DES cipher.
The railway control systems are now computer systems
with dispersed structure; in this case the reaction times
of individual devices should be taken into consideration.
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