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Abstract

Many systems implemented in FPGAs are based on embedded processor
cores (the so called soft cores). Testing such systems is a challenging task
due to possible faults in functional blocks, configuration memory and
relevant circuitry. The paper deals with software-based self-test schemes
taking into account an important requirement on test memory and time
overheads. Special attention is paid to configuration faults caused by SEUs
(single event upsets). The effectiveness of the proposed method has been
verified in fault injection experiments.
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Testowanie systeméw FPGA wykorzystujacych
rdzenie procesorow

Streszczenie

W systemach wbudowanych realizowanych na bazie struktur FPGA coraz
czgsciej wykorzystuje si¢ skonfigurowane rdzenie procesorow. Testowanie
takich systemow jest dos¢ duzym wyzwaniem ze wzgledu na do$¢ szeroka
klasg mozliwych bledow w  blokach funkcjonalnych, pamigci
konfiguracyjnej i zwiazanej z nig logika. W pracy przedstawiono koncepcje
testowania programowego rdzeni procesorow (podejscie funkcjonalne,
strukturalne, pseudo przypadkowe i aplikacyjne). Szczegolna uwage
poswigcono biedom pamigei konfiguracji wynikajacym z  bledéw
przemijajacych, ktorych zrodlem jest promieniowanie kosmiczne,
szczatkowe promieniowanie uzytych materialow w systemie, czy tez
zaklocenia elektryczne. Doktadniej omoéwiono koncepcje testow ztozonych
z sekwencji instrukcji, w ktorych wyniki sa jednoczesnie argumentami
wejsciowymi dla kolejnych sekwencji (tzw. sekwencje bijektywne).
Rozpatrzono problem optymalizacji takich testow biorac pod uwage narzut
pamigci i czasowy testu oraz pokrycie bledow. Efektywnos¢ testow zostata
zweryfikowana w eksperymentach z symulacja bledéw. Podane przyktady
dotycza rdzenia procesora 8 bitowego PicoBlaze. Przedstawiona metodyka
moze by¢ rozszerzona na inne procesory.

Stowa Kkluczowe: testowanie rdzeni procesorowych, testowanie aplikacyjne,
FPGA.

1. Introduction

Recently, appearance of complex FPGAs has allowed
implementing quite sophisticated circuitry [4]. In many
applications we can simplify design processes by embedding
processors into FPGAs and use them in the final application.
These processors can also cooperate with specialized embedded
circuitry. Many processor cores are available for FPGAs, so they
can be easily configured. When developing such systems we face
the problem of testing. Classical techniques of testing all FPGA
resources are time consuming [5, 6, 7]. In practice, we mostly
configure FPGAs to a specific structure or use a preprogrammed
microprocessor. In this case universal FPGA testing can be
replaced by more effective application driven testing. In the paper
we describe such an approach dedicated to an FPGA system based
on processor cores. Here, we combine classical testing of fixed

logic processors with testing configuration resources of FPGA. In
particular, we take into account the problem of detecting
configuration memory faults. They relate to cosmic or alpha
particle radiation, electrical disturbances, etc. The paper presents
an original methodology which has been verified for a simple
processor core PicoBlaze, the problem of test optimization is also
considered here. Test optimization is targeted at minimalizing
requirements for storing initial data test patterns and test results.
The effectiveness of the proposed methodology has been verified
with some fault injection experiments. In the paper we also
compare our approach with other techniques from the literature.

Section 2 describes various strategies of testing processors
including FPGA problems. Section 3 presents test schemes based
on bijective instruction sequences and possible optimizations.
Final conclusions are given in Section 4.

2. Microprocessor testing schemes

There are many papers on testing microprocessors. In general,
they deal with hardware, software and mixed approaches. Hardware
testing uses various built in test techniques improving test
controllability and observability (they need external test controller)
or even performing self-tests. These techniques are built around test
path structures (e.g. scan path, circular scan path, boundary scan
approach [7]). This approach involves some circuit and performance
overhead. Software based testing uses specially developed test
processor instruction sequences which apply test vectors to all
processor resources and check their responses. This approach gains
large interest in recent publications. Here we can distinguish 3
techniques: functional, structural, random and application oriented
testing. A good survey of these approaches is given in [8].

Functional tests check the correctness of all instructions taking
into account appropriate arguments which sensitizes various
functional blocks. Taking into account the fact that a single instruction
may use more than one functional block (e.g. instruction decoder,
addressing circuitry, ALU, registers) we can assume orthogonality of
these resources and check them independently to reduce the number
of test cases. Checking instruction execution we have to fix the states
of the environment (e.g. registers) and verify the results taking into
account the fact that some micro operations can be skipped or falsely
added. Such tests can be further extended by checking dependencies
between instructions. Hence, assuring high fault coverage in
functional tests is not simple and results in long tests [8].

Structural testing basses on deep knowledge of the logical
structure of the microprocessor and test cases are generated in
accordance to the assumed fault models within these structures.
Inclusion of sophisticated fault models (e.g. delays) leads also here
to test complexity. Functional and structural tests are targeted at
specific fault models, usually simplified and not complete. This
problem in a large extent can be resolved with pseudorandom tests.

The basic idea of pseudorandom tests is to generate subsequent
instruction codes and arguments in a pseudorandom way (using
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appropriate generators) and check periodically the states of registers
as well as selected memory cells. The generation process takes into
account some restrictions related to valid opcodes, arguments, etc.
Periodical checking may base on calculating signatures over the
used storage resources. In this way we can generate long test
sequences in an automatic way. The longer the sequence, the better
fault coverage (including unknown fault models).

In the case of realizing a fixed application (e.g. a program in an
embedded system) we can be interested in testing only the correct
execution of this program, not the correct operation of the whole
microprocessor (some resources can be not used in this program,
moreover instruction sequences are fixed in a large extent). Hence,
developing application based tests we have to find representative
input data to assure a representative coverage of the program
control flow graph and used functional blocks. In practice, it is
reasonable to combine different approaches to testing.

In the case of microprocessors configured within FPGAs we
can try to use the presented schemes of testing developed for fixed
logic microprocessors. However, we face two problems: usually
the available resources (e.g. program memory) are limited, the
embedded microprocessor structure is assured by the appropriate
state of the configuration memory. Hence, the models of possible
faults are more complex. Here, we have to take into account the
problem of faults within the configuration memory as well as in
configuration control circuitry (e.g. multiplexers, connection
switches). In the literature there are several papers on testing
complete FPGAs including functional blocks and configuration
capabilities, e.g. [2, 4, 5, 6] and references therein. Most of them
base on configuring BIST circuitry and reconfiguration processes.
This leads to time consuming tests and the need of some external
testing environment. Checking reconfiguration capabilities is not
needed in fixed applications and in the case of applications based
on embedded microprocessor cores. We deal with this letter case.

FPGA systems based on processor cores use FPGA resources in
a limited way. We map the logical structure of the processor by
appropriate configuration and this configuration will not be changed
(fixed). Hence, it is sufficient to test the configured structure. This
can be considered as some form of application testing, however on
this processor we can execute a fixed program or admit its changes.
In the first case we have the higher level of a fixed application. In
the sequel we discuss self-testing based on the idea of the so called
bijective instruction sequences. These sequences assure that an
output of one sequence (test result) is used as an input (test pattern
vector) for the subsequent one. This idea has been proposed by the
first author in the previous papers [9,10]. In the sequel, we
concentrate on extending and optimizing this approach. It will be
illustrated for 8 bit microprocessor PicoBlaze [11].

3. Optimizing tests for CPU cores in FPGAs

When developing a test program for the processor we tried to
reduce memory resources to store test patterns and their responses.
The basic idea is using bijective instruction sequences (Section 2).
The structure of such a sequence is outlined below:

1. Take an initial test pattern or a result from the previous sequence
2. Create a sequence of tested instructions with bijective property such
that the final result differs from the initial pattern in the sequence
3. Repeat n times steps 1-2 and then go to the next bijective sequence.

In the simplest case we may have only one instruction in step 2 if
its output differs from the initial pattern. Creating multi instruction
sequences is more efficient, however it may happen that to assure
bijective property these instructions should be supplemented with
some modification instructions. The test is a composition of
bijective sequences which cover all processor instructions. To assure
high fault coverage, the appropriate number of iterations (n) should
be performed. In the case of 8 bit processors we can try to create
maximal iteration cycles. It is not easy to find such cycles, some
previous studies resulted in up to n=40 cycles, for some instructions
[9, 10]. The most critical was finding such cycles for shift
instructions. We have resolved this problem using the concept of
Linear Feedback Shift Register (LFSR).
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LFSR is a shift register in which inputs to flip-flops are linear
functions of the previous states of selected flip-flops. This feedback
is defined by the so called characteristic polynomials. To achieve
the maximal period of the generated states, the appropriate
polynomials have to be selected. They are available in the literature,
e.g. [7]. For the illustration in Fig. 1 we give LFSR based on
polynomial (operator + denotes XOR function): x® + x° + x* + x* +1.

The LFSR structure is created by taking the XOR function of the
8™ 6™ 5" and 4™ (non-zero coefficients of x variable) flip-flop and
applying it to the left most flip-flop input. This is the so called
Fibonacci architecture. Fig. 1 shows the LFSR structure with shift
left function, we can create a symmetrical structure with shift right.
Anther structure (Galois architecture) is possible with a feedback
applied from the 8" flip-flop to the inputs of the appropriate flip-
flops (XORed with the outputs of selected flip-flops).

The initial value of the LFSR is called the seed. In the case of
non-zero seed the LFSR generates (pseudrandomely) a cycle of 2" —
1 (number of flip-flops), in our case 255. For the seed number 0 the
LFSR does not change its state. The LFSR can be implemented in
hardware or software,. We use the software implementation which
is embedded into a bijective sequence of instructions.

Fig. 1. LFSR structure with shift left direction (Fibonacci structure)
Rys. 1. Struktura LFSR dla przesuwania w lewo (struktura Finonacci)

LOAD  sC, s0 ; initial test vector in register sC

Loopl: ;

TEST  sC, 80 ; TEST and ADDC access appropriate bit in
ADDC 59, 00 ; the register. In this way inputs

LOAD 8,89 ;are prepared for ,,XOR” LOAD

LOAD 59,00 ; the subsequent instructions emulate
TEST  sC,20 ;LFSR circuit of Figure 1

ADDC  s6, 00

XOR $8, s6

LOAD s6, 00

TEST sC, 10

ADDC 5,00

XOR s8, 85

LOAD 55,00

TEST sC, 08

ADDC s4,00

XOR s8, s4

LOAD 4,00

TEST s8,01 ;

ADDC 57,00 ; the last instruction related to LFSR
SL1 sC ;  executing and testing SL1
AND  sC, FE

OR sC, s7

LOAD 7,00

adequate cyclic block for
SLO instruction testing

adequate cyclic block for
SLA instruction testing

adequate cyclic block for
SLX instruction testing

JUMP loopl (repeated n times)
unique result in register sC (input register for the next block)

Fig. 2.  Bijective test sequence for shift left instructions
Rys. 2. Sekwencja testowania bijektywnego dla instrukcji przesuwania w lewo

The bijective instruction sequences for testing all shift left
instructions is given in Fig. 2. In this block we test 4 instructions:
SLO, SL1, SLA, SLX. Shift instructions SL1, SR1 provide value
.1 to 0™ bit (SL1) or to 7™ bit (SR1). Similarly instructions SLO,
SRO introduce values ,,0” on proper bits, and instructions SLX,
SRX hold LSB or MSB states of the target register, respectively.
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Other bits are updated with the values from the neighboring
positions (shift operation).

The sequence presented in Fig. 2 starts with an initial test
pattern loaded to sC register from s0 register. Then, on the basis of
bits which have influence on the next input, the so called taps of
the LFSR, a new input value of the target shifted register is
calculated. To access these ,,sensitive bits” inside the shifted
register, TEST and ADDC instructions are executed upon the
target register. XOR instructions are utilized to calculate the next
input bit to the register. So, before execution of the target shift
instruction, a new input value is already calculated. This value is
placed into the register with the aid of auxiliary instructions such
as AND, OR, after the shift instruction execution.

In a similar way we construct bijective test sequences for shift right
(SRO, SR1, SRX, SRA), rotate left (RL) and right (RR) instructions. It
is worth noting that arithmetical shift instructions as Shift Arithmetical
Right (SRA), Shift Arithmetical Left (SLA) possess the ability to
introduce a new input bit calculated by the LFSR mechanism without
auxiliary instructions. It is ensured by the possibility of loading carry
flag, adequately to bit 7" (SRA), or to bit 0™ (SLA).

Each of the developed bijective blocks is tested in a loop, where
the output result is used as a new input test pattern. Such a loop is
repeated n (maximal n=254) times, and then an output result from
the given block is obtained. This result serves as a new input for
a next bijective block of instructions and so on. Testing with input
pattern equal to ,,0”” (not available in LFSR) can be performed at
the end, after all iterations in the loops.

Bijective blocks for other instructions need individual
manipulations or calculations [9]. In the case of AND, OR,
STORE-FETCH, LOAD instructions, testing the output results
can be equal to the input arguments so the full cycle is easily
achieved for the generated arguments (e.g. by incrementing). For
XOR instruction testing some additional manipulation is needed.
Instructions such as SUB,ADD, SUBCY, ADDCY, COMPARE,
TEST can be tested in their bijective blocks as in the example:

Loop: 5 (x255)
Bijective block to previous
Instruction testing

OR sE, 00 ; OR test
OR sE, sE

LOAD 7,00

OR s7,sE

ADD s7, 01 ; ADD test
JUMP NC, loop

ADDC s7, 00

SUB s7, 01

JUMP  loop

unique result for every unique
primary input test

Now the question arises how to extend this approach for
processors with wider words (e.g. 32 bits). Here, we can perform
shorter loops, e.g. partitioning the words in k bit segments (e.g. k = 8)
and then repeat them with shifted segments.

We also analyzed the possibility of testing sequences with fixed
input test vectors. In this case fault coverage will be reduced,
nevertheless some optimization can be performed. For this purpose
we used fault injection simulating SEU effects. The developed fault
injection scheme was targeted at faults in the configuration memory.
For a specified relatively large representative fault set we used 3
algorithms: A1 — selection of initial test patterns covering large
number of faults [10], A2 — selection of test pattern detecting the
most difficult faults, A3 — cyclic test with a limited number of
iterations. The most difficult faults are such that are detected by
a small number of test vectors e.g. 1, 2 or 3. Basing on the algorithm
Al we obtained 84% fault coverage with 4 test vectors, for 18
vectors this increased to 85.6%, so the effect of saturation was
visible. It is worth noting that a single test vector assured 69.5%
coverage. With use of the algorithm A2 we got better results, 79%
fault coverage for one of the vectors sensitizing the most difficult

fault (with a unique test pattern). This test vector detected beyond
this fault many other faults. Practically, for 28 vectors the fault
coverage exceeded 99%, for 3 and 10 vectors we obtained 90% and
98%, respectively. In the case of the algorithm A3 we obtained 90%
coverage for n=20. For more complex processors the effectiveness
of tests based on a small number of test vectors will not be so
efficient, hence the algorithm A3 is a good solution here. Moreover,
here we consider only single bit configuration faults. However, this
shows significant capabilities of optimization.

Further optimization can be performed by limiting testing the
processor only to a specified application program. In this case not
all processor resources (including the configuration memory) are
used, so there is a bigger potential for reducing the number of test
cases. Here, we have only to find the representative coverage of
input data to cover the program flow graph. For some simple
programs e.g. matrix multiplication we got successful results for
a single or a few program execution.

4. Conclusions

In the paper we have shown that typical FPGA applications
designed on the basis of embedded processor cores create some
possibility of simplifying tests covering not only classical fault
models typical for microprocessors but also these related to the
configuration circuitry. The efficient test procedures are also the
basis for designing fault tolerant systems based on FPGAs [1, 4].
The effectiveness of the tests has been verified only for SEUs in the
configuration memory. We plan to check also their effectiveness for
other faults. This will result in more test vectors related to
calculation units (e.g. adder, multiplier), however this is a relatively
simple task (compare [7]). Another issue is checking the
configuration memory via read back operations (we did this in [6]).
Unfortunately, this leads to high time overhead, moreover we have
to check all configuration bits despite the fact that only a small
fraction of them has the impact on the embedded processor or the
realized program.
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