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Abstract

Considering a significant influence of the critical infrastructure operating environment threats on its operation
process and safety, more precise and convergent to reality model of the critical infrastructure operation process
related to critical infrastructure operating environment threats is built. The method of defining the parameters of
this operation process is presented and a new procedure of their determining in the case when the critical

infrastructure operating threats are not explicit separated in this process is proposed.

1. Introduction

Considering a significant influence of the critical
infrastructure operating environment threats on its
operation process and safety, more precise and
convergent to reality model of the critical
infrastructure operation process related to critical
infrastructure operating environment threats is built.
The method of defining the parameters of this
operation process is presented and a new procedure
of their determining in the case when the critical
infrastructure operating threats are not explicit
separated in this process is proposed.

The climate-weather change process for the critical
infrastructure operating area is considered and its
states are introduced. The semi-Markov process is
used to construct a general probabilistic model of the
climate-weather change process for the critical
infrastructure operating area. To build this model the
vector of probabilities of the climate-weather change
process staying at the initials climate-weather states,
the matrix of probabilities of the climate-weather
change process transitions between the climate-
weather states, the matrix of conditional distribution
functions and the matrix of conditional density
functions of the climate-weather change process
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conditional sojourn times at the climate-weather
states are defined.

Further, these two precesses are joined into a general
model of the critical infrastructure operation process
including operating environmnt threats (OET) related
to climate eather change process including extreme
weather hazards (EWH).

The operation process of a critical infrastructure
including operating environment threats often has
significant influence on its safety. Also, a critical
infrastructure operating environment area climate-
weather conditions are essential in its safety analysis.
Usually, the critical infrastructure operation process
and the climate-weather conditions at its operating
area interact and have either an explicit or an implicit
strong joint influence on the critical infrastructure
safety. Thus, considering together those two
processes influence on the critical infrastructure
safety is of grate practical value.

To construct a joint model of those two processes,
first, the semi-Markov approaches to a critical
infrastructure operation process including operating
environment threats modeling and to climate-weather
change process are separately developed. Next, those
two separate models are linked into a general joint
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model of a critical infrastructure operation process
including operating environment threats and related
to the climate-weather change process including
extreme hazards is build.

2. Critical infrastructure operation process
including operating environment threats —
modelling

2.1. Semi-markov model of critical
infrastructure operation process including
operating environment threats

We assume that the critical infrastructure [EU-
CIRCLE Report D2.1-GMU4, 2016] operation
process modelled in Section 3.2 can be affected by a
number y, y € N, of unnatural threats coming from

the critical infrastructure operating environment and
mark them by

ut., i

i

L,2,....y.

We define new operation states considering the

critical nfrastructure operating environment threats

as follows:

- the operation states without including operating
environment threats

z =z,i=12,...,v,veN;

i i

(1)

- the operation states including at least 1 and
maximum w of operating environment threats

z,i=v+Lv+2,..v,v eN. (2)
This way, we can have:
-V (g )= v (3)
operation states without including operating
environment threatsut,, i =1,2,...,y;
v(i)=vr 0

operation states including 1 of the operating
environment threats ut,, i =1,2,...,;

v-(1)=wr-n/2 5)

operation states including different 2 of the operating
environment threats ut,, i =1,2,...,7;
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(6)

operation  states including all
environment threats ut,, i =1,2,...,7.
Thus, considering (2.1)-(2.6) [EU-CIRCLE Report
D2.1-GMU4, 2016], the maximum value of the
number of new operation states is

woperating

Vi=v [(5)+ (7 )+ (=v-2, )
Practically most comfortable numeration of the
operation states of the critical infrastructure
operation  process including operating
environment threats is as follows:

its

- the operation states without including operating
environment threats by

z,=z fori=1, z,=2,
for i=2"+1, ..., z,=z,
for i=(v—-1)2" +1, ®)

- the operation states including state z, and
successively 1, 2 until p operating environment
threats ut,, i =1,2,...,y, by

i=2, ..

, 27, ©)

- the operation states including state 2z, and
successively 1, 2 until y operating environment
threats ut,, i =1,2,...,7, by

i=2" 42, ..., 22, (10)

z,
*

- the operation states including state 2z, and

successively 1, 2 until w operating environment
threats ut,, i=1,2,...,, by

Z, i=(v=1)27 42, ..., v-2. (11)

In the case if operating environment threats are
disjoint, the number of new operation states is

V'=v(y +1),

and their numeration is as follows:
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- the operation states without including operating
environment threats by

z,=z fori=1, z, =z,

for i=y+1,..., z,=z

1 v

fori=(v-D(+D+1 (12)

- the operation states including state z, and single

successive operating environment threats ut,,
i=12,..,7, by
z, i=2, ..., y+], (13)

- the operation states including state z, and single

successive operating environment threats ut,,
i=L2,..,7, by

z,, i=(y+D+2, ..., 2(y+10), (14)
- the operation states including state z, and single
successive operating environment threats ut,,
i=L12,..,7, by

z,, i=(v=DF+D+2, ..., v(y+1). (15)

In our further considerations, we assume that, the
critical infrastructure during its operation process can
takev', v'e N, defined above, by (8)-(11) or by (12)-
(15) in a particular case of disjoint operating
environment threats, different operation states

z z.. (16)

vl e

Zyy Zyyenny Z

v

Further, we define the critical infrastructure new
operation process Z'(t), t €<0,+x), related to the
critical infrastructure operating environment threats
with discrete operation states from the set
{z,,2,,...,2',}. Moreover, we assume that the
critical infrastructure operation process Z'(¢) related
to its operating environment threats is a semi-
Markov process with the conditional sojourn times

¢',, at the operation states z', when its next
operation state is z',, b,/ =12,....V', b #[.
Under these assumptions, the critical infrastructure

operation process may be described by:
- the vector of the initial probabilities

p,(0)=PZ'0)==z",),b=12,..0, (17)
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of the critical infrastructure operation process Z’(¢)
staying at particular operation states at the moment
t=0

[P, O], =[p" (0), P, (0),....p",. (0)]; (18)
- the matrix of probabilities
p.,bl=12,..., (19)

of the critical infrastructure operation process Z’(t)
transitions between the operation states z', and z',

Pupyn--Phy
[pvbl ]'VXV' — p 21 p 22 p 2v! , (20)
p'v'l p'V'Z e pv'v'

where by formal agreement
p',, =0 for b=12,...V';
- the matrix of conditional distribution functions

H', ()=P@, <1), b,l=12,...V, 2D
of the critical infrastructure operation process Z’(¢)
conditional sojourn times &',, at the operation states

LA, (D]
H., O H, .. .H,
H'Zl (Z) H'22 (t) et HVZV' (Z)

, (22)

H ., (OH,,)...H,, )

where by formal agreement
H',, (t)=0 for b=12,...,V"

We introduce the matrix of the conditional density
functions

n, (), bl=12,..V,

of the critical infrastructure operation process Z’(f)
conditional sojourn times &', at the operation states

corresponding to the conditional distribution

functions H',, (¢)
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h,@hn,@).. .1, @)

B (OR, (0. I (t
[y (01, =| " O O o (O

h'v'l (t) h'v'Z (t) e h'v'

o (23)
v (0)

where
d
n, (1) ZE[H'M ()] for b,l=1,2,....V',

and by formal agreement
K, (t)=0 for b=12,..,V.

We assume that the suitable and typical distributions
suitable to describe the critical infrastructure
operation process Z () conditional sojourn times &',
, bl=12,...v', b=l in the particular operation
states are of the same kind as that listed in Section
2.1 [EU-CIRCLE Report D3.3-GMU3-CIOP
Modell, 2016] for the critical infrastructure
operation process Z(f) conditional sojourn times 6,,,
eventually with different parameters they are
dependent on.

3. Critical infrastructure operation process
including operating environment threats -
prediction

3.1. Prediction of critical infrastructure
operation process characteristics including
operating environment threats

Assuming that we have identified the unknown
parameters of the critical infrastructure operation
process including operating environment threats
semi-Markov model:

— the initial probabilities p’,(0), b=1,2,...,v', of the
critical infrastructure operation process staying at the
particular state z’, at the moment ¢ = 0;

— the probabilities p’y, b,l=12,...v', b=/, of the
critical infrastructure operation process transitions
from the operation state z’, into the operation state
state z’;;

— the distributions of the critical infrastructure
operation process conditional sojourn times &'

bl=12,.V', b=#l,
states and their

bl=12,..V',b#l;
we can predict this process basic characteristics.

bl >
at the particular operation
mean values M’y =E[O',],
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As the mean values of the conditional sojourn times
o', are given by

bl >

val =E[60'),]= oJ?td[_['b/ ()= Tth'bl ) (24)

bl=12,..V', b=l

then for the distinguished distributions (2.5)-(2.11)
[Kolowrocki, Soszynska-Budny, 2011], the mean
values of the system operation process Z'(¢)
bl=12,..V", bzl
at the particular operation states can be found
similarly as in Section .....

From the formula for total probability, it follows
that the unconditional distribution functions of the
sojourn times @', b=12,..,v', of the system
operation process Z'(¢t) at the operation states z',,
b=12,...,v', are given by [3, 5, 6, 10, 12]

conditional sojourn times &', ,

H(0) =2 p'yH'y (1), b=12,..., (25)
Hence, the mean values E[#',] of the system
operation process Z'(f) unconditional sojourn times
0',, b=12,..,V', at the operation states are given by
M',=E[6',] =Ep'b,M'bl, b=12,..,V, (26)
where M',, are defined by the formula (24) in a case

of any distribution of sojourn times 6,, and by the

formulae (2.13)-(2.19) in the cases of particular
defined respectively by (2.5)-(2.11) [Kolowrocki,
Soszynska-Budny, 2011], distributions of these
sojourn times.

The limit values of the system operation process
Z(¢) transient probabilities at the particular operation

states

Py =P(Z'()=2"), t €<0,+0),
b=12,.,

27

are given by [Kolowrocki, Soszynska-Budny, 2011],
Py =limp, () =M p=12,..v, (28)

” EHIM'I

where M' , b=12,..,V', are given by (26), while

the steady probabilities z, of the vector [z,],,

satisfy the system of equations



Journal of Polish Safety and Reliability Association
Summer Safety and Reliability Seminars, Volume 8, Number 2, 2017

[”b] = [ﬂ-b][pbl]

>, =1 29)

In the case of a periodic system operation process,
the limit transient probabilities p',, b=12,..,V', at
the operation states defined by (28), are the long term
proportions of the system operation process Z'()
sojourn times at the particular operation states z',,
b=12,...,V"

Other interesting characteristics of the system
operation process Z'(¢) possible to obtain are its

total sojourn times é'b at the particular operation
statesz',, z,, b=12,..,v', during the fixed system
opetation time. It is well known [Kolowrocki,
Soszynska-Budny, 2011], that the system operation
process total sojourn times é'b at the particular
operation states z',, for sufficiently large operation
time 6, have approximately normal distributions
with the expected value given by

M, =E[@,1=p", 0, b=12,..,, (30)

where p', are given by (28).

4. Climate-weather change process including
extreme weather hazards — modelling

4.1. Semi-Markov model of climate-weather
change process including extreme weather
hazards

To model the climate-weather change process for the
critical infrastructure operating area we assume that
the climate-weather in this area is taking w, w € N,
different climate-weather states ¢, ¢»,..., ¢,. Further,
we define the climate-weather change process C(?), ¢
€<0, +0), with discrete operation states from the set

{c1, ¢3,..., cy}. Assuming that the climate-weather
change process C(¢) is a semi-Markov process it can
be described by:

— the number of climate-weather states w, w € N,

— the vector

[45(0)]1xw = [91(0), g2(0)......, ¢w(0)] €2

of the initial probabilities

g (0)=P(C(0)=cp), b=1,2,..., w,
of the climate-weather change process C(¢) staying at
particular climate-weather states ¢, at the moment
t=0;
— the matrix

45

qll qlz T qlw
G215+ Gy

[qb/]wxw — 214122 2 (32)
qwl qwz T qu

of the probabilities of transitions ¢y, b, [ = 1,2,..., w,
b=1, of the climate-weather change process C(¢)
from the climate-weather states ¢, to ¢, where by
formal agreement

gw=0forb=1.2,..., w;
— the matrix

C,,(t)Cy(t)...Cp, (2)

Co. | CrlBICalt)--Cautt
bl wxw

C,.(t)C,,(t)...C,,,(t)

of the conditional distribution functions

Cbl([) = P(Cbl < [)5 ba [= 1:25“ W,
of the conditional sojourn times C,, at the climate-
weather states ¢, when its next climate-weather state
is
c, b, 1=12,...,w, b=I, where by formal agreement

Cbb(t) =0 forb= 1,2,.. B W,
or equivalently the matrix

cy4(t) cph(t). ..y, (E)

| @alt)cp,lt)... 6y, (8)
(o =|

c,1(t)c,,(t)...c,,(t)

(34)

of the conditional density functions of the climate-
weather change process C(f) conditional sojourn
times C, at the climate-weather states corresponding
to the conditional distribution functions Cy(f), where

¢y (t) =%[cb,(t)] (35)

forb,[=12,....,w,b=l,
and by formal agreement
co(f)=0forb=1.2,..., w.

We assume that the suitable and typical distributions
suitable to describe the climate-weather change
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process C(f) conditional sojourn times C, b, [ =
1,2,..., w, b=l at the particular climate-weather
states given by (4.5)-(4.12) [Kolowrocki, Soszynska-
Budny, 2011].

5. Climate-weather change process including
extreme weather hazards — prediction

5.1. Prediction of climate-weather process
including extreme weather hazards
characteristics

Assuming that we have identified the unknown
parameters of the climate-weather change process
semi-Markov model:
— the initial probabilities g,;(0), b = 1,2,...,w, of the
climate-weather change process staying at the
particular state ¢, at the moment ¢ = 0;
— the probabilities g, b, [ = 1,2,...,w, b=/, of the
climate-weather change process transitions from the
climate-weather state ¢, into the climate-weather
state ¢;;
— the distributions of the climate-weather change
process conditional sojourn times Cy, b, [ =1,2,...,w,
b=, at the particular climate-weather states and
their mean values M, = E[Cy], b, [=1,2,....w, ;
we can predict this process basic characteristics.

As the mean values of the conditional sojourn
times C,, are given by [Kotowrocki, Soszynska-

Budny, 2011]

No= E[Cy] = [tdC,,(£) = [ tc, (t)dt, (36)

b,l=1,2,...,w, b ;tla

then for the distinguished distributions (4.5)-(4.12)
[Kolowrocki, Soszynska-Budny, 2011], the mean
values of the climate-weather change process C(¢)
conditional sojourn times C,,, b,/=12,...y, b#, at
the particular operation states are respectively given
by (4.14)-(4.21) [Kolowrocki, Soszynska-Budny,
2011].

From the formula for total probability, it follows that
the unconditional distribution functions of the

sojourn times C,, b=12,...,w, of the climate-
weather change process C(¢) at the climate-weather
states ¢,, b=12,...,w, are given by [Kotowrocki,
Soszynska-Budny, 2011]

C/)(t) = gqbzcbz(t)a b=12,....w. (37)
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Hence, the mean values E[C,] of the climate-
weather change process C(¢) unconditional sojourn
times C,, b=12,...,w, at the climate-weather states
are given by

M-

N, =E[C,] qyN,, b=12,.w, (38)

I=1

where N, are defined by the formula (36) in a case
of any distribution of sojourn times C,, and by the

formulae (37)-(38) in the cases of particular defined
respectively by (4.14)-(4.21) distributions of these
sojourn times.

The limit values of the climate-weather change
process C(¢) transient probabilities at the particular

operation states

=P(C(1) = ¢,), t e<0,4,),
b=12,....w,

q,(t) (39)

are given by [Kolowrocki, Soszynska-Budny, 2016]

N,
= llm qb (t) = w —t
t—0 Z 7Z'1N1

1=1

, b=12,.. (40)

qb W,

where N,, b=1_2,...,w, are given by (5.3), while the
steady probabilities 7, of the vector [7,],,, satisfy
the system of equations

[71';,]=[7Tb][qb;] (41)
iﬂl =1.
I=1
In the case of a periodic climate-weather change
process, the limit transient probabilities g,,

b=1.2,...,w, at the climate-weather states defined by

(40), are the long term proportions of the climate-
weather change process C(¢) sojourn times at the

particular climate-weather states ¢,, b=12,...,w.

Other interesting characteristics of the system
climate-weather change process C(¢) possible to

obtain are its total sojourn times C , at the particular
climate-weather states c¢,, b»=12,...,w, during the

fixed time. It is well known [Kotowrocki,
Soszynska-Budny, 2011] that the climate-weather
change process total sojourn times éb at the

particular climate-weather states c,, for sufficiently
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large time @, Thave approximately normal

distributions with the expected value given by

N, =E[C,1=4,6, b=12,...,w, (42)

where g, are given by (40).

6. Critical infrastructure operation process
related to operating environment threats and
extreme weather hazard - modelling

We assume, as in Section 3.2, that the critical
infrastructure operation process including operating
environment threats is taking +',v'e N, different

operation states z,, ,z',,...,z',. Further, we define
the critical infrastructure operation process including
operating environment threats Z'(¢), te<0,+x0),
operation states from the set
.2, }. Moreover, we assume that the
critical infrastructure operation process Z(f) is a
semi-Markov process that can be described by:

— the vector [p', (0)],, of the initial probabilities
p’0), b=12,...v' of the critical infrastructure
operation process staying at the particular state z’, at
the moment ¢ = 0;

— the matrix [p',, ],
b,l=12,.', b=l of the critical infrastructure
operation process transitions from the operation state
z’;, into the operation state state z’;

— the matrix [H',, (¢)],,, of the distributions of the
critical infrastructure operation process conditional
sojourn times @' b,l=12,.V', b=l at the
particular operation states and the matrix [M',, ],
of their mean values M’,, =E[0',,], b,/=12,..,V',
b#l.

Moreover, as in Section 4, we assume that the
climate-weather change process C(¢), t €<0, + ), at

with discrete

1

{z',,2,..

of the probabilities p’y,

v'xv'

bl >

the critical infrastructure operating area is taking w,
w € N, different climate-weather states ¢, ¢,,..., Cy.
Further, we assume that the climate-weather change
process C(7) is a semi-Markov process and it can be
described by:

— the vector [¢4(0)]ix, of the initial probabilities
q5(0), b = 1,2,..., w, of the climate-weather change
process C(f) staying at particular climate-weather
states ¢;, b=1,2,..., w, at the moment ¢ = 0;

— the matrix [gulwxw Of the probabilities g,
b,1=1,2,...,w, of transitions of the climate-weather
change process C(¢) from the climate-weather states
¢y, to the climate-weather state ¢;, b, [=1,2,..., w;

— the matrix [C,,(t)],, of the conditional distribution

functions Cy(¢), b,l = 1,2,..., w, of the conditional

47

sojourn times Cj at the climate-weather states c,
when its next climate-weather state is ¢, b, [ =
1,2,..., w, the matrix [N, ],,, of their mean values

WXW

Ny, =E[C,], b,l=12,...w, b=#l.

6.1. Joint model of independent critical
infrastructure operation process related to
operating environment threats and extreme
weather hazard

Under the assumption that the critical infrastructure
operation process Z'(t), te<0,+0), and the

climate-weather  change  process C(f) are
independent, we introduce the joint process of
critical infrastructure operation process including
operaring environment threats and climate-weather
change process including extreme weather hazaerds
called the critical infrastructure operation process
related to operating environment threats and climate-
weather hazards marked by

Z'C(t) ,t €<0,4+x), (43)

and we assume that it can take Vv'w,v,weN,
different operation states

z'c,, i=

L2,...,v', j=12,..,w. (44)
We assume that the critical infrastructure operation
process related to operating environment threats and
climate-weather hazards Z'C(¢), at the moment
te<0,4), is at the state

' .
z'c;, i=12,..,v,

j=12,...,w, if and only if at that moment, the
operation process Z'(t) is at the operation states

z', i=12,..,v', and the climate-weather change
process C(7) is at the climate-weather state c',,

j=12,...,w, what we mark as follows:

(Z'C)=zZ'c)) = (Z'1)=2',nC@{)=c,), (45)
te<0,4), i=12,...,v', j=12,...,w.

Further, we define the initial probabilities
P'a,(0)=P(Z'CO)=2'¢c,), i=12,...",  (46)

Jj=12,..,w,

of the critical infrastructure operation process related
to operating environment threats and climate-weather
hazards Z'C(t), at the initial moment =0 at the

operation and climate-weather ~state z'c,,
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i=12,...,v', j=12,...,w, and this way we have the
vector

[p' qij (O)]lxv'w

P'q,,(0), p'q,,(0),...,p'q,,(0);
=| p'q5,(0), p'q,(0),..., p'q,,(0); 47)
.. ‘;p'qv'l (0)’ p'qv'Z (0)’ b p'qv'w(o)

of the initial probabilities the critical infrastructure
operation process related to operating environment
threats and climate-weather hazards Z'C(f) staying

at the particular operation and climate-weather state
at the initial moment ¢ =0.

From the assumption that the critical infrastructure
operation process Z'(¢) and climate-weather change

process C(¢) are independent, it follows that

'4,(0) = P(Z'C(0) =='c)
=P(Z'(0)=z'nC(0)=c))

= P(Z(0)=2.)- P(C(0) =c,)

=p"(0)-q,(0), i=12,...,v', j=12,...,w, (48)

where p',(0),i=1.2,..,v', and ¢,(0), j=12,..,w,

are respectively defined in Section 3 and Section 4.
Hence, the vector of the initial probabilities the
critical infrastructure operation process related to

[p'Qijkl]v'wxv'w

PG P' Qs - P Gs P91 P Qi P T3 PGy D Goyia P G
DP'4uu P9 - P 901> P90 P Qion D' Qiazsss P Qo P Qiavs D' Qi

' ' ' . ' ' ' . B ' ' '
_p qv'wll pqv'wlZ "’p qv'wlw’p qv'lep qv'wZZ"'p qv'wZW’""p qv'wv'lp qv'wv'Z"'pqv'wv'w_.

operating environment threats and climate-weather
hazards Z'C(t) defined by (6.47) takes the following

form
[p'q,(0)]..., =[P (0)g,(0)],..,

P',(0)q,(0), p', (0)q,(0),
.. D' (0)q,,(0);...;

=l ' . (49)
P, (0)q,(0), p',. (0)g,(0),...,
p'v' (O)qw (0)
Further, we introduce the probabilities
p'qz_'/klb i=L2,...,v', j=12,..,w, (50)

k=12,.,v', 1=12,...w,
of the transitions of the critical infrastructure

operation process related to operating environment
threats and climate-weather hazards Z'C(¢) between

the operation states

z'c, and z'c,, i=12,.,V, (51)
J=12,...w, k=12,..v', [=12,... . w,

and get their following matrix form

(52)

From the assumption that the critical infrastructure operation process Z(t) and climate-weather change process

C(¢) are independent, it follows that

P9 =Pyl i=12,...v', j=12,...w, k=12,

where

Plu>i=12,..v', k=12,..v',and q,;, j=12,...,w, I

v, 1=12,...,w, (53)

=12,...,w, (54)

are respectively defined in Section 2.1 and Section 4.1 in [EU-CIRCLE Report D2.1-GMU4, 2016].
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Hence, the matrix of the probabilities of transitions between the critical infrastructure operation process related
to operating environment threats and extreme weather hazards Z'C(¢) defined by (6.52) takes the following

form

[p'Qijkl]v'wxv'w = [p'ik qjl]v'wxv'w

Pydy PP Padn PGP Qs P dnP v QoD G,
PP Pibans Pl s G -Plia Gons -3 P i ' G o-P' v o

_ (55)
PG P'oius - P @ns P2 QP Gse--L'vs Qe3P Gt P Gz -Ploy G|
The matrix of conditional distribution functions
H'C,,()=P'C,, <), te<0,4%), i=12,...,v", j=12,..,w, k=12,.,v', [=12,..,w, (56)

of the critical infrastructure operation process related to operating environment threats and extreme weather
hazards Z'C(t) conditional sojourn times 6'C,,,, i=12,...,v', j=12,..,w, k=12,..v', [=12,.,w, at the

operation state z'c;, i=12,.,v', j=12,..,w, when the next operation state is z'c,, k=12,..,v',

[=12,...,w, takes the following form

H'C,,(0)...HC,, (t);H'C,, (?)..H'C,,,(2);...H'C,, ., (t)..H'C,, (1)
[H'q/k](l)]v.mv.w _ HC,,®...HC,, ():;HC,,®..HC,, &);.;HC,, ©. HC,, (t) 57)

H' Cv'w 11 (t) . H' Cv'wlw(t);H' Cv'w 21 (t) . ‘H' Cv'wa (t)’ . ’H' Cv'w v'l (t) . 'H'Cv'w v'w(t)

and the matrix of their corresponding conditional density functions
1 d 1 . (] . (]
he, ()= E[H C, @] for t €<0,40), i=1,2,...,v', j=12,...w, k=12,..,v'", [=12,...,w, (58)

the form

hey,, (@) ... hey,, (@O0 ¢y, (0).. H' ey, (0);.5h'ey, ,, (0). i ey, ()
[h'Ct_.jk,(l‘)]v.mw.W _ Wey, @)...0cy,,, @)k c,, @)..hc,,, @);..;hc, (0. .hc,,. (1) ‘ (59)

h'cv’w 11 (t) . hvcv'wlw (t);h'cv'WZI (t) . ‘h'cv'w 2w (t)3 . ;h'cv‘w v'l (t) b ‘hvcv'wv'w(t)

From the assumption that the critical infrastructure operation process Z(t) and climate-weather change process
C(¢) are independent, it follows that

H'Czjjkz(t) = P(G'C(/'kl <t) =P, <t ijl <t)=H', (t)le(t)’ t €<0,+0),
i=L2,..,v', j=L2,..,w, k=12,...v', [=12,...,w, (60)

and

h'cijkl(t) = %[H'Cijkl(t)] = %[H'ik (t)le(t)] = h'ik (t)c/‘l(t) + H'ik (t)cjl(t)’ t €<0,+0),
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i=12,..,v', j=12,...w, k=12,...,v', I=12,...w, (61)
where

H', (1),i=12,..,v, k=12,.,v',and C,(1), j=12,...,w, [=12,..,w, (62)
and

W), i=12,...v', k=12,...,v', and ¢, (1), j=12,..,w, [=12,..,w, (63)

are respectively defined in Chapter 3, and Chapter 4 [Kolowrocki, Soszynska-Budny, 2011],.

Hence, the matrix of the conditional distribution functions and the matrix of the conditional density functions of
the critical infrastructure operation process related to operating environment threats and extreme weather
hazards ZC(t) conditional sojourn times defined by (57) and (59) respectively take the following forms

[HYQ/kI(t)]V'»vxv'w = [H'ik (t)le (t)]v'wxv'w

H'II (t)C]l(t) H’l] (t)CIZ(t) e H'll (t)Clw(t);"';H'lv' (t)C]l(t)H'lv' (t)C]Z(Z)"‘H'lv' (t)C]w(t)
— H'” (t)CZI (t)H'll (t)CZZ (t) oo H’l] (t)CZW(t);"’;Hllv' (t)CZI (t)H'lv' (t)CZZ (t)"‘H']V' (t)Clw (t) (64)
H'. C,0)H, ®C,®...H, ©C,0: H,, ©OC,(OH,, )C,, 0. H, ©C,/>0)
and

[ (D) =[5 OC;, () + H'y (€5 (0)], s

(@G, @)+ H', (0)c, (D) ... B\, (OC,, () + H', (D), (0);..;
_ @G, (O)+H', (e, (@) ... 1, (O, () + H', (D), (0);..5

n.,oC,+H', (Hc,@)...n OC, O+H (), (0);..
h, (OC, @)+ H'\, (D), (0)..1',. (O)C,, () + H',, (), (?)
Wy, OC, () + H',,. (Dcy (2).. 1. (DC, () + H',,. (), (¢) (65)

P (OC (O + H',, (D), (@) 2, (DC,, (O + H',, (D)c,,,, (1)

We assume that the suitable and typical distributions suitable to describe the critical infrastructure operation
process Z’(t) conditional sojourn times &',,, b,/=12,...V', b=/, in the particular operation states are that
defined in [Kotowrocki, Soszynska-Budny, 2011], [EU-CIRCLE Report D2.1-GMU4-Partl, 2016] and [EU-
CIRCLE Report D2.1-GMU4-Part2, 2016]. The suitable and typical distributions suitable to describe the
climate-weather change process C(¢) conditional sojourn times C,, b, [ = 1,2,..., w, b=/, at the particular
climate-weather states are given by (4.5)-(4.12) [EU-CIRCLE Report D2.1-GMU4-Part2, 2016].

50



Journal of Polish Safety and Reliability Association
Summer Safety and Reliability Seminars, Volume 8, Number 2, 2017

6.2. Joint model of dependent critical
infrastructure operation process related to
operating environment threats and extreme
weather hazards

Under the assumption that the critical infrastructure
operation process including operating environment
threats Z'(t), t €<0,+), and the climate-weather

change process C(f) including extreme weather
hazards are dependent, we introduce the joint process
of critical infrastructure operation process and
climate-weather change process called the critical
infrastructure operation process related to operating
environment threats and extreme weather hazards
marked by

Z'C(t), t e<0,+x), (66)

and we assume that it can take Vv'w,v,weN,
different operation states

1

zcC i=1,2,...,V', j=1,2,...,W. (67)

ij’

We assume that the critical infrastructure operation
process related to operating environment threats and
extreme weather hazards Z'C(¢t), at the moment

te<0,+), is at the state Z'c;, i=12,..,0,
j=12,...,w, if and only if at that moment, the
operation process Z'(¢f) is at the operation states
z', i=12,..,v', and the climate-weather change
process C(7) is at the climate-weather state ¢,

j=12,...,w, what we mark as follows:

=P(C(0)=C,)-P(Z'(0)=2',| C(0)=c,)

(Z'C)=zZ'c))=>Z' )=z, nC()=c,), (68)
te<0,4x), i=12,..,v', j=12,..,w.

Further, we define the initial probabilities
P'q,(0)=P(Z'C0)=z'¢,),i=12.v’,  (69)

Jj=12,..,w,

of the critical infrastructure operation process related
to operating environment threats and extreme
weather hazards Z'C(t), at the initial moment ¢ =0

at the operation and climate-weather state z'c,,
i=12,...,v'eN, j=12,...,w, and this way we have

the vector

[p' qi/' (0)]1xv'w

51

p'q,,(0), p'q,,(0),...,p'q,,(0);
=| p'q5,(0), p'q(0),..., p'q,,(0);
—.0'q,,(0),p'q,,(0),...,p'q,,(0)

(70)

of the initial probabilities the critical infrastructure
operation process related to operating environment

threats and extreme weather hazards Z'C(?) staying

at the particular operation and climate-weather state
at the initial moment ¢ = 0.

In the case when the processess Z'(¢) and C(¢) are
dependent the initial probabilities existing in (70) can
be expresed either by

P'4,(0)= P(Z'C(0)=='c,) = P(Z(0) =2,~C(0) =¢,)

where
P (0) =pz'(0)=z"),

= p'i 0)- qj/i(o)’
(72)

are the initial probabilities of the operation process
Z’(f) defined in Chapter 3 and

q,,(0=P(C(0)=c,| 2'(0)=2"), (73)

J=L2,...,w,

are conditional initial probabilities of the climate-
weather change process C(f) defined in Chapter 4 in
case they are not conditional or by

P'4,(0)=P(Z'C(0) =='c,) = P(Z'(0) = 2,~C(0) = ¢,)

ZQj(O)'p'i/j 0), i=12,..,v", j=12...w (74)
where
q,(0) =P(C(0)=c,), j=12,...,w,
(75)

are initial probabilities of the climate-weather change
process C(f) defined in Chapter 4 and

P, (0) =P(Z'(0)=2,| C(0)=c)), (76)

J=12,w, =12,
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are conditional initial probabilities of the operation
process Z'(¢) defined in Chapter 3 in case they are
not conditional.

Further, we introduce the probabilities

p'qijkl’ i=152,"'3V'5 ] = 1,2,...,W,

of the transitions of the critical infrastructure
operation process related to operating environment
threats and extreme weather hazards Z'C(f) between

the operation states

and

(77)

78
[=12,...,w, k=12,..,V, (78

and get their following matrix form

P9 PG P4 P 4in D Gin-P Qa3 PGP Girva P Gy

| P'%on PG - P %oy P'dianP Giam P Qans 3P Qi P Qi vae P Gz o
[p qz_'/ kl]v'wxv'w =

(79)
p'qv'wll p'qV'WIQ ot p'qv'wlw;p'qv'w21p’qv'w22"'p'q'v'wbv;"';p'qv’wvlp'qv'wv'Z‘"p'qv'wv'w

In the case when the processess Z’(f) and C(¢) are dependent the probabilities of transitions between the
operation states existing in (6.79) can be expresed either by

p'qul :p'l_kqﬂ/ik, i=12,...,v', J=L2,...,w, k=12,..,v', [I=12,...,w, (80)
where
p','/{: i:1,2,...,V', k:1,2,...,V', (81)

are transient probabilities of the operation process Z’(¢) defined in Chapter 3 and

k=12,.,v', 1=12,.,w, (82)

ik

are conditional transient probabilities of the climate-weather change process C(¢) defined in Chapter 4 in case
they are not conditional or by

P'%u=49 Py i=kZ12v..v'=12,...,w, (83) 1=12,...,w,
where
q/‘[ﬂ jzlaza"'awa 121,2,...,W, (84)

are transient probabilities of the climate-weather change process C(f) defined in Chapter 4 and

Paris =12,V k=12L2u,w, (85) [=12,...,w,
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are conditional transient probabilities of the operation process Z’(f) defined in Chapter 3 in case they are not
conditional.

The matrix of conditional distribution functions

H'C,, ()=PO'C,, <1) i=12,..,v", te<0,+wx), (86) F=12w, k=12, [=12..

of the critical infrastructure operation process related to operating environment threats and extreme weather
hazards Z'C(f) conditional sojourn times 6'C,,,, i=12,...,v", j=12...,w, k=12,..,v', [=12,..,w, at the

operation state z'c,, i=12,..v', k=12,..,v', when the next operation state is zC;, j=12,..,w,
[=12,...,w, takes the following form
[H'Q] k[(t)]v'wxv'w
H'Cllll(t) M H'CIIlw(t);H'CIlZl(t)"‘H'CII2w(t);'";H'Cllv'l(t)"‘chllv'w(t)
_ H'C,, (1)...H'C,,,(0);H'C,, (1)..H'C,,, ). ;H'C,,,(1)..H'C,, (?) 87)
H’Cv'wll (Z) e H'Cv'wlw(t);H'CV'»«»’Zl(t)“‘H'CV'yv Zw(t);"';H'CV'WV'I(Z)“‘H'Cv'wv'w(l)
and the matrix of their corresponding conditional density functions
' d (] . ' . '
h cl.].k,(t) = E[H Cijk[(t)] for te<0,4x), i=12,...v', j=12,...w, k=12,..v', [=12,...,w, (88)
the form
[h'cijkl(t)]v'wxv'w
h'cllll(t) e h'clllw(t);h'cllzl(t)‘"h'CIIZW(t);“';h'CIIV'l(t)“'h'cllv'w(t)
— h'CIZH (t) M h'cnlw(t);h'cu 21 (t)"‘h'CIZ2w(t);"‘;h'012 v'l (t)"‘h'c]Zv'w(t) (89)

h'cv'wll(t)‘ . hvcv'wlw(t);hvcv'wﬂ(t)"'h'Cv'w211r(t);"';hvcv'wv'l (t)"'h'cv'wv'w(t)

In the case when the critical infrastructure operation
process Z'(t) and climate-weather change process

C(¢) are dependent, the distribution functions existing
in (6.88) can be expressed either by

H'C,,(t)=P(0'C,, <t) = P(0, <t " C, <1)

:H'ik(t)cj[/ik(t)’ t €<0,+00), (90)
i=12,...,V, J=12,...w, k=12,...,V,
[=12,...,w,

where

H' (), i=12,.,v', k=12,...,V', 91)

52

are distribution functions defined of the sojourn
lifetimes of the operation process Z'(¢) defined in

Chapter 3 and

Cu(®) =P(C,<t| 0, <1),i=12,...v",

(92)
J=12w, k=12, 1

are conditional distributions of the sojourn lifetimes
at the climate-weather states of the climate-weather
change process C(¢) defined in Chapter 4 in case they
are not conditional or by
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H'C,,(t)=P(0'C,, <t) = P8, <t "C, <1)

=Cj,(t)H'l.k/j,(t), t €<0,+x), (93)
i=12,....V', Jj=12,...,w, k=12,....v',
[1=12,...,w,

where

C,(0), j=12,..,w, [=12,....w, (94)

are distribution functions defined of the sojourn
lifetimes at the climate-weather states of the climate-
weather change process C(¢) defined in the Chapter 4
and

H'y () = POy <t[C <0),i=12...v", (95

J=12w, k=12, 1=12,...,w,

are conditional distributions of the sojourn lifetimes
at the operation states of the critical infrastructure
operation process Z'(f) defined in Chapter32 in case
they are not conditional.

Hence, the density functions existing in (6.89) can be
expressed either by

d d
h'cijkl(t) = E[H'Cijk/(t)] E[H’ik (t)cj//ik(t)]

=n, (t)le/ik(t) +H', (t)cjz/ik(t)o
(96)

t €<0,+x0),
i=12,..,v,
[=12,...,w,

J=12,w, k=12,

where

H'ik (Z)n
7
and C

jl/ﬂc(t)7 j:1929"'9wa 12132,--.,W5
and

Bt i=12,...0, k=12,
and Cﬂ/,k(t), J=12,...,w, [=12,...,w,

(98)

are respectively defined in Chapter 3 and Chapter 4
or by

54

d d
hlcz:/‘k](t) = E[H'Cijkz(t)] = E[le(t)H'ik/jl ()]

=c,(OH",, ;) +C,(Oh'y, (1), t €<0,+0),
(99)

i=L2,..,v, J=L2,...,w, k=12,...,v,
[1=12,...,w,

where

C,(0), j=12,..,w, [=12,..,w, (100)

and H';, , (), i=12,..,v", k=12,.,V,

and

c,®, j=12,...,w, 1=12,...,w,
and h',.k/ﬂ(t), i=12,..,v', k=12,..v,

(101)

are respectively defined in Chapter 4 and Chapter 3.
We assume that the suitable and typical distributions
suitable to describe the critical infrastructure
operation process Z (¢) conditional sojourn times 6",
, bl=12,., b=l, in the particular operation
states are that defined in [Kotowrocki, Soszynska-
Budny, 2011], [EU-CIRCLE Report D2.1-GMU4-
Partl, 2016] and [EU-CIRCLE Report D2.1-GMU4-
Part2, 2016]. The suitable and typical distributions
suitable to describe the climate-weather change
process C(#) conditional sojourn times Cj, b, [ =
1,2,..., w, b=/, at the particular climate-weather
states are given by (4.5)-(4.12).

7. Critical infrastructure operation process
related to operating environment threats and
extreme weather hazards — prediction

Assuming that we have identified the unknown
parameters of the critical infrastructure operation
process related to operating environment threats and
extreme weather hazards Z'C(t), t €<0,+x), that
can take Vv'w,v',we N, different operation states
Z'c;, 1=12,...,v', j=12,...,w, defined in Chapter
6 and described by :
- the vector [p'q;(0)],,.,  of
probabilities of the critical infrastructure

operation process related to operating
environment threats and extreme weather

hazards Z'C(f) staying at the
moment =0 at the operation and climate-

initial

initial
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z'c. i=12,..,,

states 0

weather

Jj=12,...,w,
- the matrix [P'q;]) . Of the probabilities

of transitions of the critical infrastructure

operation process related to operating

environment threats and extreme weather

hazards Z'C(t) between the operation states

z'c; and Z'c,, i=12,..,v', j=12,...,w,
k=12,...v', [=12,....w;

- the matrix [H'q/kz(t)]v'wxv'w of the matrix of

conditional distribution functions of the
critical infrastructure operation process
related to operating environment threats and

extreme weather hazards Z'C(¢) conditional

sojourn  times  6'Cy,, i=12,...,v,
J=12w, k=120, [=12,.,w, at
the operation state z'c;, i=12,..,V',

J=12,...,w, when the next operation state is
Z'eys k=12,,v', [=12,..,w,
we can predict this process basic characteristics.

7.1. Critical infrastructure operation process
related to operating environment threats and
extreme weather hazards — independent critical
infrastructure operation process and climate-
weather change process

The mean values of the conditional sojourn times

0C,y i=12,v, Jj=12.w, k=12,
I=12,..,w, at the operation state Zz'c;,
i=12,...,v', j=12,..,w, when the next operation

state is z'c,;, j=L12,...,w, k=12,...,v', are defined

by [Kotowrocki, Soszynska-Budny, 2011]

M']szfkl = E[G'Cijkz] = _([th'kaz([)dt

= Tth'c,.jk,(z)dt, (102)
0

i=12,...,V, Jj=12,...w, k=12,...,V,

I=12,..,w.

In the case when the processess Z’(f) and C(¢) are
independent, according to (65) the expessions (102)
tasks the form

M'ZV/'jkl =E[9'ijk/]

= [, (OC, (D) + H'y (e, ()]dL, (103)

55

i=12,...,V,
[=12,....,w.

J=1L2,..,w,

Since from the formula for total probability, it
follows that the unconditional distribution functions
of the conditional sojourn times 6'C;, of the critical

infrastructure operation process related to operating
environment threats and extreme weather hazards

Z'C(t) at the operation states state Zz'c;,
i=12,...,v', j=12,..,w, are given by
H'Cij(t):kz_”;p'fjle'Clykl(t)a (104)

te<0,4,), i=12,...,V',

In the case when the processess Z'(f) and C(¢) are
independent, according to (53) and (60) the
expessions (104) takes the form

H'C,(0)= 3 plu g, H', (0C, (1), (105)

te<0,4,), i=12,...,v,

From (104) it follows that the mean values E[6'C;]

of the unconditional distribution functions of the
conditional sojourn times 6'C,, of the critical

ij?

infrastructure operation process related to operating
environment threats and extreme weather hazards

Z'C(t) at the operation states z'c;, i=12,...,V',
J=L12,...,w, are given by

(106)

ijkl>

M'N, = FI0'C,) =53 p', M'N

i=12,.0, j=12,.,w,

where M'N,,, are given by the formula (102).

In the case when the processess Z(f) and C(f) are
independent, considering (105) and (60) the
expession (106) takes the form

M'N, =E[0'C,] = X3P q,M'N,. (107)
i=12,..,v', j=12,...,w,

where M'N,,, are given by the formula (103).

The transient probabilities of the critical

infrastructure operation process related to operating
environment threats and extreme weather hazards
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1

Z'C(t) at the operation states z'c;, i=12,..,V',
Jj=L12,...,w, can be defined by

p'q;(t)=P(Z'C(t) = zc;), t €<0,+0),
(108)

i=12,.,V, j=12,...,w.

In the case when the processess Z’(f) and C(¢) are
independent the expession (6.108) for the transient
probabilities can be expressed in the following way

P'q;()=P(Z'C(t)=z2'c,))=P(Z'(t)=z'"nC(t)=c,)
=P(Z't)=z2)-P(C()=¢)) = p'(1)-q,(0),

te<0,4,), i=12,...,v', J=12,...,w,
(109)
where
p,(t) =P(Z'(t)=z,), t €<0,+), (110)

are the transient probabilities of the operation
process Z’(t) defined in Chapter 3 and

q,(t) =P(C(t)=c;), t €<0,+x),

(111)
Jj=L2,...,w,

are the transient probabilities of the climate-weather
change process C(¢) defined in Chapter 4.

The limit values of the critical infrastructure
operation process related to operating environment
threats and extreme weather hazards Z'C(f) at the

operation states z'c;, i=12,...,v', j=12,...,w, can

be found from [Kotowrocki,
2011]

Soszynska-Budny,

! . M Nij
p'q, =lim————
(Do v 5 aM'Nyj

i=1j=1

> W’

, i=12,...,V,

(112)
j=12,...

where M'N,;, i=12,...v', j=12,..,w, are given

by (6.107), while the steady probabilities 7,

Y

i= 1a2a---5v'a ] = laza'“awa Of the vector [ﬂ-ij]lxv'w

satisfy the system of equations

56

[7,1(P'q;1=17,]

voow (113)
> 3x, =1,
i—=1j=1

where P'Gyus i=12,...,v, J=12,...,w,

k=12,..,v', I =12,...,w, are given by (6.53).
In the case of a periodic system operation process,

the limit transient probabilities p'q,:,, i=12,...,v',

Jj=L12,...,w, at the operation states given by (6.112),
are the long term proportions of the critical
infrastructure operation process Z'C;(f) sojourn

times at the particular operation states Zz'c;,
i=L2,...,v', j=L2,...,w.

Other interesting characteristics of the critical
infrastructure operation process related to operating
environment threats and extreme weather hazards
Z'C(t) possible to obtain are its total sojourn times
6c,

. ]
g =120,

Jj=L2,...,w, at the particular

operation states Zz'c;, i=12,..,v', j=12,.,w,
during the fixed system opetation time. It is well
known [Kotowrocki, Soszyfnska-Budny, 2011] that

the system operation process total sojourn times

0'C,, at the particular operation states z'c;, for

sufficiently large operation time 6, have
approximately normal distributions with the expected
value given by

M'N, =E[0'C,;]=p'q,0, (114)

where p'q;, i=12,.,v', j=12,.,w, are given by

(6.112).

7.2. Critical infrastructure operation process

related to operating environment threats and
extreme weather hazard — dependent critical

infrastructure operation process and climate-
weather change process

The mean values of the conditional sojourn times
oC.,,i=12,...v, j=12,..,w, k=12,

ij ki>

[1=12,...,w, state Z'c,,

y

the

i=L2,..,v', j=L2,..,\w, when the next operation

at operation

state is z'c,, k=12,..,v', I=12,...,w, are defined
by [Kotowrocki, Soszynska-Budny, 2011]
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M'N,, :E[H'Cw,]zith'qfkl(t)dt (115)
- Izh'c,.j L),

i=12,...,v', Jj=12,...,w, k=12,....v',
[=12,....w.

Since from the formula for total probability, it
follows that the unconditional distribution functions
of the conditional sojourn times 6'C;, of the critical

infrastructure operation process related to operating
environment threats and extreme weather hazards

Z'C(t) at the operation states state Zz'c;,
i=12,.,v', j=12,..,w, are given by
H'C:ij(t):kz:”;pvijle'C'ijkl(t)’ (116)
te<0,400), i=12,...,v", j=12,....w
Hence, the mean values E[0'C;] of the
unconditional  distribution  functions of the

conditional sojourn times 6'C,, of the critical
infrastructure operation process related to operating
environment threats and extreme weather hazards
Z'C(f) at the operation states z'c;, i=12,...,V',
Jj=12,...,w, are given by

V'

M'N,=E[0'C,] = 1§p'ijk1M']Vijk1’

Je=1 1=

(117)
i=12,.,, j=12,...,w,

where M'N,,, are defined by the formula (6.115).

The transient probabilities of the critical
infrastructure operation process related to operating
environment threats and extreme weather hazards

Z'C(f) at the operation states z'c;, i=12,..,V',

Jj=L12,...,w, can be defined by

p'q;(t)=P(Z'C(¢) =Z'c;), t €<0,+0),
i=12,..v, j=12,..w

(118)

In the case when the processess Z’(f) and C(¢) are
dependent the transient probabilities can be expresed
either by

P'q,()=P(Z'C(t)=2'c,) = P(Z'(t) = 2,nC(t) = ¢,)
=P(Z'(t)=z")-P(C(t)=c¢,;| Z'(t)=2'))

=p'(1)-q,;,), t €<0,+0), (119)
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i=12,..,v, j=12,....w,

where

P () =P(Z'()=2"), t €<0,+),
(120)
i=12,..,,

are transient probabilities of the operation process
Z’(t) defined in Chapter 3 and

q,:() =P(Ct)=c,| Z'(t)=z"),
(121)
te<0,4,), i=12,...,v,

are conditional transient probabilities of the climate-
weather change process C(¢) defined in Chapter 4 in
case they are not conditional

or by

P'q,()=P(Z'C(t)=z'c,)=P(Z'(t) =z'\NC(t) =c))
=P(C(1)=C))-P(Z'(1)=z2,| C(t)=c,)

=q,(t)-p';, (1), t €<0,+0), (122)
i=12,..v, j=12,.,w,

where

q,(t) =P(C(¢)=c,), t €<0,+0), (123)

Jj=12,...,w,

are transient probabilities of the climate-weather
change process C(¢) defined in Chapter 4 and

Py (1) =P(Z'@0)=2| C(t)=c)),
(124)

te<0,4m), i=12,...,v', j=12,...,w,
are conditional transient probabilities of the
operation process Z’(¢) defined in Chapter 3 in case
they are not conditional.

The limit values of the critical infrastructure
operation process related to operating environment

threats and extreme weather hazards Z'C(¢) at the

operation states Z'C,-j, i=12,...,v', j=L2,...,w, can

be found from [Kotowrocki,
2011]

Soszynska-Budny,

' : 7ijM'Njj
p'q; =lim——
t—w T T apMN
i=1j=1

, (125)



Kolowrocki Krzysztof, Kuligowska Ewa, Soszynska-Budny Joann
Critical infrastructure operation process related to operating environment threats and extreme weather hazard

where M'N,;, i=12,.,v', j=12,.,w, are given

by (16),

. '
i=12,...,v',

while the T,

Y

steady probabilities

of the vector [7,],,.,

J=12,...,w,
satisfy the system of equations
[ﬂ-ij][p’qijkl] = [72'1.],]
2 2m =1

i—=1j=1

(126)

In the case of a periodic system operation process,
the limit transient probabilities p'q,_.,, i=12,...,V,
J=L12,...,w, at the operation states given by (7.24),
are the long term proportions of the critical
infrastructure operation process Z'C,(¢) sojourn
times at the particular operation states Zz'cy,
i=12,..,v', j=12,...,w.

Other interesting characteristics of the critical

infrastructure operation process related to operating
environment threats and extreme weather hazards

possible to obtain are its total sojourn times 6'C,,

i=L2,..,v', j=12,..,w, atthe particular operation
states z'c;, i=12,...,v', j=12,..,w, during the
fixed system opetation time. It is well known
[Kotowrocki, Soszynska-Budny, 2011] that the

system operation process total sojourn times 0'C,, at

ij?
the particular operation states z'c,, for sufficiently

large operation time @, have approximately normal
distributions with the expected value given by

M'N, =E0C,]=p'q,0,

(127)
i=12,...,v', j

L2,...

B W,

where p'q;, i=12,..,v', j
(125).

L2,...,w, are given by

8. Conclusions
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