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—— Abstract

Atthe end of 2022 and the beginning of 2023, the Eu adopt-
ed several new legislative acts aimed at improving the resilience and
protection of network and information systems and critical entities
across the Union. The objective of this research is to list these acts,
show their mutual connections and focus specifically on analysing
the potential weaknesses of two legislative acts, namely: the N152
Directive and the cer Directive. The NIs2 Directive is a significant
piece of legislation that aims to improve the cybersecurity of the
European Union, while the cer Directive is a crucial piece of legisla-
tion that aims to improve the physical security of critical entities in
the Union. These two documents are applied in parallel and contain
many mutual references, which means that weaknesses in one doc-
ument may have significant consequences for the implementation of
the other. Using standard desktop analysis of primary and secondary
sources, this paper reviews results and challenges in the protection
of the eu’s critical infrastructures by primarily focusing on these two
documents. The research identifies and explains certain weaknesses,
concluding with suggestions for possible solutions.
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—— 1. Introduction
éé O ur daily lives depend on a wide variety of services -
such as energy, transport, and finance, as well as
health. These rely on both physical and digital infrastructure” [1, p. 2].
Physical infrastructure enables us to work, travel and benefit from
essential public services such as hospitals, transport and energy
supplies. In contrast, digital infrastructure facilitates a multitude of
new, extremely exciting and unpredictably dynamic jobs and pro-
cesses, virtual realities and artificial intelligence, freedom of speech
and possibilities of action. On one hand, all this progress makes the
world a pleasant place to live, while, on the other, it raises many
questions, many of which contain a security component. What hap-
pens in cyberspace has numerous implications for the physical world
since “cyber” has become part of the physical reality all around us.
Therefore, efficient functioning of physical and digital infrastructure
has become one of the key areas of security for individuals, many
economies, states, companies of all profiles and large multinational
organisations such as the European Union.

The protection of critical physical and digital infrastructure is one
of the key areas of national security for many countries around
the world and one of the key security priorities of the European
Union. The 2020 Eu Security Union Strategy emphasises four stra-
tegic priorities for the Security Union, namely: “(i) a future proof
security environment, (ii) tackling evolving threats, (iii) protecting
Europeans from terrorism and organised crime, (iv) a strong
European security ecosystem” [1, p. 6]. The first strategic priority
discusses achievements and challenges related to critical physical
and digital infrastructure and states “if these infrastructures are not
sufficiently protected and resilient, attacks can cause huge disrup-
tion - whether physical or digital - both in individual Member States
and potentially across the entire Eu” [1, p. 6]. Due to the discussion
that follows, it is important to point out that the Strategy asserts that
“the EU’s existing framework for protection and resilience of critical
infrastructures has not kept pace with evolving risks” [1, p. 6] with
respect to which two directives are considered under the existing
framework: Council Directive 2008/114/Ec of 8 December 2008 on the
identification and designation of European critical infrastructures and
the assessment of the need to improve their protection, and Directive (Eu)
2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and
information systems across the Union.

The security risks are very diverse. Many authors believe that the
digital revolution is transforming every aspect of our lives, both
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creating enormous opportunities but also increasing exposure
to threats [1; 6; 7; 8; 9; 14; 17]. Ulrik Franke et al. state that “with
poor cyber security, society is vulnerable, both to accidents and to
attacks” [3, p. 116]. Alok Mishra and associates believe that “cyber
threats have risen as a result of the growing trend of digitalisation
and excessive reliance on the digital world” [4, p. 1]. Sam Maesschalck
and associates argue that Industrial Control Systems were not
designed with internet connectivity in mind, and often lack basic
security features, making them vulnerable to cyberattacks [5]. In
addition to the possibility of technical failures, Stefan Varga and
associates recognise people as the main sources of security risks to
critical infrastructures.

“People can either (i) take inadvertent unintentional actions,
without having a malicious or harmful intent, e.g., by do-
ing mistakes, errors and omissions, (ii) fail to take action
in a given situation, where actions otherwise would have
prevented an undesired outcome, or (iii) act deliberately
with the intent to do harm, e.g., by acts of fraud, sabotage,
theft and vandalism” [10, p. 2].

Johan David Michels and Ian Walden identified the risks to critical
infrastructure from under-investment in cybersecurity measures
and insufficient information sharing [11]. Although critical physical
and digital infrastructure areas have become extremely connected
over the last 10 years, the focus of policy makers, academics and
practitioners has mostly been directed towards the latter area, as
well as cyberspace. This is understandable because, as Tomasz
Aleksandrowicz says, “cyberspace is now the basis for the function-
ing of a state’s critical infrastructure” [12], both digital and physical.

Although these two areas are inextricably linked, to the best of our
knowledge, in the academic world the primary focus is on consid-
ering the effectiveness of cyber protection of critical infrastructures
and comparing different legal instruments related to it. Dimitra
Markopoulou, Vagelis Papakonstantinou, and Paul de Hert discuss the
new EU cybersecurity framework, a new Regulation on ENISA (the EuU
Cybersecurity Act), and the relationship between the Nis1 Directive and
the EU's General Data Protection Regulation (GbpPR) [13]. The interplay
between the Nis1 Directive and the GDPR in a cybersecurity threat land-
scape is a topic dealt with by Mark D. Cole and Sandra Schmitz-Berndt
[14]. Further on the same topic, Sandra Schmitz-Berndt and Stefan
Schiffner analyse reporting obligations, as well as certain limitations
and differences, with respect to the Ni1s1 Directive and GDPR [15].
Sandra Schmitz-Berndt then discusses mandatory cybersecurity
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incident reporting under the Nis2 Directive [16], and the reporting
threshold for a cybersecurity incident under the Nis1 Directive and
NIs2 Directive [17]. Comparison of the N1s1 Directive and Nis2 Directive
was carried out through several different studies [18; 19; 20]. Finally,
it is worth highlighting the comparison of the Nis2 Directive Proposal
with the development of Italian and German cybersecurity laws [21].
None of these studies included a comparison of legal instruments
related to the protection of critical physical infrastructures.

Returning again to the 2020 Eu Security Union Strategy, which empha-
sises that “the EU’s existing framework for protection and resilience
of critical infrastructures has not kept pace with evolving risks”, it
is further stated that “the legislative framework needs to address
this increased interconnectedness and interdependency, with robust
critical infrastructure protection and resilience measures, both cyber
and physical” [1, p. 6].

“At the same time, Member States have exercised their
margin of discretion by implementing existing legislation in
different ways. The resulting fragmentation can undermine
the internal market and make cross-border coordination
more difficult - most obviously in border regions. Operators
providing essential services in different Member States
have to comply with different reporting regimes” [1, p. 6].

Therefore, it was particularly emphasised that the European
Commission is looking for new legal frameworks for both physical
and digital infrastructures [1, pp. 6-7]. After several years of work,
at the end of 2022, three legislative acts were published in the same
Official Journal of the European Union, namely, two directives and one
regulation: (i) Directive (Eu) 2022/2555 of the European Parliament and of
the Council of 14 December 2022 on measures for a high common level
of cybersecurity across the Union, amending Regulation (Eu) No 910/2014
and Directive (Eu) 2018/1972, and repealing Directive (Eu) 2016/1148 (NIs2
Directive) [22] (hereinafter: N1s2 Directive); (ii) Directive (Eu) 2022/2557
of the European Parliament and of the Council of 14 December 2022 on
the resilience of criticzal entities and repealing Council Directive 2008/114/
Ec [23] (hereinafter: CER Directive); and (iii) Regulation (Eu) 2022/2554
of the European Parliament and of the Council of 14 December 2022
on digital operational resilience for the financial sector and amending
Regulations (Ec) No 1060/2009, (EU) No 648/2012, (Eu) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011 [24] (hereinafter: DORA).

The aim of this paper is analysing two complementary documents -
the N1s2 Directive and cer Directive - because the first document is
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focused on improving the cybersecurity of network and information
systems across the European Union, and the second on strengthen-
ing the resilience and protection of critical entities across the Union.’
The rationale for such a study design is twofold. First, in normative
terms, the N1s2 Directive represents the central document for cy-
bersecurity in the EU in connection with strengthening the resilience
and protection of network and information systems, and the CeR
Directive in the area of strengthening the resilience and protection of
critical entities. Second, on an operational and implementation level,
network and information systems and critical entities represent one
of the key bloodstreams of the Union, Member States, numerous or-
ganisations, all economies and a growing number of citizens. That is
why it is essential to analyse the strengths and weaknesses of these
two documents, which is the narrower purpose of this research. It
is clear that both directives have resulted in numerous changes and
improvements in the existing normative framework and will lead to
better vertical and horizontal operational solutions. However, there
is always room for additional work on the quality of legislative acts,
which brings us to the question posed by this research: What are the
weaknesses of these two directives?

With respect to structure, the Introduction is followed by a second
section called From Council Directive 2008/114/EC to the CER Directive,
which will analyse the two above-mentioned directives. The next
section, From the NIS1 Directive to the NIS2 Directive, will provide an
analysis of the two directives in question, followed by a section
titled Discussion, which will connect the research results from the
perspective of the research question and discuss the findings and
their implications within the broader context of protecting critical
EU infrastructures. Conclusion will summarise the analysis and all
segments of the research, and provide final comments as well as the
significance of the findings.

——— 2. From Council Directive 2008/114/Ec

to the ceRr Directive

Council Directive 2008/114/ec of 8 December 2008 on the
identification and designation of European critical infrastructures and
the assessment of the need to improve their protection [25] (hereinafter:
Council Directive 2008/114/ec) was the first step in a multi-step pro-
cess to identify and designate critical European infrastructures and
assess the need to improve their protection. As such, this Directive
was focused on the energy and transport sectors [25: recital 5]. This
Directive set out a procedure for the identification and designation
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of critical European infrastructure and a common approach to as-
sessing the need to improve the protection of such infrastructure to
contribute to the protection of people [25: article 1]. It was pointed
out that there are a certain number of critical infrastructures at the
level of the Union (at the time of the publication of the Directive,
the term “Community” was used), the disruption or destruction of
which would have significant cross-border impacts. This may include
transboundary cross-sector effects resulting from interdependen-
cies between interconnected infrastructures. Such infrastructure
should be identified and designated through a common procedure
[25: recital 7]. It was additionally emphasised that this Directive com-
plements existing sectoral measures at the level of the Community
and Member States [25: recital 10], and that the primary and ulti-
mate responsibility for protecting critical European infrastructures
rests with the Member States and the owners/operators of such
infrastructures [26: recital 6].

The Directive was relatively short, with only a few articles. The first
article sets out the purpose of the Directive, and the second provides
definitions. The third article defines the criteria for identifying critical
infrastructures, while the fourth article sets out the methods for
designating critical infrastructures. The fifth article describes the
purpose of the Operator security plan and who is responsible for
creating said plan, while the sixth describes the function of Security
Liaison Officers. The seventh article refers to reporting of generic
data by Member States to the Commission on a summary basis on
the types of risks, threats and vulnerabilities encountered in the en-
ergy and transport sectors in which critical European infrastructure
has been designated. The eighth article states that the European
Commission shall support, through the relevant Member State
authority, the owners/operators of designated critical European
infrastructures by providing access to available best practices and
methodologies, as well as training and the exchange of information
on new technical developments related to critical infrastructure
protection. The ninth article describes the requirements for the
protection of sensitive information relating to critical infrastructure
protection. The tenth article requires Member States to designate
contact points for the protection of critical infrastructure [25].

As the threat landscape has evolved over time, with the emergence
of new threats and the increasing interconnectedness of physical
and cyber domains, questions have arisen regarding the continued
relevance of the current Directive and the need for an update. The
European Commission has prepared a comprehensive evaluation
study on the scope of the Directive.? According to the 2019 Evaluation
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study of Council Directive 2008/114 on the identification and designation

of European critical infrastructures and the assessment of the need to im-
prove their protection 10 years after entering into force, “the Directive

appears today to have partial to limited relevance, notably in view of
recent technological, economic, social, policy/political and environ-
mental developments and current challenges” [26, p. 1]. The Member
States adopted a variety of approaches in transposing the Directive

in their national legislation [27, p. 14]. Member States have different
starting points and approaches towards the identification of poten-
tial critical European infrastructure [27, p. 17], while the process of
designating critical European infrastructure tends to be less formal-
ised [27, p. 19]. Regarding the Operator security plan, “each Member
State adopted this provision using their own interpretations of what
needed to be done; this has led to the adoption of different criteria

for use in assessing risks for each Member State” [27, p. 21]. The

next challenge was the criteria for determining the Security Liaison

Officer. Member States applied the requirements that the Security
Liaison Office should satisfy very differently (in terms of role, key
responsibilities, clearance, etc.) [27, pp. 21-22]. The same was true

of very similar claims for national contact points for the protection of
critical infrastructure [27, p. 23]. Regarding the reporting of Member
States to the Commission, the procedure was established; however,
it lacked sufficiently high-quality use of information collected by the

Commission, which “has not systematically provided feedback on

these reports, nor has it worked to synthesise the situational pic-
tures at the Ms level in order to create a pan-EuU assessment of critical

infrastructure vulnerability” [27, p. 22]. The final assessment is how
the Directive “appears to be broadly consistent with relevant sectoral

legislation. However, its coherence is limited by the existence of sev-
eral overlaps with other pieces of legislation and policy documents.”
Additionally, “the Directive has been partially effective in achieving

its stated objectives.” Also, the evaluation found that the Directive
generated some Eu added value [26, pp. 2-6]. For all these reasons,
it was necessary to adopt a new and updated directive.

The cer Directive was adopted to eliminate weaknesses observed
during the evaluation of Directive 2008/114/ec, which was carried out
in 2019 and found that,

“due to the increasingly interconnected and cross-border
nature of operations using critical infrastructure, protective
measures relating to individual assets alone are insufficient
to prevent all disruptions from taking place. Therefore, it is
necessary to shift the approach towards ensuring that risks
are better accounted for, that the role and duties of critical
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entities as providers of services essential to the functioning
of the internal market are better defined and coherent, and
that Union rules are adopted to enhance the resilience of
critical entities” [23, recital 2].

The ceR Directive has repeatedly upgraded the scope and reinforced
the resilience and protection of critical infrastructures through various
measures and activities.

It is necessary to highlight the key differences between Council
Directive 2008/114/eC and the CER Directive:

*  Scope and Coverage: Council Directive 2008/114/ec focuses
exclusively on the energy and transport sectors, while the Cer
Directive expands the scope to include all critical entities that
provide essential services in 11 sectors [23, annex 1].

* Risk Assessment Approach: Council Directive 2008/114/ec
emphasises a top-down, risk-based approach to critical infra-
structure protection, while the CER Directive encourages a more
holistic, multi-dimensional approach that considers both physical
and cyber threats [23, article 5 and 12].

*  Security Plan Requirements: The security plan requirements
in Council Directive 2008/114/ec were limited to the energy
and transport sectors, while the cer Directive mandates the
development of security plans for all critical entities, regardless
of sector [23, article 13].

+ Incident Response and Recovery Mechanisms: Council
Directive 2008/114/ec provides limited guidance on incident
response and recovery, while the cer Directive emphasises the
need for robust incident response and recovery plans to ensure
continuity of critical services [23, article 15].

+ Information Sharing and Cooperation: Council Directive
2008/114/ec encourages information sharing between Member
States and the Commission, while the Cer Directive strengthens
this requirement by establishing a centralised information-shar-
ing platform (a Critical Entities Resilience Group is hereby
established) and promoting the exchange of best practices and
lessons learned [23, article 19].

¢ Review and Update Mechanism: Council Directive 2008/114/EcC
does not explicitly provide for a regular review and update
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process, while the cer Directive mandates the establishment
of a review mechanism to ensure that the Directive remains
relevant and effective considering changing threat landscapes
and technological advancements [23, article 20].

Overall, the cer Directive represents a significant update to Council
Directive 2008/114/€Ec, reflecting the evolving nature of critical infra-
structure threats and the growing importance of a holistic approach
to critical infrastructure protection. The Cer Directive is a crucial
piece of legislation that aims to improve the physical security of crit-
ical entities in the European Union, where critical entities represent
providers of essential services, and play an indispensable role in the
maintenance of vital societal functions or economic activities in the
internal market in an increasingly interdependent Union economy.
As in the example of the N1s2 Directive, the CER Directive aims at
better regulation and alignment of differences between the entities
involved in the provision of essential services, which are increasingly
subject to diverging security requirements imposed under national
law. Therefore, the new Directive seeks to lay down harmonised
minimum rules to ensure the provision of essential services in the
internal market, to enhance the resilience of critical entities and to
improve cross-border cooperation between competent authorities.
This Act also recognises other challenges relevant to the regulation of
this area and considerable effort has gone into their resolution and
normative improvements.

—— 3. From the Nis1 Directive to the Nis2 Directive

Directive (Eu) 2016/1148 of the European Parliament and of
the Council of 6 July 2016 concerning measures for a high common level
of security of network and information systems across the Union [28]
(hereinafter: N1s1 Directive) was the first horizontal legal instrument
undertaken at an eu level for the protection of network and informa-
tion systems across the Union [3; 11; 12; 13; 14; 16; 17; 18; 20; 29]. The
Directive aimed to achieve the following:

“(a) [to lay] down obligations for all Member States to
adopt a national strategy on the security of network and
information systems; (b) [to create] a Cooperation Group
in order to support and facilitate strategic cooperation and
the exchange of information among Member States and to
develop trust and confidence amongst them; (c) [to create]
a computer security incident response teams network
(‘csIRTs network’) in order to contribute to the development
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of trust and confidence between Member States and to
promote swift and effective operational cooperation;
(d) [to establish] security and notification requirements
for operators of essential services and for digital service
providers; (e) [to lay] down obligations for Member States
to designate national competent authorities, single points
of contact and csIRTs with tasks related to the security of
network and information systems"” [28, article 1].

The purpose of the N1s1 Directive was to enhance the security of
network and information systems (NIs) across the European Union.
The Directive sets out minimum cybersecurity requirements for
operators of essential services (0ts), digital service providers
(psp), and Member States. The Directive’s key objectives were to:
(a) reduce the risk of cyberattacks on Nis; (b) improve the incident
response capabilities of OES and DsP; (c) strengthen cooperation and
information exchange between Member States and the European
Commission; (d) foster cross-border cooperation in investigating and
prosecuting cyber-crime. The Directive’s main requirements for Oes
and psp were: (a) identifying and classifying Nis; (b) implementing
appropriate security measures to protect NIS; (c) reporting security
incidents promptly to the relevant authorities; (d) conducting regular
security assessments; (e) developing and implementing incident
response plans; (f) providing regular updates on their cybersecu-
rity measures. The Directive also requires Member States to: (a)
establish national N1s authorities to oversee the implementation of
the Directive; (b) develop and implement national NiIs strategies; (c)
foster public-private cooperation on cybersecurity; (d) support OEs
and psp in implementing the Directive's requirements; (e) investigate
and prosecute cyber-crime effectively. The Directive additionally
established a framework for mutual assistance between Member
States in the event of a major cybersecurity incident. Finally, the
Directive required the European Commission to: (a) monitor the
implementation of the Directive and provide guidance to Member
States; (b) support the development of cybersecurity standards and
best practices; (c) promote international cooperation on cybersecu-
rity [28]. The N1s1 Directive was a significant step towards improving
the security of NIS in the Union. It is expected to contribute to the
resilience of the Union'’s critical infrastructure and the protection of
its citizens.

The obligations under the N1s1 Directive can be broadly divided into
two categories: safeguarding obligations, which require organi-
sations to put in place “appropriate and proportionate” security
measures, and information obligations, which require the sharing

www.acigjournal.com — ACIG,VOL.2,N0.1,2023 — poI: 10.60097/ACIG/162868

236



Protection of the EU’s Critical Infrastructures: Results and Challenges

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

or disclosure of information [11, p. 16]. While the N1s1 Directive in-
creased the OES, DSP, and Member States’ cybersecurity capabilities,
its implementation proved difficult. Member States adopted different
approaches, resulting in fragmentation at different levels across the
internal market [2, 5]. “Different actors understand cybersecurity
differently under different circumstances” [29, p. 2]. Basically, “NIS is
work-in-progress” [30, p. 1328], where due to a change in numerous
circumstances many countries and organisations acknowledge the
need to develop more efficient protection solutions in cyber space
and an increase in information security [31].

“The Directive contributed to improving cybersecurity
capabilities at a national level, increased cooperation be-
tween Member States, and improved the cyber resilience of
public and private entities within the sectors encompassed.
However, these improvements seem to be no longer suf-
ficient in light of an expanded threat landscape” [17, p. 1].

“The NIs Directive could be considered a late response to an already
exacerbated and well-known problem” [13, p. 11].

Due to the perceived challenges in implementation, the European
Commission conducted a comprehensive evaluation study on the
scope of the NIs1 Directive. According to the 2020 Commission Staff
Working Document Impact Assessment Report Accompanying the doc
ument Proposal for a Directive of the European Parliament and of the
Council on measures for a high common level of cybersecurity across the
Union, repealing Directive (Eu) 2016/1148, in spite of the achievements,

“the NIs Directive also proved its limitations, falling short
of ensuring a fully engaging, coherent and pro-active
setting that could guarantee an effective take of shared
responsibilities and trust among all relevant authorities
and businesses... The NIs Directive revealed inherent
weaknesses and gaps that make it incapable of addressing
contemporaneous and emerging cybersecurity challenges.
These concern, among others, a lack of clarity on the NIS
scope, insufficient consideration of the increasing intercon-
nectivity and interdependencies within EU economies and
societies, the lack of alignment between security require-
ments and reporting obligations, a lack of effective incen-
tives for information sharing or operational cooperation
among relevant authorities and difference in treatment of
comparable businesses across Member States and sectors”
[32, p. 11].
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The N1s1 Directive did not cover all the sectors that provide key ser-
vices to the economy and society, was deemed to have granted too
wide discretionary powers to Member States to mandate the kinds
of cybersecurity and incident reporting requirements for oes, and
was not perceived to include effective supervision and enforcement
[18, p. 225]. N1s1 “transposition proved to be quite divergent across
Member States. This has resulted in an uneven playing field, and
insufficient preparedness of those entities in the face of new and
evolving cybersecurity challenges” [19, p. 3]. For all of these reasons,
it was necessary to adopt a new and updated directive.

The Nis2 Directive was adopted to eliminate weaknesses observed
during the evaluation study:

“the existing capabilities are not sufficient to ensure a high
level of security of network and information systems within
the Union. Member States have very different levels of pre-
paredness, which has led to fragmented approaches across
the Union. This results in an unequal level of protection of
consumers and businesses, and undermines the overall
level of security of network and information systems within
the Union. Lack of common requirements on operators
of essential services and digital service providers in turn
makes it impossible to set up a global and effective mecha-
nism for cooperation at Union level” [22, recital 5].

NIs1 and NIs2 directives

“[lay] down measures ‘to achieve a high common level of
cybersecurity across the Union, with a view to improving
the functioning of the internal market’. The main difference
is that the N1s1 framework focused on the ‘security of net-
work and information systems’, whereas the N1s2 Directive
focuses on the broader notion of ‘cybersecurity’ as defined
in the Cybersecurity Act. This means that the goal is not just
to protect network and information systems, but also ‘the
users of such systems, and other persons affected by cyber
threats’. Given the risks cyberattacks pose to users of iIcT
systems, this is a welcome scope expansion” [19, p. 5].

The main differences between the N1s1 Directive and Nis2 Directive
include:

*  Scope: Although it primarily excludes small and micro-enter-
prises, NIS2 encompasses a considerably larger scope than Nis1,
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incorporating many new categories of entities - particularly
government bodies - and places greater emphasis on digital
infrastructure and ICT services. Additionally, NIS2 considerably
reduces the discretion of Member States, which should lead
to a much more uniform application of its scope across the
European Union [19, p. 5; 22, article 1 and 7].

*  Member State obligations: NIS2 more explicitly elaborates
the requirements for Member States’ national cybersecurity
strategies, thus aiming to achieve a more common level of
quality [19, p. 5; 22, article 7].

* Incident management and response: NIs2 adds a more
efficient obligation for ensuring national large-scale incident
management and response [19, p. 5; 22, article 14-17; 16; 17].

*  Reporting obligation: The reporting obligation has been tight-
ened, given that under N1s1 only very little effective reporting
occurred [19, p. 5; 22, article 14 and 16; 16; 17].

. International coordination: Nis2 focuses more on enforc-
ing effective coordination between Member States, some-
thing that did not happen often under the Ni1s1 framework
[19, p. 5; 22, article 11].

¢ Information sharing: Information sharing is more strongly
encouraged [19, p. 5; 22, article 11].

¢ Supervision and enforcement: Supervision and enforcement
have been tightened [19, p. 5; 22, article 17].

The Nis2 Directive is a significant piece of legislation that aims to
improve the cybersecurity of the European Union. This Act aims
to remove wide divergences among Member States (cybersecurity
requirements imposed on entities providing services or carrying out
activities differed significantly in economic terms among Member
States with respect to the type of requirement, their level of detail
and the method of supervision; requirements imposed by one
Member State differed from, or were even in conflict with, those
imposed by another Member State; potentially inadequate design or
implementation of cybersecurity requirements in one Member State
could have repercussions for the cybersecurity of other Member
States, etc.), in particular by setting out minimum rules regarding
the functioning of a coordinated regulatory framework, laying
down mechanisms for effective cooperation among the responsible
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authorities in each Member State, updating the list of sectors and
activities subject to cybersecurity obligations and providing effective
remedies and enforcement measures which are key to the effective
enforcement of those obligations. The Directive contains stricter
provisions on the obligations of Member States, essential and impor-
tant entities, and Eu institutions, and emphasises the need for more
efficient cooperation. It also sets out the baseline for cybersecurity
risk-management measures, and reporting obligations across the
sectors that fall within its scope.

—— 4. Discussion

The ceRr Directive provides a framework for physical and
cyber resilience and protection of providers of critical services. The
objective of the ceR Directive is to remove flaws and strengthen the
resilience of critical entities. Critical entities are those that provide
basic services which are essential for maintaining important social
functions, economic activities, public health and safety, and the en-
vironment. The Nis2 Directive extends the scope of implementation
to new sectors and stakeholders, strengthens supervision through
sanctions and brings about better and more efficient cooperation be-
tween Member States. Instead of operators of essential services and
digital service providers (from the N1s1 Directive), the N1s2 Directive
introduces the categories of essential and important entities. Both
directives boost the upgraded foundations of physical and digital se-
curity, ensuring a resilient economy and society within each Member
State and the European Union as a whole.

Both directives contain many mutual references, describe how
Member States should apply them in coordination and cooperation
(between the bodies responsible for their implementation) and
explain how to avoid an administrative burden beyond that which
is necessary to achieve the objectives of both directives. Among
others, they envisage interlinkages between cybersecurity and
physical security, a coherent approach between these two directives.
It is especially important to single out the provision stipulating that
entities identified as critical entities under the cer Directive should
be considered to be essential entities under the Nis2 Directive
[22, article 2, point 3]. Furthermore, it states that each Member State
should ensure that its national cybersecurity strategy provides for
a policy framework for enhanced coordination between competent
authorities within that Member State under both directives in the
context of information sharing about risks, cyber threats, and inci-
dents, as well as concerning non-cyber risks, threats and incidents,
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and the exercise of supervisory tasks [22, article 7; 23, article 4]. The
competent authorities under both directives should cooperate and
exchange information in relation to cybersecurity risks, cyber threats
and cyber incidents, and non-cyber risks, threats and incidents af-
fecting critical entities, as well as in relation to relevant measures
taken by competent authorities [22, article 8; 23, article 9]. All of
this strongly implies joint implementation of provisions from both
directives and development of common characteristics in strength-
ening resilience and protection, but also brings common risks that
can manifest in multiple normative areas.

The development of cyberspace and information and communication
technologies is extremely fast and difficult to regulate, particularly
when it needs to be implemented at an Eu level and aligned with
the vision of EU institutions, the possibilities of Member States, the
needs of various markets and economies, and the expectations of
manufacturers of different information and communication technol-
ogies. These issues give rise to questions related to the transposition
and implementation of the above-mentioned documents. That is why
it is necessary to continuously study this topic, analyse the current
situation and focus on elements that need better or more compre-
hensive regulation. This is especially important because many actors
within and outside the Union (such as the countries that are currently
engaged in pre-accession negotiations on full Eu membership) have
a very different understanding of how best to apply the provisions
of the directives, including whether it is even possible to implement
a significant part of both directives’ provisions.?

The NIs2 Directive has some potential weaknesses that could limit its
effectiveness. First, the language of the Directive is quite complex
and contains a lot of technical detail. This could make it difficult
primarily for state institutions, but also for other stakeholders to
understand and implement all the necessary requirements in
a timely fashion. For example, the Directive entered into force on 16
January 2023, and Member States were given a 21-month deadline
for its transposition, until 17 October 2024, by which time they should
adopt and publish measures necessary for harmonisation with the
Directive. Transposition entails the transfer of rights and obliga-
tions from the Directive into national legislation, which involves the
adoption of mandatory provisions of national law, or revocation
or amendment of existing requlations. The role of the European
Commission is decisive in the elaboration of a certain number of
measures. Thus, for example, with regard to sector-specific Eu legal
acts which require essential or important entities to adopt cyber-
security risk-management measures or notify significant incidents,
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and where those requirements are at least equivalent in effect to
the obligations laid down in this Directive, the Commission shall
provide guidelines clarifying the application of those measures and
requirements by 17 July 2023 [22, article 4]. However, as this research
was concluding (at the end of December 2023), this document is still
not publicly available (published).

The next example refers to a rather flexible approach to the adoption
of a certain number of implementing acts, based on the provision
that “the Commission may” adopt them. These are: a) implementing
acts laying down procedural arrangements necessary for the func-
tioning of the Cooperation Group [22, article 14]; b) implementing
acts laying down the technical and methodological requirements,
as well as sectoral requirements, as necessary, of the measures to
manage the risks posed to the security of network and information
systems which those entities use for their operations or for the
provision of their services, and to prevent or minimise the impact
of incidents on recipients of their services and on other services
[22, article 21]; c) implementing acts further specifying the type
of information, format and procedure of a notification, which will
ensure that essential and important entities notify about any inci-
dent that has a significant impact on the provision of their services
[22, article 23]; d) a European cybersecurity certification scheme
regarding the use of certain certified IcT products, ICT services and
ICT processes [22, article 24].

Additionally, the next example also involves implementing acts to be
adopted by the Commission. These are: a) implementing acts laying
down the technical and methodological requirements of cybersecu-
rity risk-management measures with regard to DNS service providers,
TLD name registries, cloud computing service providers, data centre
service providers, content delivery network providers, managed
service providers, managed security service providers, providers of
online market places, online search engines and social networking
services platforms, and trust service providers [22, article 21]; b)
implementing acts regarding reporting obligations (specifying the
cases in which an incident shall be considered to be significant) of
DNS service providers, TLD name registries, cloud computing service
providers, data centre service providers, content delivery network
providers, managed service providers, managed security service
providers, as well as providers of online marketplaces, online search
engines and social networking service platforms [22, article 23].
The Commission is required to adopt these acts by 17 October
2024, which is the also deadline for Member States to adopt and
publish national measures for harmonisation with the Directive.
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The coincidence of these two deadlines should have been avoided,
because some countries will wait for the Commission’s implementing
acts and will not respect the set deadline.

Moreover, it should be noted that the authors of the NIs2 Directive
avoided defining the term “crisis” and/or “cyber crisis” and did not
lay down the escalation procedure in the event of a cyber crisis. The
Member States are responsible for and committed to cooperation
within their national framework, and at the eu level via the CSIRTS
network, the Cooperation Group, and the European cyber crisis
liaison organisation network (Eu-CycLoNe), whereby the Commission
has its representative in the Cooperation Group, and an observer
in the cSIRTS network and the Eu-CycLoNe [22, article 13-17]. This
arrangement - without a clear explanation of the term “crisis” and/
or “cyber crisis” and failing to lay down the escalation procedure
in the event of a cyber crisis - represents a serious challenge for
implementation of the Directive and efficient management of cyber
crises both at the level of Member States and the Eu.

Finally, the N1s2 Directive does not specifically consider the growing
threat of quantum computing and artificial intelligence. Quantum
computers could pose a significant challenge to current cybersecu-
rity measures, and the Directive does not provide any guidance on
how to mitigate this threat. Artificial intelligence is mentioned only
in the introductory explanations for the adoption of the Directive as
a potential means for strengthening the capability and protection of
networks and information systems, without specifying any risks that
artificial intelligence could create, such as its uncontrolled autonomy.

Unlike the N1s1 Directive and Nis2 Directive, which both focus on
the protection of network and information systems within cyber-
space, the cer Directive deviated in two ways from Council Directive
2008/114/EC. First, the scope of application is different - whereas
Council Directive 2008/114/ec concentrated on the area of security,
the cer Directive focuses on the internal market. Second, Council
Directive 2008/114/eC addressed critical infrastructure and the CErR
Directive honed in on critical entities that provide critical services
requiring critical infrastructure. Since this document was prepared
simultaneously with the N1s2 Directive, both documents share many
similarities, which can be positive, but may also lead to some chal-
lenges in implementation.

The CER Directive also introduces numerous improvements. While

Council Directive 2008/114/ec devoted attention to the procedures
for determining critical European infrastructure in the energy and
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transport sectors, where disruptions in operation or destruction
would have considerable cross-border effects on at least two
Member States, and focused exclusively on the protection of such in-
frastructure, the cer Directive emphasises improved risk assessment,
definition and coherence of the roles and duties of critical entities
as providers of services which are crucial for the functioning of the
internal market of the Union in 11 sectors. Critical entities, with the
help of the state, should strengthen their capacity to prevent, protect
against, respond to, remain resilient to, mitigate, absorb and recover
from incidents that can disrupt the provision of critical services. It
should be noted that the number of sectors and subsectors in the
CER Directive is significantly higher compared to Council Directive
2008/114/€C (such an approach is also used in the N1s2 Directive
compared to the NIs1 Directive), where categories of entities are
defined too broadly, which will lead to great challenges and even
problems for Member States in the identification and designation of
critical entities.

The ceR Directive uses the phrase “the Commission may” much
less often when laying down the obligations of the Commission for
the adoption of implementing acts. It is used only twice, for issues
that do not affect transposition and implementation into national
legislation (in the first case, the possibility of inviting experts from
the European Parliament to attend meetings of the Critical Entities
Resilience Group [23, article 19], and in the second, to adopt im-
plementing acts laying down procedural arrangements necessary
for the functioning of the Critical Entities Resilience Group [23]).
However, as in the case of the N1s2 Directive, the CerR Directive en-
tered into force on 16 January 2023, and the Member States were
given a 21-month deadline for transposition, until 17 October 2024,
by which time they must adopt and publish measures necessary
for harmonisation with the Directive. The Commission is required
to adopt several implementing acts that will enable efficient trans-
position and implementation into national legislation. The problem
is that the final deadline for adoption has only been set for one of
them (Risk assessment by Member States), namely, five years after
16 January 2023, whereas several provisions envisage flexibility re-
garding voluntary adoption and do not set a deadline. These are: a)
in cooperation with Member States, to prepare a voluntary common
reporting template for reporting on risk assessment of a Member
State [23, article 5]; b) in cooperation with Member States, to de-
velop recommendations and non-binding guidelines for support to
Member States in identifying critical entities [23, article 6]; c) upon
consultation with the Critical Entities Resilience Group, to adopt
non-binding guidelines to facilitate the application of criteria for
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determining the significance of negative impact [23, article 7]; d)
in cooperation with the Critical Entities Resilience Group, to prepare
a joint template for reporting on cross-border cooperation between
states; e) upon consultation with the Critical Entities Resilience Group,
to adopt non-binding guidelines which further define the technical,
security and organisational measures that can be taken as measures
for the resilience of critical entities [23, article 13].

Furthermore, as with the N1s2 Directive, the challenges include no
mention of “crisis” and lack a detailed elaboration of crisis manage-
ment escalation procedures. This has been left completely in the
hands of Member States, which should develop resilience measures
for critical entities to ensure the implementation of risk and crisis
management procedures, and protocols and alert routines, but
are required to inform the Commission in the event of an incident
that has or might have a significant impact on the continuity of the
provision of critical services for six or more Member States.

The last challenge refers to the lack of procedural measures related to
critical entities built and/or largely managed by Eu institutions, whose
critical services are used by all Member States. These are critical en-
tities of considerable strategic importance and include: Eurocontrol,
a pan-European, civil-military organisation dedicated to supporting
European aviation; the Galileo global navigation satellite system; and
MeteoAlarm, a European alerting system for extreme weather, etc.

—— 5. Conclusion

With the new package of legislative acts adopted at the
end of 2022 and the beginning of 2023, eu institutions attempted
to standardise existing practices and challenges in cyberspace,
cybersecurity and physical security of network and information
systems and critical entities on which business operations in numer-
ous markets depend, as well as the security of states, organisations
and individuals. The specific focus of this paper includes two new
legislative acts (the NIs2 Directive and the cer Directive), which
represent a significant normative improvement and will surely
contribute to more efficient measures to strengthen resilience and
protection, better cooperation and communication between nu-
merous stakeholders, and less exposure and damage as a result of
incidents and irregularities in the functioning of various parts of the
system. However, as no perfect regulation exists, the N1s2 Directive
and cer Directive have certain weaknesses. This paper addressed
the research question posed and demonstrated that these two new
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legislative acts have certain flaws that will create challenges for
transposition and implementation. Some can be resolved quickly by
preparing implementing acts, while the issue of crisis management
is more time-consuming and potentially involves a revision of the
two documents, or preparation of a supporting document to fill in
the existing gaps. In this regard, this research represents a small
contribution to the discussion on the protection of the EU’s criti-
cal infrastructures.

A lot of effort has been invested in the preparation and adoption of
both directives, which should be applauded, and they will greatly
improve the resilience and protection of network and information
systems and critical entities throughout the Eu, both individually and
collectively with other acts. However, some fear that both directives,
particularly the N1s2 Directive, will cause considerable problems in
implementation, especially in countries with weak cybersecurity
enforcement regimes.

These challenges will likely be exacerbated by the fact that neither
directive provides clear guidance on how to implement all of its
requirements. Too much flexibility in the adoption of implementing
acts by the Commission, which are essential to the transposition and
implementation of both directives into national legislations, should
have been avoided at all costs. Additional effort was needed to devel-
op said acts and give Member States all the necessary tools for their
transposition and implementation. One possibility would have been
providing detailed examples and case studies for implementation of
all the provisions in the directives.

Both directives list too many sectors, subsectors and categories on
the basis of which it is possible to identify and designate essential
and important entities (according to the NiIs2 Directive), and critical
entities (according to the cer Directive). This feels like a too broad
approach, where too much room has been left for different inter-
pretations. It is highly probable that too many operators of various
facilities, networks and/or systems will be declared essential and
important entities, and critical entities, which will lead to challenges in
implementation compared to the Nis1 Directive and Council Directive
2008/114/ec. I will provide two examples, one from Europe and the
other from the us, which illustrate the problem of identification and
designation of critical physical infrastructures (or according to the new
conceptualisation - critical entities providing critical services via critical
infrastructure). The first example involves the number of identified
and designated national critical infrastructures. The available data are
very interesting. Here are some of the countries that submitted their
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data on critical infrastructures for the purposes of evaluating Council
Directive 2008/114/EC: Austria, approx. 400; Czech Republic, approx.
1,900; Estonia, 14; France, 1,438; Hungary, 270; Germany, approx. 1,700;
Poland, approx. 550; Portugal, 162; Slovenia, 63 [33]. The research
was conducted in 2018 and 2019 and the study was published by the
Commission in 2020. Although each country has a certain number of
sectors in which it is possible to identity and designate critical infra-
structures, the final numbers clearly illustrate a very different under-
standing of what is critical within each country. The second example
involves the number of sectors in which critical infrastructures have
been identified and designated in the us, a global leader in regulation
of this area. Though the process initially identified a smaller number of
sectors, they increased over time to include several thousand facilities,
networks and systems designated as critical infrastructures within 16
sectors. Pragmatic Americans realised this was too much and decided
to retain all 16 sectors, selecting four that were deemed “more impor-
tant” than the others and calling them “sectors with lifeline functions”:
communications, energy, transport and water [34, p. 175]. These two
examples show the challenges that arise when it is possible to identify
and designate too many elements in too many sectors as critical infra-
structure, which consequently leads to problems in implementation,
cooperation, coordination and management.

The biggest oversight was the failure to elaborate the issue of crisis
and crisis management in both directives. This was left to the Member
States and the Union will secure a platform for their cooperation,
which is not a satisfactory solution. This is risky for three reasons.
First, we all know that the Union is extremely dependent on external
energy sources supplied from remote locations, where the majority
of transport oil and gas pipelines and shipping routes pass through
areas of insecurity and conflict. Second, the initial reaction to the
CcoviD-19 pandemic and the ensuing crisis demonstrated a belated
response and the unpreparedness of EU institutions to deal with crisis
management. Instead of the European Union managing the crisis on
European soil, it was reduced to offering support to Member States.
Third, the war in Ukraine has revealed significant discrepancies in
points of view and common policies between the Eu and Member
States, not to mention between the Member States themselves. That
is why it is important for the Union to exert stronger leadership in
crisis management. The current situation, in which the Union hopes
that its Member States will solve crises of a supranational character,
with a representative of the Commission as an observer, is not a good
solution and a dangerous one because Member States are not capable
of this. Instead, the EU should become an active “crisis manager” by
addressing all these key issues. There are many obstacles to achieving
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this, but with these new legislative acts, an opportunity was lost to
adopt a stronger position at the centre of events and resolve potential
crisis situations. In addition, the parts of the directives linked to crisis
management refer to the exchange of information from operators to
competent state institutions and then to the European Commission,
with no mention of what the reverse process would look like.
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