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Abstract. The paper presents a modern approach
to the construction of collaboration platforms in
virtual scientific communities, which is based on the
ideas of decentralization and crypto security. The risks
and disadvantages of existing collaboration solutions
are considered, as well as possible ways of their
elimination.  Research  highlights  cornerstone
technologies of the platform, in particular, peer-to-
peer network, the blockchain, distributed hosting, self-
sovereign identity and interconnections between them.
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INTRODUCTION

Modern scientific research goes beyond the usual
scientific institutions and often requires the
involvement of experts from different institutional and
geographical locations. A virtual scientific team is a
situational group of representatives of various
scientific institutions which, through the systematic
use of information and communication technologies,
virtually unite for joint research and implementation
of integrated scientific  projects.  Effective
collaboration within a virtual research team is one of
the key factors for a successful implementation of the
project. As it mostly happens in a digital manner,
there is a strong need for a reliable, private and user-
friendly software solution.

The establishment of peer-to-peer networks,
improvements in cryptography and hashing, the
emergence of Blockchain [1] and InterPlanetary File
System (IPFS) [2] have created a solid technological
background for a decentralized architecture of
collaboration systems. Project collaboration typically
involves the cooperation of multiple parties, which
might be geographically or institutionally distributed,
with different roles and obligations. It is common to
track and share project assets state via a version
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control system, however, their synchronization is still
performed through a centralized service. While
blockchain offers unique advantages over centralized
data stores, it suffers from certain limitations related
to the size of supplied data. Collaboration in virtual
scientific communities involves sending both short
messages and massive data files, therefore there is a
need for IPFS technology, which ensures reliable and
efficient integration of large files into blockchain. An
analysis of the market for the presence of existing
software solutions showed the lack of electronic
collaboration platforms that would combine the
proposed components.

PROBLEM STATEMENT

In the present, applications developed on the
principle of client-server architecture [3] (Gmail,
Skype, Viber, Basecamp, Web systems) are most
often used for communication in virtual scientific
groups. The disadvantage of this approach is the need
to direct information flows through a server
component owned by third parties and at risk of
inaccessibility, censorship, loss of privacy, low speed,
etc. Existing developments in the field of crypto
security [4], distributed databases and networks allow
eliminating or minimizing the above-mentioned risks
and create new perspectives in the field of virtual
scientific communities’ collaboration.

While centralization poses a risk to a project,
shared collaboration introduces a risk to the project
contributors. Typically, dozens of artifacts of different
versions are produced during the lifecycle of a project
and some of them might possess a unique value.
Naturally, project contributors would like to have the
technical opportunity to prove authorship of the
important artifacts, as well as manage system access
privileges and artifacts licensing policies more
granularly.
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The rise of peer-to-peer content-based systems
and distributed ledger technology laid the foundation
for the numerous advancements in the areas of digital
security and content sharing. In particular, blockchain
technology enhanced with the implementation of a
smart contract concept [5], facilitates the development
of reliable distributed registries. Content-based
addressing in Git [6] or IPFS, backed by a peer-to-
peer content distribution network, and the unified
naming protocol IPLD [7] creates implementation
opportunity for truly independent and decentralized
collaboration platforms.

Digital identity concept has been around for a
couple of years, while its W3C draft specification has
appeared only recently [8]. Among the most notable
applications in this field is uPort project [9], which
made a significant contribution to the specification of
DID concept and implementation of self-sovereign
identity (SSI) architecture in Ethereum environment.
A well-established infrastructure for decentralized
identity management is provided by the Hyperledger
Indy project [10], which is an open source, purpose-
built distributed leger from the Linux Foundation [11].

BLOCKCHAIN

If there was a requirement to describe a
blockchain with a single word, it would be
‘decentralized’. This characteristic is the essential one
for a multi-agent trustless environment since it forms
the physical basis for trust. Asymmetric cryptography,
hashing, consensus protocol, smart contracts — all of
them contribute to trust as well, but in a logical
manner. It turns out that ‘trust in the specified
behavior of a system’ represents a competitive edge of
the blockchain technology, which is supposed to
disrupt  current  business  models  through
disintermediation. Reliability of the system is

shaped the general mission of a blockchain, it is time
to give its definition. According to the Hyperledger
project [12], blockchain is a peer-to-peer distributed
ledger, forged by a consensus, combined with a
system for smart contracts.

Peer-to-peer. The set of all blockchain nodes
comprise a peer-to-peer (P2P) network. ‘Client-server’
communication doesn’t exist here since there is no
central server. Instead, each node acts both as a
‘client” (sends requests to the network) and as a
‘server’ (handles requests from the network). To join
the network a participant has to download, install and
run a node application. On the initial run, a node
connects to the ‘bootstrap’ nodes, which are specified
in the source code, and acquires the addresses of other
peers in the network. Then, peers discovery is
typically performed by the means of a distributed hash
table (DHT) system [13]. Depending on the domain of
a blockchain application, a peer-to-peer network might
be public (permissionless) or private (permissioned).
In a public network, like Bitcoin or Ethereum,
everyone is allowed to join and operate on a
blockchain. Availability of peers in a public network
and their ‘well-behavedness’ are economically
incentivized  through  the  remuneration in
cryptocurrency. In a private network, like Hyperledger
Fabric, pre-verification of the nodes is required. Since
the participating parties tend to know each other and
commit to their responsibilities in the form of an
agreement, there is typically no need for the use of a
cryptocurrency in a private blockchain.

Distributed ledger. The blockchain is a type of
distributed ledger where the blocks of data are stored
in a linear chain. ‘Distributed ledger’ term denotes a
consensus of replicated, shared and synchronized
digital data geographically spread across multiple
sites, countries, or institutions [14]. So, how does it
work? In general, every node stores a data model that
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captures the current state of a ledger. The history of
states is stored as a chain of blocks in a database file.
Once a new block is mined, the mining node
propagates it to the P2P network and other nodes
append it to the block with the highest index in their
local data model. This process is called replication.
Having thousands of mining nodes in the network, it is
quite possible that two blocks are generated
approximately at the same time at different locations
and are assigned the same index number. Since it
takes some time to propagate the block through the
P2P network, various nodes will end up with the
different versions of the latest block. This blockchain
state is called a fork. A fork is resolved with a ‘fork
selection rule’. The idea is to wait until block gets a
number of confirmations, where each confirmation is
a new block appended to its chain. Then depending on
the algorithm, the ‘heaviest’ or ‘longest’ chain is
selected as the main chain. The blocks which reside in
a defeated chain are disregarded and their transactions
return back to transactions pool. In Ethereum the
orphaned block can still be included into the main
chain as ‘ommer” block during the process of mining
of seven successor blocks [15].

Consensus  protocol. Blockchain can be
modeled as a state transition system, where each
transaction is an event that changes the state of a
machine. The role of a consensus protocol is to ensure
that the new state is valid. This is accomplished via
the set of rules which validate the correctness of
transaction (signature, account balance, hash), well-
formedness of a block (proof of work, timestamp,
hash) and fork selection. In addition, to prevent the
abuse of a network various kinds of consensus
algorithms are utilized: proof of work (PoW) [16],
proof of stake (PoS), proof of elapsed time (PoET),
etc. Proof of work algorithms consume a lot of
computational resources and introduce an issue of
network scalability, therefore most modern public
blockchains are switching to the proof of stake
algorithms. The idea behind the PoS consists of
depositing an amount of cryptocurrency to a smart
contract address and selection of node for block
validation process based on the size of a stake. If a
node is suspected in the malicious activity, it may lose
its stake. This approach imposes better security,
reduced risk of centralization, energy efficiency and
network scalability. In general, the main concern of
the consensus protocols is security. They constantly
evolve and are designed to protect against the well-
known and potential vectors of attack which include:
tampering, double spending, DDoS attack, bribing
attack, Sybil attack, ASIC hardware, factorization
(Quantum computing), etc.

Smart contracts. Distributed ledger technology
(DLT) consists of a distributed ledger and system for
smart contracts. A smart contract is an executable
computer program that is deployed to a blockchain via
transaction and represents a separate account with its

own address and state. Once a smart contract is
broadcasted to the network, its execution can be
triggered by sending a transaction with appropriate
data to smart contract’s address. The role of a
blockchain is to provide a trusted environment for
running the program. So what behavior can be
programmed? It depends on the platform and
language. Ethereum supports a nearly Turing-
complete language Solidity which allows encoding
any computable function. The word ‘nearly’ reflects
the notion of ‘gas’, which is used to prevent the
halting problem in Ethereum Virtual Machine [17].
Ethereum smart contract has two phases of execution:
initialization and message-based call. The first one is
activated during the deployment of a contract and
aims to set up a valid environment for its execution,
while the latter is triggered upon the transaction to the
contact's address. In both cases, a contract may update
its state, create new smart contracts, send a transaction
to other accounts — do any computations that are
specified in its code. A very famous example of a
smart contract is ‘DAQ’ [18], which was hacked
through the exploit in a ‘fallback’ function. This case
reveals a strong need for reliable correspondence
between the specification and implementation of a

program, thus creating the niche for formal
verification.
Restrictions.  Blockchain  offers  unique

advantages over centralized databases, but it also
suffers from certain limitations that have to be taken
into account. Since communication in the virtual
science team involves sending both chunks of data and
massive files, there is a need for a technology that
would ensure reliable and efficient integration of large
files into Blockchain. For the sake of this
InterPlanetary File System is the right choice. IPFS is
a distributed file system, in which each file and its
blocks are associated with the unique cryptographic
hash-code that is calculated based on the underlying
content. Such structuring prevents the duplicates on
the network and further allows you to do the
versioning of any file. The integration of IPFS with
Blockchain consists of writing the hash code into a
dedicated smart contract registry.

Private blockchain. Public or permissionless
blockchains like Ethereum serve as a good initial
foundation for the development of DApps, as they
encode the principles of  decentralization,
immutability, and transparency into their protocol.
Anyone who is willing to participate in consensus can
join the network, run full node, make transactions,
audit blockchain, leave the network, etc. The price for
this degree of freedom is paid with a low transaction
throughput (TPS), lack of privacy and transaction
fees. While it is possible to mitigate most of these
issues by switching a consensus protocol, referencing
hash of sensitive data, public key encryption of
transaction payload, minimization of traceability with
off-chain operations, still immutability, validity,
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accessibility, and visibility of data in distributed
ledger significantly depends on the network of
anonymous peers.

Private or permissioned blockchains like
Hyperledger Fabric tackle the task of distributed
consensus in a different manner: anyone who is
willing to participate in blockchain has to be
authenticated and authorized for intended activities.
Since each peer, its privileges and responsibilities are
easily identifiable and verifiable; the risks of peer
misbehavior or  network unavailability are
significantly reduced, thus eliminating the need for
incentivization and transaction fees. In addition, a
group of authorized peers, which participate in a
designated activity, may reach the consensus over its
own transactions internally, without the disclosure of
any details to the rest of a network, therefore ensuring
privacy and high performance in reaching the
consensus. Described attractiveness of private
blockchains comes at a price of quasi-central authority
presence and requires the establishment of a dedicated
operational infrastructure.

SYSTEM ARCHITECTURE

Specification and implementation of the
promising idea in the form of a project is a continuous
process, which typically produces dozens of digital
assets of different versions from multiple contributors.
The issue of digital assets versions management is a
well-known task in the field of software engineering
with already established industry standards like Git, a
distributed version control system for tracking
changes in files and coordinating work in a team.
Once the idea, code or paper (preferably modular
LaTeX document) is digitally encoded, it is committed
to local Git repository and later pushed to a centralized
repository like Github or Bitbucket [19]. While author
credentials are attached to each commit, the history of
Git repository can be rewritten with ‘git rebase’
command, thus introducing a risk for the original

Refusing to ignore authorship risk and taking
into account potential non-disclosure requirements of
a project, it is proposed to timestamp commit hash in a
blockchain transaction to a dedicated smart contract
registry [Fig. 2]. Since Git uses Merkle-tree [20] data
structure for hashing the content of commit object,
and the hash of commit uniquely identifies its content
without revealing any confidential information, it is
safe to include commit hash into public blockchain
transaction. For technical convenience, it is advised to
create a post-commit ‘Git hook’ in a local repository,
supplied with the required tokens for signing (Private
key) and publishing (Infura token [21]) a transaction
to Ethereum smart contract. As each transaction in the
Ethereum main network is paid, an author might
choose to avoid timestamping commits with low
importance. Finally, when a transaction with a commit
hash code is successfully mined and confirmed with at
least twelve blocks [22], the commit might be pushed
to a centralized Git repository. To prove the
authorship of a specific commit, an author should
maintain his private key from blockchain account
safely.

Proposed architecture successfully mitigates the
authorship risk, yet it doesn’t solve the issue of
centralization. An emergence of InterPlanetary Linked
Data (IPLD) protocol and its tight connect to IPFS
content-based network allows truly distributed hosting
of Git repository. Dedicated IPLD codec for Git [23]
is designed to transform Git objects into IPLD graph,
which can be later traversed using IPFS commands.
Each node in the graph is labeled with a self-
describing content-addressed identifier (CID) that can
be used for referencing corresponding Git object.
Updated system architecture [Fig. 3] envisions
blockchain timestamping of commit object CID
instead of commit hash and storing of commit IPLD
graph into IPFS network. Since IPFS is a public
network, the satisfaction of non-disclosure
requirements might require the establishment of a
private IPFS cluster with whitelisted nodes.
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One more enhancement comes from the field of
system authorization and relies on the concept of self-
sovereign identity [24]. Centralized storage and
maintenance of the list of peer nodes, which are
granted access to private IPFS cluster, can be
substituted with a distributed authorization mechanism
backed by decentralized identifiers (DIDs). System
authorization requires the presence of well-established
DID resolver and properly configured authorization
service endpoint. Authorization flow typically starts
with DID authentication, where DID has to sign a
random challenge with its own private key, for the
sake of identity ownership confirmation [Fig. 4]. If the

Person

authentication handshake is successful, the DID might
request a Verifiable Claim [25] document with the
endpoint signature that will grant access to service
after being countersigned by the recipient’s private
key. From a technical perspective, granting of
authentication and authorization privileges requires
registration of project coordinator DID as a delegate in
project DID. Research of the existing platforms for
decentralized identities management and collaboration
has revealed an open source, purpose-built distributed
ledger project Hyperledger Indy [10].
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Fig. 4. System authorization using decentralized identifiers
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CONCLUSIONS

This article presents a modern approach to the
design of collaboration platforms within virtual
scientific communities based on the ideas of crypto
security and decentralized storage. The technological
stack of proposed collaboration platform consists of a
distributed version control system Git used for assets
versions tracking, Ethereum blockchain with a
dedicated smart contract for commits timestamping,
distributed content-addressed file system IPFS for
assets sharing, IPLD data model for encoding Git
objects, and Hyperledger Indy distributed ledger for
decentralized identities ~management. Presented
figures specify an integration of the aforementioned
technological components into a holistic software
system.

Further research consists in the extension of the
proposed system architecture with knowledge
management module, which provides type-theoretical
encoding and semi-automated inference in ontologies
[26], and incorporation of peer-to-peer chat module
like Orbit [27]. Implementation of the proposed
architecture should mostly rely on open source
solutions.
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