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Abstract: The dynamic development of nanoscience and nanotechnology has led to revolutionary
changes in many areas of science and industry, raising a great deal of hope for its potential to solve a wide
range of problems of the modern world. Nanomaterials, also referred to as engineered nanoparticles
are a product of nanotechnology and, compared to macro-particles, show unique physical, chemical,
biological and mechanical properties which significantly extend the range of practical applications.
The paper presents the applicability of engineered nanoparticles in the defence industry and concerns
related to their release into the environment.

Streszczenie: Dynamiczny rozwoj nanonauki i nanotechnologii sprawil, ze w wielu dziedzinach nauki
i w sektorach przemystu zachodzq rewolucyjne zmiany budzgc ogromne nadzieje na potencjalng
mozliwos¢ rozwigzania catego szeregu istotnych problemow wspolczesnego swiata. Nanostrukturalne
materialy okreSlane tez mianem nanoczqgstek inzynierskich stanowigce produkt nanotechnologii
wykazujqg w porownaniu do swoich odpowiednikéw w skali makro unikatowe wtasciwosci fizyczne,
chemiczne, biologiczne i mechaniczne. Wszystko to sprawia, zZe znajdujq one coraz szersze
praktyczne zastosowanie. W pracy zaprezentowano mozliwosci stosowania nanoczgstek inzynierskich
ze szczegolnym uwzglednieniem sektora obronnego oraz obawy wynikajgce z ich uwalniania
do srodowiska przyrodniczego.

Keywords: nanomaterials, nanoproducts, military nanomaterials, environmental aspects
Stowa kluczowe: nanomaterialy, nanoprodukty, nanomaterialy militarne, aspekty srodowiskowe



18 Z. Foltynowicz, B. Czajka, A. Maranda, L. Wachowski

1. Foreword

Nanotechnology is a thriving science sector aimed at developing new fabrication technologies for various materials
and devices in nanoscale, also referred to as nanomaterials, nanoobjects or engineered nanoparticles (NPs),
at the lowest cost [1-19]. The unique properties of nanomaterials resulting from their internal structure are at the
boundary of materials science. The practical applicability of those unique but not yet thoroughly analysed
physical, chemical and biological properties and the effects of those materials, make them a valuable raw
material for many innovative products. The NPs are in practical use in virtually all areas of life, as additives,

fillers and components of nanocomposites [1, 6-8, 12, 18, 20-27].

In the last decade, due to the properties of nanomaterials and an extensive practical applicability

of nanotechnology, the average annual growth rate of use of nanomaterial-based products has reached

50% [28]. Analysts report that the nanotechnology market in 2020 will reach 41.8 billion USD (10.2% increase

since 2015) with a predicted increase in investments, both public and private, in research and development in

nanotechnology and the commercialization of nanoproducts [29]. In 2005, the Woodrow Wilson International

Center for Scholars established the Nanotechnology Consumer Products Inventory (CPI). In 2015, according

to the latest report [30], 1814 nanoproducts and over 1600 manufacturers are present on the global market.

According to another report [31], 3 to 4 new nanoproducts are introduced into the market every week.

The basic engineered nanomaterials include:

a) nanometals which, similar to their macro equivalents, are polycrystalline materials [1, 4, 5, 12, 15-19].
Miniaturization of a conventional material resulting in a reduction in grain size and an increase in surface
area by volume gives them their unique properties, including high chemical reactivity due to a high specific
surface area, pyrophoric properties, corrosion resistance and high nanomaterial strength which can be further
increased by adding different phase particles [4, 5, 12].

Tests carried out using metallic aluminium powder (Al) showed that with a decrease in particle size, the
number of atoms on the surface increases rapidly, corresponding to an increase in chemical reactivity and
pyrophoric properties [32-38]. The following metals are usually miniaturized: aluminium (Al), copper (Cu),
iron (Fe), nickel (Ni), cobalt (Co), platinum (Pt), palladium (Pd), silver (Ag), gold (Au), achieving a grain
size of several nm [11-16, 19, 34-36]. Absorption of electromagnetic radiation (UV-VIS) by metallic NPs
depends on their size and shape. This relationship is used to determine the nanoparticle parameters based
on their absorption spectra [3, 5, 11, 18].

Variations in energy released during oxidation of a specific metal depending on the degree of dispersion,
means that the metal can be used as a component of high-energy materials in many different applications,
including explosives, underwater explosive ordnances, primers, rocket fuels and pyrotechnic materials for
military and mining applications [2, 8, 12, 16-20, 32-42].;

b) nanooxides: titanium(IV) (TiO,), silicon(IV) (SiO,), cerium(IV) (CeQ,), zirconium(IV) (ZrO,),
zinc(II) (ZnO), iron(I11) (Fe,0s), yttrium(III) (Y>0;) and other oxides [19, 37-51];

¢) nanoceramic materials, characterised by significantly higher tolerance of the coating to ambient conditions
compared to conventional coatings, including high temperature, significantly higher durability, abrasion,
wear and corrosion resistance, such as AL,O3/Ni, Al,0,/SiC, Si;Na, SisC, AIN:

— ionic ceramic materials: alumina (AlL,O;), zirconia(IV) (ZrO,) characterized by high melting point
and strain resistance;

— covalent ceramics — a combination of two non-metals including SiO,, SiC, B4C — good thermal and
electrical insulators [12, 16, 20, 31, 46-54].

The development of nanotechnologies opened a path to creating various layers which could not be obtained

using conventional materials. Applying engineered NPs to the surfaces of solids creates layers showing

superhydrophobic, self-cleaning or anti-bacterial properties. The developments in nanotechnology allow

the creation of layers with unique sensory, catalytic, sorptive, electron and biological properties [1-8, 15,

16,31, 48].;

d) nanopolymers include amorphous particles with a common core formed by carbon atoms with covalent
bonds which undergo glass transition and flow at given temperatures:
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°)

g)

2,

— thermoplastics which easily change into viscous liquid (e.g. polystyrene, polyethylene, polyamides) [1, 2,
4,8,12,13, 15, 20, 55, 56],

—  cross-linked nanoresins (e.g. external laminate-glass, polyester-glass and epoxy-glass layers) [2, 15, 20],

— rubber-like elastomers and natural products including cellulose, lignin and proteins [2, 8, 13],

— nanofillers used in rubber and plastics [57-59],

— nanopolymer-based Porsche Classic car care products for car body care [60],

— nanobiopolymers used as excellent thermal insulators [61].;

nanocomposites including two components (similar to traditional composites), one used as a binding

agent (e.g. montmorillonite) and another used as a structural element (e.g. glass fibre, quartz, asbestos,

carbon fibre):

— metallic [62],

— ceramic [63, 64],

— polymer used as a filler (e.g. MMT, montmorillonite-polyethylene, polypropylene or polyamides) [57, 65].;

carbon nanostructures including amorphous carbon (C, soot), fullerenes, nanotubes, graphene, igraphene

[hydrogenated graphene, 2D polymer], with the first three used in the most practical applications [66-79];

materials based on elements with allotropes showing structure similar to graphene, including silicone (Si),

germanene (Ge), tinene (Sn), phosphorene (P) [80, 81].

Applications of nanomaterials in civil industries

The list of products manufactured using engineering NPs for use in civil industries includes over 4,000 products

and is constantly growing. Nanosilver is most commonly used in the end products [29]. In many cases, civilian

applications correspond to those in the military sector [2, 3, 5, 12-16, 19, 27].

USA, China, South Korea, India, Brazil and the Netherlands are significant developers of nanotechnology [28].

The civil industries manufacturing or using engineered NPs in the end products include:

a)

b)

Chemical industry with products containing NPs, include:

— catalysts, with the largest share of approx. 53% used in heterogenous, homogenous and electro-catalytic
industrial processes, including: nanoporous zeolites [82-84], Raney nickel [82], nanocrystalline electrode
made of copper converting carbon monoxide (CO) to ethanol (C,HsOH) [84], nanoporous gold (Au)
used as an active and selective catalytic material with huge potential applications in heterogenous,
homogenous and electro-catalytic industrial processes [85-87],

— amorphous carbon (C), i.e. soot used in the rubber industry for tyre manufacturing [17],

— aerogel (SiO,) — a stiff foam with very high porosity up to 99.8% showing excellent insulating
properties [88],

— surfactants [89, 90],

— dyes [91],

— corrosion-resistant coatings [91].;

Electronics industry, with up to 7% of products containing nanomaterials; the main products include:

— semiconductors (most common) with a market share estimated at 34% [2, 5, 12, 19, 92],

— organic light-emitting diodes, superconductors, transistors, ferromagnetics [19, 40, 917,

— nanostructural magnets used in mobile phones and hard drives in personal computers [15, 16, 19, 27,
67-70, 75, 84, 93],

— devices used in wireless communication [12, 15, 67, 93, 94],

— mnanocrystalline phosphorus (P) used in displays providing high resolution images [2, 12, 15, 16],

— new generation portable computers for medical applications [2, 12, 13, 16, 19],

—  streetwear with monitoring functions (heart rhythm and blood pressure) [95, 96],

— fluorescent clothing or clothes maintaining constant body temperature, e.g. Italian Luminex®
fabric includes light-emitting diodes (LEDs) (wedding dresses, glossy cocktail dresses or opera
singer costumes [95-98].;
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©)

d)

e)

2)

h)

Construction industry, using:

— light and high mechanical strength materials containing engineering NPs include: photovoltaic coatings,
window coatings, anti-bacterial coatings, acoustic baffles, blind spot traffic mirrors, ceramic and metal
facades [99-101],

— products increasing the resistance of ceramic surfaces of building materials as a result of hydrophobic
treatment [102, 103].;

Urban economy, using engineered NPs to:

— treat and disinfect water, including adsorbents (e.g. nanoporous carbons), ceramic and polymer
membranes, nanotubes, Nano Silver Aqua [91, 104-106],

— removing microorganisms from water environment using carbon nanotubes in filters and membranes,
nanosilver (Ag), which at 10 g/m? inhibits growth of Escherichia coli, nanochitosan containing copper (Cu)
and magnetic composites eliminating Microcystis aeruginosa blue-green algae [91, 107-109],

— removing heavy metals from wastewater using nanomaterial-based adsorbents, e.g. core-shell
nanosystems [91, 110],

— air treatment using nanoporous filters and membranes [111].;

Aviation industry (aircraft, spacecraft and satellite manufacturing), using ceramic plates increasing and

improving durability and providing reliable operation at high temperatures. Carbon nanotubes are used

to reinforce aircraft fuselages [12-19, 39, 40, 84, 95, 96].;

Car industry, with a nanomaterial share of approx. 1%, using:

— three-way catalysts (TWCs) for neutralizing exhaust gases from internal combustion engines [82, 112],

— ceramic nanocomposites and carbon fibres as a structural material for car braking systems [82, 113],

— polyester films (several nanometres thick) for marking vehicles and components [82],

—  high durability paint coats based on silica NPs (SiO,) [114],

— dashboards, body panels, petrol tanks using barrier properties of different nanocomposites in ceramic-
metal, ceramic-polymer and metal-polymer systems [115].;

Food industry, using 1% of nanomaterials:

— mnanosilver (Ag) for food preservation and pasteurization [116],

— nanosilver (Ag) used by Samsung in Silver Nano Health System to limit bacterial growth in fridges and
Bosch/Siemens in System Anti-Bacteria, in washing machines, vacuum cleaners and air conditioners [117].;

Medical applications, using 2% of nanomaterials (rapidly growing):

— Dbioactive glass showing anti-bacterial properties replacing conventional fillers, used in metabolic
processes and permanently bonding to tissues, e.g. calcium aluminium borosilicate, sodium calcium
phosphosilicate [118, 119],

—  piezoelectric material, binary oxide (PZT) [PbZr«Ti( -x)]O; generating electric energy due to mechanical
stresses in the organism used as a pacemaker power supply [120],

— glass-ceramic composite used to repair bone defects in spine, ilia and knee joints [121],

— different products used in chemotherapy which combined with a specific biopolymer (e.g. protein,
saccharide, lipids or polyesters) can be used as matrices for vaccines [122],

— NPs of'silver (Ag) and gold (Au) and their alloys in colloidal systems used to eliminate staphylococcus
bacteria resistant to antibiotics; nanosilver (Ag) is an innovative bactericide or fungicide [123],

— intelligent magnetic NPs used in targeted drug dosing, as a markers for ultrasensitive detection and gene
therapy and as biochemical sensors and agents for rapid decontamination [124],

— nanoelectrodes (sensors) for in vitro measurements of NOy content in single brain cells [125-127].;

Cosmetics industry, using nanomaterials in different cosmetics, sanitary and other products, e.g.:

— face cream, sunscreens (UV filters) containing mineral filters made of titanium(IV) oxide and zinc
oxide (ZnO) NPs from 1-30 nm [128-130],

— Nanoco Nano Silver Aqua products, containing silver (Ag) and copper (Cu) NPs used as bactericides
and fungicides in swimming pools, aquariums, and Faruk Chi Nano containing silver (Ag) NPs
for impregnation of fabrics and coatings preventing soiling and microbial growth [131].;
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j) Packaging industry manufacturing nanomaterial based products:

print protecting agents based on phosphate(V) NPs or rare earth elements (RE) [132],

invisible gold (Au) and silver (Ag) barcodes [133],

aluminium NPs-based fuel tanks with improved security [132, 134],

polymer nanocomposites — modified bentonites as used as plastic fillers in modern packaging [132, 135],
metal NPs as dioxygen (O,) absorbents in packaging [136-147].

3. Applications of nanomaterials in the military industry

A significant increase in investment in nanoscience produced numerous innovative solutions using

nanotechnology, appreciated and implemented by the defence industry [12, 16, 19, 39, 40, 148, 149, 151].

Literature shows that the share of nanotechnology products in this industry is estimated at approximately 3%

and the products are used throughout the industry [3, 5, 19, 148, 149]. The advantages of practical applications

of innovative nanotechnology solutions in the defence industry are:

a) developing new generation armaments based on nanotechnology [12, 16, 19, 39, 40, 152, 153],

b) significant decreases in dimensions and weight with similar or improved effectiveness [3, 5, 8, 12, 16,
19, 39, 40]. It allows the design of significantly smaller nuclear charges with similar effectiveness, which
is a serious challenge in limiting and controlling nuclear weapons [12, 19, 39, 40, 98]. Ability to significantly
decrease the weight of man-carried equipment with the same functionality, increased mobility, strength and
range of operation [16, 19, 39, 40, 154-157],

¢) modifications of the effectiveness of warfare agents including:

composite high energy materials (high explosives, HE) modified to introduce different metallic nano-
powders (aluminium (Al), copper (Cu), platinum (Pt), palladium (Pd)). The modifications significantly
increase the chemical reactivity and temperature of the detonation products. A significant increase
in the rate in which the balance of the decomposition product distribution is achieved and improved
pyrophoric properties, further increasing the effectiveness, can also be observed [9, 11, 16, 19, 21, 33,
39,40, 122, 153, 156-165].,

thermites, also referred to as Goldschmidt thermites or pyrotechnic compositions containing a metallic
powder used as a reducer mixed in a specific ratio with a metal oxide used as an oxidizer and a fuel used
as a reaction initiator. The oxidation of metallic powder is rapid with simultaneous release of a large
amount of heat (Q), e.g.:

2A1 + F6203 e A1203 + 2FC + Q

Replacing the metallic powder and metal oxide powder in conventional thermites with suitable
nanomaterials yields new products referred to as nano-thermites or super-thermites, in which the metal
oxidation reaction is in some cases a thousand times quicker and is accompanied by a very reactive
positive pressure wave [12, 16, 19, 157].

The additives known as super-thermites are used to produce high-power warfare agents. The super-
termites are obtained by combining nanometals (e.g. nanoaluminium (Al)) with metal oxides (e.g. iron(I1I)
oxide, Fe,0;) used in underwater explosive ordnances, low explosive primers and rocket fuels.
The addition of nanopowders, e.g. aluminium (Al) increases the energy of propellant and blasting
materials, gunpowders and thermites. The nanomaterials allow a significant reduction in the charge and
fuel weight without affecting the effectiveness of the weapon system [166].

Metastable intermolecular composites (MICs), e.g. AI/M0O;, AI/PTFE and Al/CuO composites are one
of the first examples of developments in nanoenergetics [12, 16, 19, 39, 40, 98].,

solid and liquid rocket fuels, where the significant advantages of nanofication is the ability to obtain
higher power densities, increase the combustion rate and reduce the ignition delay of the final
product [12, 16, 19, 48, 98, 152, 155, 156, 164-169, 188],
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— advanced ammunition and warheads obtained as a result of:
i) replacing depleted uranium (U) cores in armour-piercing sabot shells with nanocrystalline
tungsten (W) for easy penetration of combat vehicle armour [5, 12, 16, 19, 39, 40, 121, 170, 173],
i) using sinters of heavy nanomaterials for manufacturing sabot shell and armour piercing shells cores;
the best materials include tungsten (W) sinters showing high durability and plasticity [12, 16, 17,
19, 39, 40, 98, 153, 170-174],
iii) gradual replacement of toxic lead shells with nanoaluminium (Al) shells [12, 16, 19, 39, 40, 98, 175].;
— nanomaterials used in armours of personal vehicles, combat vehicles, ships and aircrafts. A spectacular
example is the manufacturing technology of ceramic armour materials based on boron carbide (B4C)
nanopowder developed by a Russian company NeVz [19, 176, 180, 188]. The materials are used
to manufacture combat vehicle armour and individual bulletproof plates, improving the efficiency
5-6 times while maintaining 4-times lower weight. Numerous studies showed that the nanostructure
of materials based on iron alloys allows a significant increase in impact resistance [ 176-182]. The products
commonly used to manufacture advanced combat vehicle armour, reinforcing the structure of ships’
hulls and aircraft fuselages are aluminium alloys combined with carbon nanotubes with improved
impact resistance, durability and lower weight [12, 16, 19, 39, 40, 66, 98, 183].;
d) ability to manufacture new materials and items based on the recently developed products, including new
forms of elemental carbon (C), graphene, nanotubes and fullerenes [12, 16, 19, 39, 40, 66, 76, 98, 184-188],
e) innovative auxiliaries including:
— optical materials for designing innovative communication systems including new methods to control,
transfer and transmit photonic information [12, 16, 19, 39, 40, 76, 98, 118, 119, 184, 188, 190],
— IR detectors (quantum and thermal), carbon nanotubes as the first IR nano-detectors [19, 74, 98,
118, 188-190],
— metamaterials for designing systems with negative refractive index; the objects coated with this material
may be invisible in a limited electromagnetic radiation bandwidth [4, 8, 12, 19, 39, 40, 98, 188, 191, 192],
— materials which reversibly change the characteristics of light transmission depending on ambient
temperature, radiation intensity, incident UV wavelength [12, 19, 98, 193-196].
For the first time, those materials were used in 1964 for tinting photochromic lenses (sunglasses)
containing silver halide (AgX) NPs, where the silver ions (Ag") under UV radiation reversibly change
their electron structure (Ag" < Ag"). The lenses react to the ambient conditions, and the degree
of tinting depends on ambient temperature and exposure to adaptive radiation. Later introduced photonic
materials, based on organic liquid crystals, due to longer time of reaction to UV, susceptibility to damage
by ambient conditions and high production costs, were not widely used [193]. Currently, vanadium
dioxide (VO,) suspended in a silica matrix (SiO,) [119, 194], rare earth elements (RE) and selected
transition metals [196], are used as photonic materials for coating large surfaces. The composites
are durable and can be used to coat large surfaces, e.g. aircraft fuselages and ships” hulls, they are cost-
effective and can be used in fabrication of [19, 193-196].,
energy storage materials [12, 19, 98, 152, 155],
heat storage materials [12, 19, 39, 40, 188],
control materials for advanced electronic systems,
information processing systems [12, 19, 39, 40],
nanostructural magnets in mobile phones [5, 12, 19, 40, 96, 98],
drives in personal computers and portable devices [12, 19, 39, 40],
wearable computers for military, medical and industrial applications [12, 16, 19, 39, 40, 96],
structural materials for military installations, e.g. missile launcher rails where the propellant deflagration
provides high velocities [5, 12, 19, 39, 40, 96, 98, 101].;
f) Materials for manufacturing next generation uniform components and equipment (i.e. weapons, ammunition,
electronic equipment and power sources) [5, 12, 16, 19, 39, 40, 84, 97, 197-202].
Innovative nanotechnology solutions allow the development of more efficient tools for solving problems which
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soldiers encounter in the battlefield. The most significant advantages include:

— anability to significantly decrease the weight of soldiers’ equipment with the same functionality for improved
mobility, strength and range of operation [16, 19, 97, 154, 197-202],

— ability to quickly deal with any injuries [19, 39, 40, 157, 197, 200, 201],

— innovative means of improving or sustaining a soldier’s efficiency, e.g. in sleep deprivation
conditions [156, 157, 200],

— uniforms made of multi-functional and smart adaptable materials which, in the event of injury,
will automatically dress the wound [12, 19, 97, 98, 197, 200],

— innovative systems built into the uniform for detecting and neutralizing chemical and biological
contamination; interactive materials providing not only a passive protection but in the future providing
protection against nuclear and electromagnetic radiation [12, 19, 39, 40, 97, 197-201],

— new synthetic fibres, e.g. aramid fibre available under tradename Kevlar® — one of the most durable synthetic
fibres (five times stronger than steel) used in bulletproof vests [19, 97, 98, 197, 201, 203],

— nanofoams with unique thermal and insulating properties [19, 97, 98, 197, 201-204],

— ultralight clothing and footwear and heated headgear, gloves and socks [12, 97, 98, 201, 204],

—  Nano-Care fibre clothing made of 100% twill weave cotton impregnated with engineered NPs for improved
durability, stain and moisture resistance (breathable fabric) [204],

— uniforms with a camouflage system (so called adaptive camouflage) protecting soldiers against detection
on the battlefield [19, 97, 98, 197, 201, 204].

The Institute for Soldier Nanotechnologies was established in 2002 in the USA, consisting of the US Army

Research Laboratory, Massachusetts Institute of Technology and industry sectors. Working closely together,

the institutes cooperate on projects aimed at preparing self-sufficient soldiers to easily deal with extreme and

hard to anticipate situations [19, 197, 199, 204]. Survivability increases significantly due to the use of flexible

armours with nanofiber matrix, e.g. SiC [84, 197, 198, 201, 204].

The U.S. Army Natick Soldier Systems Center (NSSC) is the only institute in the world focused on developing

the Future Warrior Concept (FWC) [199]. Its aim is the development of a multi-functional battlesuit using the

latest developments in nanotechnology [197]. NSSC also develops special light and comfortable gear monitoring

the condition, health and stress level of soldiers and supporting the treatment of wounds [12, 19, 40, 197-204].

4. Emerging applications of engineered NPs

Attempts are being made to finalize the ongoing research programmes and develop new methods for the practical

use of the unique properties of engineered NPs. The following projects aimed at developing new innovative NPs

are noteworthy:

— chemical composition of low vulnerability high-energy materials, releasing energy in the amount necessary
for its intended application including ammunition, rocket fuels and thermobarics, multi-functional charges
by the Armament Systems and Procedures, Inc. (ASP) [12, 19, 39, 40, 173, 196],

— methods to manipulate energy flow between the particles and their surroundings and physical fields referred to
as nanoenergetics to develop weapons characterized by a significantly higher impact energy [5, 12, 16, 19,
39, 40, 98, 152, 155],

— compositions of explosives using suitable nanomaterials for significantly increased power [12, 16, 19, 39,
40, 154, 173, 188],

— design of nuclear weapons of significantly smaller size referred to as mini-nukes [12, 16, 19, 39-43,
121, 141]; a serious challenge in limiting and controlling nuclear weapons [12, 39, 40],

— products for use in the construction industry, including windows with quantum dots used as solar
panels [12, 19, 101, 103],

— high-adhesion materials similar to gecko feet [12, 19, 149, 152],

— bullet-proof suits made of ultra high molecular weight polyethylene (UHMPE) [12, 19, 97, 98, 201-204],

—  Tactical Assault Light Operator Suit (TALOS), providing full-body ballistic protection [19, 97, 98, 197, 204],
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— engineered nanomaterials, including complex polymers with large molecules and a well-defined structure
referred to as dendrites, e.g. flower-shaped anatase TiO, mesostructure [12, 19, 39, 40-43, 188],

—  polymer materials with embedded engineered NPs (e.g. Au/MoS,) with high resistance to abrasion and good
sliding properties used as lubricant-free machine components [12, 19, 40, 182, 200-210],

— materials resistant to high temperatures, e.g. ceramics [10, 12, 16, 19, 32, 84, 208-210],

— mnanocrystalline materials used as functionally gradient materials (FGMs) in electronic and biomedical
devices [12, 19, 39, 40, 98, 152, 188, 207, 208, 211],

— implants based on carbon and oxide nanomaterials [5, 12, 19, 91, 157, 201, 211],

— electronic devices for transmission of information, night vision and navigation, and various sensors
(e.g. motion, condition of equipment and ammunition) [5, 12, 16, 19, 39, 40, 92-95, 208, 212].

The examples of applications of innovative nanotechnology products used by the armaments industry

given above, significantly contribute to the functionality of uniforms improving safety, range and effectiveness

of military equipment, effectiveness of currently used high-energy materials and the striking force

of thermobaric weapons (fuel-air) at a significantly reduced weight. Recently discovered nanoforms of elemental

carbon (C) including fullerenes, nanotubes and graphene, with almost unlimited potential applications,

are especially noteworthy.

5. Concerns related to the release of engineered NPs to the environment

A rapidly growing number of published monographs, research studies and patents on engineered NPs
is accompanied by a growing number of publications showing their toxic, cytotoxic and genotoxic properties
and hazards to the biotic environment [188, 203, 208, 215, 216]. Due to the rapid development of nanoscience
and nanotechnology, in a dozen or so years, the Dekker Encyclopedia of Nanoscience and Nanotechnology
has already had three editions (I — 2004, I — 2009 and III — 2016), each comprising 6 volumes [208].
The revolutionary changes in technology are reflected in the rapidly growing number of products fabricated
using engineered NPs and a constantly expanding availability of products in both civil and military
industries [19, 208, 217]. An increase in nanomaterial production increases the potential of releasing the NPs
into the environment where they may interact with living organisms [208]. Due to high chemical reactivity
and small size, by infiltrating the biosphere, NPs are a serious hazard to human health, a threat to international
security and future of the military [130, 155, 189, 200, 208, 216, 218, 220-226]. The negative impact of NPs
on the environment is determined by their mobility depending on their solubility in ambient conditions, humidity
and temperature, diffusion, susceptibility to coagulation and, as a result, deposition [224-230].
A serious source of concern is a growing number and range of marketed daily-use products containing engineered
NPs with unknown impact on health and environment [175, 208]. The analyses show that NPs can be found
everywhere in the biosphere (air, water and soil) and in all living organisms [130, 175, 200, 205, 208,
215,216,223-229]. There are insufficient data on toxicity [203, 215,218,221, 224, 230], cytotoxicity [231, 232],
genotoxicity [216, 218, 232] immunotoxicity, oxidative stress and latency time of NPs [208]. The hazards
are widely monitored and discussed, and are the subject of protests against marketing nanoproducts, similar
to the recent campaigns against GMOs (Genetically Modified Organisms). The knowledge of chemical
and physical properties of a specific substance in macro scale [224] can be of some help in determining
the hazards related to its use in the nanoscale [233].
The main routes of nanoparticle exposure are:
— respiratory — with the respiratory system’s efficiency rapidly decreasing with increasing particle dispersion,
Dusts [224] and NPs [200, 208, 233] are known to settle in the lungs using a mode of action similar
to asbestos fibres [234].
The potential results include respiratory system disorders (pneumoconiosis, lung tumours), vascular system
disorders and allergic reactions [200, 208, 215, 218, 220, 222-225, 230-231]. NPs with sizes similar to the
biological structures may be absorbed by the cell by endocytosis, a specific mode of transport of larger
particles to the inside of the cells, where vacuoles are formed [200, 208].;
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— dermal — the NPs penetrate the skin, as shown in the example of creams containing TiO, NPs [200, 203, 208,
215,216, 232, 235, 236]. NPs may penetrate organisms via transport proteins or through ion channels and
may bind to intracellular organelles [236, 208],

— digestive — through the alimentary tract with water [200, 208, 227-232, 237],

— nanoparticle crossing the blood-brain barrier [236, 238],

— NPs used as a carrier of other toxic substances [200, 208, 239, 240].

A specific group of hazards of real concern are the military applications of NPs including:

a) potential use of advanced military techniques by terrorist organisations (nano-terrorism) [ 155, 200, 208, 238],

b) new types of weapons of mass destructions in form of capsules transported in human bodies, plants
or by nanorobots [156, 208, 220],

¢) ability to design nanomaterial-based difficult to detect weapons or high-energy substances [12, 39, 40, 188,
200, 208, 228],

d) data-gathering nanosensors used by terrorists [188, 208, 216, 220],

e) developing various devices preventing access to confidential information and test results [208],

f) social and ethical concerns [240-245].

Literature includes publications discussing the need to take action to protect society against products

of nanotechnology including:

— monitoring the testing carried out by governments and private companies [203, 208, 216, 240, 244],

— extensive interdisciplinary tests on the interaction of engineered NPs with the biosphere [15, 151, 200, 208,
216, 227, 246, 247],

— close cooperation between civil and military sectors [208, 242, 248],

— ensuring protection of information and test results of research institutes [15, 151, 200, 208],

— infiltration of terrorist organizations [31, 208],

— developing legal regulations on nanomaterials, nanoproducts and nanoobjects [208, 248],

— developing the characteristics (chemical, physical and biological) of NPs and methods used
in the measurements of nanomaterials for reliable evaluation of their negative impact [208, 249-251],

— increasing society’s ecological awareness through mass media [208].

6. Summary

The dynamic development of nanoscience and nanotechnology has led to revolutionary changes in many
areas of science and industry, raising a great deal of hope for its potential to solve a wide range of problems
of the modern world. Nanostructural materials, also referred to as the engineering NPs — the products
of nanotechnology — show unique physical, chemical, biological and mechanical properties and effects compared
to their macro equivalents. They have found practical applications in civil and military sectors with many
examples presented in this study. The latest data on the development of nanotechnology, nanoproducts and
nanobusiness are included in the OECT report of November 2017 which shows that the investments in research
and development in nanotechnology was growing by 8% annually [252]. The difficulties in developing methods
to synthesize engineered NPs for manufacturing on a technical scale are a key issue. The NPs are usually
obtained on a laboratory scale which means they are expensive, the synthesis times are long and there
may be issues with the repeatability of the synthesis method used. The actions undertaken aim to standardize
the nanoparticle synthesis methods, whereas the surface modifications are aimed to increase homogeneity,
monodispersity and stability.

A rapidly growing number of practical applications of engineering NPs and a real possibility of infiltrating
the environment is a serious concern, reflected in numerous publications and protests [253, 254]. Apart from
the unquestionable advantages of nanotechnology, the public will be exposed to well documented toxic,
cytotoxic and genotoxic properties of NPs. There are numerous appeals to undertake studies of the hazards
caused by the presence of NPs in the biosphere and develop legal regulations on practical applications of NPs.
Power engineering and mass storage represent the main future applications of nanomaterials.
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