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INFORMATION SECURITY IN HEALTH SYSTEMS 

 
This article presents the importance of information security in healthcare. It shows its development in the study area and 

post holders responsibility of this system in health care institutions. It also discusses risks arising from the rapid development 
of information technology.  

 

INTRODUCTION 

We live in times where information is a key resource for any 
type of organization. It can be stored in computers , transmitted over 
networks, written or printed on paper and forwarded in the talks . 
The dynamic development of technology requires us to process 
large amounts of data. [10] [12] Increase in the value of information 
is associated with greater risks in the field of information security. 
[15] Therefore, information security and its protection are in the 
spotlight, regardless of the nature of the sector public or private. 

1. FEATURES OF THE MEDICAL RECORDS 

The basic law in the field of information security management 
in health care is the Minister of Health Ordinance from 9th Novem-
ber 2015, in regards of the nature , scope and design of medical 
records and how they are processed [1]. Medical records are collec-
tions of documents with medical and health information of patients 
and health services . They are stored in electronic or paper form . 
Document is a medical information carrier if it includes: 
– determination of a patient based on his health concerns or 

health benefits he received, allowing his identification,  
– indication of the organizational unit in which the document had 

been fixed,  
– data, including patient health status or granted health benefits, 
– the date of preparation [2]. 

Medical information is a kind of data that does not require a 
written consent to the be processed if it is performed in order to 
protect patient's health or medical services [3]. 

The overall distribution of medical records shown in Figure 1. 

 
According to the legal standards of healthcare institutions inter-

nal documentation have to be kept in the hospital where it was 
issued . While the external documentation of a referral or order must 
remain at the center where it is being realized. Hospitals manager is 
responsible for creating appropriate conditions for storage of medi-
cal records. Information regarding patient's health, or individual 
sphere of his life, must therefore be protected against : destruction 
or accidental loss, as well as against unauthorized persons access . 
There is a legislation concerning personal data exchange, medical 
law and medical ethics in all European Union countries [4]. Health 
professionals and health institutions managers are obliged to cor-
rect data processing and storage. Failure to comply with this law 
may result in prison sentencing up to three years. 

2. DEVELOPMENT OF THE SYSTEM OF INFORMATION 
SECURITY 

Due to the rapid technological development medical documen-
tation in the form of maps , books and files is replaced with comput-
er systems . In literature, the information system security is defined 
as coherent policies and coordinated projects , applied in order to 
ensure its smooth functioning [5]. To ensure correct protection of 
patients data health care organizations appoint an administrator of 
information security. To daily list of tasks of a person responsible for 
operation of information systems processing personal data in medi-
cal facility, among others, should include [6]: 
– Check that all employees adhere introduced standards and 

procedures , 

 
Fig.1. Classification of patient records 
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– Update the register of employees while respecting the data 
– Create safety projects , 
– Check whether the procedure for backing up are executed 

correctly , 
– Providing all users, where the data is processed, with infor-

mation systems training. 
The main responsibility of the administrator of personal data is 

to prevent unauthorized access to the system and appropriate 
actions when violations occur . 

 
Information security is crucial for the proper functioning of the 

area of organizational health . In order to win patients trust, health 
care facilities should fill patients expectations in regards to reliability, 
availability and accountability [7]. Through the development of in-
formation systems and an enormous amount of data, security sys-
tems alone are not sufficient, they have to be properly managed. 
Therefore management of information security in any organization 
has become a very important area. ,,Safety management has to 
keep its purpose , plans , strategies , instruments of control , costing 
and risk and programs , the existing results and continuous im-
provement." [2]. More and more sources report that the most com-
mon cause of damages in the area of information security within the 
institution are employees themselves . They are not aware of their 
actions by the lack of appropriate qualifications or manage the 
system deliberately in an abnormal manner . 

Therefore, a key document containing a list of standards relat-
ed to information security is Specialist Clinics Security Policy. This 
document defines the area of responsibility of persons and other 
organizations during the exchange and protection of information. It 
also tells about the processing of personal data in individual docu-
ments from third parties that the processing of the data suggested. 
The core aim of Information Security Policy is to protect personal 
data and to train system of protection of personal data users. This 
document was produced according to the guidelines of the Ministry 
of Internal Affairs and Administration from 29 April 2004. developed 
on personal data processing documentation and technical and 
organizational conditions, which should be met for the processing of 
personal data and the Polish standard PN of equipment and com-
puter systems - ISO / IEC 17799: 2007 information technology - 
Security techniques - Guidelines for the management of information 
security. Every person who takes a job at the hospital needs to get 
acquainted with the policy of security and compliance with its princi-
ples and procedures. 

3. RISKS IN THE FIELD OF INFORMATION SECURITY IN 
THE HEALTH SECTOR 

Nowadays it is important for any organization to protect infor-
mation systems from any threats. Threat is an occurrence of unde-
sirable event that can cause a damage to the system or even entire 
organization. Grading the typology of risks we divide them into : 
– natural: fire, flood, 
– accidental risk: the failure of hardware, 
– deliberate risk: theft of equipment or information, software virus-

es, hacker attacks [2]. 
 
In the literature specified are following burglary techniques [17]: 

1. Attempt to use default accounts and system passwords that 
are forgot by many administrators. Typically, these accounts 
have high level of permissions. 

2. Check of all passwords up to three characters. 

3. Check the dictionary and probability entries as well as the most 
commonly used passwords that appear on the lists. Those lists 
are usually available on the internet [18]. 

4. Collection of user information, such as names of family mem-
bers, dates, numbers, insurance policies, documents, address-
es and other different combinations of data. 

5. Use of programs such as "Trojan horse" to bypass access 
restrictions. 

6. Eavesdropping of communication between the terminal and the 
server. 

7. Use of serving programs or hardware circuits used as keylog-
gers. 

8. Social engineering attacks. They rely on receiving information 
on how to get into the system or to access users passwords. 
Typically used here is an independent communication channel, 
such as phone or e-mail. 
 
Each medical facility is different. Each one has different threats, 

vulnerability to risks , which is variable in time. [14] Same security 
systems can not be used for walk in centers and clinics. Implement-
ed securities are " elements of personal , technical, organizational 
or programmatic use in methods for protective measures , which 
aim to create an adequate level of protection for the logical and 
physical information and elements of data communication system 
[8]. To have a high level of information security, safety elements are 
constantly monitored , evaluated and improved. [16], [13] Vast 
majority of computers are connected to Internet network what pro-
duces greater threats for confidentiality. Figure 2 illustrates the risks 
that may occur during data transmission . 

 
Therefore, the breaking process involves the destruction of a 

part of the system causing the lack of access by the user. These 
activities include the destruction of the computer, interruption of 
communication or deactivation of file management.  

While counterfeiting is an activity caused by a fake objects in 
the system is carried out by unauthorized persons. Otherwise, the 
attack on the authenticity of [9] is called . 

The next stage, modification, is associated with getting ac-
cess to computer by an unauthorized person. Such an example may 
be the introduction of random changes in the data files that induce a 
different approach and modification in messages. 

Capture occurs when unauthorized person gains an access to 
recourses (attack on confidentiality). For example installation of 
interception on a computer or a program that would intercept confi-
dential data. 

 
Counterfeiting is an activity caused by an injection of fake ob-

jects into the system carried out by unauthorized persons. It is 
otherwise called the attack on authenticity. 

 
Introduction of appropriate technical solutions to secure infor-

mation seems to be standard method. However one of the weakest 
links in the security is human itself. Unfortunately, not all workers in 
establishments comply with certain directives in the field of data 
protection. Staff unknowingly, or very often knowingly, offer proprie-
tary information to unauthorized persons. This is due to lack of 
appropriate qualifications and experience of the staff with the princi-
ples of the protection of confidentiality, data classification and asset 
management. It is therefore necessary to establish formal agree-
ments specifying that discharge of security information is a subject 
to disciplinary action. 
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CONCLUSION 

Information security is a very complex issue. This study does 
not exhaust the subject shown. Living in the information society, the 
security of processed documentation should be central task of any 
organization. Managing computer systems have to meet legal re-
quirements. It should also be recalled that the use of the best secu-
rity tools will not fully eliminate risks. The reason is availability of 
more powerful software used to bypass this protection and new 
ideas of breaking into information systems by attackers. The basis, 
in the first place, are well qualified, experienced and problem aware 
employees. It is important to always eliminate the risks that may 
affect the operation and cause negative image of health organiza-
tions. 
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Bezpieczeństwo informacyjne w systemach służby zdrowia 

W  niniejszym artykule przedstawiono znaczenie bezpie-
czeństwa informacyjnego w służbie zdrowia. Zaprezentowano 
kształtowanie systemu bezpieczeństwa informacyjnego 
w badanym obszarze oraz odpowiedzialność osób funkcyj-
nych za zarządzanie systemem w placówkach służby zdrowia. 
Omówiono również zagrożenia wynikające z dynamicznego 
rozwoju technologii informacyjnych. 
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