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Abstract

In the article the ProSIL software for computeregidunctional safety management is presented. dtteare
consists of three modules for the determinatiothefrequired SIL level (ProSlLen) and verificatiofithe SIL
level (ProSliLver). In the ProSIL the calibrated Wwiedge-based risk graph method for determining the
required safety integrity level (SIL) of the safétynctions identified in hazard analysis is implenesl. The
SlLs are then verified for safety-related controtl @rotection systems implementing relevant fumdiaith
regard to random failures and potential systemfailcires. The assessment methods are compatible wit
international standards IEC 61508 and IEC 6151IméSeurrent challenges and methodological issues
concerning knowledge-based functional safety mamagein life cycle are also discussed.

1. Introduction functional safety analyses and their documenting
. . . _ during the design and operation of the E/E/PE, BPCS
Modern industrial plants are equipped with complex 4 5|5 systems taking into account the requiresnent
programmable control ~and protection SyStemS,ny criteria given in international standards IEC
operating usually within a computer network. For g150g [6], IEC 61511 [7], IEC 62061 [8].
designing of such systems a functional safetyrhe gj software supports the determination of
concept [5], [10], [11] is now widely of interesi][ o4 jired safety integrity level SIL of SFs using th
to be.lmplemented in various |'ndustr|al sectorg, €. |isk graph or risk matrix method [1], [2], [3], [4The
machinery [8] and the process industry [7]. required SIL can be also taken from a regulatory
The primary objective of functional safety jngtittion and documented for given safety funetio
management is to reduce the risks associated Withpe the computer aided verification of determined
operation of hazardous installation to an acceptabl g is to be carried out for the architectures of
level introducing a set of defined safety functionsg/e/pe or SIS  that implement  safety-related
(SFs) that are to be implemented usmgfunctions.
programmable pontrol and protection systems, e.9pue to complexity of analyses, to overcome
electric/electronic/programmable electronic (E/B/PE jitficulties in decision making under significant

safety-related systems (S-RSs) [6], basic proces§n enainties [9] we propose to adapt in the ProSIL
control systems (BPCSs) or safety instrumentedsgme elements of the risk informed decision making

sys’gemg (SISs) [7]. _ _ (RIDM) methodology [12]. The methodology
Taking into account expectations of functional safe roposed is compatible with the functional safety

analysts and process industry engineers it '%anagement methodology described in IEC 61508.
worthwhile to develop and provide an useful In \ gnaples the decision making in a more systematic
practice computer-aldeq knowledge-based system f%ay. In the methodology proposed the overall
supporting  the functional ~safety analysis andq,nctignal safety management (FSM) in life cycle

management in system life cycle. Such prototyp€in|ydes the RIDM and continuous risk assessment

knowledge-based system has been designed und%RA) based on performance monitoring
name ProSIL software. It supports relevant '
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A module of layer of protection analysis (LOPA) Figure 2 presents main window of newly defined or

[13] is now at final developing stage that will e selected project from a data/knowledge base. From

systematic analyses of protecting barriers, whichthis window there is a direct access to mentioned

generally can be to some extend dependent. Selectetbove modules. For each defined safety function

from mentioned above modules are described irbeing implemented using E/E/PE S-RS or SIS there

more details below in this article. IS an option to enter proper module directly for
consecutive steps of the analysis.

2. Outlineof ProSIL knowledge-based

softwar e modules
Simplified scheme and functional scope of the — wm[s:‘r:z:-[su FB - [b2]
knowledge-based system for supporting the SIL| weimea

determination and verification for safety functidss 2

shown inFigure 1 bisctan [T

aciei Kozpa
20110116

Defining hazardous
=== ? installation and scope of
safety analysis

}

Identifying of hazards,
- ---|analysis of accident scenar
and defining safety functio

duce
out of M systems) and

or (FRS), walves (V42 .¥4] coresponding with Bl

The mimics of C1 and L2 symbolized al

i System [E5D)
ors [LS) of reaction in

(2]

Generalinformation Schemas of installation | Comments | Safety Functions (SF) | Anabses |

| I Figure 2.ProSIL software main window

é o ; Data/knowledge base of . P R

- E;;i;m;“n'gijgﬁg'fggtﬁg;k— predefined and defined risk  The user of the software has direct insight intmeo

; matrixes and graphs overall project information as well as attached
| l schemas and specific P&ID piping and

| ___|lterative designing of E/E/P instrumentation diagrain of analyzed system or

| SRSorsiS subsystems (sdggure 3.

E l A I PROSIL VERSION 1.0 (Build: 0.924)

i SIL Vel’lflcatlon for random Rﬁllablllty dlaéa base’ agalyc Project ProSller ProSIlen LOPA Database Help

7777 and systematic failures of potential Common Cauge Rt
Failures (CCFs) Project - [51] FB - [f62]

N|
e

J ﬂi}
P SFTAL
=

Ly e

Medium A

{4IEPET sispe |
R Risk-Informed
Decision Making el 5 /ﬁ
A |
A
L

Figure 1.Main modules of the functional safety
analysis system ProSIL

The ProSIL consists of several modules covering
different aspects of functional safety analysiserh
are modules for hazard identification and analg$is ey
accident scenarios for defining of safety-related E
functions. Next module is for supporting the risk f
analysis and assessment, which allow determining
required SIL for consecutive safety functions. The
final module was developed for verification of SIL Figure 3.Installation P&D for functional safety

for architectures of E/E/PE S-RSs or SlISsanalysis

considered.

The ProSIL software provides mechanisms to creat& he ProSIL software provides opportunity to manage
projects with many safety functions defined. It set of safety functions which should be identiféed
consists of three macro modules for: determinirig S| described earlier in the process of hazard analysis
(ProSlLen), verifying SIL (ProSlLer) and LOPA (Figure 4).

analysis module [1], [2], [3]. Each new created

project has detailed description and possibility of

saving its parameters into integrated

knowledge/database.
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approach was proposed in works [1], [2], [3], [4],
based on modifiable risk graphs, which allows
building any risk graph schemes with given number
of the risk parameters and their ranges expressed
qualitatively or preferably semi-quantitatively.
Determining of required SIL for chosen safety
function is realized in specialized module of PitoSlI
application. It is built by two main sections. Het
method of determining SIL is chosen, then it should
be calibrated in the proper manner, so the first
section of the described module is responsible for
calibration of chosen risk assessment method.

A concept of ProSIL requires calibrating the method
once in the project if this method is used during a
analyses at least for one SRF included in the proje
A process of calibrating selected method is divided
into two steps. First step is related to deterngnin
a tabular part of this method and the second one is
associated with proper choose of risk parametais an
their risk criterion ranges (with qualitative, semi
quantitative or quantitative description).

For example, one of the available method is PN-EN
61508 based risk graph which has four risk
parameters: C, P, F and W. A definition of tabular
part of the risk graph relies upon selection of one
from seven accessible risk reduction levels, which

Figure5.Window for defining new safety function

The data documented in the ProSIL modules can b
printed out during analyses or as a part of thal fin
documentation of given project.

Tolerable
risk

3. Determining required safety integrity level

are associated directly with four SIL levels ordadé
requirements level. A process of selecting SIL
determining method is presented iRigure 6. The
fundamental window of calibrating the selected
%xemplary methods is illustratedfigures 7and8.

One of the main part of computer-aided functional| G | | sr || srr2 || sees | = | sren |
safety analysis is a module for determining reqlire | ™method

safety integrity level (SIL) of given safety fuiast. i , ,
There are available several methods to determibe SI| | |dediptionof| | descripion off | description of description of
for given safety function. Some of more popularone Sl determ.

in industrial practice are [6], [7], [13]: ! ! !

- §|S:§ |\6/|atr|;(], 1 . reqsul[ed regTLred reqSL:[ed reqSL:Lred

- Risk Graph,

- Layers of Protection Analysis (LOPA). ! ! !
These methods are qualitative or quantitative, whic safety Specific || safely specifig |safely specifia safey spedfiq
means that they use descriptive or quantified
information about the risk parameters. The standard ] oL o o tose
IEC 61508 proposes a qualitative risk graph method Choose of

> analysis | SIL for environmental loses

for determining SIL qualitatively for given safety-
related system as a main one. This method is yseful
but special care should be taken into account durin
applying the method.

It should be noted that the number of parameteds an
their ranges describing the frequency and

. F
consequences of a hazardous event can differ for

E/E/PE desigi
and

criteria

phase

some accident scenarios. That is why a new extended
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Figure 10.Determining of required safety integrity
Figure 7.Calibration of the IEC 61508 risk graph level for human losses
method (human losses)

4. Safety integrity level verification

PROSIL VERSION 1.0 (Build: 0.923)
Calibration - Risk graph IEC 61508
|

= Computer aided SIL verification module ProSiLer

MR = (Figure 11) consists of alibrary of probabilistic

=T models developed using the minimal cut sets method

- N (MC). This library contains also probabilistic mésle
I: SL2sLt a ] of system and subsystem from IEC 61508-6. The
e mE,, [P Fe— architecture of the E/E/PES system realizing the

B safety-related function is represented basicallyaas
”—=.sm functional safety reliability block diagram (RBD).

Probabilistic modeling of safety-related systems is
=i = performed using KooN subsystems architectures
including dependent failures models usifidactor
method (parameter evaluated from a knowledge-
base). The SIL verification module includes
o _ageneric reliability database of various paranseter
A second part of SIL determining module is (., MTTR, MTBF, MTTF, DC, TIf). There is

associated with the usage of proper calibrated)yssibility to enter the reliability data from estel
method in the specific risk analyses. An informatio goyrces with relevant explanations (providing
about criteria of analysis (i.e. oriented on human,qocumentary evidence).

environment or assgt Io_ses) are determined duringpe diagnostic coverage DC) and p-factor

the process of calibration selected method (Seetermining is computer aided using the knowledge-
Figure 7 & 8). This is very important part of use this pased system. There is an option to draw PFD(t)
application module because it is related to furtherprobability function together with evaluated PED

risk analysis and opportunity of choosing properyajye for given mission time. The software package
analysis criteria. The analysis for each critem® C contains also a module for optimizing the functiona
give different required SIL results. If more thameo  test intervals and amodule for sensitivity and
criterion is chosen in this analysis, the morenpcertainty assessment of results obtained from

restrictive SIL is taken into account as a fin@ule  probabilistic models with regard to its parameters
some examples of determining required SIL. repair, test interval§-factor, etc.).

S— S— The methods proposed for verifying SIL are
—— e o described in papers [1], [3]. Described above cphce
of SIL verification module is shown iRigure 11.

Figure 8.Calibration of the IEC 61508 risk graph
method for assets losses
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Figure 9.Determining of required safety integrity
level for assets losses
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Figure 11.Main idea of using ProSILer module Figure 13.Block diagram with representation of SIS

. ... .. hardware architecture
Presented module enables creating probabilistic

models withKooN subsystems’ structures which may pejiapility data for single element in the E/E/PE S

consist of different elementstigure 12shows main  pg or §|S structure which implements safety related
window of the ProSiLer. It contains a main safety fnction, e.g. temperature sensor, is introducethfr

function information and more specific description. -5re data base ProSiLcdb) or manually, e.g. from he
Next step is selection of mode of operation for,SIS |;arature [14], [15]. If the accurate DC (diagriost

l.e. “demand mode as well as frequent or  cqyerage) data is available than it can be written
continuous modeof E/E/PE system operation. “DC [%]” input field. When that kind of data is not

Project analyst can choose one of three available, iaple the ProSIL software helps obtaining
methods of verification SIL and associated with it diagnostic coverage by special module call@C*

model and calculation algorithm: according 10 55gessmehtin Figure 14 the window for defining
IEC 61508, based on minimal cut sets or usingyiyen element reliability data is presented.

simplified equations [1], [2], [3].

e ==
Safety Function - [fb1] Safety Functions Element - [fb3]
Safety Function (SF) | SIL verfication report | PFD graphs | Mame Load data from PROSIL Data Base ‘
Mame S5F [Fe1
Code SF [ Code PLC
Buthor [MacieiKozna
Date st bt madfcation  [izanzs Desciiption [Sterowrik SRS
Desciiptions [Explosion protection
Senal number 43434343
Mode of speralion Methods of verfieation SIL FS [%] 50
= al ing to [EC 61508 MTTR [H] ’37
1= Tz [h] ’h‘
" simplfied equations
Lambda [1/h] 2.00E-006 MTEF MTTF)(n]  |S00000
WVerification of safety funclion
D %] a0 DL calculation SFF [%] 95
o Close
Lambds dul1/h] 1006007
Figure 12.Main window of verification module PFOa13 435004
FFH 1.00E-007 Parameters calculation
The E/E/PE S-RS or SIS is defined using special
reliability block diagram with subsystems of: @ tencel | e |

sensors, logic (e.g. safety PLC) and actuatorserAft

proper creation of E/E/PE S-RS or SIS structure seé&igure 14.Reliability data for given element of

Figure 13) it can be tested by special function called: E/E/PE S-RS or SIS

“Test structure”.
In the main window of E/E/PE S-RS or SIS structure
the right mouse click on given system enables
advanced option of its defining as presented in
Figure 15
The KooN structure has higher priority over single
elements in the modeled system. It consists of
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identical elements with a specific probabilistic connected with nodes. The model is to be created
model. However the KooN structure may include from left to right (seeFigure 13).

also different elemeni{&igure 16). After completing the SIL verification process
areport table is generated including the results
separately for low demand mode of operation and
frequent/continuous mod€igure 17).

2 PROSIL VERSION 1.0 (Build: 0.923) ==
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Beta[%] B Beta corection [%] |3 F 17 R t . d f S I L f t.
PFD2vg 9.21E-005
PrH FEwE —r———— The SIL verification process gives an access toesom

important results: values &FD(t), PFD,,, PFH for
system, subsystems and all elements. Another option
of ProSILer module is creation of graph of funcion
PFD(t) and PFR, The graphs may be presented in

Figure 15.KooN structure of identical elements . : )
'gu uct I I linear and logarithm scaleBigure 18).
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e S
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Flerert® |_ Figure 18.PFD(t) and PFDavg graphs in logarithm
T2 lhl O scales
Beta [%] ,2— Beta carection [%] ,UE—
The last window of ProSlLer is a summary of results
e ] of SIL verification for all described safety furmtis
1,94E-008 . . - .
™ B Pt coieon defined in the projedFigure 19).
@ carcel £ gave ——
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Figure 16.KooN structure of different elements St s i e s s

Safety Function Method of determining SIL ‘Delevmmedva\ue sIL ‘ ‘\Ienhcahanva\ue N
As it was mentioned above, the probabilistic model B o : :
can be developed using single elements like: valveq F ok awiccos :

pumps, sensors, servos, actuators, /O modules
CPUs, communications channels, etc.) which arg
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significantly influenced by expert opinions and
assumptions. The ProSIL software is very useful for
functional safety assessment extended to sengitivit
analysis of changing parameters of the models on
results obtained.

Figure 19.Window with summary of SIL
verification results

5. Functional safety management with regard
to RIDM framework

A concept of risk-informed decision making (RIDM) g conclusion
has been developed at some regulatory and research
institutions of nuclear industry in USA. In thesf In the article capabilities of prototype software
philosophy created the importance of addressingpackage ProSIL for computer aided functional safety
uncertainties as an integral part of decision-mgkin management are described. This software tool
with regard to the results oprobabilistic risk  comprises several modules and databases to perform
assessmerfPRA) has been emphasized. functional safety analyses for complex industrial
Taking into account these principles some mainsareainstallations.
of functional safety-related decision making were The software package enables defining accident
identified, which are shown iRigure 20. As it was  scenarios using results from HAZOP study or
mentioned, nowadays the programmable control angimplified event trees with consideration of define
protection systems operating in networks play anhazards and initiating events. The analyst has
important role in maintaining high performance and possibility to construct risk matrix appropriater fo
safety of many technical systems, in particularly i analyzed accident scenarios. In application there
complex hazardous plants. Therefore, the relevanexists also a library of risk graphs with possipilio
risk-informed analyses performed for identification define and modify risk parameters.
of more important factors influencing performance ProSIL gives specialists opportunity to determine
and risk should be of a considerable interest fora set of safety functions associated with analyzed
operators and regulators [12]. scenarios in order to mitigate risk to tolerableele
Determining of required safety integrity level Str

C. Check protection
layer consistency an
independency

D. Reduce potentia

E. Assess human -

selected safety function can be performed with
utilization of the risk graph and risk matrix metiso

As the next step the architecture of hardware for
implementing safety functions is modeled by
reliability block diagram (RBD) method for

for systematic failure| organizational factors
including SOﬁWV and safety culture
A
A 4

F. Assess integrity ar|
le—»| security of compute

B. Maintain safety

margins in design arld—s|  Risk-Informed

good practice,
standards and criter

performance, faults
failures and errors

operation Analysis networks distinguished subsystems. The subsystems have
generallyKooN configuration consisting of the same
A. Consider current/ \ G. Monitor or different elemen.ts' . T
The ProSIL contains also a library of probabilistic
a

models of subsystems consistent with IEC 61508 and
extended models calculated with utilization of
minimal cut set technique based on RBD or fault
tree.

The basic version of this software includes general
database of reliability parameters with flexible
updating possibility. The second option is to ua@ o

In complex technical system different types of data from industrial experience with indication of
subsystems are distinguished and their malfunctionglata sources.

can be caused by hardware, software and humahhe advantage of ProSIL software is also possybilit
components. Their operation is influenced by vagiou to assess and optimise the time intervals between
factors: environmental, technical and human. Humariesting of subsystems within E/E/PE S-RS or SIS.
errors are rooted in organisational deficiencies, s The module for verifying SIL enables determination
potential causes of human failures should beand graphical representation of probability ofifeel
carefully considered in probabilistic modelling of on demand PFD(t) and calculating average value
these systems. PFD.y of E/E/PE S-RSs and SISs consisting of
The RIDM methodology can be useful in functional subsystems for two operation modes.

safety analysis because the analysts use thAmong described above options, the ProSIL module
qualitative and quantitative information in for evaluating the quality and integrity of the
developing relevant risk models and probabilistic software of programmable safety-related systems is
models of E/E/PE S-RSs or SISs. These models arat implementing stage. It is based mainly on

v

Risk-Informed
Decision Making

Figure 2Q Main areas of functional safety analyses
for decision making

145



Barnert Tomasz, Kosmowski KazimierzSTiwizsski Marcin
Knowledge-based functional safety management W&io§IL software

recommendations of the

phases of software life cycle. The aim of this medu

is to assist performing tasks in the process of
inspection and testing of the software by presgntin[5]

the techniques and measures recommended for the

required SIL level, collecting the data from

inspection process and printing the appropriate

reports.

Due to a complexity of functional safety analysisla
its importance in industrial practice, the ProSIL
software seems to be a useful tool for computeschid

[6]

functional safety analyses. It is designed to emabl7]
easy access to functional safety analysis models on
consecutive stages of functional safety management
in life cycle.

The ProSIL is in final stage of its development. A{8]
present the layers of protection analysis (LOPA)
method compatible with IEC 61511 and human
reliability analysis (HRA) using SPAR-H method
[16] is tested. New aspects of including the séguri
issues in the functional safety analyses are aiseru [9]
development to be implemented in a new version of
ProSIL-EAL software.
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