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Abstract  
 

This chapter addresses selected issues concerning shaping resilience of the industrial automation and 
control systems (IACS). Such systems play nowadays a key role in safety and security of hazardous 
industrial installations and critical infrastructure networks due to a considerable attack surface. 
Productivity, safety, and security management is becoming now more and more challenging due to dy-
namic changes in business conditions, limited access to energy sources at accepted costs, adverse envi-
ronment, pandemic consequences, difficulties in maintaining reliable and timely supply chains, etc. In 
situation of significant uncertainty and interrelated systems involved, a reasonable approach to achieve 
adopted goals is to elaborate a rational strategy of sustainable development to be combined with shaping 
resilience of relevant systems in life cycle. It concerns any organisation that governs for instance an 
industrial company and its manufacturing system, or a state institution responsible for critical infra-
structure development. In this chapter shaping operational resilience of industrial control systems re-
garding basic functional safety and cybersecurity requirements is outlined. 
 
1. Introduction  
 

Shaping resilience of technical systems in context 
of sustainable development processes is becoming 
now more and more important due to dynamic 
changes in environment and deteriorating busi-
ness conditions. In a publication by Kosmowski 
(Kosmowski, 2022) two main areas of strategic 
resilience shaping in industrial companies are dis-
tinguished: (I) the resilience of business processes 
that is evaluated and supported using a methodol-
ogy of the business continuity management 
(BCM), and (II) the resilience of safety and secu-
rity-related technologies to limit scale of potential 
losses and mitigate relevant risks. Some topics of 
these two areas have been discussed in that publi-
cation in relation to selected references including 
reports and standards. In area (II) shaping resili-
ence of industrial automation and control systems 

(IACS) was emphasized including the require-
ments imposed on solutions of the functional 
safety (FS) and cybersecurity (CS) to be designed 
according to a defense in depth (DinD) concept in 
the context of defined protection layers. 
The safety and security of IACS within the infor-
mation communication technology (ICT), are of-
ten considered regarding converged systems in-
cluding OT-IT-CT (operational technology-infor-
mation technology-cloud technology). The IACS 
plays nowadays a key role in safety and security 
of distributed hazardous industrial installations 
and critical infrastructure networks due to a con-
siderable hacker attack surface. Productivity, 
safety, and security management is becoming now 
more and more challenging due to dynamic changes 
in deteriorating business conditions, limited access 
to energy sources at accepted costs, adverse envi-
ronment, pandemic consequences, difficulties in 
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maintaining reliable and timely supply chains, etc. 
It becomes understandable that the analyses con-
cerning strategic resilience, as outlined in a publi-
cation by Kosmowski (Kosmowski, 2022), includ-
ing the operational resilience (OR) and technolog-
ical resilience (TR) should be performed in context 
of sustainable development of given system con-
sidering dynamic changes of external conditions.  
As regards the operational resilience, the indus-
trial systems, including smart manufacturing sys-
tems, should maintain robust production capacity 
that can pivot to meet changes in demand or re-
main stable in the face of operational disruptions 
without sacrificing quality of products.  
To shape the technological resilience, the firms 
should invest in secure, and flexible infrastructure 
to effectively avoid consequences of cyberthreats 
and breakdowns causing losses. They should 
maintain and make use of high-quality data gath-
ered, in a way that respect privacy and confidenti-
ality to be compliant with company marketing 
strategy and regulatory requirements.  
It concerns especially the ICT systems and net-
works that include converged operational technol-
ogy (OT), information technology (IT), and cloud 
technology (CT), respecting the reliability, safety, 
and security requirements (Flaus, 2019; Kos-
mowski, 2021). 
In this chapter the safety-related control systems, 
such as the E/E/PE (electric / electronic / programma-
ble electronic) systems (IEC 61508, 2010) and SIS 
(safety instrumented systems) (IEC 61511, 2016) are 
of special interest as an important part of IACS.  
The security-related issues of functional safety so-
lutions, focused on the SIS in the oil and gas in-
dustry, including the cybersecurity aspects have 
been investigated by Grøtan et al. (Grøtan et al., 
2020). It was an interesting attempt to integrate 
mentioned functional safety standards with a cy-
bersecurity standard concerning the IACS (IEC 
62443, 2018). Some other proposals in this re-
search area have been published, for instance in 
the following publications (Kosmowski, 2020, 
2021, 2022; Kosmowski et al., 2019, 2022).  
The main objective of this chapter is to outline the 
approach to shape the operational resilience in 
sustainable development of the industrial systems 
in life cycle. This approach concentrates on the in-
dustrial automation and control systems regarding 
the design solutions of functional safety and cy-
bersecurity.  
The automation and control solutions used in the 

computer systems and networks significantly in-
fluence the reliability, functional safety, and cy-
bersecurity of any technical system, particularly 
in Industry 4.0. New research challenges concern 
advanced solutions to be applied in Industry 5.0. 
They should include the technical and organiza-
tional aspects.  
This chapter is organized as follows. In Section 2 
some publications are reviewed concerning sus-
tainability development, and the challenges in 
shaping resilience of industrial systems and criti-
cal infrastructure are discussed. Section 3 is de-
voted to the sustainable development and resili-
ence issues presented in some reports, legal acts, 
and standards.  
In Section 4 some conceptual frameworks for the 
operational resilience analysis of industrial sys-
tems are reviewed, including the internet of things 
(IoT) and the industrial internet of things (IIoT) in 
relation to the cyber physical systems (CPS) con-
cept, and the ISA 95 model. The CPS framework 
including cognitive realm was indicated as interest-
ing for the resilience analysis combined with hier-
archical ISA 95 model. Two categories of human 
factors (A) and (B) are distinguished that poten-
tially influence the resilience.  
Section 5 describes an approach for the opera-
tional resilience analysis regarding functional 
safety and cybersecurity requirements in the risk 
criteria context. It includes determining and veri-
fying of the safety integrity level (SIL) of defined 
safety functions and the security assurance level 
(SAL) of relevant domains. The issue of the alarm 
system integrity in context of human reliability 
analysis (HRA) and evaluation of the human error 
probability (HEP) is also discussed.  
The final part of this chapter is devoted to the re-
search challenges concerning resilience of the in-
dustrial automation and control systems. The 
chapter is ended with conclusions and proposals 
of research directions.  
 
2. Challenges in shaping resilience of  

industrial systems and critical  
infrastructure 

 

2.1. Resilience concepts and resilience  
engineering 

 

In this Section selected publications are reviewed 
concerning the resilience concepts focused on is-
sues of the reliability, safety, and security of in-
dustrial control systems. The relation of the oper- 
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ational resilience (OR) and business continuity 
management (BCM) is also discussed.  
Interesting resilience engineering (RE) concepts 
and precepts were proposed by the authors of a pi-
oneering publication (Hollnagel et al. 2006). Their 
first ideas have helped in developing innovative 
methods and tools for both the system developers 
and the staff responsible for the maintenance and 
management of system safety, in a number of in-
dustries. A review of fundamental concepts and di-
rections of the resilience engineering useful for plan-
ning of future research concerning the safety man-
agement can be found in a publication (Pillay, 2017). 
Riegel (Riegel, 2013) has dealt with resilient con-
trol systems and proposed some metrics useful for 
defining a mission impact. He explained that the 
resilience describes how the systems operate at an 
acceptable level of normalcy despite disturbances 
or threats. He also considered some cognitive as-
pects of the cyber-physical interdependencies in-
herent in critical infrastructure systems and ex-
plained how the resilience concept differs from 
the reliability in evaluation and mitigating risks.  
He proposed following definition of a resilient 
control system: A resilient control system is one 
that maintains state awareness and an accepted 
level of operational normalcy in response to dis-
turbances, including threats of an unexpected and 
malicious nature. The resilient control system 
(RCS) term was considered as a new control sys-
tem design paradigm that encompasses issues of 
cybersecurity, physical security, economic effi-
ciency, dynamic stability, and a process compli-
ancy in complex systems. 
In several publications some issues have been 
raised how to understand relations between the 
sustainable development and resilience in a gov-
ernance process in life cycle. For instance, in 
a publication (Redman, 2014) the author asked 
a question Should sustainability and resilience is-
sues be combined or remain distinct pursuits? He 
claims that it has become common for sustainabil-
ity science and resilience theory to be treated as 
complementary approaches. Occasionally, the 
terms have been used even interchangeably.  
However, it should be emphasized that although 
these two approaches share some working princi-
ples and objectives, they are based on distinct as-
sumptions about the development and operation 
of systems and how to best guide these systems 
into the future.  
Häring et al. (Häring et al., 2016) argue that a re- 

silience engineering can substantially contribute 
to improving safety and security as well as the 
adaptive capabilities of complex socio-technical 
systems when they face adverse and potentially 
disruptive events. Those capabilities, which can 
be summarized as resilience, should be a key char-
acteristic of sustainability. The authors add, citing 
several references, that in our modern world de-
pending on complex, interdependent, coupled net-
works of infrastructure, sustainable development 
is only achievable, if we learn to design and opti-
mize our systems in a resilient way.  
They propose to define the resilience of such sys-
tems as their capability to successfully: 
• prepare for, 
• prevent, 
• protect from, 
• respond to, and 
• recover from 
minor up to larger, from creeping up to sudden, 
known up to completely unexampled disruptions. 
Such events should be considered in the societal 
and technical contexts.  
Hickford et al. (Hickford et al., 2018) emphasize 
that resilience and emerging concept of resilience 
engineering that concerns especially the critical 
infrastructure systems are among the main inquir-
ies of those managing complex systems. How-
ever, the disparate nature of resilience engineering 
development in various academic institutions and 
industrial companies has resulted in a diversity of 
definitions and characterizations.  
This paper outlines some existing methodologies 
treated within implementation and monitoring of 
engineering resilience solutions. Current practices 
including existing approaches and metrics, and an 
insight into the opportunities and potential barri-
ers associated with these methodologies and prac-
tices are also discussed.  
The authors conclude that the field of resilience 
engineering, rather still in its infancy, presents 
significant opportunities to get things right, par-
ticularly in situations where coordinated planning 
and decision-making for infrastructure systems is 
becoming more common. They express opinion 
that further research works should be carried out 
to identify best-practices in infrastructure plan-
ning, design, operation, and governance. Method-
ological development is needed that includes de-
fining metrics useful in practice for verification of 
implemented resilience solutions.  
It is worth to mention that in the reviewed public- 
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cation as above (Häring et al., 2016), some issues 
of the resilience are discussed related to the busi-
ness continuity management (BCM) concept re-
garding the influence of human factors in organi-
zational and social context. Similar issues have 
been described in publications by Kosmowski 
(Kosmowski, 2022) and Kosmowski et al. (Kos-
mowski et al., 2022) that are focused on the infor-
mation communication technology (ICT) and the 
industrial automation and control system (IACS). 
Below the operational resilience issue versus 
business continuity will be discussed.  
 
2.2. Sustainable development and resilience 
 

In a publication of the Word Economic Forum 
(WEF, 2019) it is emphasized that digitalization is 
driving growth and innovation in the electricity 
industry and has tremendous potential to deliver 
new values for shareholders, customers, and envi-
ronment. However, new technologies and busi-
ness models affecting the operating assets present 
both opportunities and risk. Cyber risk is consid-
ered often as the business risk. In the electricity 
industry, cyber risk is also an ecosystem-wide risk.  
Shaping cyber resilience is a challenge for all or-
ganizations, but it is of particular importance for 
the electricity ecosystem (WEF, 2019). Some 
questions for the board were specified in that pub-
lication:  
• Are cyber risks and associated implications 

evaluated, embedded, and appropriately man-
aged in all aspects of the business? 

• Are cyber risk and associated risk management 
activities discussed and planned for when start-
ing a new initiative? 

• Does management ensure that appropriate 
technical controls (e.g., limited access controls, 
segmentation, and defense in depth) are in 
place and properly implemented? 

• How does management communicate the cyber 
risks, the importance of organization and eco-
system-wide cyber resilience, and the relevant 
cyber risk management policies to all personnel? 

• Are all personnel aware of how cyber resili-
ence impacts their role within the organization? 
Is there cross-functional and cross-departmental 
ownership for cyber risk management? 

• What mechanisms are in place to train person-
nel on cyber resilience and raise awareness 
about the need to embed cyber resilience in all 
aspects of the organization? 

• How is the effectiveness of these mechanisms 
monitored and measured? 

There are 10 cyber resilience principles proposed 
by the Forum (WEF, 2019) for General Board and 
7 for Electricity Board. For instance, the principle 
EI1 (Cyber resilience governance) states that the 
electricity board requires management to imple-
ment comprehensive cybersecurity governance, 
which governs information technology (IT), oper-
ational technology (OT), physical security and 
digital transformation, to ensure interoperability 
within the organization and to drive alignment 
across the ecosystem. 
Bouloiz (Bouloiz, 2020) argues that resilience, 
which is the ability to withstand shock and main-
tain critical function, has been recognized as an 
important approach to keep a firm operating in 
varying conditions, even if these conditions are 
excepted or not. With the objective to further en-
hancing the performance of companies and be  
a part of sustainable development, he suggests that 
it is necessary to study this performance through 
the resilience perspective to manage more effec-
tively potential disturbances.  
He proposes a resilience engineering model for in-
cluding the principles of sustainable development 
to manage disruptive events and maintain a resili-
ent performance. This model distinguishing three 
interrelated modes of resilience. Each resilience 
mode has a performance management function 
which, to be successful, requires the establish-
ment of barriers called performance barriers that 
integrate the three components of sustainable de-
velopment. 
In the publication (Grøtan et al., 2020) a need was 
identified for additional measures for countering 
unexpected and surprising events from the com-
plex security threats. The authors explore how the 
resilience concept can be the foundation for addi-
tional approaches and measures within elaborated 
earlier a functional safety methodology named Se-
cureSafety (SeSa). They sketched out a scientific 
roadmap to advance on a path that in the end could 
reinforce the SeSa methodology with a trustwor-
thy cyber resilience component in the context of 
converged OT-IT technologies and the safety-re-
lated control system architecture.  
Kanamaru (Kanamaru, 2020) discusses the safety 
and security issues concerning the converged IT-
OT systems and networks in context of function-
ality of the industrial automation control system 
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(IACS). He emphasized that the safety instru-
mented system (SIS), designed regarding require-
ments given in a standard IEC 61511 (IEC, 2016), 
has a critical role in protecting industrial plants.  
The author of that paper suggests that the security-
related aspects should be considered regarding the 
standard IEC TR 63069 (IEC, 2019). This stand-
ard proposes a framework for integrated func-
tional safety and cybersecurity analysis. It should 
include, in addition, such aspect as the recovery 
planning, the converged IT-OT systems coopera-
tion during an accident response. A very im-
portant issue is the influence analysis of human 
factors in context of the design of SCADA sys-
tem, and security operations center (SOC). Also, 
a system for the security information and event 
management (SIEM) should be considered and or-
ganizational aspects of a team of maintainers.  
He concludes that the most effective counter 
measure to control damage of attack is to quickly 
restore industrial plants and social infrastructure 
services from a down state. For this purpose, 
SOC, the operator, and the maintainer should 
work quickly to investigate the cause of abnor-
mality, and then to plan recovery, and reset de-
vices by utilizing IT-OT cooperation functions.  
It is worth to mention that such activities are typ-
ical in the business continuity management 
(BCM) framework to be developed for given in-
dustrial plant (Kosmowski et al., 2022).  
 
2.3. Current issues of resilience research  

concerning interrelated systems  
 

Cantelmi et al. (Cantelmi et al., 2021) provided a 
synthesis of literature on qualitative methods de-
veloped in resilience research concerning the crit-
ical infrastructure (CI) systems, detailing lessons 
learned from such approaches to shed lights on 
best practices and identify possible future research 
directions. The authors of that article have ex-
plained that the critical infrastructure systems 
contribute to producing and distributing essential 
goods or services. Examples are the energy sys-
tems and electric grid including power transmis-
sion systems, nuclear power plants, water treat-
ment and distribution infrastructures, wastewater 
treatment installations, transportation systems, com-
puter systems and communication networks, etc. 
The literature review indicates that there a focus 
is on identifying cyber vulnerabilities and pre-
venting cyber-attacks, but much less attention to 

mitigate their effects by improving cyber resili-
ence. They propose in related research to widen 
the cybersecurity concept to the cyber resilience. 
It requires an evolution of traditional risk manage-
ment concepts, calling for a greater emphasis on 
shared responsibility in given organization, lead-
ership, and more involvement of humans in con-
text of using various resources.  
They express opinion that qualitative research can 
play an important role to prioritize activities and 
identify threats by means of dedicate surveys that 
can increase the level and quality of information 
security to next maturity levels. In current uncer-
tain and turbulent world, future research on the re-
silience of CI should prioritize integration to sup-
port the survivability and development of future 
organizations, communities, cities, and regions, 
towards next staging areas of evolution and adap-
tations in dynamic environment. 
Dreesbeimdiek et al. (Dreesbeimdiek et al., 2022) 
describe a systemic (system-of-systems) approach 
to resilience. Shaping resilience is understood as 
a continuous process. The authors emphasize that 
due to multi-disciplinary conceptual develop-
ments, varying definitions of resilience have 
emerged that primarily differ in the process of 
reaching positive outcomes when facing adverse 
events. The resilience properties usually consid-
ered include adaptability, robustness, agility, and 
flexibility. 
It was explained in that publication, based on 
some references, that in ecological resilience, sys-
tems respond to challenges through adaptation al-
lowing for many possible desirable, emerging 
states. But, in the resilience engineering concept 
the systems absorb the shock and should recover 
as quickly as possible to return to the original 
functional status. The authors distinguish four 
system properties, five resilience capacities, and a 
variety of system activities. 
In this conceptual paper, an integrative resilience 
framework is proposed, which moves beyond 
simplistic linear models towards adaptive and col-
laborative strategies to enable social and eco-
nomic institutions to deal effectively with ex-
pected and unexpected changes. Main domains 
considered include economy, health, environ-
ment, and communities. The authors propose, as a 
next step of research, the identification of metrics 
that capture not only the performance of the indi-
vidual subsystems but also of their interfaces. 
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A concept of zero trust has gained significant trac-
tion in the cybersecurity realm in protecting net-
works and increase security across organizations 
(WEF, 2022). A growing popularity of this secu-
rity model can be attributed to the shift to hybrid 
working practices that call for a more secure work 
environment whether on- or off-premises. 
Most cybersecurity challenges arise with the 
adoption of digitalization. New threat landscape 
introduced by multi-cloud hosting, the industrial 
internet of things (IIoT), mobility, remote work-
ing and other developments have caused that trust 
can no longer be implicitly assumed in an internal 
corporate network. 
In contrast to a perimeter-based security model 
that considers anything from inside the corporate 
network to be secure and trustworthy, zero trust 
assumes that no user or device can be inherently 
trusted. Threats can be both external and internal. 
For organizations to effectively adopt zero trust 
a set of guiding principles is proposed: 
• establish no trust by default, 
• ensure visibility, 
• apply trust with continuous verification, 
• use least privilege, 
• ensure the best possible end-user experience. 
The concept of zero trust has mostly been applied 
within the information technology (IT) area. As 
the IT and OT (operational technology) systems 
converge across industries, keeping both secure is 
a challenge in the age of digitalization. Even 
though certain zero trust practices (e.g., network 
segmentation and multifactor authentication) can 
be adopted from the IT environment and trans-
lated into the OT context, it is important to under-
stand that the OT systems were not designed with 
cybersecurity in mind. 
As innovation continues to transform the indus-
trial environment from the perspective of the IT 
and OT environment, emerging technologies 
could be employed to enable novel cyber capaci-
ties and improve existing ones.  
Technologies such as biometrics and artificial in-
telligence (AI) can play nowadays a key role in 
supporting some of the foundational principles of 
zero trust. For instance, facial, fingerprint and 
voice recognition could be used to identify users, 
verify access, and detect intrusions. AI could, 
among other things, automate the detection of 
threats and abnormal behavior in real time. In the 
long run, this would enable organizations to take 
preventive rather than reactive measures. 

Resilience has become nowadays a mantra across 
the business world, and the operational resilience 
has emerged as a key corporate objective in the 
post-COVID era (Noggin, 2022). Gartner under-
stands the operational resilience as initiatives that 
expand business continuity management pro-
grams focusing on the impacts of connected risk 
appetite, and tolerance levels for disruption of 
product or service delivery to internal and external 
stakeholders, e.g., employees, customers, citizens, 
and partners. 
The resilience-related initiatives in question coor-
dinate managing the risk assessments, risk moni-
toring, and execution of controls that impact 
workforce, processes, facilities, technology, and 
third parties across the following risk domains 
used in the business delivery and value realization 
process (Noggin, 2022): 
• security (cyber and physical), 
• safety, 
• privacy, 
• continuity of operations, 
• reliability.  
Even with the rise in importance of operational re-
silience, business continuity practitioners will re-
main responsible for the management of priori-
tized activities, i.e., those activities that make crit-
ical products and services happen. These activities 
are discovered during a business impact analysis 
(BIA) process.  
Business continuity focuses on getting processes 
back up and running in an agreed timescale, with 
the recovery time objective (RTO) focusing on the 
time it takes to get a process back up and running 
following a disruption. Operational resilience 
measures should focus on getting a process up and 
running before that process causes an intolerable 
harm to the business, its customers, or the market. 
Thus, various resilience concepts have been dis-
tinguished in the literature. They concern also 
macro economy aspects and economy in particu-
lar organization (BSI, 2018; McKinsey, 2022a). 
Some resilience examples are as follows (Kos-
mowski, 2022): 
• financial resilience,  
• operational resilience,  
• technological resilience, 
• organizational resilience,  
• reputational resilience,  
• business-model resilience. 
It becomes clear that in situation of significant un- 
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certainty and converged systems involved, a rea-
sonable approach to achieve adopted goals is to 
elaborate a rational strategy of sustainable devel-
opment combined with appropriate shaping resil-
ience in organizations and industrial companies. It 
concerns particularly the engineering resilience 
and operational resilience focused on functional 
safety and cybersecurity aspects. The rationale is 
to develop an approach based on forward and 
backward reasoning in context of goals that could 
be modified in time when external conditions 
would change.  
 
3. Sustainable development and resilience  

issues in reports, legal acts, and standards  
 

3.1. Some concepts and definitions 
 

As suggested in the international standard ISO 
37101 (2016) a sustainable development in com-
munities meets the environmental, social, and 
economic needs of the present without compro-
mising the ability of future generations to meet 
their own needs.  
According to the Cambridge Dictionary a commu-
nity is understood as the people living in one par-
ticular area or people who are considered as a unit 
because of their common interests, social group, 
or nationality, in particular the people living in 
one particular area or people who are treated as a 
group because of their common interests, social 
status, or nationality.  
In a general sense, it can be an international com-
munity. In a narrow sense it can be an organiza-
tion understood as a group of people who work 
together in a coordinated way for shared purposes, 
for instance an institution or industrial company.  
Resilience is defined in this standard as an adap-
tive capacity of an organization in a complex and 
changing environment to avoid abnormal or crisis 
situations that would not enable achieving goals 
that have been set in a sustainable development 
process.  
As it is known, any international standard is being 
developed by a group of experts that represent 
specific scientific disciplines and/or experience 
from professional practice. Final version of the 
standard before publishing is voted by given tech-
nical committee for acceptance, preferably by 
consensus. In Section 5 of this chapter some 
standards will be specified concerning directly or 
indirectly the resilience of safety-related control 
systems.  

If a standard is devoted to the engineering issues 
in given domain, it is often considered as an ex-
ample of good engineering practice providing 
minimal requirements for development of specific 
technology and/or a framework for evaluations to 
support decision making in design and/or opera-
tion. Using standards is generally not obligatory, 
but standards can be mentioned in the domain reg-
ulation (e.g., in specific directive of EU), as so-
called harmonized standards for obligatory using, 
especially in cases of safety-related technologies 
and systems. 
New interdisciplinary problems to be tackled re-
quire a systemic view regarding concepts and 
models elaborated in relevant domains, particu-
larly a consensus knowledge available. Obvi-
ously, it is also important in research area con-
cerning the engineering resilience and the opera-
tional resilience of interrelated technical systems. 
An approach will be outlined below (in Section 5) 
concerning operational resilience of converged 
OT and IT systems regarding selected aspects of 
functional safety and cyber security.  
 
3.2. Sustainable development and engineering 

resilience 
 

When considering humans and nature it is im-
portant to consider a macrosystem regarding so-
cio-ecological aspects. Resilience related reflec-
tions and seeking its rational solution lead inevi-
tably to the systems’ perspective and a sustainable 
development issue. Thus, the resilience idea is re-
lated to some crucial concepts such as: human 
well-being, environmental changes, safety, new 
objectives and their achievability, adaptability, 
and transformability costs etc. (ESDN, 2022).  
To achieve such new objectives an adaptive gov-
ernance is needed that unites the systemic man-
agement of natural resources and various institu-
tional and financial resources using best available 
and innovative technologies. Relevant processes 
to be initiated are created regarding the following 
principles: polycentric and multi-layered institu-
tions, purposeful participation and collaboration, 
self-organization in networks with clear leader-
ship and responsibility, effective audits, and learn-
ing and introducing innovation (ESDN, 2022).  
Resilience is being explained simply as the ability 
of a system to absorb disturbances and still retain 
its basic function and structure. Resilience is de-
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fined also as the ability of a system to succeed un-
der varying and adverse conditions. Specifically, 
resilience is an intrinsic ability of given system to 
adjust its functioning prior to, during, or follow-
ing changes and disturbances, so that it can sus-
tain required operations under both expected and 
unexpected conditions (Dekker et al., 2008). 
Following resilience categories have been distin-
guished and characterized by Pisano (Pisano, 
2012): 
• ecological resilience, 
• socio-ecological resilience, 
• engineering resilience. 
The first concept is mainly linked to an ecosys-
tem, even though it influences also social changes 
related to the ability of human communities to 
withstand external disturbances and shocks for ex-
isting social infrastructure. The second concept, 
so-called socio-ecological resilience, has been 
suggested as best suited for considering govern-
ance issues.  
The third one – engineering resilience – has been 
considered by some researchers as too narrow for 
the governance because it focuses on maintaining 
efficiency of function, constancy of the system, 
and relatively predictable world near a single 
steady state (ESDN, 2012).  
Lately, a regulation of the Recovery and Resili-
ence Facility (RRF) has been proposed in the Eu-
ropean Union (Regulation, 2021) to be treated as 
a temporary instrument to tackle resilience prob-
lems based on experience acquired in response to 
economic and societal consequences of the 
COVID-19 pandemic. The discussions were di-
rected to raise funds to support EU Member States 
in implementing reforms that align with the EU’s 
strategic priorities and transitions required. The 
RRF is structured around 6 pillars: 
• green transition, 
• digital transformation, 
• smart, sustainable, and inclusive growth, 
• social & territorial cohesion, 
• health, economic, social, and institutional resil-

ience, and 
• policies for the next generation. 
An important pilar of the RRF to be considered 
and appropriately shaped in time is the digital 
transformation. It can transform society according 
to values of inclusion and cohesion. Some chal-
lenges related to digitization are the lack of tech-
nology required and sufficient skills of specialists 

in area of advanced information and communica-
tion technologies. 
The RRF is conceptually related to the sustainable 
development strategy distinguishing three dimen-
sions (ESE), namely: 
• economy (E),  
• society (S), and  
• the environment (E). 
These dimensions can be also analyzed in a frame-
work of resilience evaluation. Crucial meaning for 
solving existing problems and effective govern-
ance of various risks has the economic resilience 
to be shaped within sustainable development 
strategy in realization.  
As it has been mentioned in this chapter the mul-
tidisciplinary knowledge-based systemic ap-
proaches are needed to deal with coordinated and 
sustainable transitions, and the contribution of 
good governance is crucial. Good governance 
means to retain oversight over relevant policies 
and activities that are going on in different sectors 
and to coordinate and finding synergies whenever 
it is possible. 
 
3.3. Digital transformation and resilience  

related acts and directives 
 

The conditions of digital transformation influenc-
ing resilience and cybersecurity in sustainable de-
velopment will be discussed on example of the 
European Union (EU). Lately, following cyberse-
curity and resilience related directives and acts 
elaborated in the EU have been published:  
• the NIS 2 Directive, 
• the European Cyber Resilience Act,  
• the Digital Operational Resilience Act (DORA) 

for the financial sector,  
• the Critical Entities Resilience Directive (CER).  
Basic explanations can be found on pages 
https://digital-strategy.ec.europa.eu/ where the ra-
tionale towards the strategy for stronger EU capa-
bilities for effective operational cooperation, soli-
darity and resilience is presented. Some remarks 
concerning the NIS 2 Directive and the DORA act 
are given below. 
According to the NIS 2 Directive the cybersecu-
rity risk-management measures should be propor-
tionate to the degree of the essential or important 
entity’s exposure to risks and to the societal and 
economic impact that an incident would have.  
A proactive approach to identifying cyber threats 
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should enable an effective cybersecurity risk man-
agement. It will enable the competent authorities 
effective preventing cyber threats from materializ-
ing into incidents that may cause considerable ma-
terial or non-material damage. For that purpose, the 
notification of cyber threats is of key importance. 
The security of network and information systems 
means the ability of network and information sys-
tems to resist, at a given level of confidence, any 
event that may compromise the availability, au-
thenticity, integrity, or confidentiality of stored, 
transmitted, or processed data or of the services 
offered by, or accessible via, those network and 
information systems.  
The risk is defined in this directive as a potential 
for loss or disruption caused by an incident and is 
to be expressed as a combination of the magnitude 
of such loss or disruption and the likelihood of oc-
currence of the incident. Vulnerability is under-
stood as a weakness, susceptibility or flaw of ICT 
products or ICT services that can be exploited by 
a cyber threat.  
The Digital Operational Resilience Act (DORA) 
seeks to align the approach to managing ICT and 
cyber risk in the financial sector across all EU 
member states. This ICT risk management frame-
work template can be used by financial entities to 
document compliance with chapter II (ICT Risk 
Management) of the DORA (EU Regulation 
2022/2554). It comprises the following sections: 
• governance and organization, 
• ICT Risk Management Framework, 
• ICT systems, protocols and tools, 
• identification, 
• protection and prevention, 
• detection, 
• response and recovery, 
• backup policies and procedures, restoration 

and recovery procedures and methods, 
• learning and evolving, and 
• communication. 
The objective of DORA regulation is to increase 
the level of harmonization of various digital resil-
ience components, by introducing requirements 
on ICT risk management and ICT-related incident 
reporting that are more stringent in comparison to 
those laid down in the current Union financial ser-
vices law. 
The digital operational resilience is understood as 
the ability of a financial entity to build, assure, and 
review its operational integrity and reliability by 

ensuring, either directly or indirectly using ser-
vices provided by ICT third-party service provid-
ers. It includes a full range of ICT-related capabil-
ities needed to address the security of the network 
and information systems which a financial entity 
uses, and which support the continued provision 
of financial services and their quality, regarding 
throughout disruptions.  
The ICT risk means any reasonably identifiable 
circumstance in relation to the use of network and 
information systems which, if materialized, may 
compromise the security of the network and infor-
mation systems, of any technology dependent tool 
or process, of operations and processes, or of the 
provision of services by producing adverse effects 
in the digital or physical environment.  
The information asset means a collection of infor-
mation, either tangible or intangible, that is worth 
protecting. The ICT asset can be a software or 
hardware asset in the network and information 
systems used by the financial entity.  
In accordance with their ICT risk management 
framework, financial entities shall minimize the 
impact of ICT risk by deploying appropriate strat-
egies, policies, procedures, ICT protocols and 
tools. They shall provide complete and updated 
information on ICT risk and on their ICT risk 
management framework to the competent author-
ities upon their request. 
It is worth to mention that the basic requirements 
as described above are focused on general resili-
ence aspects of the ICT regarding the evaluation 
of relevant risks. Basic solutions of ICT are 
shortly discussed below aimed at characterizing 
frameworks useful for dealing with resilience of 
industrial automation and control systems (IACS) 
including human factors.  
 
4. Frameworks for operational resilience 

analysis of industrial systems 
 

4.1. Cyber physical systems and issue of  
cognitive realm 

 

Cyber-physical systems (CPS) are often considered 
as smart systems that include engineered interacting 
networks of physical and computational compo-
nents. CPS and related systems, such as the internet 
of things (IoT) and the industrial internet of things 
(IIoT), are widely recognized as having great poten-
tial to enable innovative applications in multiple 
economic sectors of the worldwide economy (NIST 
SP 1500-201, 2017; NIST SP 1900-202, 2019).  
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Those highly interconnected and integrated sys-
tems provide new functionalities to improve qual-
ity of life and enable technological advances in 
critical areas, such as personalized health care, 
traffic flow management, smart manufacturing, 
smart cities and rural development, water and en-
ergy supply and use, also including some aspects 
of communication and emergency response, de-
fense, and homeland security, etc. 
The combination of the cyber and physical as-
pects, and their connectedness, is essential to CPS 
that generally includes the sensing, computation, 
and actuation subsystems. CPS involve traditional 
information technology (IT) as in the passage of 
data from sensors to the processing of those data 
in computation, and traditional operational tech-
nology (OT) including automation and control 
systems. The combination of IT and OT systems 
along with associated timing constraints is a par-
ticularly new feature of CPS. Nowadays, the OT 
and IT systems can cooperate with the cloud tech-
nology (CT) (Kosmowski et al., 2019). 
Timing and reliability aspects should be a central 
concern in designing architecture and operation of 
complex CPS. Also, the safety and security as-
pects of the CPS operation require special atten-
tion of the designer, integrator, and operator. 
CPS are characterized by their interaction with 
their operating environment typically changing 
one or more of the observed properties, thus 
providing closed loop control. The CPS environ-
ment typically includes humans. The architecture 
must support a variety of modes of human inter-
action with CPS to include human as a CPS con-
troller or partner in decision making.  
CPS systems can be designed to control combined 
organizational and physical processes, and there-
fore specifically address tight human-machine in-
teraction, mostly not addressed in IoT. CPS can 
encompass both open-loop and closed-loop con-
trol systems, while IoT usually focuses on the 
open-loop systems (NIST SP 1900-202, 2019).  
Thus, the IoT concept emphasizes the networking 
and is aimed at interconnecting all the things in 
the physical world, thus it is an open network plat-
form and infrastructure. The CPS emphasizes the 
information exchange and feedback, where the 
system should give feedback and control the phys-
ical world in addition to sensing the physical 
world, therefore forming a closed loop system 
with supporting infrastructure.  
Therefore, most CPS definitions include the sys- 

tem interactions with humans, including human-
in-the-loop (HIL) solutions, while IoT definitions 
emphasize system-to-system interactions and 
a level of automation to minimize human inter-
ventions.  
Generally, the CPS concept comprises or can be 
integrated with: 
• industrial automation and control system 

(IACS),  
• converged technologies OT, IT, and CT, 
• critical infrastructures (CI), 
• IoT / IIoT solutions, and  
• embedded systems (ES). 
Thus, the cyber-physical system integrates com-
puting, communication, and storage capabilities 
with monitoring and/or control of entities in the 
physical world, and must do so dependably, 
safety, securely, efficiently, and real-time in many 
industrial applications (Leitão et al., 2016). 
Deploying CPS concept in practice need a meth-
odology to ensure reliability, interoperability, 
managing evolution, and safety to limit probabil-
ity and consequences of abnormal or emergency 
situations to mitigate of defined risks. It is chal-
lenging, especially in large scale CPS such as in-
dustrial distributed installations, smart grid, smart 
city, when some of subsystems and networks are 
designed by different manufacturers and deployed 
by various integrators.  
One of the more important research challenges 
concerning CPS in modelling is human in the loop 
(HIL) regarding cognitive aspects of human be-
havior at relevant levels of the system hierarchy. 
This issue is discussed below in context of an ex-
tended ISA 95 framework.  
 
4.2. Extended ISA 95 framework regarding 

human cognitive behavior 
 

A typical ICT architecture including converged 
technologies OT-IT-CT, the IACS components 
and categories of human activity is shown in Fig-
ure 1. Some concepts for integrating functional 
safety and cyber security analyses are described in 
publications (Kanamaru, 2020; Kosmowski, 
2021a; 2022; Kosmowski et al., 2019, 2022).  
At the bottom of OT area following elements and 
systems are located: the control / safety local area 
network (LAN), input/output (I/O) elements, the 
electrical / electronic / programmable electronic 
(E/E/PE) system, safety instrumented system 
(SIS), safety programmable logic controllers 
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(PLC), basic process control system (BPCS), hu-
man machine interface (HMI), alarm system (AS), 
remote terminal units (RTU), supervisory control 
and data acquisition (SCADA) system. 
At a higher system level, a human system inter-
face (HSI) is distinguished that enables human op-
erators to monitor and control the subsystems of 
OT. More details about such complex architecture 
including some basic functional, safety and secu-
rity requirements regarding selected international 
standards can be found in a publication (Kos-
mowski et al., 2019). 

In the right side of this figure two blocks represent 
distinguished categories of human activities 
within an industrial company. The upper block 
(A) concerns the business and a long-term opera-
tion management. It includes, for instance, the 
business continuity management (BCM) strategy 
in relation to functionality of the enterprise re-
source planning (ERP) system and manufacturing 
execution system (MES). It corresponds to the 
levels 3 and 4 distinguished in the ISA 95 refer-
ence model (Kosmowski et al., 2019).  
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Figure 1. Typical ICT / OT-IT-CT architecture in relation to categories of human activity. 
 
The lower block (B) concerns the supervision and 
control of production processes including period-
ical inspections and maintenance according to a 
strategy developed regarding current state of 
equipment and predictive models. It corresponds 
to the levels 0, 1 and 2 distinguished in the ISA 95 
reference model (Kosmowski et al., 2019). These 
two blocks represent cognitive realm of human 
behaviors at relevant levels of the system model. 
The time window for human reaction in abnormal 
situation is an important factor influencing correct 
diagnosis and action. If this time is too short then 
the human error probability (HEP) can be high, 
close to 1 (Kosmowski, 2022). Such situation can 
deteriorate the system resilience depending on the 
design solution of safety-related control system 
designed, for instance to fulfil requirements of 

functional safety standards (IEC 61508, 2010; 
IEC 61511, 2016). Selected issues of human reli-
ability analysis (HRA) including cognitive as-
pects will be discussed later in context of func-
tional safety analysis of the control system and 
SCADA interface. 
 
5. Operational resilience regarding functional 

safety and cybersecurity requirements  
 

5.1. Determining and verifying SIL of safety 
functions in life cycle 

 

The functional safety is defined as a part of gen-
eral safety of an industrial plant or critical instal-
lation, which depends on a proper response of the 
safety-related control system (SRCS) during an 
abnormal situation or accident to avoid or limit 
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consequences and mitigate risks. The functional 
safety methodology has been formulated in a ge-
neric standard IEC 61508 (2010) and is used in the 
design and operation of the electric / electronic / pro-
grammable electronic (E/E/PE) systems in life cycle.  
Different names of the SRCS are used in various 
industrial sectors, for example, the safety instru-
mented system (SIS) in case of the process indus-
try sector (IEC 61511, 2016). Such systems are 
designed to implement defined safety functions to 
ensure that the risk evaluated is reduced to speci-
fied tolerable level in entire life cycle.  
The safety integrity level required (SILr), to be as-
signed to given safety function, is determined 
based on the results of the risk analysis to reduce 
sufficiently the risk of potential losses. Three cat-
egories of losses (l) are usually distinguished: 
health (H), environment (E) or material (M). The SIL   is determined for particular safety function 
and relevant categories of losses and then result-
ing SILr (SIL required) is determined as follows 
 
SIL = max (SIL  , SIL  , SIL  ). (1) 
 
Resulting level of SILr (1, 2, 3 or 4) indicates 
a necessary risk reduction (RR). For instance, if 
SILr = 3 then RR will be at least 1000.  
The safety integrity (SI) is defined as the proba-
bility that a safety-related system, such as the 
E/E/PE system or SIS, will satisfactorily perform 
defined safety function under all stated conditions 
within given time. For the safety-related system, 
in which defined safety function is to be imple-
mented, two probabilistic criteria are defined as 
presented in Table 1 for four categories of the 
safety integrity level (SIL), namely:  
• the probability of failure on demand average 

(PFDavg) of SRCS in which a safety function 
considered is to be implemented, operating in 
a low demand mode (LDM), or 

• the probability of a dangerous failure per hour 
(PFH) of SRCS operating in a high or contin-
uous mode (HDM). 

 
Table 1. Safety integrity levels and probabilistic 
criteria to be assigned to SRCS  
 

SIL PFDavg PFH [h−1] 
4 [10−5, 10−4) [10−9, 10−8) 
3 [10−4, 10−3) [10−8, 10−7) 
2 [10−3, 10−2) [10−7, 10−6) 
1 [10−2, 10−1) [10−6, 10−5) 

Typical hardware architecture of the E/E/PE sys-
tem, shown in Figure 2, consists of three subsys-
tems: (A) sensors and input devices (transducers, 
converters etc.), (B) logic device (e.g., safety PLC 
or safety relay modules), and (C) actuators.  
 
 

A. Sensors 
KAooNA 

B. Logic 
KBooNB 

C. Actuators 
KCooNC 

Communication 

Electric power  
supply  

 

Figure 2. Typical architecture of the E/E/PE system 
or SIS. 
 
The subsystems shown in Figure 2 can be gener-
ally of K out of N (KooN) configuration, for in-
stance 1oo1, 1oo2 or 2oo3. Their hardware fault 
tolerance (HFT) is understood as ability of the 
subsystem to perform a required function in the 
presence of faults or errors. The HFT (0, 1, 2) is 
an important parameter to be considered in the fi-
nal SIL verification of given subsystem regarding 
the value of a safe failure fracture (SFF).  
Designing the architecture of entire SRCS is con-
sidered as satisfactory, if verified SIL (using a 
probabilistic model) is at least as high as SILr  
(SIL ≥ SILr). Details of determining and verifica-
tions of the safety integrity level can be found in 
publications (Kosmowski, 2022; Kosmowski et 
al., 2022).  
 
5.2. Determining and verifying SAL of IACS 

domain 
 

Figure 3 presents the requirement trads for the OT 
and IT domains. In case of OT an AIC (availabil-
ity, integrity, and confidentiality) triad is often 
proposed for prioritizing basic safety and security 
requirements, as opposed to a triad CIA (confi-
dentiality, integrity, and availability) being as-
signed to IT network. A strategy should be care-
fully elaborated for the life cycle that includes in-
spection, testing, preventive maintenance plans 
and incident management procedures (Kos-
mowski et al., 2019). 
The security-related risks shall be mitigated 
through a combined effort of the component sup-
pliers, the machinery manufacturer, the sys-tem 
integrator, and the machinery end final user / the 
company owner (ENISA, 2016; IEC 62443, 2018; 
IACS Security, 2020; Ladkin, 2019). Generally, 
the responses to the security risks should be as fol- 
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lows (IEC 63074, 2017):  
• eliminate the security risk by design (avoiding 

vulnerabilities), 
• mitigate the security risk by risk reduction 

measures (limiting vulnerabilities),  
• provide information about the residual security 

risk and the measures to be adopted by the user. 
 
 

IT network  
Lifetime 3-5 years 

 
CIA triad (prioritizing): 

1. Confidentiality 
2. Integrity 
3. Availability 

OT network  
Lifetime 10-20 years 

 
AIC triad (prioritizing): 

1. Availability / Reliability 
2. Integrity / Safety 
3. Confidentiality  
 

Functional / technical specifications; Inspection and testing plans 
Preventive maintenance strategy; Incident management procedures 

 

External influences  
Organisational and human factor influences 

 

Figure 3. Triads of basic requirements for the OT 
and IT networks. 
 
The IEC 62443 standard proposes an approach to 
deal systematically with the security-related is-
sues of the IACS. Four security levels (SL) pre-
sented in Table 2 are defined that are understood 
as a confidence measure that the IACS is free 
from vulnerabilities, and it will be functioning in 
an intended manner. 
 
Table 2. Security levels to be assigned for IACS  
domains (IEC 63074, 2017; Kosmowski et al., 2019). 
 

Security 
levels Description 

SL1 Protection against casual or coincidental violation 
SL2 Protection against intentional violation using sim-

ple means with low resources, generic skills, and 
low motivation 

SL3 Protection against intentional violation using so-
phisticated means with moderate resources, IACS 

specific skills and moderate motivation 
SL4 Protection against intentional violation using so-

phisticated means with extended resources, IACS 
specific skills and high motivation 

 
Relevant SL number from 1 to 4 are to be assigned 
to consecutive seven foundational requirements 
(FRs) that are relevant in the domain analyzed 
(IEC 62443, 2018):  
FR 1 – identification and authentication control 

(IAC), 

FR 2 – use control (UC), 
FR 3 – system integrity (SI), 
FR 4 – data confidentiality (DC), 
FR 5 – restricted data flow (RDF), 
FR 6 – timely response to events (TRE), and 
FR 7 – resource availability (RA). 
An approach to assign the resulting security assur-
ance level (SAL) for given domain based on FRs 
evaluated by experts is described in publications 
(Kosmowski, 2022).  
Details of the method can be found in the publica-
tion (Kosmowski et al., 2022). In this chapter 
a macro criteria table is presented (Table 3) for fi-
nal verifying of SIL achieved using defined safety 
function to be implemented in given SRCF in re-
lation to the security indicator SIDo achieved (or 
SAL known) for the domain of interest.  
Shaping sufficiently strong resilience of the in-
dustrial control systems in the architectural and 
functionality context of IT and OT networks will 
be successful only in companies with good organ-
izational culture. High reliability organisation will 
undoubtedly allow to shape strong safety and se-
curity culture. It is a prerequisite of advanced 
functional safety and cyber security solutions to 
reduce effectively risks. General security-related 
requirements concerning the IT systems and net-
works are specified in the international standards 
(ISO/IEC 27001, 2013; ISO/IEC 27005, 2018). 
 
Table 3. Correlation between achieved SIDo/SAL  
for domain and final SIL to be attributed to SRCS  
in safety critical installation. 
 

Security 
indicator  

SIDo / SAL 

SIL verified according to IEC 61508* 

1 2 3 4 

SIDo1∈[1.0, 1.5) / 
SAL 1 SIL 1 SIL 1 SIL 1 SIL 1 

SIDo2∈ [1.5, 2.5) / 
SAL 2 SIL 1 SIL 2 SIL 2 SIL 2 

SIDo3∈ [2.5, 3.5) / 
SAL 3 SIL 1 SIL 2 SIL 3 SIL 3 

SIDo4∈ [3.5, 4.0] / 
SAL 4 SIL 1 SIL 2 SIL 3 SIL 4 

* Verification includes the architectural constraints regard-
ing SFF and HFT of subsystems 

 
5.3. Operational resilience regarding human 

reliability and alarm system design 
 

Appreciated HRA method, developed for dealing 
with cognitive aspects in evaluating human error 
probability (HEP) for defined activity, is a HCR 
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(human cognitive reliability) technique based on 
a probabilistic model developed by Hannaman et 
al. (Hannaman et al., 1984). HEP is treated in 
analysis as the probability of an event to be as-
signed within an event tree developed for defining 
potential accident scenarios (Kosmowski, 2023). 
Three types of human behavior types are distin-
guished (Kosmowski, 2022), according to Ras-
mussen’s conceptual model:  
• skill based (S), 
• rule based (R), and  
• knowledge-based (K).  
Time-dependent HEP, treated as an event of non-
response or human error in the situation consid-
ered, is calculated from the Weibull distribution 
from following formula: 
     ( ) = exp  −     .          (2) 

 
where: a, b, c – are behaviour type coefficients 
specified below for behaviour type X (S, R, K) in 
given situation as explained below, and t0.5 is the 
median value of time required to perform required 
task by human operators. If median value t0.5 is 
short, e.g., below 1 min., then HEP is high, and 
cab be close to 1.  
Different HRA method can be applied for evalu-
ating HEP regarding a set of PSFs, e.g., using a 
nonlinear relationship proposed in the SPAR-H 
(2005) method: 
    =     ∙   composite        composite       (3) 
 
where: NHEP is a nominal HEP; the value of 
NHEP is suggested to be assumed as equal 0.01 
for diagnosis (D), and 0.001 for action (A). 
In the method SPAR-H eight performance shap-
ing factors (PSFi) are to be evaluated by the HRA 
analysts/experts:  
(1) available time (for diagnosis and/or action),  
(2) stressors, 
(3) complexity,  
(4) experience/training,  
(5) procedures,  
(6) ergonomics/HMI/HSI,  
(7) fitness for duty, and  
(8) work processes, 
according to relevant tables developed for tasks of  

diagnosis (D) and/or action (A) in specified situa-
tions to be evaluated in given technical system.  
Described above models can be applied in anal-
yses of operational resilience of the OT and IT 
networks when reactions of persons, responsible 
for functioning of these networks, are required, to 
diagnose correctly abnormal situation and to un-
dertake action to shorten outage time of industrial 
installation. Similar models could be also used 
within the business continuity management 
(BCM) as suggested in the publication (Kos-
mowski et. al., 2022).  
Correct reaction of operators in abnormal situa-
tion or emergency depends on the alarm system 
(AS) design. Three cases can be considered 
(EEMUA, 2007): 
(1) AS is designed as not safety-related (within 

BPCS treated as not safety-related), 
(2) AS is designed as safety-related for the safety 

integrity level SIL1, 
(3) AS is designed as safety-related for the safety 

integrity level SIL2 or higher. 
If the risk for given industrial installation is high, 
then AS must be designed as separated from 
BPCS. To obtain high operational resilience of 
such system, in its designing HEP should be eval-
uated. In case (3) of AS solution it is not recom-
mended to assume HEP below 10-2 for any oper-
ator action, even if there is multiple alarming and 
task is relatively simple (EEMUA, 2008).  
 
5.4. Research, standards, and challenges 
 

As it has been discussed above, the resilience-ori-
ented analyses include conventional reliability, 
safety and security-related evaluations in life cy-
cle based on the hazards and threats identifying 
and assessing of risks regarding criteria deter-
mined.  
These issues are also important in the domain of 
performability engineering that has been stimu-
lated by Misra for many years (Misra, 2021).  
A review of many sustainability and resilience-re-
lated publications in an article (Mayar et al., 2022) 
shows a range of new challenges to undertake in 
research. It is important also for interdependent 
infrastructure systems (Naderpajouh et al., 2017).  
Key performance indicators (KPIs) for manufac-
turing operations management in context integra-
tion of automation systems are proposed in  
a standard (ISO 22400, 2014). Security and resil-
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ience-related requirements are proposed in inter-
national standards (ISO/DIS 22301, 2019; ISO 
22316, 2017; ISO/IEC 24762, 2008).  
This chapter deals mainly with operational resili-
ence of the industrial automation and control sys-
tems (IACS). Operational resilience is treated as a 
part of engineering resilience. A framework is 
proposed based on a general concept of cyber 
physical systems (CPS) including human in the 
loop (HIL) aspects regarding appreciated con-
cepts, models and standards concerning the func-
tional safety and cyber security IACS. Basic con-
cepts of requirements concerning IACS are de-
scribed in publications (SE, 2001; NIST SP 800-
82, 2015; NIST SP 800-160, 2016, 2019). 
It is crucial for further research to include new 
concepts from publications in the area and appre-
ciated reports and international standards used al-
ready in industrial practice. The synergy of re-
searchers’ and specialists’ efforts developing new 
technologies regarding standards developed by re-
searchers and practitioners (in a consensus way) 
is crucial for reaching common success. Obvi-
ously, the persons involved should have feedback 
from the producers of innovative technologies and 
practitioners expecting better support in operation 
of manufacturing systems, and the safety and se-
curity-related systems.  
Thus, human factors and organizational factors 
are crucial to shape operational resilience. In the 
approach outlined in this chapter they are symbol-
ically denoted as HIL within cyber physical sys-
tem. Two categories of HUMAN activities (A) 
and (B) are distinguished in Figure 1. Those are 
supervised in industrial companies respectively 
by the Chief Information Officer (CIO) and Chief 
Technology Officer (CTO).  
Category (B), including cognitive aspects of hu-
man behavior in human reliability analysis, has 
been discussed above in Item 5.3 Category (A) 
concern cognitive aspects in management pro-
cesses at higher levels of the system model in 
CPS. They include the logistic related activities 
and supporting technologies (Katina, 2016) and 
blockchain-enabled resilience within an inte-
grated approach for disaster supply chain and lo-
gistics management (Katina & Gheorghe, 2023).  
Proactive risk management approaches in a dy-
namic industrial society have been investigated by 
Rasmussen and Svedung (2000). 
 

6. Conclusion 
 

Various definitions of resilience in the context of 
sustainable development have been formulated in 
the literature and several definitions of operational 
resilience. The operational resilience concept has 
been discussed in this chapter with explanations 
regarding selected scientific publications, reports 
issued by some research institutions and related 
international standards. 
Gartner defines the operational resilience as initi-
atives that expand business continuity manage-
ment (BCM) programs focusing on the impacts of 
connected risk appetite, and tolerance levels for 
disruption of product or service delivery to inter-
nal and external stakeholders, e.g., employees, 
customers, citizens, and partners. 
Another definition of operational resilience is fo-
cused on the industrial systems, including smart 
manufacturing systems. They should maintain ro-
bust production capacity that can pivot to meet 
changes in demand or remain stable in the face of 
operational disruptions without sacrificing quality 
requirements of products.  
The main objective of this chapter was to outline 
an approach for shaping the operational resilience 
in sustainable development of the industrial sys-
tems in life cycle. This approach concentrates on 
the industrial automation and control systems 
(IACS) regarding the design solutions of func-
tional safety and cybersecurity. Nowadays, indus-
trial control systems play a crucial role in all tech-
nical systems significantly influencing their relia-
bility, safety, and cybersecurity.  
It includes determining and verifying the safety 
integrity level (SIL) of defined safety functions 
and the security assurance level (SAL) of domains 
in computer systems and networks. The issue of 
the alarm system integrity in context of human re-
liability analysis (HRA) is also discussed. New re-
search challenges concerning resilience of the in-
dustrial automation and control systems have 
been also discussed. 
A proactive resilience-based approach has signif-
icant advantage if compared with conventional 
safety and security methodology based mainly on 
probabilistic modelling for evaluation of risks. It 
can be also useful for the business continuity man-
agement (BCM) that focuses mainly on getting 
processes back up and running in an agreed time-
scale regarding, e.g., the recovery time objective 
(RTO).  
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Operational resilience measures should be fo-
cused on getting a process up and running before 
that process causes an intolerable harm to the 
business, its customers, or the market. Thus, it is 
an extension of conventional BCM methodology. 
Next research works to be undertaken, related to 
the topics of this chapter, could include: 
• models of CPS regarding cognitive aspects of 

human behavior (see categories HUMAN A 
and B in Figure 1 at relevant levels of the sys-
tem) regarding the cognitive resilience engi-
neering (CRE) concepts and precepts,  

• evaluation of human factors from the CPS per-
spective regarding HIL (human in the loop) 
and reliability analysis methods in the IACS 
context including required behavior of human 
operators who use interfaces HMI, HSI and 
AS, and advanced AI algorithms within deci-
sion support systems (DSS), 

• benefits and risks of applying machine learning 
(ML) methods and AI methods in area of safety 
and security of industrial systems and critical 
infrastructure (Industry 5.0), 

• benefits and risks using cloud technology (CT) 
and advanced OPC UA protocols within con-
verged IT and OT systems and networks.  
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