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Management of business continuity,  
information security and security of other assets 

in the mining industry 
 

 

The paper discusses the methods to solve selected issues of business continuity and 

protection of assets, including information assets, in mining companies with the use 

of an integrated computer-aided management system OSCAD. The system is based 

on international standards BS 25999/ISO 22301 (business continuity) and ISO/IEC 

270001 (information security). First, the structure and possibilities of the tool was 

presented, with focus on these functions which, according to the author, are most 

useful in the conditions of a mine, i.e. analysis of incidents and resulting losses, 

preparation of related statistics, analysis of security parameters and production pa-

rameters, and finally risk management. The data collected during these analyses can 

be used by the mine’s managers to improve production processes and safety of the 

mining personnel. The issues discussed in the article concern the mine (mining pro-

cess) and, partly, companies which coordinate the work of the mine (management 

processes). In the summary, the author pointed at other potential applications of the 

OSCAD software in the mining industry. 

 
 

 

1. INTRODUCTION 

 

 

Ensured business continuity and protected assets of 

an organization are the factors which positively im-

pact the efficiency of its operations. This objective is 

fulfilled by monitoring the factors which may disturb 

proper functioning of the organization or threaten its 

assets. During the risk analysis process harmful fac-

tors are predicted and, when they actually take place, 

there is a planned reaction aimed at reducing the 

losses and recovering the organization’s business 

processes to a required level. 

These issues are solved differently in different 

business domains, depending on business require-

ments, the organization’s specifics and the nature of 

harmful factors. The article presents these issues with 

respect to a mining company, on two levels: 

· business level, with respect to a company which 

coordinates the work of mines; here it is important 

to note that business operations of the company are 

similar to the operations of other companies, work-

ing outside the mining industry; 

· level of the coal extraction process carried out in 

the mine; here we encounter issues characteristic of 

the mine. 

The article shows how these issues can be solved 

by applying the products of the recently completed 

specific-targeted project OSCAD (Open, scalable, 

integrated, computer-aided system for business con-

tinuity management) which was co-financed by the 

National Centre for Research and Development 

(NCBiR) and the Institute of Innovative Technolo-

gies EMAG [1]. The OSCAD project has the follow-

ing results: 

1. A set of design patterns for establishing and im-

plementing a business continuity and information 

security management system in an organization. It 

includes a system framework where management 

processes, compliant with the standard require-

ments, are placed. The design patterns concern: 

the specification of the management process, se-

curity and business continuity requirements, in-

structions and other documents. 

2. A methodology of implementing a business con-

tinuity and information security system in differ-
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ent types of organizations. It determines how to 

build, based on the above mentioned patterns,  

a management system for the given organization 

and comprises: examination of the organization’s 

business structure; elaboration of information se-

curity management policy and business continui-

ty management policy, with assumptions for the 

system documentation; analysis of business pro-

cesses; preparation of business continuity plans; 

analysis of business needs and risks of the given 

organization; selection of security measures with 

the method of their implementation, maintaining 

and monitoring the achieved security and busi-

ness continuity levels, including audits and re-

views.  

3. OSCAD software supporting the implementation 

process and then the exploitation of the system 

for business continuity and information security 

management. The tool is equipped with a server 

providing information about incident statistics – 

OSCAD-STAT. 

4. Knowledge necessary to implement a business 

continuity and information security system; the 

knowledge has been included in manuals how to 

use, administer and implement the OSCAD sys-

tem. 

The basic version of OSCAD, worked out in the 

course of the specific-targeted project, was devel-

oped based on the following world standards: 

· BS 25999 [2], [3], concerning the development of 

business continuity management systems (BCMS) 

in organizations; recently this standard has been 

replaced by ISO 22301 [4] (an extended version 

with a wider international impact); 

· ISO/IEC 27001 [5], [6] concerning the develop-

ment of information security management systems 

(ISMS) in organizations.  

Business continuity [2], [3] is defined as a strategic 

and tactical ability of the organization to: 

· plan reactions and react to incidents and disturb-

ances in business operations with a view to carry 

on these operations on an accepted, previously 

agreed level, 

· reduce losses in case incidents or other disturb-

ances occur. 

The availability of processes (or services) is un-

derstood as business continuity. In the conditions of 

a mine the issue of business continuity is present 

both on the level of the coordinating company and 

the mine level. Yet, there are different disturbing 

factors in each case. 

Information security [5], [6] is the protection of 

information against the breach of its basic attributes, 

such as integrity, confidentiality and availability – 

irrespective of the information form and place (in-

formation processed, stored, transferred by systems, 

printed, voiced, pictured). Ensuring the integrity of 

information should be understood as a set of opera-

tions aimed at preventing its forgery or deletion. 

Protecting the availability of information (process, 

service) means that the information should be avai-

lable in the planned time solely to an authorized 

subject. In the case of confidentiality, the objective 

is to ensure that the information is not disclosed to 

unauthorized subjects.  

In the conditions of a mine, the issue of infor-

mation security is present on both levels considered 

in this article, however, the nature of information 

security is different in each case. 

As it was mentioned before, information is an as-

set which can be protected according to ISO/IEC 

27001. In the course of the OSCAD project it was 

observed that there are similarities between the pro-

tection of information and the protection of other 

assets. In general, an asset should be always pro-

tected against threats which may exploit its vulnera-

bilities (weak points of the protection system), thus 

leading to consequences (losses). Some of these 

events may not be very harmful, therefore are not 

taken into account. Others may result in significant 

losses and then are called incidents. In the systems 

designed to protect different types of assets there is 

a risk that the threats will materialize as incidents 

[7], [8]. The use of security measures allows to re-

duce the risk. An extensive presentation of risk 

analysis and risk management issues can be found in 

the monograph [9]. The protection methods of dif-

ferent types of asses were analyzed. This was the 

basis to develop different versions of OSCAD, dedi-

cated to other applications, i.e. to protect assets 

other than information assets. 

One of the dedicated versions was prepared to 

protect the production assets of a mine. The assets 

are technologies and personnel involved in the min-

ing process. The protection of such assets can be 

looked at from the point of view of integrity and 

availability, as confidentiality is not applicable here. 

Other examples of dedicated versions are the fol-

lowing: to plan and support operations related to the 

risk of fire [10] and to protect people, property and 

infrastructure against floods [10]. The latter dedi-

cated version (the so called OSCAD-Flood) is used 

as a risk assessment component in protection against 

floods occurring in the land of Saxony-Anhalt, 

Germany – this is one of five use cases of the EC 

FP7 ValueSec project [11]. 

OSCAD is an integrated system, which means that 

it concerns more than one management aspect of the 
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organization (here: business continuity and infor-

mation security) with a possibility to extend it by 

other aspects (quality, environment, occupational 

safety, etc). Such systems are built in compliance 

with popular standards (ISO 9001, ISO 14000, ISO 

18000) based on the so-called Deming cycle (PDCA 

– Plan-Do-Check-Act) [12]. The integration of such 

systems on the organizational and procedural level is 

carried out with the use of the British standard 

BS PAS 99 [13]. 

OSCAD is a computer-aided system as it comprises 

both the level of procedures and organization and the 

level of software for supporting management pro-

cesses. From the point of view of IT, the integration 

was performed on the level of a common data base 

[14]. The most complex, repeatable or laborious op-

erations are carried out with the use of this special-

ized software. The achieved benefits are similar to 

the benefits from CAD/CAM systems for computer-

aided design or production. 

OSCAD is an open system that can be applied in 

organizations of different sizes and profiles. Howev-

er, as it was mentioned before, each time the system 

has to be somehow adapted to the needs of the given 

domain. In typical applications, within the ranges 

covered by ISO 22301 and ISO/IEC 27001, the adap-

tation range is smaller. It is limited to the pre- 

 

preparation of dictionaries, roles, documents, stand-

ard assets lists, threats, and vulnerabilities in the 

course of the risk analysis process. In the case of the 

so called dedicated version, e.g. the version for 

mines, the adaptation range is wider. It can include 

the preparation of data for the domain description, 

specific external interfaces, and even modified cap-

tions in software menus and messages.  

The article presents briefly the functionality of the 

OSCAD system, identifies the issues of business 

continuity and assets protection on the level of the 

coordinating company and the mine. Then the pro-

posals are given how to solve the most important 

problems on these two levels. The author indicates  

a few possible tasks which can be fulfilled with the 

use of the OSCAD system. In the summary some 

other possibilities of OSCAD application in the min-

ing industry are mentioned. 

 

 

2. OSCAD ARCHITECTURE AND FUNCTIONS 

OF THE OSCAD SOFTWARE 

 

 

The diagram of the OSCAD system, based on the 

client-server approach, can be seen in Fig. 1. The 

users contact the server by means of web browsers.  

 

 

 
 

Fig. 1. Diagram of the OSCAD system 

Source: EMAG’s documentation 
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The diagram is general enough to suit both the basic 

version of the system and dedicated versions. In the 

middle there is the main OSCAD component which 

offers interfaces for different users according to their 

roles: for administrators, for managers, for people 

conducting analyses – particularly risk analyses, for 

incident management staff, for people who prepare 

reports, and for maintenance personnel. In the case of 

dedicated versions there are specific roles defined, 

i.e. those related to certain functions. For example, in 

the version for mines these can be: a supervisor, 

foreman, occupational safety inspector. 

The OSCAD system was equipped with a num-

ber of interfaces to communicate with the surroun-

dings. The interfaces are to collect information, 

including warning messages from the environment, 

particularly: 

· from ERP systems (Enterprise Resource Planning), 

e.g. reporting the decreasing number of production 

components, 

· from SCADA systems (Supervisory Control and 

Data Acquisition) which supervise the automated 

production process, e.g. about events which occur 

in the manufacturing process, 

· from systems monitoring the functioning of IT 

infrastructure and other technical infrastructures, 

e.g. about breakdowns in IT infrastructure and oth-

er incidents, 

· from anti-burglar exchanges, e.g. about breaches in 

restricted-access zones, 

· from fire detection alarms, e.g. about fire symp-

toms. 

The given OSCAD component communicates (e.g. 

by sending warnings about threats and vulnerabili-

ties) with other OSCAD components working in 

companies which function within the given supply 

chain. This possibility can be used for communica-

tion between the OSCAD component of the coordi-

nating company and the OSCAD components of the 

mines. 

In the case of the mine-dedicated version, it is pos-

sible, through the available interfaces, to connect 

with the systems existing in the mine. Now there is  

a connection with the SD 2000 supervision system 

which monitors production and security parameters. 

Connections with similar systems are possible too, 

e.g. with the THOR system made by SEVITEL. 

Each OSCAD component was equipped with  

a communication subsystem (e-mail, mobile devices, 

telephone, etc.) for receiving and sending warnings 

and messages about tasks assigned to the managing 

personnel. Here it is possible to connect OSCAD 

with mining telecommunications and communication 

systems. 

If there is a threat to the OSCAD component, the 

system is switched to the OSCAD backup compo-

nent. It is possible due to the fact that during routine 

work the backup OSCAD replicates data bases and 

exchanges the  standby signal. 

A significant element of the system is the OSCAD-

STAT module which receives information about 

completed incidents from one or a few OSCAD com-

ponents, prepares statistics which can be accessed by 

managers of the organizations and managers of OS-

CAD systems. Statistical data are used to make cor-

rections and improvements in management systems. 

They are also helpful during the risk analysis process 

(for periodic verification of risk prognoses). These 

operations facilitate expanded reporting functions. In 

the case of the version dedicated to the mine these 

can be any defined statistics about safety, downtimes, 

breakdowns, etc. It is enough to have one OSCAD-

STAT component for the whole organization. Col-

lecting extensive information about incidents and 

their causes allows to improve security systems, 

management- and maintenance processes. 

The OSCAD system performs several groups of 

functions. General-purpose functions comprise the 

following: 

· administration and data storage functions for: man-

agement of users’ roles and accounts, management 

of data describing the organization, its structure, 

business processes, vocabulary, standards, patterns, 

etc.; 

· documentation management functions; all docu-

ments produced or registered in the system have 

their identification numbers to enable their man-

agement; the documents can be e-forms or files at-

tached to the system;  

· external communication functions: all sorts of 

communication interfaces for information ex-

change; 

· task management functions; they co-ordinate the 

performance of tasks assigned to people who play 

certain roles in the system; all management opera-

tions in the system are treated as tasks and have to 

be fulfilled; the tasks may be grouped in time in the 

form of timetables; 

· reporting functions responsible for generating dif-

ferent types of reports, including comparative re-

ports. 

 

Risk management functions are responsible for 

the following: 

· identification and specification of the organiza-

tion’s business processes, with consideration of in-

formation groups related to the fulfillment of par-

ticular processes; 
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· conducting BIA (Business Impact Analysis); the 

consequences of losing the availability attribute of 

a given process are examined in terms of several 

time horizons, along with the consequences of los-

ing the integrity, availability and confidentiality at-

tributes of information assets (integrity and availa-

bility for other assets); the consequences determine 

harmful influence of this situation on the organiza-

tion’s functioning; this type of analysis is called 

HLRA (High Level Risk Analysis); processes with 

critical significance for the organization are identi-

fied and maximum tolerable unavailability periods 

are determined for particular processes; this analy-

sis is thus focused on the negative impact on the 

fulfillment of business tasks resulting from the pre-

dicted incidents; 

· collecting detailed information about the organiza-

tion’s assets which need protection and are related 

to the fulfillment of business processes; these func-

tions are conducted by the assets inventory; in the 

basic version IT assets are taken into account, 

while in dedicated versions – other assets that have 

to be protected, e.g. human life and health; 

· conducting LLRA (Low Level Risk Analysis); this 

analysis enables to determine the risk value for 

each triple asset-threat-vulnerability (risk scenario); 

the existing security measures are taken into ac-

count, their technical advancement (automatic, pro-

cedural) and implementation level (planned, im-

plemented, functioning); this analysis is focused on 

the causes of predicted incidents; 

· selecting security measures which reduce the risk 

volume (risk management); for each risk scenario it 

is possible to define up to five security variants 

which differ in terms of their ability to reduce risk 

and their implementation costs (depreciation and 

maintenance); the most beneficial variant is consid-

ered for implementation. 

Incident management functions register events 

coming from different sources (simple forms filled by 

the users, SMSes, e-mails, ERP, monitoring systems 

which function in the surroundings, other OSCAD 

systems, etc.). For each event a preliminary assess-

ment of its consequences is done. Events identified as 

having significantly negative impact are qualified as 

incidents and, depending on their kind and weight, 

adequate actions are undertaken – even up to initial-

izing a business continuity plan. After the incident is 

finished, it is closed. Then its causes and conse-

quences are assessed and a short summary report is 

prepared. A simplified (anonymized) version of this 

report is sent to the OSCAD-STAT system. There are 

always lessons learnt from incidents. This helps to 

avoid them in the future. 

Audit and review functions manage information 

about conducted compliance audits or reviews, gen-

erate reports and support the process of the reports 

acceptance. OSCAD has some audit lists allowing to 

achieve compliance with basic standards and laws. 

The lists facilitate the auditing process and half-

automatic generation of reports. The audits and re-

views are planned with the use of timetabling func-

tions. The plan of the audit includes the opening and 

closing dates of the audit, names of auditors, detailed 

audit tasks (starting and finishing times of tasks, the 

checked section of the standard or technical/legal 

requirements, organizational department and people 

who undergo the audit). Based on the plans, the tasks 

for responsible persons are generated.  

BCP (Business Continuity Plan) management 

functions help the user prepare, maintain and test 

business continuity plans. The plans are developed 

for business processes which are critical for the or-

ganization’s operations. The plan indicates which 

assets are necessary to fulfill it, the environment of 

the fulfillment, list of contact persons involved in the 

process, and operations to be conducted. The plans 

have to be periodically tested by the organization’s 

employees. The tests are planned with the help of 

timetabling functions. 

Measures and indicators servicing functions al-

low to define and manage measures and performance 

indicators; a measure is a mechanism for measuring 

the value of the selected variable, carried out auto-

matically or manually, comprising defined threshold 

values. If these values are exceeded, a task is gener-

ated for the person responsible for the measure; in 

general, measures are used to improve the efficiency 

of conducted tasks (process improvement). 

 

 

3. ASSETS SECURITY AND BUSINESS  

CONTINUITY OF A MINE 

 

 

The diagram of a system for the management of 

business continuity, information security and security 

of other assets in a mine is presented in Fig. 2. The 

diagram features the current organizational structure 

of a mining company. 

To make things simpler, the organizational struc-

ture of the mining company has two levels: 

· a supervising organization (group, holding) which 

manages several mines/mining companies, 

· mines/mining companies which conduct mining 

processes. 

Supervising organizations coordinate the operations 

of the mines  and  are  typical business-oriented com- 



MECHANIZACJA I AUTOMATYZACJA GÓRNICTWA 

 

 

130 

 
OSCAD-BIZ 

Integrated system for the 

management of business continuity 

and security of assets in a mining 

company 

OSCAD-REDUNDACNJA 

Backup system 

OSCAD-STAT 

Incident statistics 

OSCAD-MINE #1 

Integrated system for the 

management of business 

continuity and security of 

assets in a mining company 

 

OSCAD-MINE #2 

Integrated system for the 

management of business 

continuity and security of 

assets in a mining company 

OSCAD-MINE #n 

Integrated system for the 

management of business 

continuity and security of 

assets in a mining company 

Mine technical 

infrastructure 

Supervision system 

 
Mine technical 

infrastructure 

Supervision system 

 

Mine technical 

infrastructure 

Supervision system 

 

 
 

Fig. 2. Diagram of a system for the management of business continuity, information security  

  and security of other assets in a mine 

Source: EMAG Institute 

 

panies. They are responsible for financial dealings, 

carry out common tasks and planning operations. 

Such organizations can make use of the basic OS-

CAD version (in Fig. 2 – OSCAD-BIZ) with two 

major protection objectives: 

· to ensure the continuity of business processes of the 

supervising organization according to BS 25999 

(ISO 22301), 

· to protect information assets of this organization 

according to ISO/IEC 27001. 

Optionally, it is possible to connect other manage-

ment system to the integrated OSCAD system: quali-

ty, environment, or occupational safety management 

systems – provided that there are such systems in the 

given organization. Then OSCAD can be used to 

conduct a vocational risk analysis or an analysis of 

environmental aspects risk. OSCAD-BIZ can get 

from ERP basic information about the possibility of 

incidents (e.g. about materials and spare parts in 

stock). 

The range of adaptation works for OSCAD-BIZ is 

typical, similar to implementations in other domains. 

Thus it includes the preparation of dictionaries, risk 

measures, indicators, procedures, and other docu-

ments. 

Mining companies (mines) are technologically and 

organizationally separated units which have at their 

disposal certain means directly used for coal extrac-

tion. These means are, for example: mining excava-

tions, building facilities or processing machines. The 

mining companies can make use of dedicated OS-

CAD versions (in Fig. 2 – OSCAD-MINE #i). These 

versions get information from supervision systems 

and other management systems (e.g. ERP, occupa-

tional safety systems). 

Then it is possible to identify three major security 

objectives: 

· to provide business continuity of the organization’s 

processes according to BS 25999 (ISO 22301), par-

ticularly the continuity of the mining process, 

· to protect the integrity and availability of human 

and material resources involved in the mining pro-

cess; here the following disturbing factors are iden-

tified: factors that cause damages to machines and 

devices, loss of health or lives of miners, break-

downs, downtimes, shortages in supplies, etc, 

· to protect the integrity, availability and confidenti-

ality of information related to the fulfillment of the 

organization’s business processes, as understood by 

ISO/IEC 27001. 
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The adaptation range of OSCAD-MINE to work in 

the conditions of a mine is much wider than that of 

OSCAD-BIZ and comprises the following opera-

tions: 

· preparing the vocabulary of the system, comprising 

extra assets and roles related to the processes con-

ducted in the mine, specific threats, vulnerabilities 

and security measures, 

· predefining the organizational structure and roles – as 

patterns to be specified during the implementation, 

· predefining the patterns of typical processes occur-

ring in the mine – to be specified during the im-

plementation, 

· identifying assets and processes of the mine, 

· configuration of risk analysis tools (business loss 

matrix and other measures), 

· preparing a taxonomy of threats and incidents that 

reflect the real conditions of the mine; adapting 

OSCAD-STAT to work on the basis of this taxon-

omy, 

· integrating OSCAD with the SD 2000 system (or 

with a similar one) which monitors production and 

security parameters; elaborating an integrated sys-

tem for incident monitoring (OSCAD/SD 2000) 

and connecting it to OSCAD-STAT. 

OSCAD-MINE should be connected to supervision 

systems functioning in mines. EMAG prepared such 

a connection – with the SD 2000 system. The details 

about co-operation between OSCAD and SD 2000 

were presented in [15]. More information about OS-

CAD solutions is available in [16], [17]. 

It is recommended to equip OSCAD-BIZ with  

a backup system. An extremely important issue is to 

collect statistical data about incidents as it allows to 

improve the systems which function within the or-

ganization. Even apparently trivial, unnoticed inci-

dents may bring significant losses if their number is  

 

huge. OSCAD-STAT may become a very useful tool 

in solving such issues. It is suggested to install one 

statistical data server in one organization. 

 

 

4. SELECTED ASPECTS OF USING OSCAD 

IN A MINE 

 

 

The OSCAD structure recommended for a mining 

company has two layers corresponding to the struc-

ture of the organization and its cooperation links. The 

higher level concerns the supervising organization 

which is a typical profit-oriented company. The 

standards BS 25999 (ISO 22301) and ISO/IEC 27001 

have been developed for such a company with the 

participation of representatives of big international 

businesses, mainly British. 

Figure 3 features one of OSCAD’s windows where 

sample business processes of the mine are listed. 

Modelling of these processes allows to determine 

relations between them and to decompose a process 

into subprocesses. Inputs and outputs of the processes 

are considered; critical, supplying and consuming 

processes are identified, along with process parame-

ters related to business continuity (e.g. maximal tol-

erable time of the process shutdown). The process 

model of the organization is the basis for the BIA 

analysis (process-oriented). During this analysis the 

impact of losing the continuity and integrity attributes 

on the organization’s functioning is examined. Dur-

ing asset-oriented BIA it is possible to take into ac-

count all information assets related to the fulfillment 

of the given process and analyze the impact of losing 

the integrity, availability and confidentiality attrib-

utes of this information on the organization’s func-

tioning. 

 

 
 

Fig. 3. Business processes of a mine in OSCAD-BIZ 

Source: EMAG Institute 
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Implementing a full-functionality OSCAD in an 

organization is said to be a routine operation. Many 

consulting companies offer such services, yet they do 

not have as complex tools as OSCAD. 

Further in the article the focus will be on untypical 

and innovative solutions related to OSCAD’s adapta-

tion to the needs of a mine. This will be illustrated by 

sample solutions to selected problems. 

 

4.1. Risk management 

 

A mining company is a place where the coal min-

ing process is conducted along with other supporting 

processes. It is vital to provide the continuity of the 

process. This is directly related to business efficien-

cy. In this environment there are many factors which 

disturb the mining process.  

OSCAD supports the identification of disturbing 

factors and keeps them under control. For this pur-

pose one can use the functions embedded in the sys-

tem and related to risk analysis and risk management. 

It is possible to conduct three risk analysis variants: 

· BIA (Business Impact Analysis); the result of this 

analysis is information what kind of business im-

pact is related to the loss of the business continuity 

attribute in the mine – the loss is considered for 

certain periods of time; the so called critical pro-

cesses are identified; in the case of the mine a criti-

cal process is the mining process; 

· detailed BCM analysis (process-oriented) is con-

ducted to examine the causes of phenomena which 

are unfavourable for the process; for each critical 

process the following are considered: threats and 

exploited vulnerabilities which have negative im-

pact on the process; assets are treated here as  

a whole; this degree of detail is enough to assess 

the factors which disturb business continuity; 

· detailed ISM analysis (based on the mechanisms of 

the ISMS system analysis, asset-oriented); in this 

case assets are divided into categories (this is de-

fined by one of the system dictionaries), while the 

analysis of threats and vulnerabilities is carried out 

for each asset separately (the software uses the term 

“group of protected assets”); this way for each risk 

scenario (“how the threat that exploits a vulnerabil-

ity negatively impacts the asset”) the risk volume is 

determined, including the volume of loss and prob-

ability of its occurrence.  

Figure 4 features a window of OSCAD (tab: “In-

formation about analysis”). The window allows to 

determine the context of the initiated BCM risk anal-

ysis for the coal mining process. Each analysis has its 

descriptive parameters as well as all assets involved 

in the fulfillment of the process. BCM does not con-

sider threats separately for each asset but focuses on 

those threats that breach the continuity of the process 

as a whole. Thus the continuity of the process be-

comes an asset here. More details can be obtained 

from the ISM analysis which looks at the groups of 

process-related protected assets from the point of 

view of threats and vulnerabilities. 

The risk analyzer has a number of tabs. The “Doc-

uments” tab is for the management of documents 

attached to the system, while the “Authorization” tab 

– for the management for extra authorizations related 

to the given analysis. Figure 5 presents the “Risk 

calculation” tab with sample results of the analysis. 

For each pair threatvulnerability the weight of the 

 

 
 

Fig. 4. Beginning of BCM analysis for the coal mining process (OSCAD-MINE) 

Source: EMAG Institute 
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Fig. 5. Results of BCM risk analysis for the coal mining process (OSCAD-MINE) 

Source: EMAG Institute 

 

vulnerability was estimated (probability of occur-

rence), weight of threats (volume of resulting losses), 

degree of technical advancement of existing security 

measures (automatic - 3, under implementation - 2, 

organizational and procedural - 1), degree of progress 

in the implementation of security measures (imple-

mented - 3, half-automatic - 2, planned - 1). Based on 

proper mathematic formulas [17] the volume of risk 

is determined in points of the used measuring scale. 

Numbers in brackets signify inherent risk (calculated 

for the first time) or risk estimated during the previ-

ous analysis. The existing security measures are tak-

en into account: self-contained or implemented on the 

basis of the previous analysis. The costs of these 

security measures are registered, comprising two com- 

 

ponents: purchase/depreciation costs and mainte-

nance costs. Additionally, during the BCM analysis 

the relation between two basic business continuity 

parameters is considered: 

 

assumed recovery time <= max. time of unavailability. 

 

The analysis results in a ranking list of risk cases 

organized according to the risk volume. For the cases 

which exceed the acceptability limit determined for 

the company, it is necessary to apply some risk re-

ducing security measures. 

Figure 6 features the selection of security measures 

for a concrete risk case, i.e. the pair threat (“Rocks 

and gas outburst”) – vulnerability (“Planned security  

 

 
 

Fig. 6. Risk management – security measures selection (OSCAD-MINE) 

Source: EMAG Institute
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measures are not applied”). For such a pair a suitable 

security measure is selected (here: “Supervision of 

conducted works”), having in mind that each security 

measure has its ability to reduce the risk and its cost. 

For the given risk case it is possible to analyze  

5 security measure variants (A-E) and select the most 

appropriate one, i.e. the one which will reduce the 

risk below its acceptability threshold and whose costs 

will not be higher than those assumed. The security 

measures are placed in security plans which indicate 

the time, place and cost of their implementation as 

well as responsible persons. 

It is important to note that the results of the risk 

analysis are prognoses of unfavourable events. There 

is always an issue how real these prognoses are. 

Therefore they have to be confronted with the real 

number of occurring incidents and the losses result-

ing from them in comparable periods of time. This is 

one of the reasons why the incidents should be moni-

tored and analyzed to obtain such data. 

 

4.2. Incident management and central moni-

toring of incidents 

 

The OSCAD system has an extended functionality 

for incident management, including automatic acqui-

sition of data about incidents. This issue was de-

scribed in detail in [15]. 

Incident management in the OSCAD system begins 

from reporting and classifying the event which is 

entered into the system: 

· manually by an authorized person, with the use of  

a simple e-form or 

· automatically through an interface with external 

monitoring or management systems, such as, for 

example, SD 2000. 

Another authorized person assesses the events and 

classifies them according to their weight. More seri-

ous events are classified as incidents, less harmful 

remain events. The incidents undergo further pro-

cessing while events are simply recorded in the data 

base. 

SD 2000 is an example of a system which, from the 

outside and automatically, supplies events to OSCAD 

as its superior system. 

Not every event registered in SD 2000 can be clas-

sified as an event in terms of incident management 

processes. Therefore SD 2000 is equipped with  

a special filter (Fig. 7) which allows to set boundary 

conditions. 

Figure 8 features a window with reported events 

already classified as incidents, as the incurred losses 

were assessed as serious. 

Each incident, no matter how it was reported, un-

dergoes the incident management process which is 

implemented in the OSCAD system. The process 

encompasses the following operations: 

 

 
 

Fig. 7. Filtering events in SD 2000 before they are reported to OSCAD 
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Source: EMAG Institute 

 
 

Fig. 8. Review of reported events (OSCAD-MINE) 

Source: EMAG Institute 

 

1. Analysis of the incident; in the course of this pro-

cess the following are determined: 

o type of the incident, 

o threat that caused the incident, 

o identified vulnerabilities exploited by the threat, 

o real loss incurred as a result of the incident; 

2. Appointing people responsible for handling the 

incident (appointing sub-tasks to these people); 

3. Conducting a communication action by means of 

communication channels available in OSCAD; 

4. Starting a previously prepared Business Continui-

ty Plan (for serious incidents only; tasks predicted 

for crisis situations are launched); 

5. Re-directing the tasks to a different responsible 

person (if needed); 

6. Closing the incident (the incident gets the “han-

dled” status and one can add a corrective action 

to it resulting from conclusions drawn from the 

incident; this is commonly called “lessons 

learnt”); 

7. Sending information about the incident to the 

OSCAD-STAT statistical information system. 

It is important to note that OSCAD is a homoge-

nous, central incident management system for the 

mine, supported by the OSCAD-STAT statistical 

data server. The collected information about inci-

dents are an added value provided by OSCAD to the 

client. This information can be used to revise man-

agement processes in the organization – in correc-

tive actions and as input information for risk analy-

sis. Figure 9 features an example of statistics of-

fered by OSCAD-STAT (fictitious data). The figure 

shows a diagram of accidents for the selected indus-

trial branch (here: the mining industry). OSCAD-

STAT allows to make statistics for the needs of the 

organization.  

It is possible to register incidents which are not 

apparently significant and tend to be skipped in the 

everyday routine. However, their number is huge 

and they cause significant losses for the organiza-

tion. It is necessary to draw conclusions from such 

events too. 

The incident management system can be used to 

register accidents by the occupational safety de-

partment. Reports generated about that give a diag-

nosis how to improve the situation in this respect. It 

is possible to include in the OSCAD system other 

elements of the occupational safety management 

system. 

 

4.3. Measures and indicators 

 

The OSCAD system, as a system supporting man-

agement processes, has an embedded mechanism of 

measures and indicators. They are used to collect 

information which are then used to improve business 

processes and their management. The measures allow 

periodic sampling of physical variables (e.g. pressure, 

methane concentration) or process variables (e.g. 

current production output, number of breakdowns of 

machine X, total downtime caused by Y, etc). The 

measurement is performed automatically or manual-

ly. The measures have threshold values defined. Once 

these values are exceeded, there are tasks generated 

for a person responsible for maintaining  

a proper value of the variable. 
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Fig. 9. Example of incident statistics prepared in the OSCAD-STAT application 

Source: EMAG Institute 

 

Apart from manually defined measures, in the OS-

CAD-MINE version there are measures which take 

automatically selected data from the SD 2000 system. 

The measures of the OSCAD-MINE system are all 

single sensors which were defined in SD 2000. The 

information they provide is updated in the database 

of OSCAD-MINE. These are, for example, an ana-

logue methane level sensor, a bi-stable sensor moni-

toring the operations of a cutter loader, or a counter 

of skips of the extracted coal. 

To carry out the integration of the two systems, 

there were some mechanisms developed for SD 2000. 

They allow to define the situation in the mine, re-

flected by sensor readouts or by previously described 

events and incidents. 
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Figure 10 features a window with a list of active 

measures in the OSCAD system. They measure 

security parameters (atmosphere in the production 

environment – anemometer, barometer and methane  

 

meters) and production parameters (skips counter). 

If certain thresholds or ranges are exceeded, a task 

is generated for a person responsible for a proper 

reaction. 

 

 
 

Fig. 10. Review of active measures (OSCAD-MINE) 

Source: EMAG Institute 

 

Figure 11 presents the details of a sample measure 

(coal extraction) for which measuring data are pro-

vided by SD 2000. It is important to note three rang-

es: alarm, warning and proper state. It was assumed 

in this example that the extraction volume is 

 

in the range 0-5,000 t. The current value is 3,500 t and 

is within the normal range. The drop below 2,000 t 

generates a warning signal, while below 1,000 t – an 

alarm signal. The measures can also be defined as 

“values from the range from x to y”. 

 

 
 

Fig. 11. Sample measure-indicator (OSCAD-MINE) 

Source: EMAG Institute 

 

Such a set of measures allows to register the most 

important variables which describe the efficiency of 

business processes and processes which are part of 

their management systems. 
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5. CONCLUSIONS 

 

 

OSCAD is a system that supports the operations of 

managers in a mining company, on different levels of 

management. It comprises a procedural and organiza-

tional layer as well as software supporting manage-

ment processes. OSCAD was developed according to 

world-known standards, such as BS 25999 (ISO 

22301) for business continuity and ISO/IEC 27001 

for information security management. It is an open 

system to be used in organizations of different sizes 

and profiles, yet each time it has to be adapted to the 

needs of the given organization. 

The article presents, in general, the functionality of 

the OSCAD system, and then, with more details, its 

possibilities in terms of supporting business continui-

ty and information security in a mining company and 

its departments. Mining companies which are busi-

ness-oriented are typical organizations where the BS 

2599 (ISO 22301) / ISO/IEC 27001 standards are 

used, along with the OSCAD system which was de-

veloped based on these standards. 

The article is focused on three basic applications of 

OSCAD in the mine: 

· risk analysis allowing to identify factors which can 

disturb the coal mining process and breach material 

and human resources engaged in this process, to se-

lect suitable security measures, to control the cost 

of these measures against their risk reduction abili-

ties; risk prognoses allow to define corrective ac-

tions and proper reactions to incidents; manage-

ment process based on risk analysis improves the 

organization’s efficiency and its competitive posi-

tion on the market; 

· incident management system which provides syn-

thetic information about real events and incidents, 

their causes and consequences – this allows to draw 

conclusions how to improve the personnel safety 

and efficiency of the mine; 

· measures/indicators of efficiency and security 

which provide current, synthetic information about 

the state of processes and the organization’s securi-

ty, including the ability to react to potentially criti-

cal situations. 

All these operations are performed to improve the 

efficiency of mining companies and the security of 

their personnel. The collected information is trans-

ferred to managers on different levels and helps them 

make decisions based on current data about the or-

ganization’s state. 

Apart from the above listed three basic application 

domains, the article features other functions of the 

OSCAD system, for example: information security 

management in the organization, audits management, 

planning of reviews and training, planning of security 

measures, emergency plans management, testing 

procedures management, task flow management, 

management of standards and documents, including 

those stipulated by valid laws. 

OSCAD can be integrated with quality, environ-

ment and occupational safety management systems. 
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