
Principles of IT security in light of new regulations 49

ZENON LEKS

��������	
������
	�������������������	���	��������


In many places, the new regulations on the detailed requirements of underground min-

ing operations introduced by the Minister of Energy on November 23, 2016, obligate

the head of a coal mine to specify the detailed rules of implementation of the recommen-

dations contained therein. This article is a review of the available IT security solutions

recommended by the author for the technical implementation of the protection

of SCADA systems. The solutions described here may be adopted as IT security regula-

tions in coal mines.
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On July 1, 2017, the ordinance of the Minister of

Energy (RME) from November 23, 2016, regarding

the detailed requirements of underground mining

operations published in (Dz.U. 2017, 1118) entered

into force [1].

This regulation in the area of IT systems used in

the technical aspect of mining industry operations

has replaced the current regulation of the Minister of

Economy (RMG) from June 28, 2002, about Health

and Safety, mining operations, and specialized fire

protection in underground mining [2].

Due to the fact that it had been over a dozen years

since the preparation of the previous regulations (which

is a very long period of time in the case of IT), the new

provisions have become an opportunity to adapt secu-

rity mechanisms to the current state of the art in order

to defend against new external threats to IT systems.

In the current state of law, an IT system’s security

requirements are defined in §750 of the Regulation

of the Minister of Energy [1]:

§ 750. 1. Software used in following systems:

1) company-wide telephone communications,

2) alarm systems,

3) gasometrical,

4) employee localization,

5) rock burst-threat monitoring

– is secured.

2. The protection of software and system data

referred to in Par. 1 meets the following minimum

requirements:

1) Access to data and software outside designat-

ed access points and without having to log in

with a unique password is not possible;

2) Access to data and software is hierarchical;

3) Information on login and login attempts as

well as interference and tampering of data and

software are automatically archived for a peri-

od of not less than one year, with the systems

referred to in:

a) Par. 1, Pts. 1 and 2 automatically archived

for a period of not less than one year are

also call logs and connection attempts,

b) Par. 1, Pts. 3–5 automatically archived for

a period not shorter than one year, are also

the results of measurements performed by

devices included in the particular system;

4) Backups of connection, connection attempt logs

and measurement results are also performed;

5) Software and data are protected against mal-

ware.

3. System times of the systems referred to in Par. 1,

and the rescue manager communication system

synchronizes with an accuracy of 0.1 s;

4. Detailed IT security rules applicable to systems

operating on the basis of information technology

in a mining plant are determined by the mining

plant operations manager.
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With regard to the existing regulations, the scope

of the mandatory application of the principles of safe-

ty is limited to these systems: communication, alarm-

ing, gasometrical, employee localization, and rock

burst-threat monitoring (in place of the previous very

general statement): Other systems operating on the

basis of information technology (as in the present

state of the art) would be reduced to practically all

aspects of mine operations, including ERP systems.

Unlike previous regulations [2], the author of the

Regulation from November 23, 2016 [1], does not

impose specific security solutions, leaving the Mining

Plant Manager to develop detailed IT security rules

that can be updated on a continuous basis as informa-

tion technology advances and new threats to infor-

mation systems emerge. Of course, the security of

other systems can be protected in the same way as

the systems mentioned in the RME [1, 3].

This article will discuss the solutions used to pro-

tect data and information systems operating in sepa-

rated networks as well as the author’s recommend-

ed IT security solutions for use in the protection

of industrial computer systems.

With the rise of the importance of industrial infor-

mation systems, the term OT systems was used in

the literature to refer to these systems (as opposed

to IT systems). For the purposes of this article,

the author has adopted the following definition:

OT systems (Operational Technology) – an infor-

mation system designed to control and/or monitor

technological processes or directly affect the opera-

tion of machinery and equipment. OT systems in-

clude SCADA (Supervisory Control and Data Acqui-

sition), CNC (Computer Numerical Control), PLC

(Programmable Logic Controller) etc.
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Mines are currently operating OT systems, includ-

ing those listed in §750 of the ordinance from Novem-

ber 23, 2016 [1], in a state of art adapted to the re-

quirements of the current law. Due to the limited

financial resources that mines can spend on modern-

ization of these systems, it is necessary to analyze

existing solutions in terms of their compliance with

the new regulation and adapt existing solutions to the

current state of the art in the field of information sys-

tem security to comply with the above-mentioned

RME regulations [1].
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Although the terms “separate network” and “mir-

ror server” are not used in the current regulation,

these terms will be used in this article because of their

widespread application in the mining IT environ-

ment.

Virtually, the only security feature of a “separated

network” from an external network (a general-pur-

pose network) is the so-called “mirror server” [4].

The “general” and “separated” networks are con-

nected by means of a “mirror server” equipped with

two network interfaces, which act as a file server

between  a separated and public networks (Fig. 1).

Fig. 1. Mirror server concept [4]

The idea of a “mirror server” and the separation of

“separated networks” from public networks is widely

used in today’s ICT security solutions. However, the

separation of the network with the file server raises

doubts about the security of such a solution [5, 6].

Among the possible ways to protect SCADA systems,

such a solution has been rated worst by the UK Cen-

tre for the Protection of National Infrastructure

(CPNI) [5]. On a 15-point scale, a server with two

network interfaces destined for network separation

scored 4 points. The solution was designed in the sec-

ond half of the last century and does not in any way

protect against exploits such as EternalBlue, which

has recently been used to distribute WannaCry or

Petya ransomware.

When analyzing a network-separation solution,

the sensitivity of such a solution to the human factor

should be emphasized, because the MS Windows or

Linux operating systems used in “mirror servers” do

not have ability to verify access rights implemented

in their access control mechanisms depending on

the network interface used to log in. Thus, the user

logging on to the mirror server can move data from
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the public network to the separated network des-

pite the routing mechanism being switched off be-

tween the networks.

Bearing in mind the above, it is necessary in the

author’s opinion to change the way of securing devic-

es in networks separated into the more-advanced way

described in the following article.
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It is unquestionable that all devices in a computer

network should have a synchronized time with one

pattern. This will allow us to correlate events to de-

termine their order and causal relationships in the

event of random events that may occur in the mining

plant. One way to solve this problem is to use devices

that use the time signal from a GSM receiver. Such

a solution, however, is inconvenient, because it re-

quires the installation of additional software on de-

vices that have a synchronized time (the installation

of additional software is not possible or allowed on

some devices). Also, in each of the “separated” net-

works (and there are such networks at the mine facil-

ity at least a few), it would be necessary to install such

time clocks. On the other hand, the general-purpose

computer networks have time synchronized to the

time sources available on the Internet from atomic

clocks, which is accomplished via NTP protocol. It is

virtually impossible to continually control the opera-

tion of all clocks in IT networks; therefore, it is im-

possible to determine which clock points to the cor-

rect time when there is difference in indications.

Fig. 2. Time synchronization – present solution

Bearing in mind the above, the author believes that

the time synchronization should be changed in all IT

devices operating in the mine as described in the fol-

lowing article.
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The software used in mine control and surveillance

systems is not a typical commercial solution but was

written for the target audience. According to users

and manufacturers assurances, this software meets all

the safety requirements of the previous and current

regulations.
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Due to the existing regulations prohibiting the

transmission of any data from a public network to

the separated networks, no anti-virus protection was

applied, and the operating systems were not updated

on an ongoing basis. In some cases, such operations

were performed on an ad hoc basis by system support

or service companies.
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Due to limitations in the current regulations, re-

mote service access to devices located in separated

networks was not used (or the access was incidental).
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Obligatory requirements for the safety of industri-

al information systems (OT systems) as defined in

§750 RME [1] are to be considered in three aspects

in terms of the implementation of a security system:

– resulting from the architecture of the processing

environment, including access to these systems;

– about the software used;

– administrative tasks in OT systems.

Looking from this perspective on the provisions of

§750 of the RME, the requirements for the software

used in these systems are set out in Par. 2, Points 1, 2,

and 3 and concern the need to create individual ac-

counts for users and system hierarchies and record

successful and failed login attempts. Much of the re-

quirements for data archiving should also be realized

by the application. On the other hand, the require-

ments for restricting locations from the protected OT

systems can be accessed (Par. 2, Pt. 1), and the time

synchronization in these systems (Par. 3) are require-

ments for the architecture of the processing environ-

ment and computer network used to provide users
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with data from these systems. The practical imple-

mentation of these requirements requires the proper

configuration of the IT network. Finally, the require-

ment to back up data (Par. 2, Pt. 4) and protection

against malware (Par. 2, Pt. 5) should be handled by

the IT services of the secured systems.
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It is recommended to maintain the concept of

“mirror servers” when shared data is intended to be

available to a large number of data receivers on

a public network and where the data prior to use re-

quirs to be processed (requiring a large amount of

server load). In this way, the “mirror server” further

enhances the security of industrial networks by reliev-

ing the infrastructure from handling requests from

people not directly involved in the production pro-

cess. However, this server will not be the role of the

device separating the public network environment

from the protected (separated) network. This feature

will be implemented by a hardware firewall, which is

designed to protect the devices located on the sepa-

rated network (separated from user interference)

while also allowing the transmission of data from

the separated network to the “mirror server” and

from the “mirror server” to the public network. For

the “mirror server” in the firewall configuration,

a separate network will be defined – the so-called

demilitarized zone (DMZ). In this zone, the server

is protected against possible interference by exter-

nal factors (users, malicious software) not only by

operating system mechanisms but also by the net-

work mechanisms of the firewall (Fig. 3) [7, 8].

Fig. 3. Mirror server localized

in demilitarized zone [4]

This solution of securing the separated network

was in the above-mentioned study from the Centre for

the Protection of National Infrastructure (CPNI) [5]

was rated at 12.5 points (on the 15-point scale).

Limitation of access to the designated access

points, as referred to in §750, Sec. 2, Point 1 will be

implemented using network mechanisms: VLANs

or individual IP addresses that will be assigned to

the zones defined by the firewall device.
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The use of a firewall to secure a dedicated network

also makes it easy to meet time synchronization

requirements in devices, referred to in §750 (1) of

the RME [1]. A mine-wide IT network in PGG is syn-

chronized with the STRATUM-1 class Universal

Time Clock (Coordinated Universal Time) server,

which is available on the INTERNET via NTP over

the WAN. All WAN node devices are configured

in such a way that they are both NTP time servers

for computers operating in a teleinformatic network

(Fig. 4). On the other hand, operating systems start-

ing from MS Windows XP, UNIX, and LINUX have

a built-in NTP “client” mechanism that, when cor-

rectly configured, assumes that these machines have

a source of time close to the UTC time. It is also im-

portant that no additional software is required for

these operating systems to support NTP.

Fig. 4. Time synchronization using NTP protocol [4]

Due to the fact that the firewall protecting the

“separated network” (Figs. 3 and 4) is located on

the boundary of the separated and general networks,

it has contact with both networks and can be synchro-

nized with the time source located in the public net-

work and, simultaneously, a source of time for the

separated network using NTP protocol. Thus, all
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devices in the PGG network can be synchronized with

the same time source. The replication of such a solu-

tion in all mines also provides the possibility of using

the indications of some neighboring mine systems for

identifying and locating events at mine boundaries

(e.g., seismic waves) [4].

Redundant devices usually used at the point of

contact with the Internet enable the use of several

independent “ISPs,” a large number of UTC time

servers on the Internet, and WAN PGG redundancy

guarantees that the probability of losing time syn-

chronization with UTC time is negligible. Even if

PGG is completely disconnected from the Internet,

this will not cause devices to lose time synchroniza-

tion. In this case, the synchronization will continue

not with the UTC source but with the main access

router [4].

This solution is already used in PGG for public ac-

cess networks. The accuracy of time synchronization

is better than that provided by §750, Sec. 3 RME [1].
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It is generally believed that sufficient protection

against malware is to provide an update to operating

systems by running the up-to-date fixes published by

the manufacturer and having an anti-virus system in-

stalled on the computer. This is the case for most

home and office IT systems. In control and surveil-

lance systems, this may be unrealistic or dangerous.

It may be that updating operating system or installing

antivirus system in such way affects the operation of

the computer so it may interfere with the operation

of the production system. Of course, a good practice

is checking the correctness of the operation in a test

environment before implementing such changes in

the production system; however, it may not be feasi-

ble for technical and organizational reasons. Mines

may not have second gasometrical systems, commu-

nications, alarms, etc. that can be used for testing

purposes. According to the author, the role of the

manufacturer of the above-mentioned systems should

be to inform about the necessity and purpose of

installing patches or anti-virus systems in them. Man-

ufacturers of industrial system software should be ob-

ligated under maintenance contracts to keep up-to-

-date on the need to update their systems or the risks

of updating for the correct functioning of the systems.

This is not the case for systems that are designed to

present data that can be reproduced in a test environ-

ment and tested for performance after the operating

system patch is implemented or to investigate the im-

pact of antivirus systems on their performance.

System upgrades in separated networks will be

made from patch distribution servers and anti-virus

signatures located in the PGG network (rather than

directly from the Internet), administered by autho-

rized individuals according to individual policies set

for each device. This solution is successfully used

in the IT network of PGG.

Figure 5 [4] shows an example of deploying Mi-

crosoft operating system updates using Windows

Server Update Services (WSUS).

Fig. 5. Updating Operating Systems [4]

A separate topic is the security of systems that can-

not be patched and/or anti-virus systems installed for

various reasons. Such systems should be separated

into separate networks (VLANs) and security zones

(firewalls), and their communication with other sys-

tems located in other security zones should be limited

to the direction of the transmission of information

and devices that can communicate with one another.

This configuration will be created on the network iso-

lation firewall device [7, 8].

Further protection for such systems is to limit user

administrative rights and block access to USB ports

for connecting storage media and implementing Net-

work Admission Control (NAC) [9]. Such solutions

will reduce the source of threats. This will make it dif-

ficult to service because it will be necessary to assign

rights to the service technician to connect storage

media to a protected PC or to connect the computer

to a protected network (for NAC systems).

The essence of the NAC system is to prevent any

unauthorized (unknowable) system from being al-

lowed to work on the network before they are verified

in terms of security systems (antivirus software, oper-

ating system, etc.). A non-compliant computer will be
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redirected to a subnet (VLAN) of the mine-wide net-

work in which it will be able to download antivirus

software signature updates or patches to the operat-

ing system. Only after installing such updates will

the computer be able to work on a separate network.
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The provisions of §750 of the RME put new re-

quirements on the software used in the OT IT sys-

tems mentioned there. Implementing the require-

ments for using unique user accounts and user

permission hierarchies depends on the system config-

uration of the administrator rather than the software

itself. According to the author’s assurances, the soft-

ware also meets the requirements for logon registra-

tion, logon attempts, and the automation of data ar-

chiving. According to the author’s observation,

the control and surveillance systems do not have the

documentation that allow the data collected by this

system to be used by mines for the purpose of con-

structing other surveillance systems or displaying

data in other systems. This adds to the additional

costs that the mine must incur when implementing

new SCADA systems. According to the author, be-

fore the planned purchase of new solutions, it is nec-

essary to request delivery of detailed documentation

in this regard. In addition, the systems currently in

use are designed in such a way that, without technical

justification, they require administrator privileges on

the computer where they are running. Also in future

tendering procedures, you should set requirements

for the operation of the ordered system without hav-

ing to give the user the authority of the computer ad-

ministrator.
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The provisions of §750 of the RME explicitly de-

fine the minimum scope of activities related to the

use of the systems mentioned in the afore-mentioned

provision, which consists of the proper administra-

tion of user accounts (registered accounts and hierar-

chical permissions) and daily routine activities of data

archiving and backup.

According to the author, when organizing the work

of the services responsible for the proper function-

ing of the OT systems (the systems listed in §750 RM

in particular), the responsibility for the day-to-day

operation of the systems should be separated from

the administration and configuration of security sys-

tems. This will increase the level of security by pre-

venting users from misusing administrative privileges

in the current system.
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The new RME regulations [1], which came into

force on July 1, 2017, allow for the implementation

of modern security solutions, leaving a great deal of

freedom in their choice. The solutions recommended

here are to increase data security and increase the re-

liability of systems running on separated networks.

The devices and systems used in the solutions de-

scribed above are typical devices used in computer

science. This guarantees the uniformity of security

systems and, therefore, the ease of system manage-

ment, transparency of procedures, and low imple-

mentation cost.
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