
 

Management Systems  
in  

Production Engineering  

  
2022, Volume 30, Issue 2, pp. 156-162 
 

 

© 2022 Author(s). This is an open access article licensed under the Creative Commons BY 4.0 (https://creativecommons.org/licenses/by/4.0/ 

Date of submission of the article to the Editor: 12/2021 
Date of acceptance of the article by the Editor: 04/2022 

DOI 10.2478/mspe-2022-0019 

 
 
 

SECURITY AND PRIVACY OF CUSTOMER DATA AS AN ELEMENT CREATING 
THE IMAGE OF THE COMPANY 

 
 
 

Justyna ŻYWIOŁEK 
Czestochowa University of Technology 

 

Antonio TRIGO 
Polytechnic Institute of Coimbra 

 

Joanna ROSAK-SZYROCKA 
Czestochowa University of Technology 

 

Muhammad Asghar KHAN 
Hamdard University 

 
 
 
 

Abstract: 
COVID-19, mobility, socio-social changes have transferred to the world of social media communication, purchas-
ing activities, the use of services. Corporate social media has been created to support clients in using various 
services, give them the possibility of easy communication without time and local barriers. Unfortunately, they still 
very rarely take into account the security and privacy of customers. Considering that the purpose of this article is 
to investigate the impact of social media on the company's image, it should be remembered that this image also 
works for the security and privacy of customer data. Data leaks or their sale are not welcomed by customers. The 
results of empirical research show that the safety, simplicity and variety of services offered on social media have 
a significant impact on the perceived quality, which in turn positively affects the reputation. The authors proposed 
a methodology based on the Kano model and customer satisfaction in order to examine the declared needs and 
undefined desires and divide them into different groups with different impacts on consumer satisfaction. The 
interview participants were employees of 10 randomly selected companies using social media to conduct sales or 
service activities. 5,000 people from Poland, Portugal and Germany participated in the study. 4,894 correctly com-
pleted questionnaires were received. 

 
Key words: social media in the company, security and privacy, online company, corporate image 

 
 
INTRODUCTION 
The COVID-19 pandemic that has been ongoing since 2019 
has contributed to an increase in activity in all types of 
social media [1]. The emergence of social media resulted 
in the transfer of social life, communication there, often 
also shopping, work, technical forums, places for 
providing information and advice [2, 3]. These sites are 
not considered a data or privacy threat at all [4]. All social 
media activities are based on the user's consent, which 
threatens our privacy. The individual stages of registration 
require data and consents, but keeping a profile allows 
you to use photos, locations, news, but also to obtain data 
from joining events, groups or liking company websites. 

Officially, this data is used for marketing and profiling 
purposes, but it is a tempting booty for online players [5]. 
Another problem is the use of social media for business 
communication or business e-mails, which puts 
enterprises at risk. The published reports and scientific 
research show that in 2020 51% of the population is 
actively using social networks [6, 7]. This number is 
growing at an alarming rate from year to year, and the 
pandemic has magnified this effect [7]. As research shows, 
the most popular social networking sites still include 
facebook, YouTube, Instagram and TikTok [8, 9]. Statistical 
reports in many countries agree that every second or third 
activity related to the use of the Internet is activity in 
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social media [10, 11, 12]. The first is still searching for 
information, followed by social media, products or 
services and e-mail [13]. 
The owners of social media websites administer personal 
data in many categories, often we also declare a place of 
work [14], holidays or hobbies [15], and users have no idea 
about it at all [16, 17]. On the basis of voluntarily provided 
data [18, 19], such as IP address [20], brand and model of 
a laptop or phone [21], searched content, calendar 
information or clicked ads, as well as the content of the 
cloud [22], a person's profile can be built [23]. All network 
traffic is monitored, which means that having a company 
for the free and voluntary data collected, companies have 
to pay for the portals to direct their activities to the right 
people. Activities carried out by social networks threaten 
not only our pocket but also the safety and privacy of users 
[24, 25, 26]. 
The research article deals with the security and privacy 
gap in using company profiles for sales and marketing 
activities. The quality of these activities and the 
customer's sense of security have a positive impact on the 
perception of the company [27, 28]. 
 
LITERATURE ANALYSIS AND RESEARCH MODEL 
In today's world, an individual who does not have a profile 
on one of the social networks does not exist in society [29, 
30]. Users of social networks prefer to meet with each 
other in the virtual world than in the real world. In today's 
world, social media has taken over the role of 
interpersonal contacts [11]. As a result, the ability to make 
interpersonal contacts is lost, because in virtual reality it 
is easier to make contacts due to the sense of anonymity. 
The popularity of social networking sites has been noticed 
by companies [13]. More and more of them have their 
profiles, on which they present their offer, associate 
people who like it [31, 32]. When looking for employees, 
employers use the profiles of potential candidates. Social 
networks also create jobs, as a person who has something 
to say on other interesting topics can count on a large 
number of entries [33]. 
Social media has proven to be one of the most active 
online platforms in the world [34, 35]. It is estimated that 
over 3.6 billion users in 2020 will affect approximately 4.4 
billion people within five years [36, 37]. One of the 
distinguishing features of social media is the facilitation of 
peer-to-peer communication and seller-buyer 
relationships [38, 39]. 
This study analyzes consumer behavior on social media, 
their perceptions of security and privacy. These behaviors 
are transferred strictly to the assessment of the image of 
the company that functions in the world of social media. 
Social media and company profiles determine their image, 
but the aspect that the security of resources also 
determines the company's image is still omitted [40, 41, 
42]. Lack of studies declaring security and privacy as an 
element of the image [43, 44]. There is no definition of 
what constitutes a company's online reputation [45, 46, 
47], this study should reveal some dimensions of social 
media and their impact on the company's image [48, 49]. 

We define the following dimensions of the online image: 
possible threats [50], privacy [51], resource security [52], 
user security and simplicity [53, 54, 55]. Earlier empirical 
results show that customer satisfaction increases when 
they perceive the company and its image as appropriate 
[56, 57], indicating that image in social media is associated 
with customer trust and ultimately with the company's 
reputation [58]. User safety is perceived as the ability to 
navigate on social media in accordance with the law, with 
negligible risk, while ensuring that the activities carried 
out by enterprises are reliable, clear and professional [59, 
60, 61, 62, 63]. The time of response to inquiries and 
response to risks is also an important safety factor [64, 
65]. 
Safety has been shown to be one of the most important 
determinants of social media adoption by Generation Y 
[66]. As some previous studies show, safety can be 
considered an important dimension of quality and a 
positive corporate image [67, 68]. To test the effects of 
security research in social media, we make the hypothesis: 
H1: The behavior of people in social media on company 
profiles has an impact on the image of the company. 
H2: Security and privacy determine the level of image 
evaluation. 
Each client, employee, person has contact with the 
company's social media, leaves an individual trace, a kind 
of evaluation after their stay on such a profile. Silent users 
constitute a lack of interest and this is an immeasurable 
value, if they leave no likes or comments after their stay. 
Most often they kill time browsing the internet. Social 
media users who are interested in us are active on 
company profiles, becoming customers of services, 
products, propositions, those who interact with the 
enterprise. 
Conscious users of social media pay attention to various 
aspects of their activities, including their safety and 
privacy. Research on security shows patterns of conduct 
and safe behavior, some of them know the rules on 
privacy. However, knowing the rules has nothing to do 
with the behavior presented by users. The noticed 
research gap contributed to the desire to recognize it. The 
aim of the study was: 

− identifying factors influencing the company's image in 
social media, 

− determining the relationship between security and pri-
vacy and the image in social media. 

The respondents were from 18 to 70 years old. Among 
them were 63% women and 36% men. The study used an 
online survey as a research method. The interview 
participants were employees of 10 randomly selected 
companies using social media to conduct sales or service 
activities. 5,000 people from Poland, Portugal and 
Germany participated in the study. 4,894 correctly 
completed questionnaires were received. 
The analysis of the data obtained as a result of the 
conducted research included three stages: in the first 
stage, the research model was built, in the second stage 
the results were compared, and in the third stage, 
inference was made. 
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RESULTS 
On the basis of previous studies presented in many 
scientific papers, the factors that occurred most often 
were identified as repeating, ie those that are often 
referred to by employees of the studied enterprises and 
scientists [69]. Gathering information on the features that 
determine the image of an enterprise [70, 71, 72], one can 
also analyze the rich literature on this subject [73]. By 
analyzing this article and the research conducted by the 
authors, as well as other works, it was possible to 
distinguish a group of factors that are most often defined 
as those that have the greatest impact on the sense of 
security and privacy [74]. These factors helped to create 
the survey on which the survey was based [75, 76, 77]. 
In the first part of the empirical results, we discuss the 
factors perceived by the respondents: the three elements: 
image, security and privacy. The study shows that these 
factors are located in three main areas, presented in Table 
1 (the adopted scale is from 1 to 7, where 1 means little 
importance, and 7 – complete determination). 
 

Table 1 
Factors determining image in social media 

No Threat/Opportunity 
Custumer's 

point of 
view 

the company's 
point of view 

security 

1 password policy 4 1 

2 breaking into user accounts 1 1 

3 fake accounts 3 1 

4 
no need to register  
an account 

7 7 

5 viruses/worms 7 5 

6 ads/links 7 7 

privaty 

7 the need to provide data 5 7 

8 use of photos/locations 5 7 

9 extending the privacy policy 2 7 

10 
Security of internet connec-
tions, internet access control 

6 3 

11 
Protection of access  
to programs, databases, files 

1 4 

12 access to groups 4 2 

corporate image 

13 image perception 3 6 

14 access to the data 5 5 

15 clear structure 1 5 

 
The factors described by the clients have been grouped 
and included in fifteen points. The analysis shows that 
company customers and their owners have completely 
different perceptions of the same problems. They look to 
EU for different aspects. 
 
 
 
 

This stage of research is primarily a questionnaire 
describing the potential attributes that should 
characterize the company's image among potential 
customers and employees. [34, 36]. The respondents 
were asked to rate the attributes in cases where they 
occurred (positive attributes) and when they did not occur 
(negative attributes). On the basis of the answers, it was 
possible to indicate features that should be taken into 
account (must be), but also those that affect the overall 
customer satisfaction (one-dimensional). The list of 
positives of the Kano questionnaire features is presented 
in Table 1. The assessment of these features (answers to 
these questions) was based on the following scale: (a) "I 
like it", (b) "It must be like this", (c) "I don't have nothing 
against it", (d) "I can take it", (e) "I don't like it". 
 

Table 2 
Attributes to be assessed 

Attribute 
Number 

Attributes 
(Positive Attributes) 

1 
A company with a good reputation, taking care  
of its image, should have corporate social media. 

2 
Applications, portals and social media sites have  
a positive impact on the perception of the 
company. 

3 Concern for shared content affects the image. 

4 
A company profile allows for certainty of answers 
from people who serve the company's website. 

5 
The client is convinced that the profile is confirmed 
and professional. 

6 
The customer is convinced that his data is safe  
and will not be used or sold without his consent. 

7 
The customer agrees to the privacy policy  
and its rules. 

8 
The company provides the opportunity to ask 
questions on a forum and privately. 

9 
People who are not users of the portal cannot read 
any correspondence. 

10 
Conditions for the use of biometric tools should  
be accessible and understandable. 

11 
Each company can establish  
its own policy/regulations for its profile. 

12 
The offered solutions should be customer-friendly 
and inspire trust. 

13 
Building the image of a safe company that cares 
about the entrusted data has a positive reception 
among customers. 

14 
The company should examine the level of its image 
in terms of security and privacy. 

15 
A company with a good reputation, taking care  
of its image, should have corporate social media. 

 
The comparison of the results obtained with the Kano 
model is presented in Table 3. 
The Figure 1 presents a graphical presentation of the 
results obtained in Table 3. 
 
 
 
 

 



J. ŻYWIOŁEK et al. – Security and Privacy of Customer Data…  159 
 
 

Table 3 
Kano questionnaire results 

Attribute 
Number 

Assessment  
of the Attribute 

Satisfaction 
Index 

Dissatisfaction 
index 

1 M 0.64 0.38 

2 M 0.72 0.21 

3 M 0.84 0.07 

4 M 0.79 0.19 

5 I 0.24 0.38 

6 A 0,22 0.72 

7 O 0,68 0.78 

8 O 0.82 0.53 

9 M 0.62 0.12 

10 A 0.32 0.89 

11 M 0.76 0.35 

12 A 0,19 0.62 

13 A 0.27 0.71 

14 M 0.89 0.45 

15 M 0.97 0.30 

 

 
Fig. 1 List of attribute types, where: A – attractive;  
O – one-dimensional; M – must-have; I – indierent; R – reverse 

 
When analyzing the results presented in Table 3, it can be 
seen that the respondents' answers were very diverse. A 
significant number of clients are aware of the need for 
their safety and integrity, and a minority of people 
completely ignore this aspect. Attributes differ in terms of 
privacy, security and the very image perceived through the 
prism of these factors. Table 3 lists the functions that the 
company must perform, marked with the letter M. The 
lack of such factors means that customers do not feel 
confident and the perception of the direction drops 
significantly in their understanding. 
It can be concluded that customers completely 
understand the need for security on social media. By 
comparing the results of these studies with previous 
studies available in the literature, it was possible. You can 
see that the respondents pointed to certain security and 
privacy features that were repeated in other surveys. 
According to the map shown in Figure 1, you can see that 
many of the attributes were actually a mix of functions. 
Most of the points are on the right side of the map (high 
level of dissatisfaction), with most of the points in the 
center of the map (i.e. in the middle of the right edge, 

halfway between the one-dimensional and the basic ones 
in Table 3). This map helped identify the necessary 
attributes and other types of attributes. The map of the 
attributes of this research venture is shown in Figure 2. 
 

 
Fig. 2 Map of attributes according to the Kano questionnaire 

 
CONCLUSIONS 
The changing environment, constant competition, 
developing technology, new methods of communication 
force enterprises to adapt to the constantly changing 
customer requirements and forms of their service, for 
example in social media [78, 79]. Social networks are one 
of the strongest drivers of change [80, 81]. Places where I 
have a conversation, I do my shopping. This place or tool 
causes anxiety in many entrepreneurs. These days, 
companies that stand still when it comes to technology 
are going backwards when it comes to development. And 
the factor forcing changes in enterprises is the concept of 
security and privacy of enterprise customers [82]. 
The specific dimensions of security, control and privacy in 
a biometric business have specific advantages and 
disadvantages [83, 84, 85]. All dimensions need to be 
linked together for both short and long term benefits, and 
the company maintains a balance between all these 
dimensions. 
The article uses the company image assessment 
questionnaire based on the research model and 
hypotheses, as well as the Kano customer satisfaction 
assessment model to indicate the features of the 
company's image. Therefore, it should be emphasized that 
the respondents are aware of threats and see the need for 
enterprises to act in a way that ensures a sense of security 
and privacy. 
The methodology used in the article is very universal. The 
survey questionnaire and the Kano questionnaire created 
for research purposes can be used by companies from 
other industries to design activities in social media and 
assess the quality of their activities and image. 
Through this research, this article aims to understand the 
importance of the quality of a company's content, 
products and services on social media and its relationship 
to reputation. This article also aimed to contribute to the 
current literature by identifying the aspects of corporate 
social media activity that are arguably the most fueling of 
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corporate reputation growth. Given that reputation is the 
perception or public image of a company, it is not directly 
controlled and therefore difficult to manipulate. For 
example, future research should include a group of 
industry-specific respondents and seek to include more 
objective means of assessing the quality of online e-
activity as well as reputation. In addition, there are 
additional elements that can influence the perceived 
quality and image. 
   
REFERENCES 
[1] D.C. Edelman, “Branding in the digital age”, Harvard 

Business Review, vol. 88, no. 12, p. 62, 2010. 
[2] M. Bruhn, V. Schoenmueller, and D. B. Schäfer, “Are social 

media replacing traditional media in terms of brand equity 
creation?”, Management Research Review, vol. 35, no. 9, 
pp. 770-790, 2012, doi: 10.1108/01409171211255948. 

[3] As Social Media Matures, Branded Communities Will Make 
A Comeback in 2015. (2014). Forrester. 

[4] T.R. Cosenza, M.R. Solomon, and W. Kwon, “Credibility in 
the blogosphere: A study of measurement and influence 
of wine blogs as an information source”, J. Consumer 
Behav., vol. 14, no. 2, pp. 71-91, 2015, doi: 
10.1002/cb.1496. 

[5] M.T. Adjei, “Enhancing relationships with customers 
through online brand communities”, MIT Sloan 
Management Review, vol. 53, no. 4, p. 22, 2012. 

[6] A. Marmor, “Privacy in Social Media”, in The Oxford 
Handbook of Digital Ethics, C. Véliz and A. Marmor, Eds.: 
Oxford University Press, 2021. 

[7] M. Laroche, M.R. Habibi, M.-O. Richard, and R. 
Sankaranarayanan, “The effects of social media based 
brand communities on brand community markers, value 
creation practices, brand trust and brand loyalty”, 
Computers in Human Behavior, vol. 28, no. 5, pp. 1755-
1767, 2012, doi: 10.1016/j.chb.2012.04.016. 

[8] I.R. Management Association, Ed., Brand Culture and 
Identity: IGI Global, 2019. 

[9] L.L.E. Muinonen and A. Kumar, “Building City Brand 
Through Social Media”, in Brand Culture and Identity, I. R. 
Management Association, Ed.: IGI Global, 2019, pp. 674-
694. 

[10] M. Phan, R. Thomas, and K. Heine, “Social Media and 
Luxury Brand Management: The Case of Burberry”, Journal 
of Global Fashion Marketing, vol. 2, no. 4, pp. 213-222, 
2011, doi: 10.1080/20932685.2011.10593099. 

[11] B. Rishi and S. Bandyopadhyay, Eds., Contemporary Issues 
in Social Media Marketing. 1 Edition. New York: Routledge, 
2017.: Routledge, 2017. 

[12] D. Rosen, Ed., The Social Media Debate. New York: 
Routledge, 2022. 

[13] R. Rishika, A. Kumar, R. Janakiraman, and R. Bezawada, 
“The Effect of Customers' Social Media Participation on 
Customer Visit Frequency and Profitability: An Empirical 
Investigation”, Information Systems Research, vol. 24, no. 
1, pp. 108-127, 2013, doi: 10.1287/isre.1120.0460. 

[14] A. Sadh, “Role of Brand Jealousy in Brand Communities on 
Social Networking Media”, IAJBM, vol. 06, no. 01, pp. 1-7, 
2019, doi: 10.9756/IAJBM/V6I1/1910001. 

[15] F. Simon and V. Tossan, “Does brand-consumer social 
sharing matter? A relational framework of customer 
engagement to brand-hosted social media”, Journal of 
Business Research, vol. 85, pp. 175-184, 2018, doi: 
10.1016/j.jbusres.2017.12.050. 

[16] H. J. Schau, A. M. Muñiz, and E. J. Arnould, “How Brand 
Community Practices Create Value”, Journal of Marketing, 
vol. 73, no. 5, pp. 30-51, 2009, doi: 10.1509/jmkg.73.5.30. 

[17] S. Nandan, “An exploration of the brand identity–brand 
image linkage: A communications perspective”, J Brand 
Manag, vol. 12, no. 4, pp. 264-278, 2005, doi: 
10.1057/palgrave.bm.2540222. 

[18] S. Fournier, “Getting brand communities right”, Harvard 
Business Review, vol. 87, no. 4, p. 105, 2009. 

[19] S. Papathanassopoulos, “Privacy 2.0”, Social Media + 
Society, vol. 1, no. 1, 205630511557814, 2015, doi: 
10.1177/2056305115578141. 

[20] S. Singh and S. Sonnenburg, “Brand Performances in Social 
Media”, Journal of Interactive Marketing, vol. 26, no. 4, pp. 
189-197, 2012, doi: 10.1016/j.intmar.2012.04.001. 

[21] L. de Vries, S. Gensler, and P.S. Leeflang, “Popularity of 
Brand Posts on Brand Fan Pages: An Investigation of the 
Effects of Social Media Marketing”, Journal of Interactive 
Marketing, vol. 26, no. 2, pp. 83-91, 2012, doi: 
10.1016/j.intmar.2012.01.003. 

[22] S.M. West, “Social Media as Social Infrastructures”, in The 
Social Media Debate, D. Rosen, Ed., New York: Routledge, 
2022, pp. 5-19. 

[23] J. Żywiołek, J. Rosak-Szyrocka, and B. Jereb, “Barriers to 
Knowledge Sharing in the Field of Information Security”, 
Management Systems in Production Engineering, vol. 29, 
no. 2, pp. 114-119, 2021, doi: 10.2478/mspe-2021-0015. 

[24] D. Godes et al., “The Firm's Management of Social 
Interactions”, Market Lett, vol. 16, 3-4, pp. 415-428, 2005, 
doi: 10.1007/s11002-005-5902-4. 

[25] S.K. N, S.K, and D.K, “On Privacy and Security in Social 
Media – A Comprehensive Study”, Procedia Computer 
Science, vol. 78, pp. 114-119, 2016, doi: 
10.1016/j.procs.2016.02.019. 

[26] S. Narayanan and A. Richa, “Privacy and information 
trading on social media applications”, in Contemporary 
Issues in Social Media Marketing, B. Rishi and S. 
Bandyopadhyay, Eds., 1 Edition. New York: Routledge, 
2017.: Routledge, 2017, pp. 308-319. 

[27] K. L. Keller and D. R. Lehmann, “Brands and Branding: 
Research Findings and Future Priorities”, Marketing 
Science, vol. 25, no. 6, pp. 740-759, 2006, doi: 
10.1287/mksc.1050.0153. 

[28] H. Fussell Sisco and T. McCorkindale, “Communicating 
pink”: an analysis of the communication strategies, 
transparency, and credibility of breast cancer social media 
sites”, Int. J. Nonprofit Volunt. Sect. Mark., vol. 18, no. 4, 
pp. 287-301, 2013, doi: 10.1002/nvsm.1474. 

[29] N. Ind, O. Iglesias, and M. Schultz, “Building Brands 
Together: Emergence and Outcomes of Co-Creation”, 
California Management Review, vol. 55, no. 3, pp. 5-26, 
2013, doi: 10.1525/cmr.2013.55.3.5. 

[30] M.Z. Iqbal, “Unhiding the Effect of Social Media Marketing 
Activities & Benefits and Brand Experience on Consumer 
Based Brand Equity”, IJSSE, vol. 2, no. 1, 2021, doi: 
10.46745/ilma.ijsse.2021.02.01.03. 

[31] A. Seetharaman, Azlan Bin Mohd Nadzir, Zainal, and S. 
Gunalan, “A conceptual study on brand valuation”, Journal 
of Product & Brand Management, vol. 10, no. 4, pp. 243-
256, 2001, doi: 10.1108/EUM0000000005674. 

[32] J. Żywiołek, J. Rosak-Szyrocka, and M. Mrowiec, 
“Knowledge Management in Households about Energy 
Saving as Part of the Awareness of Sustainable 
Development”, Energies, vol. 14, no. 24, p. 8207, 2021, 
doi: 10.3390/en14248207. 



J. ŻYWIOŁEK et al. – Security and Privacy of Customer Data…  161 
 
 

[33] T. Sakaki, M. Okazaki, and Y. Matsuo, “Earthquake shakes 
Twitter users”, in 2010. 

[34] N. Park, K.F. Kee, and S. Valenzuela, “Being immersed in 
social networking environment: Facebook groups, uses 
and gratifications, and social outcomes”, CyberPsychology 
& Behavior, vol. 12, no. 6, pp. 729-733, 2009, doi: 
10.1089/cpb.2009.0003. 

[35] M. Trusov, R.E. Bucklin, and K. Pauwels, “Effects of Word-
of-Mouth versus Traditional Marketing: Findings from an 
Internet Social Networking Site”, Journal of Marketing, vol. 
73, no. 5, pp. 90-102, 2009, doi: 10.1509/jmkg.73.5.90. 

[36] J. Westwood, Ed., Social Media in Social Work Practice. 1 
Oliver’s Yard, 55 City Road London EC1Y 1SP: SAGE 
Publications, Inc, 2019. 

[37] M. Zimdars, “Mis/Disinformation and Social Media”, in The 
Social Media Debate, D. Rosen, Ed., New York: Routledge, 
2022, pp. 120-136. 

[38] S.L. Vargo and R.F. Lusch, “Evolving to a New Dominant 
Logic for Marketing”, Journal of Marketing, vol. 68, no. 1, 
pp. 1-17, 2004, doi: 10.1509/jmkg.68.1.1.24036. 

[39] M. E. Zaglia, “Brand communities embedded in social 
networks”, Journal of Business Research, vol. 66, 2-2, pp. 
216-223, 2013, doi: 10.1016/j.jbusres.2012.07.015. 

[40] Social Media Security: Elsevier, 2014. 
[41] S. Aral, C. Dellarocas, and D. Godes, “Introduction to the 

Special Issue – Social Media and Business Transformation: 
A Framework for Research”, Information Systems 
Research, vol. 24, no. 1, pp. 3-13, 2013, doi: 
10.1287/isre.1120.0470. 

[42] B.D. Carlson, T.A. Suter, and T.J. Brown, “Social versus 
psychological brand community: The role of psychological 
sense of brand community”, Journal of Business Research, 
vol. 61, no. 4, pp. 284-291, 2008, doi: 
10.1016/j.jbusres.2007.06.022. 

[43] “The Role of Social Media to Gain Social Security among 
Citizens in Sulaimani City”, JALHSS, vol. 38, pp. 77-101, 
2019, doi: 10.33193/JALHSS.38.5. 

[44] Knowledge Management, Trust and Communication in the 
Era of Social Media: MDPI, 2020. 

[45] P. Borzymek and M. Sydow, Trust and Distrust Prediction 
in Social Network with Combined Graphical and Review-
Based Attributes, Agent and Multi-Agent Systems: 
Technologies and Applications: Springer Berlin Heidelberg, 
vol. 6070. 

[46] C. Au Yeung and T. Iwata, “Strength of social influence in 
trust networks in product review sites”, in 2011. 

[47] P. Agrawal, Proceedings of the Twenty-ird International 
Joint Conference on Artificial Intelligence, 2013. 

[48] Boshrooyeh, “PPAD: Privacy preserving group-based 
advertising in online social networks”, p. 1, 2018. 

[49] S.T. Boshrooyeh, A. Küpçü, and Ö. Özkasap, “Privado”, 
ACM Trans. Priv. Secur., vol. 23, no. 3, pp. 1-36, 2020, doi: 
10.1145/3386154. 

[50] J. Leskovec, D. Huttenlocher, and J. Kleinberg, “Predicting 
positive and negative links in online social networks”, in 
2010. 

[51] R.N. Lichtenwalter, J.T. Lussier, and N.V. Chawla, “New 
perspectives and methods in link prediction”, in 2010. 

[52] D. Marquardt, B. Filipczyk, J. Gołuchowski, and J. 
Paliszkiewicz, “Building Public Trust in Social Media”, in 
Managing Public Trust, B. Kożuch, S. J. Magala, and J. 
Paliszkiewicz, Eds., Cham: Springer International 
Publishing, 2018, pp. 135-152. 

[53] Cohen, “Early detection of spamming accounts in large-
Scale service provider networks”, Knowledge-Based 
Systems, 2017. 

[54] C. Castillo, M. Mendoza, and B. Poblete, “Information 
credibility on twitter”, in 2011. 

[55] G. Cai, J. Tang, and Y. Wen, Trust Prediction with Temporal 
Dynamics, Web-Age Information Management: Springer 
International Publishing, vol. 8485. 

[56] Das, “Anonymizing weighted social network graphs”, p. 
904, 2010. 

[57] M. de Cock and P.P. Da Silva, A Many Valued 
Representation and Propagation of Trust and Distrust, 
Fuzzy Logic and Applications: Springer Berlin Heidelberg, 
vol. 3849. 

[58] R.I.M. Dunbar, “Do online social media cut through the 
constraints that limit the size of offline social networks?”, 
Royal Society Open Science, vol. 3, no. 1, p. 150292, 2016, 
doi: 10.1098/rsos.150292. 

[59] C.-J. Hsieh, K.-Y. Chiang, and I. S. Dhillon, “Low rank 
modeling of signed networks”, in 2012. 

[60] Hirschprung, “Analyzing and optimizing access control 
choice architectures in online social networks”, ACM 
Transactions on Intelligent Systems and Technology (TIST), 
vol. 8, no. 4, p. 57, 2017. 

[61] Gudes, “An Information-Flow Control Model for Online 
Social Networks Based on User-Attribute Credibility and 
Connection-Strength Factors”, p. 55, 2018. 

[62] G.V. Johar, “How to save your brand in the face of crisis”, 
Image, 2012. 

[63] R. Forsati, M. Mahdavi, M. Shamsfard, and M. Sarwat, 
“Matrix Factorization with Explicit Trust and Distrust Side 
Information for Improved Social Recommendation”, ACM 
Trans. Inf. Syst., vol. 32, no. 4, pp. 1-38, 2014, doi: 
10.1145/2641564. 

[64] I. Kayes and A. Iamnitchi, “Privacy and security in online 
social networks: A survey”, Online Social Networks and 
Media, 3-4, pp. 1-21, 2017, doi: 
10.1016/j.osnem.2017.09.001. 

[65] C. E. Kampf, “Connecting Corporate and Consumer Social 
Responsibility Through Social Media Activism”, Social 
Media + Society, vol. 4, no. 1, 205630511774635, 2018, 
doi: 10.1177/2056305117746357. 

[66] I. Khajuria “Social Media Marketing in Creating Brand 
Awareness and Brand Trust”, Manthan, no. 1, 2019, doi: 
10.17492/manthan.spl19.1. 

[67] Kumar, “Relationship Strength Based Access Control in 
Online Social Networks”, p. 197, 2016. 

[68] K.M. Khan and Q. Malluhi, “Establishing Trust in Cloud 
Computing”, IT Prof., vol. 12, no. 5, pp. 20-27, 2010, doi: 
10.1109/MITP.2010.128. 

[69] A.C. Squicciarini, F. Paci, and S. Sundareswaran, “PriMa: a 
comprehensive approach to privacy protection in social 
network sites”, Ann. Telecommun., vol. 69, 1-2, pp. 21-36, 
2014, doi: 10.1007/s12243-013-0371-x. 

[70] A. Mukherjee, B. Liu, J. Wang, N. Glance, and N. Jindal, 
“Detecting group review spam”, in 2011. 

[71] Misra, “IMPROVE-Identifying Minimal PROfile VEctors for 
similarity-based access control”, p. 868, 2016. 

[72] A. Mishra and A. Bhattacharya, “Finding the bias and 
prestige of nodes in networks based on trust scores”, in 
2011. 

[73] Milo, “Boosting SimRank with Semantics”, p. 1, 2019. 
[74] G. Misra and J. M. Such, “How Socially Aware Are Social 

Media Privacy Controls?”, Computer, vol. 49, no. 3, pp. 96-
99, 2016, doi: 10.1109/MC.2016.83. 

[75] A. Squicciarini, S. Karumanchi, D. Lin, and N. DeSisto, 
“Identifying hidden social circles for advanced privacy 
configuration”, Computers & Security, vol. 41, pp. 40-51, 
2014, doi: 10.1016/j.cose.2013.07.007. 



162 Management Systems in Production Engineering 2022, Volume 30, Issue 2 
 

 

[76] H. Rahman and M. Ebrahimi, Eds., Information 
Manipulation and Its Impact Across All Industries: IGI 
Global, 2022. 

[77] A. Oxley, “Security threats to social media technologies”, 
in Security Risks in Social Media Technologies: Elsevier, 
2013, pp. 89-115. 

[78] J. Tang, Y. Chang, and H. Liu, “Mining social media with 
social theories”, SIGKDD Explor. Newsl., vol. 15, no. 2, pp. 
20-29, 2014, doi: 10.1145/2641190.2641195. 

[79] Taheri-Boshrooyeh, “Security and privacy of distributed 
online social networks”, p. 112, 2015. 

[80] H. Tennakoon, “Information Security and Privacy in Social 
Media”, in Advances in Social Networking and Online 
Communities, Information Manipulation and Its Impact 
Across All Industries, H. Rahman and M. Ebrahimi, Eds.: IGI 
Global, 2022, pp. 73-101. 

[81] J. Tang, X. Hu, and H. Liu, “Social recommendation: a 
review”, Social Network Analysis and Mining, vol. 3, no. 4, 
pp. 1113-1133, 2013, doi: 10.1007/s13278-013-0141-9. 

[82] N. Voloch, N. Gal-Oz, and E. Gudes, “A Trust based Privacy 
Providing Model for Online Social Networks”, Online Social 
Networks and Media, vol. 24, p. 100138, 2021, doi: 
10.1016/j.osnem.2021.100138. 

[83] Yu, “My friend leaks my privacy: Modeling and analyzing 
privacy in social networks”, p. 93, 2018. 

[84] M. Yarchi, “Security issues as mirrored in the digital social 
media”, in Routledge Handbook on Israeli Security, S. A. 
Cohen and A. Klieman, Eds., Milton Park, Abingdon, Oxon, 
New York, NY: Routledge, 2019.: Routledge, 2018, pp. 65-
75. 

[85] Voloch, “An MST-based information flow model for 
security in Online Social Networks”, 2019. 
 

 

 
 
Justyna Żywiołek 
ORCID ID: 0000-0003-0407-0826 
Czestochowa University of Technology 
Faculty of Management 
ul. J.H. Dąbrowskiego 69, 42-201 Częstochowa, Poland 
e-mail: justyna.zywiolek@wz.pcz.pl  
 

Antonio Trigo 
ORCID ID: 0000-0003-0506-4284 
Polytechnic Institute of Coimbra 
Coimbra, Portugal 
e-mail: antonio.trigo@gmail.com 
 

Joanna Rosak-Szyrocka 
ORCID ID: 0000-0002-5548-6787 
Czestochowa University of Technology 
Faculty of Management 
ul. J.H. Dąbrowskiego 69, 42-201 Częstochowa, Poland 
e-mail: joanna.rosak-szyrocka@wz.pcz.pl  
 

Muhammad Asghar Khan 
ORCID ID: 0000-0002-1351-898X 
Hamdard University 
Islamabad, Pakistan 
e-mail: m.asghar@hamdard.edu.pk 
 


