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Abstract

A new approach to safety investigations of multss@omplex systems with dependent components sthlar
operation conditions called critical infrastructsiie proposed. The safety function of the critioflastructure
system is defined and determined for an exempliarguit ofI” critical infrastructure. In the developed model,
it is assumed that the system components have tltestaite exponential safety functions with intgydedent
departures rates from the subsets of the safdssthe approach is adapted to safety predicfiail piping
transportation system operating at a maritime port.

1. Introduction Many technical systems belong to the class of
_ complex critical infrastructure systems as a restilt

Currently, the newest trends in the safely,o |arge number of interacting components and
mvespgatlons of com.p.lex t'echnlcal systems ansalysi subsystems they are built of and their complicated
are directed to the critical infrastructures. Imel, o ating processes having significant influence on
a critical infrastructure is a single complex systef i safety. This complexity and the

large scale or a network of complex large Systemgqiqe.infrastructure  and  outside-infrastructure

(set of hard or soft structures) that function yenendencies and hazards cause that there is a need

coIIabora@iver and syne_rgistically in order_to ers develop new comprehensive approaches and
to a continuous production flow of essentials goods

_ eneral methods of analysis, identification,
and services. These are complex systems thag

S e . Prediction, improvement and optimization for these
significant features are inside-system dependencie mplex system safety. We meet complex critical

and outside-system dependencies that in the case Q¢ astructure systems, for instance, in piping

damage have significantly destructive influence onyaneportation of water, gas, oil and various cloaini
the health, safety and security, economics andkoci g hstances, in port and maritime transportation.
conditions of large human communities and te”'toryOptimization of the structures, operation processes
areas. These systems are made of large numbgr 9hd maintenance strategies of critical infrastmestu
interacting components and even small perturbations i, respect to their safety and costs is very

can trigger large scale consequences in Criticaly,qiant and very often also complicated and often
infrastructures that may cause multiple threats ing; possible to perform by practitioners because of

human life and activity. For the above reason,1as ahe mathematical complexity of the applied methods.
extended failure within one of these infrastrucsure In addition, analyzing the critical infrastructuris

may result in the critical incapacity or destrutio heir yariable operation conditions and considering
and can significantly damage many aspects of Numaf,oir changing in time safety structures and their

life and further cascading across the critical jrong components and subsystems dependability
infrastructure boundaries, they have the potefaial 5.4 resulting in changes of their safety

multi-infrastructural collapse with unprecedenteéd @ .o acteristics becomes much more complicated
transnational dangerous consequences. Adding to this analysis, the outside of the critica
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infrastructures hazards coming from other systems- T(u), i =212,...,n, nON, are random variables
from natural cataclysm and from other dangerous representing the lifetimes of componeBtsn the
events makes the problem essentially more difficult  safety state subsét,u+1,...,7, while they were
to become solved in order to improve and to ensure ;, the safety stateat the moment= 0

high level of these systems safety. __— T(u)is a random variable representing the lifetime
From the point of view of more precise analysis of ¢ " 4 system in the safety state subset
the safety and effectiveness of critical infrasiines, {u,u+1...,7, while it was in the safety stazeat

the developed methods should be based on a
multistate approach [4]-[5], [11]-[14] to these
complex systems safety analysis instead of normally
used two-state approach. This will enable different
critical infrastructure inside and outside safebtes at the moment = 0,

to be distinguished, such that they ensure a S() is the system safety state at the montent
demanded level of the system operation effectienes t U< 0,), given that it was in the safety statat

with accepted consequences of the dangerous the moment=0.

accidents for the environment, population, etc. The above assumptions mean that the safety sthtes o
In most safety analyses, it is assumed thathe ageing system and components may be changed
components of a system are independent. But inn time only from better to worse.

reality, especially in the case of critical

infrastructures, this assumption is not true, st the Definition 1 A vector

dependencies among the critical infrastructure

systems components and subsystems should be S(t,))=[S ¢,0),S¢D,....S(t, 2)] 1)
assumed and considered. It is a natural assumption,

as after decreasing the safety state by one ofgr t 0<0,,0), i =12,...,n where

components in a subsystem, the inside interactions
among the remaining components may cause further
components safety states decrease [9]-[10]. Intyeal

in the critical infrastructures, it may even catise ) N
whole system safety state dangerous degradation. for t0<0,), u= 01...,2,is the probability that the
To tie the results of investigations of the critica component E; is in the safety state subset
infrastructures inside-dependences together wigh th{u,u+1...,z at the moment, t < 0,»), while it
results coming from the assumed in the criticalwas in the safety staat the moment= 0, is called
infrastructures  outside-dependencies, the semithe multistate safety function of a componEnt
Markov models [1]-[3], [7]-[8] can be used to

describe the complex systems operation processepefinition 2 A vector

This linking of the inside and outside the critical

infrastructures dependencies and including other St,) =[S(,0),S()),...,S(t, 2)], tO<0,»), (3)
outside dangerous events and hazards coming from

the environment and from other dangerous processegnere

under the assumed their structures multi-state

models, is the main idea of the critical infrastares _ — N —

safety analysis methodology [5]-[6]. S(tu) =PEB 2ul(0)=2) =P(T(W >Y “)

the moment = 0,
s(t) is a componenkE; safety state at the moment
t, t < 0,0), given that it was in the safety state

SEu)=P(s®)2uls0) =2 =P(T()>1) (2)

for t 0< 0,:), u=0,1,...7, is the probability that the

_ _ _ system is in the safety state subgeti+1....2 at the
In the multistate safety analysis to define a syste momentt, t < 0,00), while it was in the safety state

composed ?f n, NnON, ageing components We , . yhe moment = 0, is called the multi-state safety
assume that: function of a system.

— E, i=122...,n, are components of asystem, ' The safety functionss (t.u dndS(tu), t < 0,00, U
— all components and a system under con3|derat|or; 0.1,.7 defined by (2) and (4) are called the
have the set of safety states {0,1z},..z>1, 1=reh y

h f dered. th , hcoordinates of the components and the system
— the safety states are ordered, the state 0 is thg, ,istate safety functions .y andS(t,) given by

worst and the stateis the best, espectively (1) and (3). It is clear that from
— th t d th t fet tat L N
€ component an € system salely Sae%)eflnmon 1 and Definition 2 for u=0, we have

degrade with time,
S(t,0)=1and S(t,0) =1

2. Multistate approach to safety analysis
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Moreover, is the mean lifetime of the system in thewherer (t) is the inverse function of the system risk

safety state subséti,u+1,...,z i} defined by functionr(t).
= [S@,uydt, u=1,2,... .
H() !)S( Wt u=12,..2, ®) 3. Safety of ‘m out of I” system with

dependent components
and is the standard deviation of the system lifetim

the safety state subsgt,u+1...z ig given by One of the basic multistate safety structures with

components ageing in time an@ dut of|” systems.

o(u) =yn(u) -[p)]* ,u=12,.z (6)  Definition 4 A multi-state system is calledrf'out of
I” system if its lifetimeT(u) in the safety state subset
where {u,u+1,...,z is given by
n(u) = 2Jt S(tu)dt, u=1,2,..2. @ TW=TpW,m=12.4u=l..z
0

. _ whereT,_ ., (u) is thel-m+1-th order statistic in the
Moreover, the mean lifetimes of the system in the

safety statel, u = 12,...,z, sequence of the component lifetimggu) , T,(u), . .
o T (u).

) The above definition means that the multistate “
out of I” system is in the safety state subset
{u,u+1,....zZ if and only if at leasim out of its|

where components are in this safety state subset.

Z(U) = [ pt,uydt, u=1,2,..7,

p(t,u) = P(s(t) = u| s(0) =2)= S(t,u) — S(t,u +12), Definition 5 A multi-state ‘m out of I” system is
called homogeneous if its componefshave the
for u=0L...,z-1, tO<O0), can be found from same safety function

the following relationships [5] StY=[LSeD....S(t2)]

Alu) = y(u)—pu(u+d, u=041...,z2-1,
for t < 0,), i =12,...,l, with the coordinates

H(2) = u(2). )
S(t,u) = S(t,u) for t0<0,0), u=1,...,2
Definition 3 A probability i=1,2,.l.
r(t) = P(s(t) <r | s(0) =2) = P(T(r) < 1), (10) In a multi-state fn out of|” system with dependent
t 0< 0,00), components we may consider the dependency of the

changes of their ageing safety states and assuahe th
that the system is in the subset of safety statesev after changing the safety state subset by oneef th
than the critical safety state r O{1,....2} while it system components to the worse safety state subset,

was in the safety stateat the moment = 0 is called the lifetimes of the remaining system components in
a risk function of the multi-state system [5]. this safety state subsets decrease. More exacHy, w

Under this definition, from (4), we have assume that ifuv,v = 012,...,1 -1, components of
the system are out of the safety state subset
r(t) = 1- P(s(t) =1 | S(0) =2) = 1- S(t,r), a1 {wu+l..z, the mean values of the lifetimes
t (< 0,00), T'(u) in this safety state subset of the system
remaining components are given by
and if 7 is the moment when the system risk exceeds
a permitted leved, then . v | -v
P ELT,"(u)] = ELT, (W] - EIT.()] = —— ET ()]
r=r7(9), (12)
fori=22...,I, u=12...,z
Hence, for the case when components have
exponential safety functions given by
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StY=[LS¢D,...,S(t 2)], t O< 0,0), (13) operation procesZ(t) staying at the operation
fori=12....|. where states at the moment= 0;

— the matrix [p,],, of probabilites p, ,

1 t<0 b,1=12...v, b#l, of the system operation
S (t,u) ={expFA(u)t], t = 0,A(u) = 0, (14) processZ(t) transitions between the operation
=12 statesz, and z ;

— the matrix [H, ()], of conditional distribution
with the intensity of departurg(u) from the safety functions  H,(t)=P(, <t) b 1=12..v,
state subsef{u,u+1...,2}, we get the following b#l, of the system operation procesXt)
formula for the intensities of departure from this  conditional sojourn timesd, at the operation
safety state subset of the remaining components states.

The mean values of the conditional sojourn tirfgs

9 () :I|_/](u) forv=012...1-1 (15) of the system operation proced$) are given by

-vU
u=12...z M, = E[8,]= [tdH, (), bl =12...v, b#l. (17)
0
Proposition 1[6]. If in a homogeneous multi-state
“m out of” system From the formula for total probability, it followthat
(i) the components have exponential safetythe unconditional distribution functions of the
function given by (13)-(14), sojourn times 6, b=12..v, of the system

(ii) ~the components are dependent, operation procesZ(t) at the operation statey,

(i) the intensities of departure from the safety stateb

subsets of the system components are given by =12....,v, are given by [3]

(15), )
then the multistate system safety function is gilgn H,t) = >Xp,H,t), b=12...v. (18)
the formula 1=
St,) =[LSt)....,S(t 2)], Hence, the mean value€[d, o¢f the system
operation procesg(t) unconditional sojourn times
where 6., b=12,...v, at the operation states are given by
S(t,u) = |i:%exp[—l/l(u)t], t=0, (16) M, = E[G] = épnle' , (19)
u=1...,z
where M, are defined by the formula (17).
4. System operation at variable conditions The limit values of the system operation procegs
We assume that the system during its Operaﬁor{ransient probabilities at the particular operation
states

process is taking, v O N, different operation states
z2,2,,...,2,. Further, we define the system RO =P = 2), t0< 04x), b=12,...\v,
operation proces<(t), t<0,+), with discrete

operation states from the sefz,z,...,z }. aregiven by [5]
Moreover, we assume that the system operation

processZ(t) is a semi-Markov process [5] with the o _ M, 3

conditional sojourn timed,, at the operation states Ry = lim P (1) = ilﬂ\/l » b=12..v, (20)
z, when its next operation stateZs b, =12,...,v, =1 '

bzl . :
Under these assumptions, the system operatiof/nereM, .b=12...v, are given by (19), while the

process may be described by: steady probabilitiesz, of the vector[r,],,, satisfy
— the vector [p,(0)],, of the initial probabilities the system of equations

p,(0) =P(Z(0) = z), b=12,...v, of the system
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(7] =[]l p,] operation statez,. Consequently, we mark by(u)
S (21)  the system unconditional lifetime in the safetytesta
rm=L subset{u,u+1....z, u=12,...,z, and we define the

system unconditional safety function by the vector

5. Safety of multistate system at variable
operation conditions Sth=1[1, StD,.... St 2], (26)

We assume that the changes of the system operatiqpnere

processZ(t) states have an influence on the system

multistate componentE, i =12,...,n, safety and S(t,u) = P(T(u) >t) for t 0< 0,), (27)
the system safety structure as well. We mark by u=12,...,z

TOW), TP), ....T”(u) the system components

E, E,, ..., E conditional lifetimes in the safety states In the case when the system operati_qn titheis
subset{uu+17, u=12...z and by T®(U)the large enough, the system unconditional safety

function coordinates are given by
system conditional lifetimes in the safety states

§ubset{u,u +1,...,.z}, u=122,...,z, while the system S(t,u) Di B[S, W]® for t=0, (28)
is at the operation state , b=12,...v. Further, we 1 b=1
u=12,...,z,

define the conditional safety function of the syste
multi-state componentg,, i =12,...,n, while the

system is at the operation statg, b=12,....v, by
the vector [5]

where [S(t,u)]”,u=12,..,z,b=12,...v, are the
coordinates of the system conditional safety
functions defined by (24)-(25) ang,, b=12,...v,
St 0 =[1,[SE D™, ... [SE ], 22 are the system operation process limit transient
(S0 (LISl [SE217] (22) probabilities given by (20).
where 6. Safety of multistate ‘m out of I” system
) with dependent components at variable

[S (LW = P(T,% (u) > tZ(t) = 2,) (23 Conditions

for t0<0,0), u=12,..,z E;, and the conditional PVOD[C;J“O” 1 may be generalized in the following
wa .

Proyposition 2 If in a homogeneous multi-staten”

out ofI” system with the shape parameten®’ |©®)

at the operation statg, h=12,...,v,

(i) the components have at the operation state

b=12,...v, the exponential safety function given by

safety function of the multistate system while the
system is at the operation statg b=12,...,v, by
the vector [5]

[SEmN® = [1, [SEDI™, ... [St 2]”1, (24)
where

[SE0®=[1[SED?, .. [SC.2]"]  (29)

[SEW]® = PT® () >tZ(t) = ) (25)
for t 0< 0,»), i =12,...,I®, where

for t0<0,0), u=12,...,z, b=12,...v.

The safety function[S(t,1)]” is the conditional L t<0
probability that the componemt lifetime T® (u) in [S (t,u)]® =1 expHAW)I],t20, (30)
the safety state subst,u+1...,2} is greater thah AWI®=0i=122,..1"

while the proces«(t) is at the operation staie

Similarly, the safety function[s(t,u)]® is the With the intensity of departurgA(u)]” from the
conditional probability that the system lifetime safety state subseti,u+1,...,2,

T®(u) in the safety state subsét,u+1...,Z} is (i) the components are dependent in such a waty tha
after the departure from the safety state subset

reater thant, while the proces<(t) is at the
g P (® {u,u+1,...,z} by v components of theri out ofl”
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system the intensitie§(u)]"” of departures from

S is built of two piping lines composed of steel@ip

this safety states subset of this system remaining€9ments of the diameter 600 mm. The terminal part

components at the operation stam® increase

according to the formula
(b
AW = A,
|® —u
v=012..,19-14,u=12..,z

(31)

then the multistate system safety function is gilvgn
the formula

S() = [1.5¢..... (.2 32)
where
s ) ) T v
sew 0Epl 5 A M expro A
t=0, u=1...,z (33)

7. Safety of port oil piping transportation
system

7.1. Piping system description

is connected with the terminal pa@ by the
subsysten®;. The subsyster§; is built of one piping
line composed of steel pipe segments of the diamete
500 mm and two piping lines composed of steel pipe
segments of diameter 350 mm. The terminal Gast
designated for the loading the rail cisterns with o
products and for the wagon sending to the railway
station of the port and further to the interiortbé
country.
Thus, the port oil pipeline transportation system
consists of three subsystems:
- the subsystens, composed of two pipelines, each
composed of 178 pipe segments and 2 valves,
- the subsyster8, composed of two pipelines, each
composed of 717 pipe segments and 2 valves,
- the subsyster8, composed of three pipelines, each
composed of 360 pipe segments and 2 valves.
The subsystemsS, S,, S,, indicated in Figure 1

are forming a general series port oil pipeline eyst
safety structure presentedrigure 2.

S

S S

The considered oil piping transportation system is

operating at one of the Baltic Oil Terminals that i
designated for the reception from ships, the swrag
and sending by carriages or cars the oil prodiicts.
also designated for receiving from carriages os,car
the storage and loading the tankers with oil prégluc
such like petrol and oil. The considered termirgal i
composed of three pars B andC, linked by the
piping transportation system with the pier. The
scheme of this terminal is presentedrigure 1.

S,

a) (RN

B

I\

C

TERMINAL

Figure 1. The scheme of the port oil transportation
system

The unloading of tankers is performed at the pier

placed in the port. The pier is connected with
terminal partA through the transportation subsystem
S built of two piping lines composed of steel pipe
segments with diameter of 600 mm. In the part
there is a supporting station fortifying tankersrps
and making possible further transport of oil by the
subsystents, to the terminal parB. The subsystem

194

Figure 2 General scheme of the port oil pipeline
system safety structure

The system is a series system composed of two
series-parallel subsysten®, S,, each containing

two pipelines and one series-“2 out of 3” subsystem
S,.

7.2. Piping system operation process

The subsystems , S, and S, are forming a general
series port oil pipeline system safety structure
presented in Figure 2. However, the pipeline system
safety structure and its subsystems and components
safety depend on its changing in time operatiotesta
[5].

Taking into account expert opinions on the
varying in time operation process of the considered
piping system, we distinguish the following as its
eight operation states [2]:
an operation state, — transport of one kind of
medium from the terminal part B to part C using
two out of three pipelines of the subsyst&m

an operation state, — transport of one kind of

medium from the terminal part C to part B using
one out of three pipelines of the subsystgm

an operation state, — transport of one kind of
medium from the terminal part B through part A
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to pier using one out of two pipelines of the contains three pipelines with the scheme showed in
subsystemS, and one out of two pipelines of the Figure 4.

subsystents, , S

- an operation state, — transport of one kind of (({ (( (=()
medium from the pier through parts A and B to (([ ((( (O
part C using one out of two pipelines of the ((( ((( &)
subsystem S, one out of two pipelines in
subsystemS, and two out of three pipelines of B «— C
the subsystens,,

- an operation state, — transport of one kind of
medium from the pier through part A to B using TERMINAL
one out of two pipelines of the subsyst&nand
one out of two pipelines of the subsyst&n

- an operation state, — transport of one kind of
medium from the terminal part B to C using two At the system operation states and z,, the system

out of three pipelines of the subsyste®n, and s series and composed of two series-parallel
simultaneously transport one kind of medium subsystemsS,, S,, each containing two pipelines

from the pier through part A to B using one out of yith the scheme showed Figure 5.
two pipelines of the subsyste® and one out of

Figure 4.The scheme of the port oil piping
transportation system at the operation state z

two pipelines of the subsyste§), S, )
- an operation state, — transport of one kind of «‘(lgﬁ.

medium from the terminal part B to C using one > \\‘%“‘“

out of three pipelines of the subsyst&n and \"\ I B
simultaneously transport second kind of medium \\’ 4 —

from the terminal part C to B using one out of /'

three pipelines of the subsystesn PIER /

The influence of the above system operation state

changing on the changes of the pipeline systen

safety structure is as follows.

At the system operation states and z, , the system ' 19ure 5.The scheme of port oil piping
transportation system at the operation stajasd

is composed of the subsyste®, that is a series-"2 .

out of 3” system containing three series subsystems °

with the scheme showed Figure 3. At the system operation states and z,, the system

S, is series and composed of two series-parallel
1t (((' =) subsystemss,, s,, each containing two pipelines
0 o« (0 and one series-“2 out of 3" subsystesn with the

scheme showed iRigure 6.
(T g

S
B - C s (T t-d
“‘ﬂ- (. ((C (=M
5 A ‘((=“—ﬂ- M (C_=#

G~ S
TERMINAL \t("\‘ S &

A4

Figure 3.The scheme of the port oil piping PIER o

transportation system at the operation statesdz,

PORT

At the system operation state, the system is Figure 6.The scheme of the port oil piping
composed of a series-parallel subsystsmwhich  transportation system at the operation statesdzs
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To identify the unknown parameters of the port olil

possibilities, the approximate evaluations of these

piping transportation system operation process thenean values are as follows:

suitable statistical data coming from its real
realizations should be collected. The lack of M_,=1920 M, =480 M, =19994,
sufficient s_tatlstlcal data abput the port oil ppi M, =1250 M, =11296, M,, =996Q
transportation system operation process causeg that M. =81 M. =57 M. =38
is not possible to estimate exactly its operation 2 =810 2 =975 a7 =380
parameters. However, even on the basis of the My =8747, M., =480 M., =300,
fragmentary statistical data coming from expetts, t M. =4363 M, =10425 M, =325
ort oil piping transportation system operation — - —
Srocess pprgbagbilitiespIo of transi'zons frorrr)1 the Mes =5107, - Mg, =438~ M, 28509

o M,, =510  M,=25857, M, =2380 (35)

operation statez, into the operation statez,,

b, =12,...,7, b#1, can be evaluated approximately. this way, the port oil piping transportation system
Their approximate evaluation are given in the matri operation process is approximately defined and we

below may predict its main characteristics. Namely,
-~ ~ applying (19), (34) and (35), the unconditional mea
0 00220022 0 053401110311 sojourn times of the piping system operation preces
02 o0 0 0 0 0O 08 at the particular operation states are:
1 0 0 0 0 0 0 M. =Elg
M=l 0 o o o o o 1|34 1 =ElG]
0488 0023 0 0023 0 02330234
= p,Myp, + pMy; + psM g + pM 5 + p;M
0095 0 0 0 0667 0 OZSE 12 12 13 13 15 15 16 16 17 17
105310062 0 0 02190188 O | = 0.022[1920+ 0.022[480+ 0.534[1999.4
Unfortunately, it is not possible to identify +.1110 12506 0.311[11296 [ 161052,

completely the matrix of the conditional distrilmni
functions [H, (t)],,, of the sojourn timesg,, for

b, =12,...,7, b#l, and consequently, it is also not
possible to determine the vectpH, (t)],,, of the
unconditional distribution functions of the sojourn
times 6, of this system operation process at the
operation statesz, ,b=12,...,7, defined by (18).
However, on the basis of data coming from practice
and collected by experts operating this piping
system, some hypotheses on the forms of the
distributions describing the system operation pssce

conditional sojourn times,, b,l =12,...,7, b#l,

at the particular operation states can be formdlate
and accepted. In this case, having these distoibsiti
identified, it is possible to evaluate the mearugal
M,, =E[F,] of the conditional sojourn timeg, at

the particular operation states, using the general
formula (17). Otherwise, if the collected statiatic
data is not sufficient to test and to accept tirenfo
of the distributions of the piping system operation
process conditional sojourn timed,, their mean

values M, = E[4, ] may be estimated by applying
the formula for the empirical man values of the

conditional sojourn times at the particular opemati
states. As the results of using the last of these t

M, = E[6,] = p,M,, + p,.M,,
= 0219960+ 0.8[810LC 264Q

M, = E[6,] = p,M,, =1[575=575

M, = E[6,] = p,M,, =1[380=38Q

M, = E[6,]
= PsMg, + Ps;Ms, + oMy, + oM + P My,
= 0.488[8747 + 0.023[480+ 0.023[ 300

+0.233[436.3 +0.233(10425 [ 789.35,
M, = E[6,] = p,Mq + PsM s + P, M,
= 0.095[325+ 0.667(510.7 + 0.238[ 438
C 47576,
M, =E[6,]=p,M, +p M, ,+pM,.+pM,

=05318509+ 0062510+ 021925857
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+0.188(2380[ 149716. (36) exponential safety functions given below and i2a ”
out of 3" system(m® = 2) of these subsystems. The

subsystemS consists of 3 pipelines and in each
pipeline there are:

- 360 pipe segments with conditional three-state
[m,m,, 1,1, 11y, 70, 7T, ] safety functions co-ordinates

=[ﬂ1’r[2’ﬂ3’n4’ﬂ5’n6’n7][pbl]

Considering (34) in the system of equations (24} th
takes the form

7

(3) @ — r
T+ T, + 7T, + 7T, + 7T, + 7T, + 7T, =1, [S®(t1)]” = expF-0.00549],

we get its following solution [S¥(t,2)]” = exp[-0.0074],

77, 00291 7, 10.027, n, L 0.006 77, 00.007, - 2 valves with conditional three-state safety
functions co-ordinates

£ 0301 7, L0144 n, 0224 37
% M7 47 (37) [S®(t1)]® = exp[0.0168],

Hence and from (36), after applying (20), it follew
that the limit values of the piping system opematio [S® (t,2)]” = exp[0.0181].
process transient probabilitigs (t) at the operation

statesz,, b=12,...,7,are given by Consequently, we determine the three-state safety
functions of the system series
p, = 0.395 p, =0.060, p,=0.003 p,=0.002 subsystems/componentsg,, =123 at the

operation state, in the form of the vector
ps, =0.200, p, =0.058 p, =0.282 (38)
[SEN®=[1,[SE]”.[SE2]"]t=0,  (39)

7.3. Piping system safety

L .. _fori=123 with the exponential coordinates
After considering the comments and opinions

coming from experts, taking into account the
effectiveness and safety aspects of the operafion o
the oil pipeline transportation system, we distisgu

[S (t,1)]® = exp[-(360D.0059+ 2 [D.0166)t]

the following three safety statés= @ the system =exp[-2.1572], =123, (40)

and its components:

- a safety state 2 — piping operation is fully safe, [S (t,2)]¥ = exp[-(360[0.0074+ 2 [0.0181)]

- a safety state 1 — piping operation is less safie an
more dangerous because of the possibility of = exp[-2.7002], i = 1,23. (41)
environment pollution,

- a safety state 0 — piping is destroyed. Considering (39)-(41) the subsystems dependence of

Moreover, by the expert opinions, we assume thathe form (31) and applying the formulae either (16)
there are possible the transitions between they (33), we get the piping system conditional safet

components safety states only from better to worsgynction at the operation state of the form
ones and we assume that the system and its

components critical safety stateris 1.

The port oil piping transportation system safety

structure and its subsystems and components safety

depend on its changing in time operation states. Th'Where

influence of the system operation states changing o

the changes of the system safety structure and its [SED]? =[S®(t1)

components safety functions is as follows.

At the system operation state, the system is a i[SEIZ.lS?Z]“
|

composed of the subsystes) illustrated in Figure =0

[SEO” =[L[SED]?, [SE2)]¥], t=0,  (42)

] @)

exp[-3[2.1572]

3, which contains three series subsyste(irts = 3),

each composed of 362 components with the = exp[~6.471@] + 6.4716 exp[-6.4714], (43)
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[S(t2)]® =[S (t,2)]® = exp[-8.1006t] +8.1006t exp[-8.100&]

2
, [8.1008]

exp[-3[2.7002] exp[-8.10061], (49)

v=0

1 [3[2.7002]°
_ sl UI]

= exp[-8.1006] + 8.1006t exp[-8.1006i]. (44) The _ _expec_ted_ valyes of the pipeline system
conditional lifetimes in the safety state subqaf},

The expected values of the pipeline system{2} at the operation state,, calculated from the
conditional lifetimes in the safety state sub4a®}, results given by (47)-(49), according to (5),
{2} at the operation statg,, calculated from the respectively are:

results given by (42)-(44), according to (5),

respectively are: K, Q) £0.464, u, (2)C0.370 year, (50)

4 (1) £0.309, i, (2)C0.247 year, (45) and further, using (9) and (50), the mean values of
the conditional lifetimes in the particular safstates

and further, using (9) and (45), the mean values ofl» 2 at the operation staig, respectively are:
the conditional lifetimes in the particular safstgtes
1, 2 at the operation state, respectively are: H4,@ 00.094, iz, (2) C0.370 year. (51)

H4,@ 00.062, 7, (2) C0.247 year. (46) At the system operation state,, the piping is a
series system composed of two series-parallel

At the system operation state,, the system is subsystemsS and S, illustrated inFigure 5 The
composed of the subsysteB) illustrated in Figure subsystem S contains two series subsystems

4, which contains three series subsyste(ii8 = 3), (1® =2), each composed of 178 components with
each composed of 362 components with thethe exponential safety functions given below and is
exponential safety functions the same as at thearallel system(m® =1) of these subsystems. The
operation stateg, and is a parallel systefm® =1)  subsystemS, consists of 2 pipelines and in each
of these subsystems. pipeline there are:

Considering (39)-(41) the subsystems dependence of 176 pipe segments with conditional three-state
the form (31) and applying the formulae either (16)safety functions co-ordinates

or (33), we get the piping system conditional safet

function at the operation statg of the form [S® (t1)]® = exp[0.0062],

[SE01® =L [SED]?, [SEt2)]?] t=0, (47) [SY(t,2)]® = exp[-0.0088],

were - 2 valves with conditional three-state safety
[StD]? =[S®(t1)]? functions co-ordinates
2 [3[2.1572]° [S®(t)]® = exp[0.0161],
= ZQexp[—S [2.1573]

0=0 Ul [S¥(t,2)]® = exp[0.0182].

= exp[-6.4716] +6.4716 exp[-6.4716] _
Consequently, we determine the three-state safety
. [6.4716]7 64716 “8) functions of the subsystem S  series
exp[-6. ] subsystems/componenks , i =12, at the operation
state z, in the form of the vector
[S2)]? =[s?(t.2)]?
[S(LO1®=[1,[StD]?,[St2]°] t=0, (52)
1 [3[2.7002]°
_ ¢l . ]

v=0

exp[-3[2.7002] for i = 1,2, with the exponential coordinates
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[S (t,1)]® =exp[-(176[0.0062+ 2 [0.0167)t] subsystems/componeni , i =12, at the operation
state z, in the form of the vector
=exp[-1.124&], i =12, (53)
[S(tLD®=[L[SEDI?.[SE2)]?] t=0 (58)
[S (t,2)]® =exp[-(1760.0088+ 2[0.0182)t]
for i = 1,2, with the exponential coordinates
= exp[-1.5852], i=12 (54)

[S (t,1)]® =exp[-(717[D.0062+ 2 [0.0166)t]
Considering (52)-(54) the subsystems dependence of

the form (31) and applying the formulae either (16) = exp[-4.478a], i =12, (59)
or (33), we get the piping subsyste®h conditional
safety function at the operation stateof the form [S, (t,2)]® = exp[—(717[0.0088+ 2 [0.0181)t]
[SPEM® =1L [SPeV]?, [SPE2)]®],  (55) = exp[-6.3458], i=12. (60)
t=0,
Considering (58)-(60) the subsystems dependence of
where the form (31) and applying the formulae either (16)
or (33), we get the piping subsyste®h conditional
[SY @ = 3, [2 EL1|246]U exp[-2[1.1248] safety function at the operation statgof the form
v=0 U

S(z) , 3 — S(Z) (3)’ S(z) 2 (3), 61
= exp[-2.2492] + 2.249% exp[-2.2492],  (56) tio (L™ =[S D™, [s™ 271, (61)

exp[-21.5852] where

[S(l) (t,2)] @) = UZ:)[Z D.i|852]u

_ L[2m@.4788])
= exp[-3.1704] +3.1704 exp[-3.1704].  (57) (ST = 2= — expl2in4788]
The subsystemS, contains two series subsystems = exp[-8.9572] + 8.9572 exp[-8.9572], (62)

(1® =2), each composed of 719 components with
the exponential safety functions given below and is (S (t2)® = i [2[6.3458]" exp[-2[6.3458]

parallel system(m® =1) of these subsystems. The v=0 Ul
subsystemS, consists of 2 pipelines and in each
pipeline there are: = exp[-12.6916] +12.6916 exp[-12.6916]. (63)
- 717 pipe segments with conditional three-state
safety functions co-ordinates Since at the system operation state the piping is a
series system composed of two series-parallel
[S? (t1)]® = exp[-0.0062], subsystemsS, and S, with the conditional safety
functions respectively given by (55)-(57) and (61)-
[S®(t,2)]® = exp[-0.0088], (63), then the piping system conditional safety

function at the operation statg is of the form
- 2 valves with conditional three-state safety
functions co-ordinates [SEOI® =[L [SED]I?, [SEt2)]7], t=0, (64)
[S?(t1)]® = expF0.0164], where

[S?(t,2)]® = exp}-0.0181]. [SEDI® =[SYEDI® [S®(tD]®

_ = [exp[~2.2492] + 2.2492 exp[-2.2492]]
Consequently, we determine the three-state safety

functions of the subsystem S, series [exp[-8.9572] + 8.9572 exp[-8.9572]]
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[exp[-6.471@] + 6.4716 exp[-6.4716]]
= exp[-11.2064t] +11.2064t exp[-11.2064]

= exp[-17.6780t] +17.6780 exp[-17.6780t]
+20.1465% exp[-11.2064t] (65)
+92.6692t° exp[-17.678Q]
[SE21° =[SV 21 [$?(t2)]°
+130.3801° exp[-17.678Q] (70)
=[exp[—3.1704t] + 3.1704t exp[—3.1704]]

[SE2)]“ =[s® 2] [$?t2]? [$?(t.2)]?
[exp[—-12.6916] +12.6916 exp[-12.86164]]

=[exp[—3.1704t] + 3.1704t exp[—3.1704t]]
= exp[—15.8620t] +15.8620 exp[—15.8620x]

[exp[-12.6916t] +12.6916t exp[-12.8616]]
+40.23742 exp[-15.8620t] (66)

[exp[—8.100&] + 8.1006t exp[—8.1006t]]
The expected values of the pipeline system
conditional lifetimes in the safety state subd&g}, = exp[-23.9626] + 23.9626 exp[-23.962G]
{2} at the operation state,, calculated from the
results given by (64)-(66), according to (5), +168.7291° exp[-23.9626]
respectively are:

+326.4331° exp[-23.9626]. (71)
M, (D) € 0.207, i, (2)C 0.146 year, (67)

The expected values of the pipeline system
and further, using (9) and (67), the mean values otonditional lifetimes in the safety state subda®},

the conditional lifetimes in the particular safstgtes {2} at the operation state,, calculated from the
41

1, 2 at the operation stat, respectively are: results given by (69)<(71), according to (5),

respectively are:
H,(@) 00.061, 11,(2) C 0.146 year. (68)

U, (1) C0.156, i, (2)C0.114 year, (72)
At the system operation state,, the piping is a

series system composed of two series-parallehnd further, using (9) and (72), the mean values of
subsystemsS and S,, and one series-“2 out of 3" the conditional lifetimes in the particular safetgtes

subsysten®s, illustrated in Figure 6. The subsystems 1. 2 at the operation sta#g, respectively are:
S and S, components have the same safety
functions as they have at the operation stateand
the subsyste components have the same safet :

.u ystens, P v _ Yt the operation stat
functions as they have at the operation state

Thus, considering the results (64)-(66) and (42),(4
we conclude that the conditional safety function of
the piping system at the operation stajeis of the

form

7, (1) 00.042, 77, (2) £0.114 year. (73)

ez, the piping is a series
system composed of two series-parallel subsystems
S and S, illustrated in Figure 5. The piping system
safety structure and its components safety funstion
are the same as at the operation stafe Thus,
according to (64)-(66), the piping system condition
(SO = [L[SEL]“, [St2)]®], t=0, (69) safety function at the operation stateis given by

where [SEOI® =[L[SED®, [St2)]17], t=0, (74)

[S(t J_)] 4 = [S(l) (t ,1)] ®3) [8(2) (t ’1)] (3) [S 3) (t 1)] ) where
= [exp[-2.2492] + 2.2492 exp[-2.2492]] [S(t1)]® =exp[-11.2064]

[exp[~8.9572] + 8.9572 exp[-8.9572]] +11.2064t exp[-11.2064]
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+20.1465 2 exp[-11.2064] (75) +326.4331° exp[-23.9626]. (81)
[S(t,2)]® = exp[-15.862(] The expected values of the pipeline system
conditional lifetimes in the safety state sub4af},
+15.8620 exp[-15.8620t] {2} at the operation state,, calculated from the
results given by (79)-(81), according to (5),
+40.2374° exp[-15.8620t]. (76) respectively are:

The expected values of the pipeline system /@) C0.156, 1, (2)C0.114 year,
conditional lifetimes in the safety state subqaf},
{2} at the operation state,, calculated from the and further, using (9) and (82), the mean values of

results given by (74)-(76), according to (5), the conditional Iif(_etimes in the parti_cular saf_et;ates
respectively are: 1, 2 at the operation stat, respectively are:

U () C 0.207, 4, (2)C 0.146 year, (77) s (1) 00.042, 7z, (2) £0.370 year.

and further, using (9) and (71), the mean values ofAt the system operation state,, the piping is a

the conditional Iif(_atimes in the parti_cular safetptes  series system composed of the subsyste8)

1, 2 at the operation sta®, respectively are: illustrated in Figure 3. The subsystem structure an
its components’ safety functions are the same as at

H;(1) 00.061, 77,(2) C 0.146 year. (78)  the operation state,. Thus, considering the results

(41)-(43), we conclude that the conditional safety

At the system operation statg,, the piping is a function of the piping system at the operationestat

series system composed of two series-parallelz, is of the form

subsystemsS, and S,, and one series-“2 out of 3”

subsystem S, illustrated in Figure 6. The  [S(tDI” =[L[StD]”, [S(t2)]7], t=20, (84)

subsystems’ structures and their components safety

functions are the same as at the operation state Wwhere

Thus, considering the results (69)-(71), we corelud ,
that the conditional safety function of the piping [S(tD]"” =exp[-6.471@]
system at the operation statg is of the form
+6.4716 exp[-6.4716], (85)
[SEO® =L [SEDH], [SE2]®] t=0, (79)
[S(t,2)]" = exp[-8.100&]
where
+8.1006t exp[-8.1006]. (86)
[S(t1)]© =exp[-17.678]
The expected values of the pipeline system

+17.6780t exp[-17.6780] conditional lifetimes in the reliability state s@ts
{12}, {2} at the operation state,, calculated from
+92.6692t% exp[-17.678Q1] the results given by (84)-(86), according to (5),

respectively are:

+130.3801° exp[-17.678(] (80)
M, (1) CO.309, 1 7(2)C 0.247 year,

® — —
[St.2)] exp[-23.9626] and further, using (9) and (87), the mean values of
the conditional lifetimes in the particular relibdyi

+23.9626 exp[~23.9624] states 1, 2 at the operation state respectively are:

2 —
+168.7291" exp[-23.9624] 7, (1) 00.062, 77, (2) C0.247 year.
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Finally, considering the results (38), (42)-(447)-
(49), (64)-(66), (69)(71), (74)-(76), (79)-(8189)-

(91) and applying the formula (28), we get the mipi

system unconditional safety function
St,D)=[StD, S¢t,2)]1t=0,

where

S(t,1) = 0.399exp[-6.471&]
+ 6.4716 exp[-6.4716]] +0.06(exp[-6.4716&]

+ 6.4716 exp[-6.4716]

2
+16AT18]  o-6.471a]]

+0.003exp[-11.2064t] +11.2064t exp[—-11.2064]
+20.1465 % exp[-11.2064]]
+0.002exp[-17.6780t] +17.6780 exp[-17.678(]
+92.6692t% exp[-17.678(]
+130.3801° exp[-17.678Qt]]
+0.20(Qexp[-11.2064t] +11.2064t exp[—11.2064]
+20.1465 % exp[-11.2064t]]
+ 0.058exp[-17.678Q] +17.6780 exp[-17.678(]
+92.6692t° exp[-17.678(]
+130.3801° exp[-17.6780t]]
+0.284exp[-6.4716]
+6.4716t exp[-6.4716]] fort=0, (90)
S(t,2) = 0.399exp[—-8.1004&]
+8.1006 exp[-8.1006]] +0.06(exp[—8.1006]

+8.1006t exp[-8.1006t]

2
. % exp[-8.100&]]

(89)
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+0.003exp[-15.8620t] +15.8620 exp[-15.862(]
+40.2374% exp[-15.8620t]]
+0.00exp[—23.9626t] + 23.9626 exp[-23.9626]
+168.7291* exp[-23.9626]

+326.4331° exp[-23.9626]]
+0.20(Qexp[-15.8620t] +15.8620 exp[—15.862(]
+40.2374t* exp[-15.8620t]]
+0.058exp[—23.9626t] + 23.9626 exp[-23.9626]
+168.72917 exp[-23.9626]
+326.4331° exp[-23.9626]]
+0.284exp[-8.1006]

+8.1006 exp[-8.1006&]] fort= 0. (91)

The coordinates of the piping system unconditional
safety function are presentedRigure 7.

Sitt
09
038
07
0,6
05 S(t.1
o S(t.2
03
0,2

01

o

0 01 02 03 04 05 0.6 t 07 0.8

Figure 7.The graph of the piping system
unconditional safety function

The expected values of the pipeline system

unconditional lifetimes in the safety state subsets
{1,2}, {2}, calculated from the results given by (89)-

(91) according to (5) and using the results (450)(
(67), (72), (77), (82), (92), respectively are:

M@ C 0.395 0.309 + 0.060 0.464 + 0.003 0.207
+ 0.002 0.156 + 0.200 0.207 + 0.058 0.156

+0.282 0.309 = 0.288 year,
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4(2) £0.395 0.247 + 0.060 0.370 + 0.003 0.146

+ 0.002 0.114 +0.200 0.146 + 0.058 0.114

and
identification,

+0.282 0.247 = 0.226 year, (92)

variable operation conditions that is appearingiout
a natural way from practice. This approach, up@n th
good accuracy of the systems’ operation processes

their ~ components safety parameters
makes their safety characteristics

prediction more precise.

and further, using (9) and (92), the mean values of

the unconditional lifetimes in the particular sgfet References

states 1, 2, respectively are:

[1]
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Figure 8.The graph of the piping system risk
function

6
As the critical safety state is=1, then the system o]
risk function, according to (11), is given by

() =1- S(t) 94j

[7]
where s(t,) is given by (90) and by (12) the moment
when the system risk exceeds a permitted levé8]
0=0.051is

7 =r™ (005) = 0.049
(009) 0]

8. Conclusions

Presented in this paper results are partly comimg f [10]
the general analytical models of complex technical
multi-state systems safety [5] and their appligaio

to safety analysis of critical infrastructures [Ghe
material given in this paper delivers the procesurfl1]
and algorithms that allow to find the main an
practically important safety characteristics of thHg?2]
complex technical systems with dependent
components at the variable operation condition. The
safety characteristics of the port oil transpoorati [13]
system with dependent components predicted in this
paper are different from those determined in [3] fo
this system with independent components. This fat#]
justifies the sensibility of considering the comgple
technical systems with dependent components at the
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