TASK QUARTERLY wol. 2/, No 1, 2020, pp. 29-61

SOME SECURITY FEATURES OF SELECTED
10T PLATFORMS
ROBERT KALASKA! AND PAWEYL CZARNUL?
Lrobert.kalaska@qgmail.com

2 Faculty of Electronics, Telecommunications and Informatics,
Gdansk University of Technology
Gabriela Narutowicza 11/12, 80-233 Gdansk, Poland

(received: 21 November 2019; revised: 17 December 2019;
accepted: 23 December 2019; published online: 8 January 2020)

Abstract: IoT (Internet of Things) is certainly one of the leading current and future trends
for processing in the current distributed world. It is changing our life and society. IoT allows
new ubiquitous applications and processing, but, on the other hand, it introduces potentially
serious security threats. Nowadays researchers in IoT areas should, without a doubt, consider
and focus on security aspects. This paper is aimed at a high-level review of the existing IoT
enabling standalone middleware solutions and frameworks in terms of potential application
areas, architecture and components, communication APIs as well as support for key security
features including access control, support against attacks on service, device authorization and
data filtering. On the one hand, it allows the developer to choose the middleware best matching
their needs. On the other hand, it can serve as a starting point for further research on middleware
security features based on the provid ed security related open areas and challenges.
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1. Introduction

We have been able to observe stages of Internet evolution in computer
science and technology. We can divide the phase of growth into 4 stages. Web
1.0 which started in the 1990s had a very poor graphical environment and
was designed mainly as text enabling resources. Its main feature was to deliver
information to the reader. The reader had a passive state there, so they could
consume information without interaction. The next phase, Web 2.0, gave an
opportunity to exchange information through web forums and other tools which
allowed the user to give feedback on the presented information. Web 3.0, still
in use, allowed full interaction between the user and the web content. Web 3.0
allows processing information passed from users or gathered on other sites in an
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intelligent way. It is possible with the use of server applications and currently
very advanced front-end technologies. Currently, we are on the verge of Web
4.0, which could be also named as IoT. It has various descriptions assumed by
researchers over the last years. These can be focused on interconnected objects
concept, interoperability of things having identities in a smart space within a
given context [1], allowing interconnection of things at any place, with anything
and anyone using any network and any service [2]. Finally, another definition
focuses on sharing information among devices using a unified framework allowing
ubiquitous sensing and data analytics [3].

For the following consideration and survey we focus on the last of the
aforementioned definitions as it is more abstract than the others. It does not
describe each context precisely but it defines that the context of IoT is composed
by time, place, thing or person and a path to access it as a service resource. The
other definitions are good descriptions of the IoT concept but as IoT is abstract
itself so we believe that its definition should not be very concrete and should not
limit future technological solutions.

The era of ToT started with WSN (Wireless Sensor Networks). The concept
of WSN was to create a system of interconnected objects which could help in
peoples’ lives and business [4], [5], [6]. The main components for WSN are RFID
(Radio-frequency identification) components and equipment. There have been
some successful implementations of WSN in warehouses, agriculture or whole
supply chain systems such as [7], [8] or [9]. The important difference between
WSN and IoT is that WSN are focused on incorporation of RFID hardware and
create systems for specific goals, while IoT is more abstract and in its concept
it will not be a concrete system but rather a platform to build on heterogeneous
devices and subsystems, which everyone will be able to use according to their own
needs and to achieve their goals.

In the research area we can find information which mix IoT and WSN as
one concept such as [10]. As we have stated before there is a need to distinguish
these two concepts. WSN are closer system solutions while IoT is going to be a
heterogeneous network, which is not aimed at a specific goal. As stated in [11]
WSN may be a part of IoT but not vice versa.

This paper aims at a review of selected IoT middleware solutions in terms of
security. We have prepared a brief description of middleware systems developed
over the last eighteen years and compared them in terms of security features.
The papers starts with a short description of an IoT architecture. Then, security
aspects in the layers of the discussed architecture are considered. Subsequently,
selected middleware solutions are compared by key security features and a short
discussion regarding the latter in IoT middleware systems is included.

2. IoT Architecture

The architecture of IoT is described in [12], [13] and [3]. A short summary
will serve as a good starting point for the following sections. A holistic view of
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Figure 1. Holistic view of IoT architecture

an IoT architecture should take into account several components such as users,
devices and software as depicted in Fig. 1.

For the sake of our survey it is crucial to consider the following key IoT

layers (Fig. 2):

1.

AN S

Perception layer;
Network layer;
Middleware layer;
Application layer;
Business layer.

In the next section we discuss security issues for all these 5 layers. This

partitioning is natural for IoT. The first layer describes devices. IoT is built
on thousands of interconnected components. These devices could be passive like
RFID tags, a simple active device equipped with a battery or an external power
source but needing an external gateway to communicate with the Internet or
even more complex devices with their own communication stack. The main target
for these components is to gain raw data and execute commands (e.g. open a
window, switch the light, etc.), hence, it can be called the Perception layer.
Then, all of the available data needs to be accessible to other devices, thus, it
is necessary for devices to be interconnected. This part is accomplished by the
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network layer. Having access to all the data and devices, the architectural solution
should provide a layer for managing and filtering data, properly connect raw data
with its context to get the information, provide access and authorization, handle
security issues and give access to the gathered data through various interfaces.
All of these functions are assigned to the middleware layer. On such a stack,
companies may build their own applications which consume information from the
middleware layer. This is done within the application layer and finally applications
achieve business goals at the business layer located at the top of the stack. Fig. 2
presents the data flow and interactions between layers.
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Figure 2. Layers and information flow

From the implementation point of view, we need to provide a concept for
interfaces between layers. The perception layer and the middleware layer are
connected through the network layer. These may be achieved through various
protocols like ZigBee, WSN, IPv6 or WiFi. As we have pointed out before, the
connection between the middleware layer and the application layer should be
achieved through interfaces. It has been stated [14] that the best way to handle
queries on this layer is to implement the SOA (Service Oriented Architecture).
We are not going to focus on this issue in our article. Advanced surveys covering
this aspect can be found in articles [15], [16] or [17]. The data flow between
the application layer and the business layer has raised its own technical issues
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which are not the target of this paper. In the next section we will focus on the
middleware layer with the SOA approach. In general, the SOA approach can
be used to integrate distributed processing at several levels i.e. to gather data
from IoT devices and process it in parallel using high performance computing
systems or clouds [18]. Such processing can be arranged into workflows with proper
synchronization and parallel processing of workflow nodes that can denote data
acquisition, partitioning, processing and merging [19, 20].

3. Security

Information security [21] in the context of a secure computer system means
that each of the aspects such as confidentiality, integrity of information and
availability needs to be covered. Confidentiality means that sensitive information
is protected against unauthorized access, integrity means that all data stored in
a computer system must not be corrupted (even by getting unauthorized access,
device failure or accidental changes) and availability denotes that information
may be accessed at any time. A broader discussion can be found in [22].

Security is one of the most important aspects in the IoT. As a global network
capable of reaching every device in peoples’ lives it has many security issues to
address. Some may be critical for our health, other for our property and our
privacy. It could even be dangerous for the security of a country or a society.
As an example, we can imagine an e-health [23] system which doses a drug. An
attacker may change the assigned dose and damage the condition or even the
life of a patient. An example concerning property could be getting inside a home
control system [24] and unlocking the door or turning off the surveillance system.
In terms of privacy, somebody could take control over our CCTV (closed circuit
television) cameras or gain access to our shared information, which should be
accessible only to a group of trusted individuals. On the country level we can
imagine a situation where an attacker sends fake notifications to a power station
(as a consumer) so it reduces the power while the real power consumption by
customers is very large, as a result the power station turns off.

The number of attacks in solutions which may be a part of IoT in the future
has increased significantly over last years. In [25] we can find out that in 2013
there were 2 crucial incidents, in 2015 there were 4, in 2016 there were 7, while
the first quarter of 2017 began with 3 serious issues. Article [26] comments on
another report prepared by Symantec, pointing out that the number of attacks
in IoT increased by 600% between 2016 and 2017 and that many users continued
to use older operating systems. It is important to inform people how much these
can affect their IoT systems. As commented in [27], based on a report of Zingbox,
41% of security issues in medical IoT systems were due to bad user practices and
we can expect misuses of devices connected to the Internet everywhere.

IoT as a concept faces many difficulties concerning security resulting from
its nature. The European Union Agency for Network and Information Security
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prepared a report [25] based on information gained from consultations with many

security experts. This report points out 12 main difficulties in IoT security:

1.

10.

11.

12.

Very large attack surface — in terms of data security (IoT can process peta
bytes of data associated with different kinds of human activities) and in
terms of a geographically distributed architecture. It potentially makes it
possible or easier to find out new, and potentially not yet secured paths for
an attacker.

Limited device resources — sufficient cryptography operations for establi-
shing a secure environment is currently very hard on such devices as sensors
which have limited hardware capabilities.

Complex ecosystem — to protect IoT solutions it is important to recognize
vulnerabilities in the whole environment as an ecosystem, this can require
specific knowledge which may be difficult to achieve while securing a selected
ToT component or layer only.

Fragmentation of standards and regulations — technical standards and legal
regulations do not always catch up as fast as new solutions and technologies
are provided to the market, so it is hard to derive common standards.
Widespread deployment — currently deployed solutions can be extended to
work with IoT, this connection can result in new security threats.

Security integration — many device and software vendors may use different
security approaches which leads to differences not only in implementations
but even with security levels as well.

. Safety aspects — in terms of cooperation with the physical world and

threats such as invalid movements of robo arms or hacking the traffic lights.
Low cost — to achieve higher revenues companies may cut costs associated
with security developments.

Lack of expertise — IoT is still in at an early stage so we have no sufficient
surveys on its deployment and still not many researchers have suitable
knowledge. It is important if new threats are recognized and fixed before
an attacker exploits them.

Security updates — a growing IoT market will find out new security issues.
Providing all security updates should work automatically with no human
intervention.

Insecure programming — cutting development costs and desire for short
time to market may lead to many security vulnerabilities. Developing IoT
solutions needs many security tests and deep analysis of possible security
issues.

Unclear liabilities — as [oT is a very complex and decentralized network it
is hard to define liabilities for security issues.

Detailed descriptions of each difficulty can be found at [25]. We can extend

this list with 3 additional points. Any device in IoT can be deployed in any
place. Getting physical access to a device would be very easy, so we propose
to add "Unauthorized physical access”. Another aspect which comes with getting



Some security features of selected IoT platforms 35

unauthorized physical access to devices is "Data uncertainty”. We should take into
account the fact that a sensor can be cheated by adding physical disturbances
to its surrounding. One more issue for the whole system stability is "Testing
difficulties”. Tt is very hard to test the whole IoT solution and check all possible
software and execution paths. It is a big challenge for QA (quality assurance)
teams. These 15 points are, as we have called them, difficulties. While there is
no way to fully address them (at the time of writing), we should take them into
consideration while developing IoT solutions and, where possible, try to minimize
the corresponding risk.

Data is transferred and processed in each layer, so if an attacker has access
to low level data, he or she can have strong influence on the whole solution built
on IoT. Security measures in IoT need to be considered in each layer to be reliable.
A similar concept can be found in [28].

In the perception layer we can consider the following security issues [29], [30]:

firmware modification;
misrepresentations of sensor data;
lack of power or damage;

unauthorized devices.

Firmware modification lets attackers use a device for their own goals and get
inside a network. It can be avoided by using code signing and locking the write
operation to the device memory. Unlock could be available only after getting
authorized access (e.g. lock with a code). Misrepresentation of sensor data may
occur due to the sensor failure or a physical operation on a device (e.g. falsely
heating up a temperature sensor). There is no way to cope with this issue to a
full extent, but there are some methods to manage it. Data from a sensor should
be filtered by comparing it with the expected values and history data. Simple
operations like comparison with expected values can be done on the device side,
while computations requiring more resources can be done on the middleware side
or by the first device available to perform such an operation. Lack of power or
damage may occur at any time. In those situations we should use redundant
solutions for critical devices to give enough time for maintenance. Unauthorized
devices may potentially connect to an IoT network and disturb the network or
send invalid information. In such situations there is a need for creation of a trust
chain of producers. It could be a solution similar to the public key infrastructure.
Devices should be able to get information about other devices without human
interaction.

The network layer has different security issues [29], [31]:

e interference in packages;
e cavesdropping;
e jamming.
The aforementioned issues are well known in the network security area so
nowadays we have good solutions to deal with them. Interference in packages (e.g.



36 R. Kalaska and P. Czarnul

man-in-the-middle attack) or eavesdropping could be solved by using encrypted
connections (e.g. SSL (Secure Socket Layer)). The problem is that many IoT devi-
ces do not have enough resources to perform cryptography operations. Therefore,
there is a field for future research. Moreover, every kind of network can be di-
sturbed. Jamming is an important issue for wireless networks, because everybody
who has sufficient hardware may disturb the network stability. There is no simple
and common solution to counteract. Radio frequencies should be controlled by
an independent institution which should be prepared for such a situation and be
able to react fast.

The middleware layer is the brain of IoT. We can distinguish the following
security issues [32], [29], [30]:

unauthorized access;
attacks on service (e.g. DoS, DDoS);
unauthorized devices;

misrepresentation of sensor data.

Unauthorized access has a strong influence on the whole system. It applies
to access to services delivered by the middleware as well as access to admini-
strative options or the machine(s) where the middleware has been deployed. Well
established access management policies should be used in middleware applications
and in the company which delivers and hosts such solutions. Attacks on a service
should be handled by applications and devices for network security like WAF
(Web Application Firewall) and IPS (Intrusion Prevention System). Similarly to
the perception layer, in the middleware layer we should be able to recognize and
trust devices in the IoT network. Mechanisms similar to those in the perception
layer can be implemented. Misrepresentation of sensor data may be well served in
the middleware layer. In this layer historical data can be collected and compared
with the read values and computations can be performed to ensure that such data
is valid and can be used by applications.

In the application layer we can outline the following security issues [32]:

unauthorized access;
program changes;
data corruption;

endpoint changes.

Similarly to the middleware layer unauthorized access is the most important
issue and could be resolved in same way as in the lower layer. Program changes
apply to similar issues as firmware modification in the perception layer. There
should be efficient ways for protecting the application against adding unknown
components and overriding the existing libraries. Avoiding data corruption can
be achieved through backup solutions. There is also another important issue. The
attacker may change the endpoint destination to the service which we are going to
use. We should use cryptography solutions while using services, for example using
WSS (Web Services Security) in WSDL (Web Services Description Language)
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communication or rely on an SSL connection using REST (Representational
state transfer) solutions. Moreover, these technologies protect us against network
security issues from the middleware to the application layer.
In the business layer there are security issues connected with the business
value such as:
e concept stealing;
e customer data security.
In this article we are not going to focus on business security.
To sum up the above description we organized possible security functiona-
lities (in reference to Section 4) in each layer. These are presented in Table 1.

Table 1. Map of security functionalities and layers

Layers
Perception | Network | Middleware | Application
layer layer layer layer
Access Control v v v

2 and authorization
% Support for preventing v
5 network attacks
g Device authorization v v v v
FE( and secure connection

Data filtering and integrity v v v v

4. Description of analysis method

We start with a review of middleware solutions which were objects of past
research, and then we go through middleware systems which are open source and
their functionalities are still improved by the community. For our survey we chose
37 middleware platforms. As we have stated before our goal is to focus on the
security aspects of the delivered solutions. In line with the previous section we
will distinguish middleware solutions by their functionalities in security:

e Access control and authorization;

e Support for preventing network attacks (eq. Denial of Service (DoS));
e Device authorization and secure connection;

e Data filtering and integrity.

The above functionalities should cover trust challenges in IoT such as data
security, user privacy, distributed trust models, attestation, privacy and policy
preservation, encrypted search and policy management. We could associate these
functionalities with addressing relevant challenges as presented in Table 2.

Additionally, in the comparison we include the year of publication of the
article concerning the given solution to check if there is a correlation between
security features in the solutions in terms of release dates.
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Table 2. Map of challenges and functionalities

Challenges
Data User Distributed | Attestation | Encrypted Policy
security | privacy | trust models search management
Access Control v v v v
and authorization

§ Support v
% for preventing
5 network attacks
g Device authorization v v v
LE and secure connection

Data filtering v

and integrity

The selected platforms were developed with various purposes in terms of
the intent of use. In Tab. 3 we sum up some of the key information about the
described projects. In the following section we shortly describe the features of
each of these platforms focusing on those related to security, wherever possible.

5. Review of selected IoT platforms

In this section we review several current and past IoT enabling solutions.
The survey contains selected standalone middleware solutions as well as frame-
works for IoT. From the point of view of this paper all of these can be considered
middleware solutions. We focus on the security components. In the research area
we can find information about over 50 middleware solutions, mainly based on
research papers. There are some open source solutions, mostly developed for bu-
siness purposes but some of those like [33] or [34] were developed in cooperation
of scientific community and business communities.

5.1. Overview of selected solutions
Solutions chosen for our survey can be divided into 2 groups depending on
the architecture and usage:
e Framework — integration requires additional libraries or writing one’s own
wrapper components.
e Standalone middleware — offers well-known and commonly used APIs
(application programming interfaces).

5.1.1. Framework solutions

1. Smart Messages [35] is a component for user defined applications. It runs
a user program on nodes of interest. Its architecture is based on a network
of virtual machines. It works in the whole network, passing the state and
commands to neighboring cells. From the security point of view, it covers a
very good access control model between cells in the network. It is built on the
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protection domain model. There are five domains: Owner, Family, Origin,
Code and Others. The protection domains are stored in an access control
list for each SM (Smart Message). This mechanism allows the system to
decide which SM is able to operate on each tag. The authors of the solution
have deployed an application called EZCab which is designed for locating
and booking free cabs.

. MiLAN [36] is a solution designed for best energy and QoS management. It
is based on a network of devices running a scaled down version of MiLLAN. Its
design focuses on getting the longest sensors battery lifetime while meeting
the required QoS parameters. The QoS (Quality of Service) parameters are
defined in user applications which are built on top of MiLAN. There is
no direct information about security solutions in this middleware that we
can take into consideration for comparison. The authors of MiLLAN have
deployed a personal health monitor application as a showcase solution.

. MoCA [37] is a middleware system developed in a publisher-subscriber mo-
del. Tt focuses on developing and deploying context-aware applications on
mobile devices. It is built on 4 main services which are responsible for con-
figuration, context information management, discovering and location in-
formation management. We could not find any security related information
implemented in the middleware layer. Two applications have been developed
as use cases for the middleware. W-Chat is a chat program which is able to
catch messages for the user which temporarily disconnects. Another appli-
cation is NITA. NITA is an application for posting messages for predefined
regions. It allows users who enter the region and have valid authorization
parameters to read information.

. MidFusion [38] is a middleware architecture very similar to MiLAN. The
goal of the authors was to develop a solution which would support the best
sensor usage while ensuring user QoS parameters. The sensor selection is
based on a Bayesian decision problem. The main difference is that it gives
a possibility to discover new sensors by running an application, while in
MiILAN, the application should know a priori what sensors are available.
We could not find any information related to the security features. An
application for detection of an intruder in the building has been deployed
using this middleware.

. Mires [39] is a solution based on the publish-subscriber architecture. It has
no predefined security solutions, but we can treat one of its functionalities
as a security feature in terms of data uncertainty. Mires has an aggregation
policy, where the user can define the stop criteria. It allows the user to
predefine a data integrity filter. No more information about security can be
found. To illustrate the middleware features, the authors have proposed an
application for visualization of a network response for subscriber requests
in selected topics. The application user may set the topics of interest and
rules for requesting data (e.g. every 5 minutes).
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10.

11.

Sensation [40] is a database based solution. The main idea for Sensation
is to abstract a data model from an application in a similar way as JDBC
(Java Database Connectivity) works in Java. It is designed to work with
different WSNs through a USL (Unified Sensor Language). An application
developer can use its resources through a delivered API. Sensation does not
include any security solutions.

SwissQM [41] is based on a database approach with sensors running
as virtual machines. Its main target is to offer better support for data
management and to decrease traffic in a network using adaptive sampling.
This technique may lead to extended battery lifetime, same as with other
approaches. Unfortunately, the system has no security solutions proposed
by the authors.

TS-Mid [42] is middleware running on top of TinyOS. It is based on the
JavaSpaces technology. It lets the whole wireless sensor networks be divided
into regions. Middleware may then operate on regions which are built out of
predefined sensors. The main goal which can be achieved is decreasing the
traffic in the network. This solution has no security features. The authors
have proposed a showcase application for monitoring sensor states. The user
may query a chosen region for interesting data through a graphical interface.
HYDRA [43] is middleware which combines a service oriented architecture
and a model driven architecture. It is divided into application and device
components. The HYDRA architecture was developed with focus on secu-
rity. It has a semantic resolution of security which was proposed in [44]. It
allows HYDRA to combine all the security features such as access control,
data integrity and privacy. No detailed information could be found due to
closed project websites.

COPAL [45] is a middleware solution which focuses on context provisioning.
It works along the publisher-listener architecture. Each context component
contains the required attributes and optional attributes which allow context
processing to assign the user to the selected group. The main feature of
COPAL is the COPAL-DSL component which helps developers to build an
application. Engineers may create a model with COPAL-DSL. This model
allows generating code skeletons and deployment artifacts. COPAL has
an Authorization feature. Context information can be available for chosen
services only. No more security features were found in the literature.
Leshan [46] is a framework built as an implementation of the LwM2M
(Light-weight Machine to Machine) protocol. It focuses on providing de-
vice management and service enablement. Its architecture is divided into
an LwM2M client which operates on an end device and LwM2M servers.
Its main functionalities are device configuration, bootstrapping, firmware
update, diagnostics, connection management, control, data reporting, lock
and wipe. Security features are divided into credential related procedures
where available solutions are certificates, preshared keys, public raw keys
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5.1.2.

and PKI deployments and a second feature group with security paths where
the possible options are DTLS (Datagram Transport Layer Security), SMS
(Short Message Service), DTLS over SMS, OSCORE (Object Security for
Constrained RESTful Environments). The description of the LwM2M pro-
tocol also defines its security abilities which replace initial keys during the
bootstrap procedure, multiple server deployment with different credentials
and also providing security for every path.

Standalone middleware solutions

. Cougar [47] is a middleware solution which uses a database approach for

managing sensor data. As in the database approach, the main goal was to
manage a sensor network with declarative queries. Researchers delivered
a complete solution but they did not focus on security issues. The only
aspect that has been taken into account is data uncertainty. Cougar allows
collecting raw data from many sensors and compute an average value in the
logical leader node, so it can avoid measurement errors. The architecture
of Cougar is a loosely-coupled distributed architecture. Each device has an
abstract query proxy layer which interacts with the routing layer and the
application layer. Two demo applications QueryProxy Demo and WaveGUI
Demo [48] were deployed using Cougar.

. DSWare [49] is a solution which focuses on data integrity and minimizing

the traffic in the network. The application layer may work with middleware
through services. We could not find any information related directly to
security, but the middleware has many algorithms to protect data. The most
important one from the point of view of security of data and avoiding data
uncertainty is grouping several sensors into one logical sensor, which lets
the software take the decision which information is correct. Its architecture
is organized into services which abstract lower layers of the IoT network
for the application layer. It is divided as follows: data subscription, event
detection, data storage, group management, data caching and scheduling.
The middleware was tested on a demo application for real-time vent
detection.

. IrisNet [50] is a database approach solution. The solution is targeted at

efficient querying. It is based on XML files using an XPATH resolver me-
chanism. Queries to the system are sent with senselets — short instructions
to operate with data through a network. It covers security issues in several
ways. Senslets can be digitally signed or not. This solution allows determi-
ning the query author and allows using full data or a limited set according
to the security policy (trusted or not). Moreover, it has a mechanism to
back up cached data in two ways. The same data is kept by a nearby sensor
and in a far away one. When the main sensor fails, the data (historical)
can be gathered from another replica. Researchers built three test solutions
based on IrisNet: a parking-space finder for tracking parking spaces, a co-
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astal imaging service allowing tracking nearshore phenomena, IrisLog — a
service for network and host monitoring.

. CoBrA [51] is a context broker middleware solution. It focuses on how to

provide the best architecture to allow system components to work together
and understand each other in different contexts. One of the four key features
of this solution is to protect user privacy. It has been achieved with a
very advanced privacy policy solution. It is based on a SOUPA (Standard
Ontology for Ubiquitous and Pervasive Applications) policy ontology. In
this system the developer can define privacy on each context level such as
location, friends, time and many more. Moreover, the user can adjust the
granularity of information which can be accessed. Even if somebody joins
the network, they will not get access to information which is not shared by
the user. During the CoBrA project several applications have been deployed
including EasyMeeting, CoBrA Demo Toolkit and CoBrA Text Messaging
Commands.

. Global Sensor Network (GSN) [52] is a middleware platform which is based

on a virtual sensor solution. Each node has its virtual sensor representa-
tion which abstracts from implementation details. It is based on the pu-
blish-subscriber model which performs data streaming through SQL-based
queries. It contains two important security functionalities implemented in
two architecture components: integrity service and access control. The in-
tegrity service provides data consistency through electronic signatures and
encryption while access control enables entitled parties to use the system.
For demonstration purposes the authors prepared a configuration with four
sensor networks which could be queried through a Web interface. The plat-
form is available under the GNU GPL license and can be downloaded from
[53].

. e-SENSE [54] [55] is a middleware solution which is based on the subscri-

ber-consumer model. It allows sharing data from WSN to B3G (Platforms
Beyond 3G) networks. It has a cluster formation algorithm which forms
sensor groups into clusters. The solution is quite similar to TS-Mid [42]. In
[54] the authors present a Security Manager but there is only information
about the available policy management (which is used for configuration is-
sues) and Access Control between sensors and higher layer gateways. In [55]
the authors tested an application for recognizing human activities by using
wireless sensor nodes worn on the body and integrated into working tools.

. DAVIM [56] is built with an architecture based on a virtual machine

approach. It allows users to define their own application using services.
Services can be defined to operate on different sensors performing an
operation defined by the network owner. Its sole feature, from the security
point of view, is isolation of multiple applications. All applications run on
their own virtual machines which limits interference between them. For
demonstration purposes, the authors have deployed a surge application
which sends sensor readings to a base station periodically.



Some security features of selected IoT platforms 43

10.

11.

12.

13.

. CroCo [57] is a middleware which focuses on context management. It uses

an ontology through the XML description. Privacy is supported through
the Privacy Enforcer. This component checks whether the chosen resource
may have access to the queried information. No more security features are
described. In [57], we could find information about two example applications
deployed on CroCo. One is Personal Document Management for managing
documents and the other is the Adaptive Co-Browsing Application which
can be defined as an extension for traditional web browsing.

. MUSIC [58] is a middleware platform which aims at service oriented environ-

ments. It has a service oriented architecture built on OSGi (Open Services
Gateway initiative). It manages the available services and provides self-ad-
aptation for service management for best achievement of a given application
goal. No information about security is provided. For a demonstration scena-
rio, the authors have proposed a composition of services for location, map,
route in a travel assistant working with an InstantSocial application.
SPBCA [59] is an architecture based on Tuple Space and Ontology. The
solution focuses on unifying the interaction process in a heterogeneous
network. It runs on each device (agent based middleware). From the security
point of view it has several solutions that improve security. Agents are
assigned to spaces (similar to TS-Mid). In this way access control can
be improved. A component called TS Manager manages the privacy of
each space and handles data consistency. No more security features are
described. The authors of the solution have proposed a GUI for run-time
service customization as a showcase application.

Feel@Home [60] is a middleware solution which aims at resource sharing.
It focuses on context management across a domain-specific environment.
It has access control which is provided on two layers. It starts from the
domain level and checks if the requested data is accessible, checking the
target object privacy policy. It has no more security solutions.

UbiROAD [61] is a middleware architecture designed especially for driving
purposes. It is an agent based solution which aims to interact with cars,
its embedded devices, humans as well as the road infrastructure, and traf-
fic systems. The authors of the system envisage a semantic ontology-based
solution to build a trust management system. There is no detailed infor-
mation how it could be implemented and the architecture does not provide
any other security solutions.

KASOM [62] is a middleware solution focused on knowledge awareness. It
is service oriented middleware built on three main components: framework
services, knowledge management services and communication services. For
security reasons it has a component called Security Service which manages
major security issues. No detailed information about this component could
be found. An application for testing has been deployed in an e-health
scenario. The authors built a healthcare telemonitoring application on
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14.

15.

16.

17.

18.

19.

KASOM and deployed it on real WSAN (wireless sensor and actuator
network). An experiment showed that it had positive influence on the
quality of service of a Sanatorium.

UbiSOAP [63] is a middleware tool which focuses on implementing a better
way of communication using SOAP (Simple Object Access Protocol). It
allows many network interfaces to work together and to keep track of
interconnected devices even when they change their connection points. It
has no security features. UbiSOAP has been released under an open source
license. Three showcase applications have been deployed on UbiSOAP —
Pocket doctor, Field service management, Crisis management system.
MOSDEN [64] is a middleware solution based on Android. It provides
sensing as a service model. The main goal is to provide sustainable data
collections on IoT devices. It allows keeping information about sensor
capabilities and health instead of collecting whole sensor data. There is
no information about security features for this architecture.

IoTSyS [65] is a middleware solution based on a service oriented architec-
ture. It is designed mainly for home automation purposes. Security features
are granted with access control delivered with a public key infrastructure
and security policies (XACML (eXtensible Access Control Markup Langu-
age) — based authorization). Safe connections are established with SSL.
Data integrity between nodes has been achieved using the AES (Advan-
ced Encryption Standard) encryption. IoTSyS is distributed with an open
source 3-Clause BSD License. The project archive is available under [33].
Applications for home automation including HVAC (Heating, Ventilation,
Air Conditioning), alarms or light control systems have been deployed using
this infrastructure.

PRISMA [66] is a service oriented middleware solution. Its main feature
is the REST based architecture so the data from devices is accessible like
other web resources through HTTP requests. It has one similar feature to
MiILAN, which is an algorithm for extending the lifetime of batteries of
devices. Similarly to MiLAN it could be considered as an additional feature
for security. No other security functions could be found.

EMMA [67] is an agent based, resource oriented architecture solution. The
goal of the authors was to develop a system for reducing data transmission
in an IoT network through services running on each node over Contiki OS.
EMMA uses CoAP (Constrained Application Protocol) to communicate
with nodes and publishes as REST resources. There is no information
provided about security features.

RERUM [68] is a middleware product focused on security. It is based on
another IoT middleware solution called OpenlOT which is a cloud platform.
RERUM provides many security features. It has a solution for access control.
The device security is provided with a mechanism which maps a physical
device address to a generated key associated with a virtual device. All
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20.

21.

22.

23.

24.

communication packets are signed with electronic signatures based on ECC
(Elliptic Curve Cryptography) cryptography. A data granularity mechanism
is used to protect a piece of information, so that the end user may define
general actions like 'when too cold, turn on heating’ while not getting
information about the whole sensor data and network architecture.
EMMA [69] is a publisher-subscriber solution which is based on MQTT
(MQ Telemetry Transport). It focuses on minimizing the network traffic.
The authors have proposed a solution for dynamic network changes due to
a reconfiguration of connections. It is based on buffering and tunneling the
MQTT traffic for background middleware and reconnects to the node when
it is needed. There are no security functionalities in the currently available
solution. The authors have prepared a simulation where energy tokens are
shared in a concurrent environment like a balanced energy consumption in
a smart home.

Xively [70] is a part of Google Cloud IoT. Its architecture is divided into
3 layers: edge devices which is a connector between devices and upper
layers, data analytics in the cloud for storing and filtering data and the
last one — data usage for subsequent data processing. It has a very strong
authentication design including a secure device on every node which could
perform cryptography operations. Connecting JWT (JSON Web Token)
with a signing operation it gives a lightweight way to open a two-way secure
connection. It has been deployed in agriculture, home automation or even
remote support solutions.

Kaa [71] is an open source platform for IoT. It is a message based solution
supporting MQTT, CoAP and other protocols using a gateway architec-
ture. Communication channels can be secure or open. Secure channels are
encrypted. It also has a solution for device management. Each device has
to present valid credentials. Credentials may be pre-shared keys, tokens or
a login and password combination. There is also a solution for data con-
sistency which is based on simple response codes, but it allows devices to
ensure that the sent data has been properly received. On the project page
we could find many possible use cases for Kaa like agriculture, automotive,
healthcare, IT1oT, smart building and cities or even sport & fitness.
SiteWhere [72] is another open source platform. The current release in
version 2.0 is based on a microservices architecture and all communication
is carried out with REST APIs. The JWT is used to grant access control
and each REST call has a security header containing a node id and an
authentication token. The whole solution is based on Spring Boot deployed
on Docker, so it can be easily deployed with redundant services which is a
good solution against DoS attacks.

DeviceHive [73] is an IoT middleware solution. It communicates via MQTT,
WebSocket and REST. Similar as SiteWhere, it has a microservices ar-

chitecture. It uses TLS (Transport Layer Security) encryption for secure
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25.

26.

connection. Access control is granted with a role-based security model and
authentication with JWT tokens. DeviceHive can be used across many in-
dustrial areas like Automotive, Energy & Utilities, Smart Environments
(cities, building or agriculture), IToT, Insurance and more [74] with JWT to-
kens. DeviceHive can be used across many industrial areas like Automotive,
Energy & Utilities, Smart Environments (cities, building or agriculture),
IToT, Insurance and more [74].

FIWARE [75] is context broker middleware which is built on different
components called Generic Enablers. Information can be gathered using
FIWARE NGSI API. It is an URI (Uniform Resource Identifier) based API
using HTTP requests. Access control is granted with the Access Control
Generic Enabler (e.g. Keyrock using tokens or AuthZForce using XACML).
Communication with device layers is established using IoT Agents or with
external services via System Adapters. There are subsystems like STH
Comet, Cygnus or Draco for data persistence. Security in FIWARE is
well-established with the provided Generic Enablers, moreover, the user
can adjust the needed security level choosing the best Generic Enablers for
his or her own goals. FIWARE has been used in many fields like e-Health
[76], agriculture [77] or transportation [78] and [79].

SgxloTGuard [80] is a middleware solution which aims at providing data
security using the Intel SGX technology. It allows executing selected ope-
rations secured by the hardware. Its architecture is divided into the SGX
Trusted IoT Gateway and the IoT Middleware platform. The idea is to
collect data from devices through an IoT Gateway which performs data en-
cryption, then encrypted data can be further processed by higher level com-
ponents. Its decryption is performed within the middleware platform using
the same hardware mechanism. Both the Gateway and the Middleware plat-
form comnsist of two modules: an untrusted module and a trusted module.
The untrusted module communicates with other components while the tru-
sted module exchanges data only with the untrusted module. This solution
in its current state provides data integrity only. Additionally, using data
access policy enforcement it may provide access to data for selected users
or components. For test purposes, researchers built an application which
established communication and data exchange with a Philip Hue Hub with
a ZigBee light bulb, Samsung SmartThings Hub with a Motion/Prox-imity
sensor, Dlink IoT camera, Belkin Wemo Switch, Wemo Wall socket and a
heart rate monitor mobile application on Android.

Analysis of selected IoT platforms in terms of selected
security features

Based on the reviewed solutions we created a comparison table in order

to better summarize the security features. Table 4 shows which of the security

features are covered by each solution. Where a security feature was covered we
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put v/, otherwise we put X. Additional information about the covered features
(especially implementation characteristics) can be found in Section 5.1.

Comparing entries in Table 4 by support for selected security features
we can conclude that middlewares have become more secure over the last 17
years. Beginning with middlewares that have no support for security we end with
entries which cover a minimum 2 out 5 security features. Same conclusions were
also proved by [81] where authors compared search results for terms ("IoT” OR
"Internet of Things”) AND ”"Middleware” performed at points with an interval
of 18 months (06.2015 — 12.2016). They found that there were about 40% more
articles than within the first search.

Taking into account division for frameworks and standalone middlewares
in Section 5 and security functionalities mentioned in Section 4 we can conclude
that framework solutions should assure at least data filtering and integration
and device authorization since others can be developed at integration time while
a standalone middleware should provide all security functionalities since users
may treat them as a standalone, complete platform. After comparing provided
features we can conclude that most of framework solutions (6 of 11) have no
provided security features. Only one of the listed has full support for security and
it is the Leshan solution. This may be due to the fact, that most of framework
solutions are old ones, where main efforts were put into key functionalities. In
standalone middleware solutions there is also only one platform which supports
all security features. It is called RERUM but in this group there are fewer solutions
with no security features (9 of 26) and also as in the previous group, these
are mostly older platforms. Moreover, from the listed security features ”Access
Control and Authorization” is the most common feature (14 of 26), the second
one is "Device filtering and data integrity” (10 of 26), while the last two features
are "Device authorization and secure connection” (4 of 26) and ”Support for
preventing network attacks” (3 of 26).
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7. Summary

In this paper we presented support for security features in various IoT
middlewares, following discussing layers of IoT as well as representatives of
IoT enabling standalone middlewares and frameworks and their objectives and
properties. We divided security features into 4 functionalities:

e Access Control and authorization.

e Support for preventing network attacks.

e Device authorization and secure connection.
e Data filtering and integrity.

Additionally, we addressed additional features, which contain improvements
not directly connected with provided security features but having positive influ-
ence on security measures. All information was collected into several tables to
present which solutions cover which security aspects. The most common functio-
nality is access control and authentication mechanism, the second one is ensuring
data integrity. Few of the solutions discussed in the paper support device au-
thorization. Limited support is provided against network attacks like DoS, but
these kinds of attacks should be prevented within the deployment environment.
Features which were not directly connected with security, but can be assumed
as additional positive properties in security terms are, for example, extending
battery lifetime in network devices or adapting data granularity. As we can see,
many security features had been implemented but there are still open areas for
future research. We can conclude that authentication and access control are qu-
ite well-established in new solutions. As these form an important part of current
web applications, they can be successfully adjusted for IoT. Especially related
to granting access for users or authenticating external services. Securing against
attacks on services is mainly the responsibility of the deployment environment.
Data filtering and consistency are well covered in terms of redundancy and er-
ror corrections. Using encrypted connections protects us against data leakage and
data corruption but these mechanisms are as strong as the provided cryptography
solutions. According to that we need to provide a secure way for device authori-
zation. Well established protection from this side will increase the security level
for the whole IoT network. Some research was performed [82] on cryptography
for resource limited devices. We could make use of technologies connected with
blockchain which may be useful at the device level and in M2M (Machine to
Machine) communication. A state-of-the-art review in this area was performed
in [83]. Another article which presents usage of the blockchain technology in data
acquisition can be found in [84]. Taking a high-level view on this features we can
point out a few important directions for future research:

Trust management and identification of IoT devices.
Cryptography algorithms for resource limited devices.
External secure devices dedicated for cryptography operations.

Providing a trusted supply chain for IoT devices.
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Trust management and identification of IoT devices is the key feature to
provide a reliable and secure IoT environment, but it is not possible until fast
and secure cryptography is available in each device. We could say that trust
management and identification of IoT devices is the main goal while the next
three aforementioned points should provide a state-of-the-art tools for future
development.

It is important to assign difficulties defined in Section 3 as future challenges
in the IoT area. We can propose a solution which does not fully address all
of them but can be the very first step against many attacks on IoT. Getting
information from an audit log in cooperation with AI (artificial intelligence)
algorithms may give promising results in investigating dangerous behaviors in
ToT. Similar solutions are implemented in IoT platforms which are available in
the PaaS (Platform as a Service) model [85].

Apart from the directions pointed out above more effort should be put
into finding reliable solutions for investigation of security issues in the available
IoT architectures. Such a solution was proposed in [86]. It is based on the SMT
(Satisfiability Modulo Theories) framework which allows finding paths to attack
an IoT system. Another solution was proposed in [87]. It extends the Hierarchical
Attack Representation Model and is able to obtain a graphical security model
representing system vulnerabilities, calculate cost of attack, probability of attack
and possible improvements after deployment of chosen patches. A similar solution
was presented in [88]. It is called IToT Checker and is an ontology based framework
to verify and fix system weaknesses such as bugs in firmware, insufficient network
security or default system configuration.

As the security in IoT has become a very important aspect in the research
area we can expect more and more innovative security features in the near future.
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